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CCPA OVERVIEW



What is
the CCPA?
The California Consumer Privacy Act (CCPA) 
was approved by the California governor on 
September 23, 2018.1  The CCPA will be effective 
January 1, 2020.2  The CCPA will provide California 
residents the right to request a business to delete their 
personal information and will prohibit businesses from 
selling personal information without the consumer’s 
consent.3  

The CCPA will apply to businesses and organizations possessing the personal information of 
California residents, households, or devices that:

 (i) have $25 million or more in annual gross revenue; 
 (ii) possesses, receives, purchases, or sells the personal information of 50,000 or more 
consumers, households, or devices; and/or
 (iii) generates fifty (50%) percent or more of its gross annual revenue from selling the personal 
information.4 

While businesses with a direct connection to consumers’ personal information will be 
affected, service providers will also be liable for the consumer information its company 
obtained from another business.5  This means all businesses that provide consumer 
information to a third party company will be required to be compliant with the CCPA as well. 
The CCPA defines a service provider as an entity that “processes information on behalf of a 
business and to which the business discloses a consumer’s personal information for a 
business purpose pursuant to a written contract.”6 

Additionally, the CCPA not only applies to companies with its headquarters in California or 
with locations in California, but also, it applies to all companies doing business with California 
residents and fall into one of the above categories.7
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Who does the CCPA 
apply to?
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1  S.B. 1121, 2018 Leg. (CA).
2  Id.
3  Id.
4  Id.

5  Mellisa D. Maxwell and Claire C. Rosston, We’re Not Californians! Why Should We Care about the California 
Consumer Protection Act?, 62-Advocate (Idaho) 35, (Oct. 2019).
6  Id.
7  Id.



What consumer information 
does CCPA protect?
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A consumer’s personal information is protected by the CCPA. Personal information is defined by 
expected identifiers like name, address, and/or social security number and extends to other 
identifiers like IP address, account names, email addresses, and other related identifiers.8 

Additionally, personal information can include internet/electronic network activity, professional 
information, commercial information, audio/electronic/visual information, and any other 
information that could “create a profile about a consumer.”9  The CCPA applies to both personal 
information the company directly obtains and personal information received from a third party. 10

How can businesses be 
compliant with the CCPA?
Businesses must update privacy policies include a “do-not-sell” link on its website.  The 
updated privacy policies must include:

(i) A description of the new rights under the CCPA for California residents;
(ii) A description of the methods to submit a personal information and erasure request;
(iii) A “do-not-sell” link allowing consumers to opt-out of having their information sold;
(iv) A list of the categories of personal information the company collected over the past 
twelve (12) months;
(v) “The sources of each category of personal information;”
(vi) The purposes for using each category of information;
(vii) “A list of the categories of personal information sold within the past twelve (12) 
months;” 12

(viii) “A list of the categories of personal information disclosed for a business purpose in 
the past twelve (12) months;” 

The CCPA defines “business purpose” as:

(i) “Auditing related to a current interaction with the consumer;”
(ii) Detecting security issues;
(iii) Performing services on behalf of the business;”
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8  Id.
9  Id.
10  Catherine D. Meyer and Fusae Nara, Countdown to CCPA: Do you Know Where your Data Is?, (May 1, 2019), https://www.pillsbury-
law.com/en/news-and-insights/ccpa-data-inventory.html
11  Daniel C. Wood, Superman and the CCPA: Not-So-Secret Identities and the Power of “Personal Information” under the California Consumer Privacy Act, 
April 8, 2019. https://www.internetandtechnologylaw.com/ccpa-personal-information-california-consumer-privacy-act/
12 Id.



(iv) Debugging and repairing errors;
(v) “Short-term, transient use,” without providing personal information to another 
third party or building a consumer profile;
(vi) Conducting internal research for technological development;
(vii) Performing tasks to maintain the “quality or safety of a service or device.” 13 

While companies must update privacy policies to explain to consumers their rights, 
companies will also have to ensure it can provide data to consumers upon request, which 
requires an operational overhaul of the business. 14 

Businesses’ contracts with service providers will also need to be updated. The updated 
contracts must prevent the service provider from “retaining, using, or disclosing personal 
information for any purpose,” besides for the purpose specified in the contract. 15 
Additionally, businesses must “direct any service providers to delete the consumer’s 
personal information from their records” when a consumer requests the business to delete 
their information.16 This means that anytime a business receives a request to delete 
consumer information, the business must relay that request to the service provider for it to 
delete the information as well.

Additionally, businesses must understand prior to January 1, 2020 what consumer 
information it currently has and be able to provide consumers with a list and the sources 
within forty-five (45) days of a consumer’s request.17  This means companies will have to 
retroactively understand the past twelve (12) months of information in its possession.
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What exceptions exist for 
companies?
The CCPA contains two main exceptions. First, the CCPA does not require companies to 
delete the consumer’s information if it is necessary for the company or service provider “to 
maintain the consumer’s personal information in order to: 18

(i) Complete the transaction with the consumer where the company obtained the 
personal information;
(ii) Detect security concerns and/or protect against fraudulent or illegal activity;
(iii) Identify and repair errors;
(iv) Exercise free speech rights;
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13  Id.
14  Tamara Chuang, How California’s data privacy law will change your online experience —no matter where you live, (Oct. 29, 2019), https://colora-
dosun.com/2019/10/29/do-you-know-who-has-your-digital-data/
15  Maxwell, supra
16  Id.
17  Meyer, supra
18 S.B. 1121, 2018 Leg. (CA).
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How should companies who do not 
need to comply with CCPA 
proceed?

While the CCPA only applies to California residents, legal experts believe the CCPA is only the 
beginning for these types of privacy laws and other states will enact similar laws.21  Legal 
experts suggest companies should begin “a preparation mode” knowing “there will be some 
level of compliance required at some point in the future.”22  Given the current burden on 
businesses where the CCPA applies to become compliant in such a short amount of time, it 
is recommended that all businesses across the United States that do collect consumer 
information start to implement new processes to make any future privacy requirements less 
burdensome when the time comes.

(v) Comply with other California statutes (like the California Electronic Communications 
Privacy Act);
(vi) Engage in research;
(vii) Use for solely internal reasons which the consumer’s relationship with the business 
allows;
(viii) Comply with any legal obligations; or
(ix) Use the information internally for reasons consistent with the context in which the 
consumer provided the information. 19

The CCPA also does not apply to specific categories:

(i) Medical information already governed by other statutes;
(ii) A health care provider; or
(iii) Information collected for clinical trial purposes. 20

This last exception is very narrow but is helpful for any company that falls into those three 
categories. 
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19  Id.
20  Id.
21  Chuang, supra.
22 Id.
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How does Europe’s GDPR 
differ from the CCPA?

Europe’s General Data Protection Regulation (GDPR) took effect on May 25, 2018.23  The GDPR 
is more extensive in some regards for companies to be compliant. However, if a company is 
compliant with the GDPR this does not guarantee the company will be compliant with the 
CCPA.24 The main differences between the CCPA and the GDPR are:

 (i) The privacy policy requirements are different under the CCPA than the GDPR;
 (ii) The CCPA requires companies to allow consumers to opt-out of the sale of their 
information, but the GDPR does not grant this right;
 (iii) The requirements on service provider contracts is different, and the GDPR 
standards do not meet the CCPA requirements;
 (iv) Under the CCPA, businesses must obtain “opt-in consent” from parents for the 
sale of children’s information (whereas children is defined as under thirteen (13) for 
parental consent, and thirteen-fifteen (13-15) can self-consent.). The GDPR does not 
have the same child requirements.25 

Therefore, companies cannot rely on compliance with the GDPR to ensure compliance with 
the CCPA.
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23  DataGuidance, Comparing privacy laws: GDPR v. CCPA, (Nov. 2018), https://fpf.org/wp-content/uploads/2018/11/GDPR_CCPA_Comparison-Guide.pdf
24  Carol A.F. Umhoefer and Tracy Shapiro, CCPA vs. GDPR: the same, only different, (Apr. 11, 2019), https://www.dlapiper.com/en/uk/insights/publica-
tions/2019/04/ipt-news-q1-2019/ccpa-vs-gdpr/
25  Id.



About Evisort

Evisort’s founders started the company with a 
single idea in mind: that the time spent by 
lawyers and business executives organizing, 
reading through, tracking and performing due 
diligence on contracts could be made vastly 
more efficient with the application of advanced 
artificial intelligence.  The question that remained 
was “How can recent advances in areas such as 
natural language processing AI be best applied 
to make the job of a lawyer, banker, supply chain 
executive, salesperson, etc. easier and infinitely 
more valuable?” Thus began a thorough 
investigation of the market that would eventually 
culminate in a contract management product 
designed for the modern business. 

What are the ramifications of 
non-compliance?

The European Union imposed fines of $123 million on Marriott and $57 million on Google for 
noncompliance.26  The California Attorney General can fine companies $2500 per violation 
and $7500 per intentional violation.27  As exemplified by the GDPR fines, these fines can add 
up quickly and can cause serious detriment to companies. 

Further, under the CCPA, consumers can bring a civil action against a noncompliant 
company and recover “not less than one hundred dollars ($100) and not greater than 
seven hundred and fifty ($750) per consumer per incident or actual damages, whichever is 
greater.”28  Additionally, consumers may receive injunctive or declaratory relief, and the 
courts may provide any further relief it deems appropriate.29 
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26  Chuang, supra.
27  Id.
28  S.B. 1121, 2018 Leg. (CA).
29  Id.



Looking to learn more?

Contact Us

With Evisort, clients can track contract by contract and clause type to determine where their 
outstanding risks are and develop contingency plans accordingly. Contact Evisort today to 

learn more about how Evisort can make your company CCPA Ready!
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Over the past three years, between the two of us, we have spoken with more than one 
thousand general counsel and business executives, selling our AI-powered contract 
management platform into businesses of all kinds. Our current clients include legal, 
finance, and procurement teams at companies that range from small engineering firms in 
the Midwest to billion-dollar telecommunication companies.

Evisort’s current client base reflects its early success and the premier value of its 
technology, and while none of this happened overnight, Evisort’s story over the past several 
years has indeed been one of exponential growth. Evisort’s founders, Jake Sussman, Jerry 
Ting, (both Harvard Law School alumni students at the time of the company’s formation) 
and Amine Anoun (former MIT PHD candidate and the data scientist responsible for Uber 
Express Pool), jump-started the company by applying for membership at the Harvard 
Innovation Lab, which housed our small team of students for the first few years. 
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https://www.evisort.com/contact/



