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Introduction
Businesses have been scrambling to keep up with an ever-changing regulatory landscape. 
In the last few years, we have witnessed the introduction of strict new data privacy 
regulations, such as the California Privacy Rights Act (CPRA), and the elimination of other 
regulatory frameworks, including the London Interbank Offered Rate (LIBOR) and the E.U.-
U.S. Privacy Shield framework. The pace of change has been accelerating and, though each 
provision allows for a grace period, organizations could soon face multiple fines and civil 
suits associated with non-compliance. 

In our e-Book, Regulatory Outlook for 2021, we outlined the sector, state, and global 
regulatory shifts impacting businesses today and how this complex landscape has moved 
contract review from a periodic occurrence to an everyday need. 

Contract review remains a largely manual process that is not only time consuming and 
costly, but also prone to human errors and omissions. Contracts are spread across email, 
sales and CRM platforms, or filing cabinets, making it nearly impossible to know what 
contracts you have or what is in them. Even with centralized contract management, people 
are still responsible for inputting data and narrowing down search results. Every manual, 
time-consuming step is a potential source of error and risk.

In today’s rapidly-changing regulatory compliance environment, you need to be able to 
quickly assess and mitigate risk. In this guide, we’ll walk you through how Evisort’s AI-
powered contract intelligence platform can help you accurately find, search, amend, and 
stay ahead of compliance requirements for all your contracts.

You don’t know where 
all your contracts are 

You don’t know what is or 
is not in your contracts

Manual contract review is 
time consuming & costly 

You don’t have a quick way to 
search all your contracts at once

Human review is leading 
to a high error rate

Top 5 Regulatory Compliance  Contract Challenges
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What’s Wrong 
With Traditional 
Contract 
Review

Contract
Review

Contract review is both proactive and reactive, responding to external 
influences such as new regulations or events, running ad hoc 
compliance reviews, or responding to internal questions related to 
operations, security, and financial risk. In each of these scenarios, you 
need answers from your contracts as quickly as possible, which is where 
traditional contract review falls short. 

Manual contract review often involves several people reviewing contracts to search for the presence or absence 
of information, consolidating the results into a spreadsheet, and attempting to reconcile errors or omissions before 
drafting amendments or addendums. Given the volume of third-party contracts, this case-by-base review cannot 
keep pace with the changing regulatory environment. 

This status quo method for legal review is time intensive, costly, and open to human error. In today’s compliance 
environment, you don’t have the luxury of time and you cannot afford the possibility of error. 

Do you know 
where all your 
contracts are? 
How can you 
search for 
impacted contracts 
when files are 
scanned and every 
agreement uses 
different language?

Did you find 
every impacted 
clause and 
contract? Is it 
easy to create 
a report of the 
data?

Did you correct 
all the errors 
and omissions?

Do you have 
the latest and 
most complete 
information? 
Verify results 
against the 
original contract. 
Did you meet 
the deadline?

Draft 
amendment, 
track signature, 
save location 
of amendment 
to tracking 
spreadsheet.

Search 
Contracts

Final
Review

ActionSummarize 
and Share 
Findings

First Review & 
Reconciliation
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Is Human Review Putting Your Organization at Risk?

Every step in the contract review process introduces the possibility of human error. In one 
study, manual review was found to miss up to 75% of all relevant documents.1

Despite the risk, many non-intelligent centralized contract management systems rely heavily 
on people, inside and outside your organization to:

In order to keep costs low, manual contract review may be outsourced overseas, increasing the 
chance that these non-experts in your business will fail to accurately find or track appropriate 
provisions. Further, granting access to your data systems to overseas organizations could violate 
the very security regulations you are attempting to comply with. Do those organizations comply 
with data privacy regulations? Do the terms of your agreements permit you to grant access to 
these documents to other parties? Are you confident in the quality control and qualifications of 
the people reviewing your contracts?

Human review is not a beneficial step in your contract review process: it is a source of error 
and risk.
 

•  Locate and import contracts
•  Tag contracts to assist in search relevancy
•  Review plain text search results to weed out false positives

1JD Supra, The study that proved AI can make the legal case, (July 31, 2019), https://www.jdsupra.com/legalnews/the-
study-that-proved-ai-can-make-the-58572/ 
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How AI Improves 
Contract Review
Artificial intelligence (AI) in contract management is designed to 
enable humans to focus on making educated, informed decisions and 
strategizing with a better understanding of contract risk. AI eliminates the 
time and uncertainty of manual contract analysis and reporting, helping 
professionals quickly identify and mitigate risk. 

In the remainder of this guide, we will demonstrate how Evisort’s AI-
powered solution, leveraging the power of machine learning (ML) and 
natural language processing (NLP), can review in seconds what it would 
take a team of people hours, days, weeks or even months to complete. 
By utilizing AI, you can save all that time you spend manually reviewing 
contracts to keep track of your obligations and rights, and ensure that 
your contracts conform to current regulatory standards.

Contract
Review

Powerful AI finds 
clauses with 95% 
accuracy across 
all contracts, no 
matter where they 
are or how they 
are written.

Create 
hyperlinked 
summary for 
rapid review.

Platform 
provides simple 
interface for 
validation.

Draft 
amendment 
with automated 
version tracking 
and signature 
management.

Smart templates 
integrate new 
language, alerts 
trigger review of 
new contracts.

Find

Evisort eliminates up to 90% of contract review time

Stay on TopShare Mitigate
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Regulations in 2021 have triggered specific contract reviews to investigate clauses and 
provisions relating to:

Key Provisions for Regulatory Compliance in 2021

Legal and compliance professionals seek contractual language that will not only ensure 
compliance with existing regulations, but will hopefully apply to new regulations as they 
emerge. Although new regulations should always trigger a compliance audit, not all audits 
result in addendums. However, regulations such as the General Data Protection Regulation 
(GDPR) and California Consumer Privacy Act (CCPA) have often introduced stringent new 
requirements that have required addendums. 

Data identifiers
What kind of data do you have, for customers in what state / country, for what age, why 
do you have it, how long do you keep it?

Data processing
Where is data processed and how is it protected against unauthorized processing?

Data sharing 
With who, why, how? Specify the process for lawful transfers across borders, if there is 
a data processing agreement (DPA), or details of information blocking. 

Consumer rights
Consumer right to see, be informed, amend, or be forgotten.
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Category
Do you have a clause that differentiates vendor, service provider, or third party?

Warranties and certifications
List applicable certifications and warranties as required by specific regulations. 

Cyber insurance
Does the contract specify the requirement for an insurance policy? At what limit?

Breach notification
What is the specified breach notice obligation length?

Financial language
References to LIBOR, ownership interests, or credit valuation adjustment frameworks 
related to financial regulations.

Security
Does the contract specify details on data protection, specifically encryption, 
information duties, records, or authentication?

Standard contractual 
clauses (SCC)
Presence and accuracy 
of any SCCs included.

Standard Limitation of liability
Look specifically at 
any disclaimers.
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FIND
AI-Powered 
Contract Review
Evisort’s intelligent contract management platform eliminates the top 
pain point associated with contract review: finding all the contracts that 
meet your search criteria. 

Results are easy to verify and act upon: jump from the result list directly 
to the clause in consideration, taking advantage of in-contract navigation 
to investigate other clauses, versions, or linked/related documents. 

Evisort is pre-trained on over 238 contract types and millions of 
documents, one of the most simple and powerful contract review 
intelligence systems on the market. On average, reviews powered by 
Evisort automate 90% of review time, saving both time and money in 
your contract due diligence. With this saving, professionals can spend 
their valuable time on mitigating risk, not tedious manual review.

Never manually 
read a contract 
again. Evisort 
reduces days 
of work to mere 
seconds with 
97% accuracy. 

1 Find All Contracts 
 Evisort integrates and syncs with ERP and CRM 

platforms, Box, SharePoint, Google Drive, and email, 
allowing your business units to keep operating as normal. 
Evisort leverages optical character recognition (OCR) to 
accurately convert scanned contracts into searchable, 
navigable electronic documents with 97% accuracy. 
Before you even begin, Evisort intelligence identifies and 
tags clauses, provisions, and metadata.

2 Find Search Terms
 Leveraging machine learning (ML) and natural language 

processing (NLP), the Evisort Document Analyzer finds 
documents based on the presence or absence of any 
clause or term, even accounting for misspellings. Machine 
learning technology identifies terms based on meaning, 
not keywords, so they are properly identified - even 
in third party contracts. With the power of contextual 
intelligence, Evisort eliminates false positive results and 
reduces the risk of errors and omissions. 

 



10

Analyze This: Data Limitations for CPRA  

Building on the California Consumer Privacy Act (CCPA) of 2020, California voters approved the California 
Privacy Rights Act (CPRA) to amend and expand the CCPA. The new CPRA becomes effective on January 
1, 2023, imposing greater consumer data rights as well as requirements related to sensitive personal 
information and the information of minors.2 Similar to the GDPR, the new CPRA requires organizations to 
adopt the practices of data minimization, purpose limitation, and storage limitation - all of which must be 
spelled out with relevant third-parties. 

Let’s take a look at how you would use Evisort’s Document Analyzer to search for the presence or absence 
of record storage clauses in third-party contracts with data processors:

Recognizing that contracts may deviate from standard language, Evisort’s AI can help you find data 
storage clauses without exact language matches. For example, our search for “record storage” would also 
pull up “storage limitation” and “data storage” clauses, as well as identify clauses in other sections of your 
agreements with relevant terms or obligations. With Evisort, you can quickly answer:

2Brandon P. Reilly, Scott T. Lashway, The California Privacy Rights Act Has Passed: What’s in It?, (Nov 11, 2020), https://www.manatt.com/
insights/newsletters/client-alert/the-california-privacy-rights-act-has-passed

How many of my contracts already 
contain the standard language that 
I want for my business to comply 
with CPRA and future regulations?

How many of my contracts have 
clauses that are non-standard, but 
still acceptable?

How many of my contracts contain 
“ticking time bomb,” non-standard, 
non-approved language or are 
missing language altogether?
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SHARE
Simplify 
Reporting
After you’ve run a search, organizing different groups of documents 
can be as easy as clicking a button. If you’ve just identified a cluster of 
contracts with high-risk provisions, for example, you could immediately 
tag the entire group of documents as “high risk,” or move them into a 
folder together—whichever approach better suits your workflows. Evisort 
also gives you the option to save each search so that you can run it again 
with just one click in the future.

If that flexibility isn’t enough, Evisort also makes it easy to export search 
results, either hyperlinked or as a flat file, containing all the relevant 
clauses and related information you need. These exported results can 
prove compliance to auditors, help expedite team communication and 
support collaboration on the work of remediation and compliance.  



12

Share This: Streamline Audit Requirements

Audits are a reality for most organizations, whether due to annual requirements in highly regulated 
industries such as financial services, or the result of a security incident. Evisort allows you to export custom 
clause reports to accelerate in-house, outside legal counsel or regulator review. 

Unlike internal reviews where you want to hyperlink results to contracts to support mitigation efforts, with 
audit reports you want a flat file that shows only the specific provisions in question, not the whole contract. 
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MITIGATE
Streamline 
Amendments 
Once you’ve identified the contracts that need clause updates, Evisort 
can greatly streamline the time it takes to amend agreements. In your 
reporting stage, you tagged documents or created a folder of documents 
that required amendments and/or addendums (referred to hereafter 
simply as amendments). In the amend process, you simply:

When you are dealing with amendments at volume, Evisort provides 
you with the visibility you need to update and track your amendments 
at scale. Evisort ties all amendments to the master agreement, providing 
critical version history and audit trail to help you simplify compliance 
with the ever-evolving regulatory landscape. 

1 Jump directly to the instance(s) that need amendment
 

2 Leverage the Evisort Workflow Tool to create new 
language that incorporates necessary changes without 
requiring you to revise them every time the regulatory 
landscape shifts 

3 Automate the internal legal review and/or third-party 
e-signature for new amendments
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Mitigate: Data Transfer Language 

In the 2020 Shrems II ruling, the Court of Justice of the European Union (CJEU) struck out the 
Privacy Shield agreement that outlined data sharing between the EU and the US, a decision 
which has left organizations still scrambling to amend data transfer practices and contracts.3 
This was followed by a similar ruling for the Swiss-US Privacy Shield, which will enforce the 
requirements of the Swiss Federal Act on Data Protection (FADP) on US-based organizations, 
which itself will have new requirements beginning in 2022.4

For global organizations, these decisions have required the revision of agreement terms around 
data transfers.

•  Evisort analyzes contracts that rely on Privacy Shield frameworks

•  Evisort enables businesses to generate amendments that strike Privacy Shield   
 references and replace them with pre-approved Standard Contractual Clauses (SCC)  
 for data transfers, as well as non-standard clauses that would address issues such as  
 government surveillance and encryption. 

•  Send amendment directly to third-parties for signature

3Court of Justice of the European Union, Judgment in Case C-311/18 Data Protection Commissioner v Facebook Ireland and Maximillian 
Schrems, (July 16, 2020), https://curia.europa.eu/jcms/upload/docs/application/pdf/2020-07/cp200091en.pdf 

4Federal Data Protection and Information Commissioner FDPIC, Policy paper on the transfer of personal data to the USA and other countries 
lacking an adequate level of data protection within the meaning of Art.6 Para. 1 Swiss Federal Act on Data Protection, (Sept 8, 2020), https://
www.newsd.admin.ch/newsd/message/attachments/62791.pdf ; Federal Act on Data Protection, (19 June 1992), https://www.admin.ch/opc/
en/classified-compilation/19920153/index.html



15

STAY 
ON TOP
Simplify Future 
Contracts

1 Smart templates that leverage a library of conditions and 
workflows as well as your personal history of standard, 
pre-approved clause language to help you build compliant 
contracts in seconds. 

2 Always-on risk detection can provide alerts for all new 
contracts or for contracts that deviate from approved 
language, including contracts created in a synced contract 
system such as Salesforce. 

3 Automate approval workflows with built-in collaboration 
tools, version & comment tracking, alerts, audit trail, and 
e-Signature management. 

Once you have language approved, you want to make sure it appears 
in all future contracts as well. Evisort intelligence provides you with the 
security to make sure your future contracts remain compliant. Evisort 
allows you to build templates that automatically insert compliant 
language when needed and can flag every time a new contract is signed 
that deviates from your standard terms.
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Stay on Top: Eliminate Non-Compliant Contracts

Human nature resists compliance. If your compliance strategy depends on one person to create 
and approve all contracts, or on all contracts being created from a central system, there will 
always be edge cases of non-compliance. People simply revert to “old” ways of working. 

Evisort offers self-serve contract creation, but it also provides a “safety net” to catch instances 
of non-compliance that could occur in one of the integrated systems such as Salesforce. Real-
time alerts catch these contracts for review or flag them with a compliance warning before they 
reach signature stage. 
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Privacy 
Policies

Your privacy policy is a written contract between your organization and the consumer and, as 
such, cannot be overlooked in your compliance reviews. As most regulatory changes in 2021 
focus specifically on data privacy and portability, your privacy policy needs to reflect the latest 
requirements at the industry, state, and global level. In 2021 and upcoming, that will include 
changes required by:

•  The CPRA in California (in addition to the CCPA)
•  Biometric Data Privacy Regulations and amendments in Pennsylvania, Washington,   
 New York, and Oregon
•  Vehicle data ownership laws in Massachusetts
•  US organizations subject to the Swiss Federal Act on Data Protection (FADP) and its   
 upcoming 2022 amendments

Universally speaking, your privacy policy should state what you do, how you use consumer 
data, who else may have access to the data (third-party sharing), and how data is protected 
in transit and at rest. On top of that, your actions must mirror your privacy policy. “If you say 
something in your privacy policy that you’re not doing,” notes Debbie Reynolds, Founder, CEO 
& Chief Data Privacy Offer of Debbie Reynolds Consulting, a world-renowned expert on global 
data privacy, “You may have a FTC problem with false claims that you’ve been misrepresenting 
your service to the consumer.”

The General Data Protection Regulation (GDPR), as well as industry regulations such as the 
Health Insurance Portability and Accounting Act (HIPAA), are typically touted as the Gold 
standard for consumer data privacy regulations. Many organizations are adopting these Gold 
standards within their privacy policies in advance, recognizing that many of the regulations 
being introduced today are moving in this direction.

In 2019, Google received a GDPR fine for 50 Million euros for a lack of transparency and 
valid consent.5

5CNIL, The CNIL’s restricted committee imposes a financial penalty of 50 Million euros against GOOGLE LLC, (January 21, 
2019), https://www.cnil.fr/en/cnils-restricted-committee-imposes-financial-penalty-50-million-euros-against-google-llc
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Privacy: CPRA Requirements

Although the CCPA set a new standard for businesses that sell to or handle consumer data 
for Californian residents, the upcoming CPRA modifies and strengthens many of those 
provisions. Starting in January 2023, CPRA will require that businesses update their privacy 
policies to inform consumers about their data and how to exercise their CCPA rights, 
adding in:6

The new privacy requirements apply both to the point of data collection and standard 
privacy policies. 

•  Disclosures related to the collection, processing, and retention of 
personal information

• Disclosures and the right to opt out of the sale / sharing of personal 
information  

• Specific identification and provisions related to newly defined 
sensitive personal information (SPI)

• Consumer rights to limit the use and disclosure of their information, 
the right to add or update information, and the right to delete their 
information

6Damon W. Silver, CPRA Series: Impacts on Notice at Collection and Privacy Policy, (November 19, 2020), https://www.
natlawreview.com/article/cpra-series-impacts-notice-collection-and-privacy-policy
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About 
Evisort
Evisort’s founders started the company with a single idea in 
mind: that the time spent by lawyers and business executives 
organizing, reading through, tracking and performing due 
diligence on contracts could be made vastly more efficient 
with the application of advanced artificial intelligence. The 
question that remained was “How can recent advances in 
areas such as natural language processing AI be best applied 
to make the job of a lawyer, banker, supply chain executive, 
salesperson, etc. easier and infinitely more valuable?” Thus 
began a thorough investigation of the market that would 
eventually culminate in a contract management product 
designed for the modern business.

Today, Evisort’s AI-powered contract intelligence platform is 
used by businesses of all kinds, from Fortune 500 enterprises 
to mid-sized commercial organizations. Offering the only 
end-to-end solution, spanning contract creation and approval 
to post-signature management and analysis, Evisort has seen 
its platform become the foundation of digital transformation 
for its customers’ contract functions, and be adopted across 
legal, procurement, sales and finance departments. 

Looking to 
learn more?

Evisort provides visibility into 
all your contracts, leveraging 
artificial intelligence to increase 
the speed and accuracy of your 
contract analysis. Contact Evisort 
today to learn more about how 
Evisort can keep you on top of 
your compliance requirements!

Contact Us:
www.evisort.com
(888) 384-7678 (EVISORT)   
info@evisort.com


