
Doriane Privacy Policy

Doriane

____________________________________________________________________________

Data classification

☒☒External ☐Internal☐Confidential☐Restricted

____________________________________________________________________________

1. Introduction

At Doriane, data privacy is important to us. This Privacy Policy (“Privacy Policy”) details our privacy
practices for the activities described in this Privacy Policy. Please take the time to read this Privacy Policy
carefully in order to understand how we collect, share, and otherwise process information relating to an
identified or identifiable natural person, i.e. who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online identifier or to
one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person (“Personal Data”), and to learn about your rights and choices regarding our
processing of your Personal Data while using our application, accessible from https://www.doriane.com/
(the “Website”) and, if any, our application.

In this Privacy Policy, “Doriane,” “we,” “our,” and “us” each mean Doriane SAS and the applicable
Doriane affiliate(s) involved in the processing activity. Doriane SAS is located at 8 Rue de Russie, 06000
Nice and is registered at the Nice Trade and Companies Register under the number B331.121.327.

“You”, “your” and “yours” each mean the individual accessing or using the Website, or the company or
other legal entity on behalf of which such individual is accessing or using the Website, as applicable.

2. Doriane’s roles & responsibilities

Doriane is the controller of your Personal Data, as described in and within the limits in this Privacy
Policy. Please note that this Privacy Policy does not apply to the extent that we process Personal Data
in the role of a processor (or a comparable role such as a “service provider” in certain jurisdictions) on
behalf of our customers, or commercial partners or any other third parties, including where we offer to
our customers various cloud products and services, through which our customers (and/or their affiliates)
connect their own websites and applications to any hosted platform, sell or offer their own products and
services, send electronic communications to other individuals, or otherwise collect, use, share or process
Personal Data via cloud products and services.

We are not responsible for the privacy or data security practices of our customers, or of any third party,
which may differ from those set forth in this Privacy Policy. At your request, we will, if possible and if
not infringing any of our obligations, notably of confidentiality, provide you with corresponding contact
details.

For detailed privacy information applicable to job applicants, please refer to the provisions of section 7

https://www.doriane.com/
https://www.okta.com/contact


of this Privacy Policy.

Subject to the foregoing, your use of our Website lead to some of your Personal Data being collected,
within the hereinafter defined limits.

3. Personal Data we collect and data sources

3.1. Covered data processing activities

This Privacy Policy applies to the processing of Personal Data that we collect in the following ways, as
detailed in this section.

We collect some Personal data about you when you provide it to us, when you use our Website, our
application or when you attend events and visit our offices, and when other sources provide it to us, as
further described below.

3.2. Information you provide to us

Based on our current practices, we collect the following categories of Personal Data:

Contact and Professional Data: We collect contact and/or professional data about you in person, through
communications, including communications from you or any member of the legal entity on behalf of
which such communications are made, and through our Website. For example, you provide your Contact
and Professional Data to us when you fill in the ‘Contact us’ form to be recontacted to learn more about
Doriane’s products and services, download content from our Website, register for an event, and visit
our offices. If you attend an event, we will receive Contact and Professional Data about you when you
choose to scan your attendee badge or by providing a business card or other method(s) whereby you share
Personal Data with us. Typically, Contact and Professional Data includes your name and contact methods,
such as telephone number, email address, and office or other mailing address, the organization you are
affiliated with, your job title, and industry.

Administrator Data: When you sign up for an account to try Doriane, subscribe to any Doriane service
via Doriane or another authorized entity (such as a marketplace or authorized reseller), submit a support
request, or are designated an administrator of any part of the Doriane services, then Personal Data
is provided to us about you (“Administrator Data”). Administrator Data usually includes your name,
email address, phone number, address, billing information, business contact information, credentials
information (including Doriane training and credentials), subscription and service configurations you
select, and other details you will provide to us about you or include in your profiles in Doriane support
portal. We will also receive any Personal Data you share via tooling used to provide support, e.g.,
videoconferencing or other communication methods you participate in.

Biographical, Community, and Support Data: We also collect various types of biographical, community,
and support Personal Data from you via our help center and community support forums. Additionally,
you provide Personal Data to us when you create user-generated content (for example, by posting in a
forum), provide Doriane with feedback, or when you participate in interactive features, trainings, online
surveys, contests, promotions, sweepstakes, activities, or events.

Contract and Payment Data: We receive contract details (like signatures, names and contact methods,



such as email address, job titles) from you or your organization and use payment processing services
to collect payment and billing information, which contain Personal Data such as billing name, billing
address and payment card details, in connection with some of our products and services.

Audio, Electronic, or Visual Data: If you attend a Doriane in-person or virtual event or agree to be
recorded in a telephone or video meeting, we record some or all of that event or meeting. For events,
we document the event in various ways, such as by taking photos at the event, interviewing you at the
event, or recording your participation in a live question-and-answer or other interactive session. We use
this information for business and marketing purposes to better inform the public about Doriane, its events,
and provide testimonials about our products and services.

Operational Data: As part of our SaaS service, we collect data from your usage of the service (trials,
genotypes, varieties, location, …). Doriane collects and processes personal data coming from your usage
of the service only as required by the application to work. None of this information is used for marketing
purposes.

3.3. Personal Data we collect from other sources

In the course of doing business, we receive Personal Data and other information from other third parties
for our business or commercial purposes. This information varies and typically falls into a few categories:

• Business contact information (such as name, job title, business email, phone number, and
address), social profile (such as LinkedIn) including other details about your organization for
sales and marketing purposes, to better inform you about Doriane products and services;

• Third-party platform usernames and identifying information;
• Details about you as a job candidate (which may include your name, resume, educational and

work history, criminal history information, and feedback) as permitted under law; and
• Data used for security purposes to protect our products and services.

Provided reception of a written request sent by you, we can provide you with more detailed information
regarding your Personal Data collected from another source (notably identity and contact details of the
controller, contact details of the data protection officer, if applicable and if any, categories of Personal
Data concerned).

We receive business contact information that contains Personal Data for commercial purposes, including
details about your organization from third parties for marketing and business intelligence, such as
analyzing business opportunities, identifying and communicating with potential customers, and providing
our audience with more relevant content and advertising. Typically, we receive this information about
you from a few sources, such as: (i) instances when you consent to having your attendee badge scanned
at an event hosted, directly or indirectly by us, solely or together with any another entity; (ii) referrals; or
(iii) resellers and channel partners, including those that offer joint marketing services. In some situations,
we combine such business contact information with other non-personal and Personal Data we possess or
that you have provided to us. For example, we combine business contact details with details about your
organization, such as its address or revenue range, and analyze this information for business opportunities
or use this to send you tailored content.

For our professional services work, as a processor or service provider, Doriane also receive Personal
Data about you to perform its obligations under its contract notably with a third party. Doriane partners
may also share your business contact information with Doriane as part of their recommendation to



your organization to become a Doriane customer. If Doriane is interested in partnering with, acquiring,
investing in, or partners with, acquires, or invests in your employing or retaining organization, Doriane
receives Personal Data about you through the (potential or completed) transaction for its business
purposes.

3.4. Device Data, metadata We collect

Explanation of Device Data and other metadata and technology used

Like most entities exploiting websites, applications, and software across the Internet, Doriane collects
certain Personal Data. This type of data collection allows us to better understand how individuals use our
Website and the performance of our Website, products and services.

For example, we collect metadata about you, including technical data about your performance or use of
our Website, products and services (“Device Data”). We also collect Device Data about you to help us
determine that users from one type of device use our Website, products and services in different ways than
users of a different type of device, which in turn allows us to troubleshoot and investigate the performance
of our products and services, improve our Website, products, and services, such as through optimizing the
screen size of Doriane mobile applications if any, or making sure that our customers’ users have a more
efficient user experience. We collect these types of Personal Data as part of the services we provide to
customers as well as in connection with your use of Doriane’s products and services

One common technology we use to collect metadata that may be considered Personal Data is our use of
cookies. Cookies are small text files that are placed on your web browser and that help us recognize your
browser or device as a unique visitor in different ways based on the type of cookie. The two main types
of cookies are:

Essential cookies. Essential cookies are required for Website’s proper functionality and security such as
for improving user experience or for helping a user of the Website to navigate through it. Therefore,
Essential cookies are automatically placed on your web browser and/or on your device. For example,
authentication, security, and session cookies is required for our Website and our products and services to
fully work.

Functional cookies. We use other kind of cookies, i.e. functional cookies or non-essential cookies, to help
enhance our Website’ performance, for market research, or other analytics or advertising that is not tied to
a specific individual. For example, we may use Google analytics to help us track how individuals visited
our Website. We may also utilize HTML5 local storage cookies for the reasons described in this section.
These types of cookies are different from Essential cookies in the amount and type of data they store and
how they store it. Functional cookies will only be placed on your computer or your device if you consent
to do so, based on your answers to the form available (i) on the homepage of our Website, when you
first visit our Website (https://www.Doriane.com/) , or (ii) in any cases by clicking the “Cookie settings”
button on any of the Website page. You can modify the choices made concerning Functional cookies by
accessing once again and at any time to the “Cookie settings” button.

3.5. Data collected from the Doriane service

We offer services and products that collect Usage Data, which designates all data related to your use
of our products and services, notably by using our Website. Our collection of Usage Data enables us to
provide audit and security features to our customers and to continuously improve upon the services and



products we provide to our customers and users. In conjunction with the services and products we make
available to our customers, we collect additional data, such as user-agent and browser version, IP address,
the URLs you visit (such as to determine whether we can help you manage your credentials for such
URLs), logs of your usage and click activities, logs about your login history, identity confirmation, and
Device Data (such as whether your device is managed by an administrator, the operating system installed
on the device, certain device configurations, and similar device or version information).

3.6. Personal Data collected through our Website, trainings or events, and other engagement

As with most websites, whenever you visit a Website, take a Doriane training course, engage with any
Doriane communities, or when you interact with Doriane promotional or other informational content,
Doriane receive both Personal Data about you from information-gathering tools and passive information
collection on our Website, including Personal Data from our Website you visit or emails we send.
This information collection typically includes information such as cookies, demographic information,
company and role details, market research and publicly-available information, IP address (which may
provide information about your location, but not your precise geolocation), device and browser details,
usage information, timestamps, pages viewed, searches, interaction with and action taken by you on our
Website or content (such as clicks on links and interaction with a webpage), as well as other non-Personal
Data.

4. How we use Personal Data

How we use the Personal Data that we collect depends in part on how you choose to communicate
with us, how you use our Website and interact with us, and any preferences you have communicated
to us. In general, we use your Personal Data as is necessary to run our business and therefore for the
purposes of our legitimate interests. Personal Data can also be used to perform the obligations resulting
from a contract to which you are a party or in order to take steps at your request prior to entering into
a contract. In addition to the uses identified elsewhere in this Privacy Policy, we may use your Personal
Data to accomplish the following tasks:

For the purpose of communicating with you about our products and services and facilitate other
interaction. We may use your Personal Data, such as Contact and Professional Data and metadata, to
send you transactional communications, notices, updates, security alerts, and administrative messages
regarding our products and services that is useful to you and your organization. We will respond to your
questions, provide tailored communications based on your activity and interactions with us, and help
you use our products and services effectively. We also use Administrator Data to communicate with you
for various purposes, including to provide you with account updates (about your subscription, settings,
security, billing, feature and product updates, technical issues, certifications, and other similar content).
You may unsubscribe by notifying contact@doriane.com. In some situations, we also share Administrator
Data with authorized partners in order to provide you with information relevant to your purchase of
Doriane or other entities’ tools that may connect to Doriane to meet your technical or organizational
needs.

For the purpose of supporting safety, security, and manage operations. We use Personal Data, such as
Contact and Professional Data and other metadata, about you and your use of our products, services, and
offices to verify accounts and activity, monitor suspicious or fraudulent activity, assist our customers in
the management of their platform and/or their monitoring of suspicious or fraudulent activity, and identify
violations of policies regarding the use of our products and services. We also use Administrator Data to
provide our customers with the Doriane service, complete transactions, provide support and other service



to the customer account, detect and prevent fraud, for audit and compliance purposes, and to comply with
applicable law.

For the purpose of marketing our products and services. We use your Personal Data, such as
Contact and Professional Data and other metadata about how you use the products and services to send
promotional communications that may be of specific interest to you and your organization, including
by email and by displaying Doriane marketing communications on other organizations’ websites and
applications, as well as on third-party platforms like LinkedIn. These communications are aimed at
encouraging engagement and maximizing the benefits that you and your organization can gain from
Doriane’s products and services, including information about new products and features, survey requests,
newsletters, and events that we think may be of interest to you and your organization.

For the purpose of analyzing, predicting, and improving results and operations. We use Personal
Data to analyze and predict results (such as those arising from our sales and marketing efforts and
product usage and consumption), improve the performance of our Website, products and services and
customer support, identify potential customers, opportunities, and potential new product areas, ascertain
trends, improve our Website’ functionality, improve our security, and provide us with general business
intelligence, including through the use of machine learning technology. We also combine the metadata
and Usage Data collected from our Website with other information to help further the purposes described
in the previous sentence.

For the purpose of processing payments. We process Personal Data, such as Contact and Professional
Data, Contract and Payment Data, financial information, biographical information, and payment
information to process payments to the extent that doing so is necessary to complete a transaction and
perform our contract with you or your organization.

Other purposes for our legitimate interests: Where, within the limits of applicable law, we believe it is
necessary to protect our legal rights, interests, or the interests of others, we may use your Personal Data
in connection with the management of our business, including but not limited to, for operational purposes
and workflow automation, business intelligence (such as to understand subscription consumption and
free trial product usage), Website and product improvement, legal claims, compliance, regulatory, and
audit functions, protecting against misuse or abuse of our products and services, and protecting personal
property or safety. For example, we may review compliance with applicable usage terms in our customer
contracts, assess capacity requirements for our products, websites, and offices, improve your user
experience, respond to requests by you for support or for contact, or identify customer opportunities. If
you sign up to participate in specific programs, such as a product feedback programs, we analyze Usage
Data, related to your use of our service, along with the data you choose to provide to us to provide you
with a better customer experience. Furthermore, we use Administrator Data to provide technical support
as described in our documentation and help center, and to improve our products, services, and processes
related to providing such support.

Other purposes with your consent: We use your Personal Data if you have given us consent to do so
for a specific purpose not listed above. For example, we publish testimonials or featured customer stories
to promote our products and services or record phone calls for quality and training purposes, with your
permission.

If we process your Personal Data for a purpose other than those set out above, we will provide you with
information prior to such processing.



Lawfulness for processing Personal Data (for United Kingdom and European Economic Area and
other relevant jurisdictions)

If you are an individual in the United Kingdom, the European Economic Area (EEA), or of another
relevant jurisdiction, we collect and process information about you only where we have a legal basis or
bases for doing so under applicable laws. The legal bases depend on the products and services that your
organization has purchased from Doriane, how such products and services are used, and how you choose
to interact and communicate with Doriane’s Website, systems, and whether you attend Doriane events.
This means we collect and use your Personal Data only where:

1) For contracts or negotiation of agreements, we need it to operate and provide you with our products
and services, provide customer support and personalized features, and to protect the safety and security
of our products and services;

2) It satisfies a legitimate interest of Doriane’s or of one of a third party (which is not overridden by your
data protection interests and rights), such as for research and development, to provide information to you
about our products and services that we believe you and your organization may find useful, and to protect
our legal rights and interests;

3) You give us consent to do so for a specific purpose; or

4) We need to comply with a legal obligation.

If you have consented to our use of Personal Data about you for a specific purpose (3 hereabove), you
have the right to change your mind at any time, but this will not affect any processing that has already
taken place.

Where we are using your Personal Data because we or another entity (for example, your employer) have
a legitimate interest to do so (2), you have the right to object to that use; however, in some cases and in
the limit of what is necessary, this may mean that you can no longer use our products and services.

In the event that we de-identify any Personal Data for further use, we commit to maintain and use
the information in de-identified form and will not attempt to re-identify the information, except for the
purpose of determining if our de-identification processes satisfy applicable legal requirements.

5. Personal Data disclosed by Doriane and Personal Data you choose to disclose to
other entities

Personal Data disclosed by Doriane

In the course of doing business, Doriane disclose Personal Data as described below.

Service providers. For all categories of information that we collect, we disclose Personal Data to our
service providers for various business purposes, including, but not limited to, auditing interactions with
users, debugging our Website, products and services, security purposes, internal research and gleaning
insights through machine learning, short-term uses such as credit verification, payment processing, IT
services, quality control and safety, gift fulfillment, in-person and virtual event management, as well as
to perform other services on our behalf. For example, we may use service providers to host our customer
relationship management system.



List of sub-processors:

• AWS
• Cloudinary

In-person and virtual events. If you choose to register for or attend a virtual or in-person event or
webinar that we host or download content (such as a whitepaper) from our Website, then we disclose
your Contact and Professional Data information, content interest information or other activity data, and
any other information, including Personal Data, collected in the course of these activities for commercial
purposes to those sponsors. In many cases, you intentionally disclose your details by providing your
information to these sponsors through consent via a registration form or by scanning your badge at the
applicable sponsor’s booth. Virtual events hosted by third party platforms also collect Personal Data from
you when you visit their sites and websites. The treatment of this information is subject to each of these
other entities’ respective privacy statements.

Partners and resellers. We can disclose your Personal Data, such as Contact and Professional Data
, business details, and content interest and activity details, to our partners and resellers for business
purposes, such as to carry out our business or for joint marketing efforts to reach our customers
and prospective customers. In many cases, you intentionally disclose your details by providing your
information to these sponsors through consent via a registration form.

Protection of rights, security and fraud detection. For all categories of Personal Data we collect, we
disclose your Personal Data for business purposes to protect our customers and users, to secure our
physical and intellectual property, and to prevent or investigate security or fraudulent attempts against our
users through our platform.

Law enforcement and legal requests. For all categories of data we collect, we can disclose Personal
Data to comply with applicable law or to respond to valid legal requests, such as a subpoena, from law
enforcement or other authorities.

With our affiliates, related to corporate transactions, and provision of professional services. For all
categories of data we collect, we disclose Personal Data to our affiliates and subsidiaries for business
purposes, including any service providers and agents that work on our behalf. We may also disclose your
Personal Data as required for us to carry out a corporate transaction, such as a merger or sale of assets of
all or part of our company. We will also disclose your Personal Data to our professional service providers
(for example, our auditors, insurance providers, financial service providers, and legal advisors) as needed
for us to run our business.

Doriane help center, and other user generated content. We make available various community forums
and self-help support materials on our Website, as well as blogs and other means for you to post
information on our Website. This information you post is publicly-available information that you choose
to disclose and it may be read, collected, and processed by others that visit these Website. Except for
username (which may be your real name) and the details that you choose to include in your profile,
the categories of data disclosed in these circumstances will depend on what information you choose to
provide. Doriane will take necessary measures and adopt a clear presentation in order for you to be able
to determine which information should be included in your profil and which is unnecessary.



6. Doriane’s security posture & measures taken

We maintain a comprehensive, written information security program that contains industry-standard
administrative, technical, and physical safeguards designed to prevent unauthorized access to Personal
Data. In particular, we have implemented Technical and Organization Measures (TOMS) regarding:

• Document management
• Security incidents
• Risk management
• Security policies
• User access management
• System and network security
• Controls and validation
• Media handling
• Workstation protection
• Threat and vulnerability management

If you wish more details on our TOMS, please send an email to contact@doriane.com with your request,
and we will provide you with the corresponding information.

However, no security system is perfect, and due to the inherent nature of the Internet, we cannot guarantee
that data, including Personal Data, is absolutely safe from intrusion or other unauthorized access by
others. You are responsible for protecting your password(s) and other authentication factors, as well as
maintaining the security of your devices.

If you use the Doriane online service via a subscription purchased for you by a Doriane customer, then
that customer is responsible for configuring your instance appropriately.

In any case, if we are aware of a breach regarding your Personal Data, and that such breach is likely to
result in a high risk to your rights and freedoms, we will inform you of such breach without undue delay.

7. Job Applicants

The provisions of the present section are specifically applicable to any Personal Data of a person applying
to a position at Doriane, whether such application is made spontaneously or in response to an ad published
by Doriane (the “Applicant”).

7.1. Applicant’s collected Personal Data and sources of collection

We collect Contact and Professional Data, including your letter of application and resume with
educational and work background, that you provide when you apply for a job with Doriane. We may also
collect sensitive information, like your Social Security Number or other government identifier, or other
such Personal Data that you provide in connection with your job application.

In addition, we may receive Personal Data about you from third parties for employment purposes and
prerequisites, such as through background checks (educational, employment, criminal, and financial
information), publicly-available sources (like social media accounts, including LinkedIn for identifying
candidates), feedback about your application and from interviews, and other third parties that may provide
feedback about your application.



7.2. Purposes of Processing of Applicant’s Personal Data

We process your Personal Data, such as Contact and Professional Data, and biographical data
(educational and work background), to assess your application and to evaluate and improve our
recruitment system, our application tracking and recruitment activities. We also use your Personal Data to
communicate with you regarding your application or opportunities at Doriane that appear over time that
we believe may be of interest to you. We also use your Personal Data to send you new hire and employee
experience information. We may verify your information, including through reference checks and, where
allowed, background checks.

7.3. Lawfulness of processing

The lawfulness of processing Applicant’s Personal Data is based on at least one of the following:

1. the consent granted by the Applicant for at least one of the hereabove specified purposes;
2. the conclusion and performance of a contract to which the Applicant is/would be a party or in

order to take steps at the Applicant’s request prior to entering into a contract with him/her;
3. a legitimate interest of Doriane’s or of one of a third party (which is not overridden by your data

protection interests and rights) organization may find useful, and to protect our legal rights and
interests.

7.4. Disclosure of Applicant’s Personal Data

When you apply for a job at Doriane, we disclose your Personal Data to our affiliate companies for
business reasons, such as human resource management and internal reporting; our service providers
for business reasons, such as the recruitment platform, to verify references and to manage background
checks; and law enforcement or government authorities, or as otherwise necessary to comply with law or
as needed for the recruitment and human resources process.

7.5. Applicant’s privacy rights

As an Applicant, you shall be entitled to the respect the rights listed in the paragraph “Your privacy
Rights” of section 11 “Your information choices” of the Privacy Policy.

7.6. Period for which Applicant’s Personal Data will be stored

In case Doriane does not follow up on your application or that your application is formally rejected
by Doriane, you Personal Data will be retained for a period of 2 years following your application. To
understand how this period is determined, please refer to the last paragraph of section 10 “How long does
Doriane keep your Personal Data” of the Privacy Policy.

8. International data transfers

Your Personal Data may be collected, transferred to and processed by us in the United States, and by our
affiliates, service providers, and third parties that are based in other countries.

Some of the countries where your Personal Data may be processed, including the United States, are not
subject to an adequacy decision by the European Commission or your local legislature and/or regulator,
and may lack data protection laws as comprehensive as or may not provide the same level of data



protection as your jurisdiction, such as the European Economic Area, the United Kingdom, or Japan. For
example, as of the effective date of this policy, the United States does not have a federal privacy law that
covers all types of data; however, privacy is regulated by federal and state agencies and by various state
laws.

In light of regional differences, Doriane has put in place various safeguards and the security measures
described above. For example, when we share Personal Data, we take reasonable steps so that the
recipient of your Personal Data offers an adequate level of data protection, for example, by entering into
the appropriate agreements containing relevant data protection provisions or we will ask you for your
prior consent to such international data transfers.

9. Children

Doriane’s Website, products and services, are not directed at children. We do not knowingly collect
Personal Data from children under the age of 16. If you are the holder of parental responsibility over a
child and believe that the latter has provided us with Personal Data without your consent, please contact
us by using the information in the section 12 “How to Contact Us”, below, and we will take steps to delete
such Personal Data from our systems.

10. How long does Doriane keep your Personal Data?

We will retain your Personal Data for a period of time that is consistent with the original purpose of
the data collection, or as necessary to comply with our legal obligations, resolve disputes, and enforce
our agreements. Such period of time, will, in general, correspond to the duration necessary to the good
performance of the contract we have with you, if any, and compliance with any legal or contractual
obligations we have following termination of such contrat. In any case and except as otherwise, such
period of time will not be less than 1 year and not more than 5 years.

We determine the appropriate retention period for Personal Data by considering the amount, nature and
sensitivity of your Personal Data processed, the potential risk of harm from unauthorized use or disclosure
of your Personal Data and whether we can achieve the purposes of the processing through other means,
and on the basis of applicable legal requirements (such as applicable statutes of limitation).

11. Your information choices

11.1. Your privacy choices

In the above sections, we describe how we may collect, use and share your Personal Data for providing
relevant content and advertising. Below, we describe how you may unsubscribe, opt out, or otherwise
modify settings related to our processing of your Personal Data.

Depending on your state of residence, you have the right to opt-out of the sale or sharing of your Personal
Data by us as a business. You may opt out by notifying us at contact@doriane.com.

11.1.1. Direct Email Marketing -If you wish to withdraw from direct email marketing communications
from Doriane, you may opt out by notifying us at contact@doriane.com

11.1.2. Direct Marketing – Phone or Postal Mailings. If you wish to withdraw from phone call



or postal mail marketing communications from Doriane, please request to do so by notifying us at
contact@doriane.com.

11.1.3. Analytics. To opt-out of analytics on our Website, you may adjust your cookie preferences.

If you are a user of the Doriane online service via a subscription purchased for you by a Doriane customer,
to opt-out of platform-based analytics on an individual level, including participation in the Doriane
support portal, please contact us at contact@doriane.com.

11.1.4. Cookie Preferences. To manage the use of relevant advertising and other non-essential cookies,
please see details below:

• You can manage cookies directly on the website
• You may also adjust your web browser settings to opt-out of non-essential cookies. Please

understand that blocking or deleting non-essential cookies may affect our Website’
functionality.

Note that any choice with regards to cookie-based advertising only applies to the web browser through
which you exercise that choice. You will continue to see advertising, including potentially from Doriane,
even if you opt-out of personalized advertising.

11.2. Your privacy rights

Depending on your jurisdiction, you may have certain rights with respect to your Personal Data that we
process in our capacity as a data controller, subject to applicable law:

11.2.1. Right to Access.

You have the right to obtain confirmation from us as to whether or not Personal Data concerning you are
being processed and, where is the case, to access your Personal Data held by us and additional information
including purposes of the processing, categories of Personal Data concerned and, where possible, the
envisaged period for which the Personal Data will be stored or, if not possible, the criteria used to
determine that period.

11.2.2. Right to Rectification

You have the right to rectify inaccurate Personal Data and, taking into account the purpose of processing,
to ensure it is complete, and if not, complete it by means of providing a supplementary statement.

11.2.3. Right to Erasure (or “Right to be Forgotten”)

You have the right to have your Personal Data erased or deleted where one of the following grounds
applies:

• your Personal Data are no longer necessary in relation to the purposes for which they were
collected or otherwise processed;

• you withdraw consent on which the processing is based, and there is no other legal ground for
the processing;

• you objects to the processing pursuant to your right to object and there are no overriding



legitimate grounds for the processing,
• your Personal Data have been unlawfully processed;
• your Personal Data have to be erased for compliance with a legal obligation we are subject to.

11.2.4. Right to Restrict Processing

You have the right to restrict our processing of your Personal Data where one of the following applies:

• you contest the accuracy of your Personal Data, for a period enabling us to verify the accuracy
of the Personal Data;

• the processing is unlawful and you oppose the erasure of your Personal Data and requests the
restriction of their use instead;

• we no longer need your Personal Data for the purposes of the processing, but your require them
for the establishment, exercise or defense of legal claims;

• you have objected to processing pursuant to your right to object pending the verification
whether our legitimate grounds of override yours.

11.2.5. Right to Data Portability

You have right to receive your Personal Data, which you have provided to us, in a structured, commonly
used and machine-readable format and have the right to transmit those data to another controller without
hindrance from us, where:

• the processing is based on your consent or on a contract, and
• the processing is carried out by automated means.

11.2.6. Right to Object

You have the right to object to the processing of your Personal Data that is carried out on the basis of
legitimate interests, such as direct marketing.

11.2.7. Right Not to be Subject to Automated Decision-Making

You have the right not to be subject to a decision based solely on automated processing, including
profiling, which produces legal effects. Doriane does not currently engage in the foregoing on its Website
or in its products and services.

If you would like to make a request and exercise your rights described above or have questions or
concerns, please notify us at contact@doriane.com. Doriane will honor your request within about a
month. You also have the right to lodge a complaint with your relevant supervisory authority.

12. How to contact Doriane

If you would like to contact us with questions or concerns about our privacy policies and practices, you
may contact us via any of the following methods:

Email: contact@doriane.com

Mailing Address:



Doriane SAS
ATTN: Doriane Data Protection Officer
8 Rue de Russie, 06000 NICE
France

13. Changes to the Privacy Policy

This Privacy Policy may be updated from time to time, to reflect changes in our practices, technologies,
additional factors, and to be consistent with applicable data protection and privacy laws and principles,
and other legal requirements. If we do make updates, we will update the “effective date” at the top of this
Privacy Policy webpage. If the updates lead to a substantial modification of this Privacy Policy notably
regarding your rights and the way to exercise them, the lawfulness for processing Personal Data or the
purposes for such processing, Doriane will notify you such change and provide you with an access to the
updated version of its Privacy Policy.

14. Revision History

Version Date Editor Approver Description of Changes Format

0.1 Nov 14,
2023

Nicolas
Motte

Nicolas
Motte

Initial version Electronic

1.0 Dec 5, 2023 Nicolas Motte Nicolas Motte
Update registration number and
address
Ready for approval

Electronic
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