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Foreword
For most of us, it’s been a year since the lockdown began. 

At Catchpoint, we shifted to remote working on March 11th, 

2020. Our employees worldwide continue to work from 

home. Across this time, I’ve been delighted to see the entire 

company rally around our mission to help our customers deliver 

excellent experiences to their users. While working from home 

has lessened our ability to brainstorm spontaneously and 

frequently led to screen fatigue, it has meant I’ve learned to 

cook and even cut my son’s hair (although he didn’t talk to me 

afterward for a few days).

I’ve been amazed at the resilience of the Internet as its critical 

infrastructure has been colossally tested. It’s been inspiring to 

see digital transformation accelerate across sectors, from 

healthcare to banking to education. It has become clear that 

resilience, as opposed to perfection, is what we must all strive  

for in this new, unstable normal. We need an approach that 

prizes the human at the heart of things and knows that the  

only constant is change.

At Catchpoint, our focus is on digital experience management 

and observability, and making it possible for organizations to 

proactively monitor system performance across the entire delivery 

chain from the outside-in. We help organizations understand  

the user experience by monitoring whatever might impact 

business outcomes. Our customers include the most amazing  

and innovative companies in the world, and over the last year,  

we have seen them double their usage of Catchpoint to ensure 

visibility and availability of application performance as they 

relentlessly focus on customer and employee experience, and 

how to stay resilient in the face of the unexpected.

These are tumultuous times, and we can all benefit from insight 

into how our peers are responding to changes in the world and 

their markets. In this eBook, our experts weigh in on seven key 

IT monitoring trends we anticipate shaping the rest of 2021 into 

2022. We’ve paired each trend with an actionable checklist —  

a set of practical suggestions you can use to put these concepts 

into practice, whether you are a CIO or an engineer on the 

ground responsible for monitoring.

We’ll be revisiting the trends later in the year to see where 

they’ve landed and how things are shaping up. Please keep 

in touch with us as we do so.

Mehdi Daoudi 

CEO, Catchpoint

It has become  
clear that resilience, 
as opposed to 
perfection, is what 
we must all strive 
for in this new, 
unstable normal.”
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Trend 1: Employee Experience

A holistic employee experience is now table 
stakes for enterprise success.
Moving forward, we will need to address the challenges of an ongoing remote 
workforce and lean into tools that help build a holistic employee experience.

With Forrester predicting an astounding 300% increase of 

remote work compared to pre-pandemic levels, organizations 

of all types urgently need to develop mature processes and 

policies for an ongoing remote workforce to ensure perfor-

mance, reliability, and availability for all in a digital-first world.

Within this context, we must prioritize the delivery of a 

holistic employee experience. What do we mean by holistic? 

Businesses must look at the bigger picture in order to enable 

a positive work environment in terms of technology and wider 

workplace issues around leadership, digital literacy, and career 

growth, to name a few.

“Employee experience in 2021 will be defined by long-term 

remote work and crisis management. Success will depend on 

the strength of an organization’s employee experience strategy 

and technology investments.” –David Johnson, Principal 

Analyst, Forrester

The Challenges And Opportunities 
Of A Blended Work/Life Environment

The last year has shown us both the difficulties and opportunities 

connected to working remotely. In Catchpoint’s 2020 SRE 

Report, we asked 600 site reliability engineers (SREs) to identify 

the key challenges they had been facing since working from 

home. Their responses included morale, employee experience, 

work/life balance, isolation, and mental health issues.
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https://www.forrester.com/fn/49LVAQiP7F9OeI4lq5EgIy
https://go.forrester.com/blogs/category/employee-experience/
https://go.forrester.com/blogs/category/employee-experience/
https://pages.catchpoint.com/2020-sre-report
https://pages.catchpoint.com/2020-sre-report
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Successful organizations will work to address the concerns of 

their employees by putting the human at the center of things. 

Ironically, in a digital-first era, this is more important than ever 

for both employee well-being and driving business success. 

Chris Marsh, Research Director at 451 Research, says last year 

saw “a huge primacy on just keeping people feeling engaged, 

connected, and focused.”

Most of us are continuing to work from home indefinitely, 

while also dealing with home/life challenges beyond our 

control. As we saw in Catchpoint’s SRE from Home event 

in 2020, employee wellness initiatives have become crucial 

toward reducing anxiety levels for SREs on a daily basis, and 

particularly during and after major incidents.

“...We should be thinking about structural factors. I thought 

a good manager was just someone who just micromanaged, 

maybe just barked orders. Well, that’s not helpful at all. Instead, 

you have to think of the conditions that people are working 

under, what are their incentives, what is helping them achieve 

their goals, what’s blocking them. That’s how we have to think 

about wellness.” –Jaime Woo, Co-Founder, Incident Labs, 

SRE from Home speaker

Burnout is real and staying engaged with employees to help 

them maintain morale and productivity is essential. Forward-

looking C-suite execs and their HR partners need to ask how  

to move from crisis mode to a continual investment in ensuring  

a great employee experience on multiple fronts.

Helping Enable A Productive Digital  
Life For Remote Employees

One of our customers, a respected CIO of a large financial 

services company based in the Northeast, told our CEO that 

COVID-19 had created one of the biggest challenges of his 

career. “Before the pandemic, I managed 61 work sites,” he 

said. “Now, I manage 27,000 sites. Most of those have lousy 

last-mile service, unreliable consumer-grade networking gear, 

and absolutely zero IT footprint.”

He is not alone. Organizations across the board have 

experienced the frustrations and performance volatility 

that can result from consumer-grade WiFi, VPN clients, and 

increased dependence on the Internet from the employee’s 

wider household.

At the ground level, how can IT support desks ensure they 

have the necessary visibility into the daily digital life of their 

remote employees? These mission-critical teams need the 

ability to understand the digital performance of an individual’s 

device, network, and applications, and the third-party 

providers they rely on. This is even more essential when 

employees are working remotely without on-site support  

to troubleshoot performance issues.

“What issues are you facing since ‘at home’?” 
Source: Catchpoint SRE Report
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https://blog.dropbox.com/topics/work-culture/the-crucial-difference-between-remote-work-and-distributed-work
https://www.srefromhome.com
https://www.srefromhome.com/episode/yes-you-can-improve-wellness
https://www.srefromhome.com/episode/yes-you-can-improve-wellness
https://pages.catchpoint.com/2020-sre-report
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At Catchpoint, we’ve experienced these challenges directly with 

our own employees. Several months ago, Catchpoint’s Chief 

Revenue Officer had to utilize Endpoint Monitoring when he 

was experiencing ongoing issues with video and voice calls 

from his home office. In response, we built a custom dashboard 

showing as many telemetry points as possible. This included 

Catchpoint’s endpoint node, installed directly onto his device. 

This allowed us to more quickly diagnose the problem using 

three types of telemetry (the application, network, and Endpoint 

Monitoring for the local device) to determine that his local router 

was at fault. With endpoint nodes, we can harness this type of 

monitoring for every employee.

“A great experience enables employees to focus on their 

most important work. Disruption has become the new norm, 

and empowering employees to grow and change is crucial for 

firms looking to be the disruptor, not the disrupted.” –Forrester

Custom dashboard showing application, network, and endpoint telemetry for local device.
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https://www.youtube.com/watch?v=J-5N6cQryk8
https://www.youtube.com/watch?v=J-5N6cQryk8
https://go.forrester.com/blogs/category/employee-experience/
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Monitoring Teams Will Need To Redefine 
What And How They Monitor

Employee experience monitoring strategies revolved around 

fewer variables and dependencies pre-pandemic when most 

employees shared the same network. With most employees 

now working beyond the office Intranet, IT admins are finding 

that traditional monitoring doesn’t provide sufficient visibility 

into end-user experience and the entire service delivery chain. 

Consequently, monitoring teams are realizing they need to 

redefine how and what they monitor.

As stated in The Forrester New Wave™: End-User Experience 

Management,Q4 2020: “I&O pros often have no insight into 

whether employees’ daily technology experience is good or 

bad. As the importance of EX continues to grow, I&O pros 

increasingly ask how they can accurately measure and monitor 

their employees’ technology experience. End-user experience 

management is an emerging market that focuses on improving 

employee technology experience, using both quantitative and 

qualitative methods. While EUEM is still an emerging space, 

customers report that vendors are increasingly analyzing more 

aspects of the tech experience, whether at the device, app, 

network, or external provider level. Today’s leaders increasingly 

deliver sentiment analysis of qualitative feedback, improved 

root-cause analysis, and remediation directly in-product.”

Looking ahead, businesses need to evolve to take advantage 

of monitoring tools that solve the challenges introduced by  

the demands of a long-term remote workforce.

Gartner, the research and advisory firm, advises that “I&O 

leaders focused on infrastructure, operations and cloud 

management to monitor and improve end-user digital 

experience should gain visibility into remote worker user 

experience by deploying endpoint monitoring technologies 

from the user device perspective.”1

“Policyholders want a seamless, positive experience. By 

ensuring applications and systems are available for employees  

at all times, we enable our sister companies to ensure 

streamlined quote and claims processing. That translates to 

higher conversions and revenue.” –Pete Charlton, IT AVP for 

TMNA Services.

Read how Catchpoint helped TMNAS to achieve a holistic 

employee experience in our customer story.

Put these employee 
experience concepts  
into practice!
View the Appendix for  
an actionable checklist.
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https://pages.catchpoint.com/forrester-new-wave-euem?_gl=1*1f1c3kb*_gcl_aw*R0NMLjE2MDUwOTMwNzkuQ2p3S0NBaUF0Szc5QlJBSUVpd0E0T3NrQnRwVEVDRElGOW1nVzU1aHo2aU9PQnBWQUczT3JkWm1hLWh6czEwbkdKQWpkdmQ1UlZJZUFSb0NUTk1RQXZEX0J3RQ..&_ga=2.200568237.2041630125.1606126746-1060188679.1603219806&_gac=1.49056340.1605093077.CjwKCAiAtK79BRAIEiwA4OskBtpTECDIF9mgW55hz6iOOBpVAG3OrdZma-hzs10nGJAjdvd5RVIeARoCTNMQAvD_BwE
https://pages.catchpoint.com/forrester-new-wave-euem?_gl=1*1f1c3kb*_gcl_aw*R0NMLjE2MDUwOTMwNzkuQ2p3S0NBaUF0Szc5QlJBSUVpd0E0T3NrQnRwVEVDRElGOW1nVzU1aHo2aU9PQnBWQUczT3JkWm1hLWh6czEwbkdKQWpkdmQ1UlZJZUFSb0NUTk1RQXZEX0J3RQ..&_ga=2.200568237.2041630125.1606126746-1060188679.1603219806&_gac=1.49056340.1605093077.CjwKCAiAtK79BRAIEiwA4OskBtpTECDIF9mgW55hz6iOOBpVAG3OrdZma-hzs10nGJAjdvd5RVIeARoCTNMQAvD_BwE
https://pages.catchpoint.com/case-study-tmna-services?_gl=1*1f5ho2r*_gcl_aw*R0NMLjE2MDY5MTIzOTguQ2owS0NRaUFrNTMtQlJEMEFSSXNBSnVOaHB1TFltd0RLdE92cGV2c3A1SFFTZFFObElYc3hmdWV0ZWNWcHlBczJyLWNMMUNUODJvdV84OGFBdm5DRUFMd193Y0I.&_ga=2.9829302.2076980632.1607607719-1596751255.1607460335&_gac=1.257398393.1606912396.Cj0KCQiAk53-BRD0ARIsAJuNhpuLYmwDKtOvpevsp5HQSdQNlIXsxfuetecVpyAs2r-cL1CT82ou_88aAvnCEALw_wcB
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Trend 2: The Hybrid Office

The normalization of the hybrid office will 
require more globally supportive, resilient 
infrastructures.
Don’t expect employees to come back to the corporate office full time. It will 
serve primarily as a site for in-person collaboration while the home office will 
become the de facto choice for everyday work. This, in turn, will demand new 
levels of resiliency from networks and infrastructure.

From Google to Dropbox to Cisco, more and more 

companies are redefining the future of work to encompass 

a hybrid workplace.

Google CEO Sundar Pichai said last September that 

the company was “reconfiguring” its offices amid a more 

permanent shift to working from home. The Google 

office will become a space primarily for “on-sites,” 

creating opportunities for employees (who work mainly 

from home) to gather.

Dropbox made a similar announcement at around the 

same time, stating its intentions of becoming a “virtual 

first” company. Its nearly 3,000 employees will continue to 

work remotely, aside from occasional visits to the office for 

collaborative and team-building work.

Cisco is encouraging CIOs to adopt a hybrid remote strategy 

to “allow modern workers the freedom to decide how and 

where they contribute the most value.” The industry titan 

believes “the insistence that all employees work in the same 

space will increasingly hinder success — and innovation — 

moving forward.”
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https://www.businessinsider.com/google-office-future-employee-on-sites-sundar-pichai-2020-9?r=US&IR=T
https://edition.cnn.com/2020/10/13/success/dropbox-virtual-first-future-of-work/index.html#:~:text=(CNN)%20Dropbox%20says%20it%27s%20becoming,collaborative%20and%20team%2Dbuilding%20work.
https://www.cisco.com/c/en_uk/solutions/executive-perspectives/strategic-technology-trends/the-future-of-work-is-coming.html
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The debate over virtual first vs. hybrid remote vs. a mass 

return to the office will undoubtedly rage on well into 2021.

“We firmly believe that in-person, being together, having a 

sense of community is super important when you have to solve 

hard problems and create something new, so we don’t see that 

changing. But we do think we need to create more flexibility 

and more hybrid models.” –Sundar Pichai, CEO, Google

A Distributed Workforce Requires 
Asynchronous And Regional Operations

With a distributed workforce and employees dealing with a 

blended life/work environment, employers need to support 

a more asynchronous work schedule. At the same time, they 

must also show more respect for employee and customer 

specific time zones. This will lead to a heavier use of business 

applications outside of standard business hours.

Given these widespread changes, companies should ensure 

their SaaS providers are making appropriate changes to their 

SLAs, in addition to rebalancing how they can support capacity 

demands across a 24/7 timeframe.

“In the future, most companies will employ what Forrester 

calls an ”anywhere-plus-office hybrid” model in which more 

people will work outside the office more of the time.” 

 –Forrester

According to the Pew Research Center, 22% of U.S. adults 

moved due to COVID-19 or know someone who did.

As freed-up employees move out of major cities to rural/

suburban areas, local ISPs will see unprecedented demand on 

their networks. This mass migration will also likely strain the 

infrastructure and resources of smaller cities and areas.

Under these new conditions, visibility into network and local 

ISP performance is a must-have for the IT service desk (and 

desktop support) managing support tickets.

Catchpoint dashboard for user experience in the context of average response time, endpoint data by user city and ISP, 
and overall ISP performance by country.
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https://www.youtube.com/watch?v=hpn1rebBfqY
https://go.forrester.com/blogs/employee-experience-in-2021/
https://www.pewresearch.org/fact-tank/2020/07/06/about-a-fifth-of-u-s-adults-moved-due-to-covid-19-or-know-someone-who-did/
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The Need For More Proactive Monitoring

Employees are now working within multiple operating 

environments on an ongoing basis. IT teams (infrastructure 

monitoring, DevOps, network monitoring, and security)  

need to be better equipped to manage these environments.

Enabling the hybrid office requires insight into what is happening 

across the entire service delivery chain, including the last mile. 

Hence, it’s worth running an audit focused on identifying 

monitoring silos across DevOps, NetOps, and SecOps, and 

detecting potential risks connected to performance, reliability, 

and security. By understanding and addressing these issues as 

companies shift to a hybrid workplace, enterprises can ensure a 

higher performing, more secure, and flexible work environment.

“The sudden shift to remote work has put huge pressure on  

IT teams that are now responsible for delivering a reliable and 

consistent experience to employees working in home offices 

distributed across unstable internet connections. This has 

amplified the need for a more proactive approach to monitoring. 

By the time an employee has to make a call to complain that 

they ‘lost connection to email’ or that they ‘could not connect 

to video conference with an important client,’ it’s too late. 

Productivity is gone, and employee morale is diminished.” 

–Mehdi Daoudi, CEO and Co-Founder, Catchpoint

To accommodate for the hybrid office and distributed workforce, 

we expect to see continual growth in edge compute market. 

Forrester predicts the public cloud market will experience  

“a growth decline from 42% in 2018 to 24% in 2022 due to market 

maturation. In its place will be an explosion of growth in edge 

computing, meaning more growth for companies that have 

invested in cloud-like solutions for edge computing and content 

delivery, not centralized data centers.” Similarly, we expect to 

see a huge growth in edge computing in response  

to a distributed workforce.

Within the context of an acceleration towards edge computing, 

we are seeing CDN and edge platform monitoring become 

more crucial to ensuring that distributed employees are served 

by the optimal Point of Presence (PoP). The ability to hold a  

CDN or CDNs accountable for SLAs gives IT teams the leverage 

to demand the best services from their CDN partners.

Catchpoint dashboard used for 
CDN benchmarking, showing 
origin vs. CDN response times.

Put these hybrid office 
concepts into practice!
View the Appendix for an  
actionable checklist.
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https://www.techrepublic.com/article/5-edge-computing-predictions-for-2021/#:~:text=%205%20edge%20computing%20predictions%20for%202021%20,edge%20computing...%205%20Also%20see.%20%20More%20
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Trend 3: SaaS Sprawl

SaaS sprawl will accelerate at an unprecedented 
rate, crushing unprepared IT teams.
As employees continue working from home, they will increasingly turn to SaaS 
solutions of their choice, necessitating enhanced visibility into SaaS performance 
for already overburdened IT teams.

SaaS means a destination, an application that can be accessed 

from anywhere — a corporate office or a work-from-home 

office anywhere in the world with a decent Internet connection. 

Many solutions that were formerly on-premises are now globally 

available SaaS applications (such as the transformation from 

Microsoft Exchange Server to Microsoft 365).

The pandemic has definitively proved the value of the cloud 

and “as a service” offerings. The last year has seen a marked 

increase in businesses using SaaS, PaaS, and IaaS worldwide. 

According to Gartner, public cloud services will surge by  

18.4% in 2021 — growing to $117.7B — with SaaS as the  

largest market segment.2

Why Is SaaS Sprawl Happening?

One reason SaaS has proliferated so quickly is due to increased 

hyper specialization. The growth of SaaS tools in marketing is 

just one example of this. There were 27% more tools available 

in 2019 than 2018, cumulatively accounting for about 7,000 

solutions. Compare this to 2011, when there were only around 

150. The proliferation of SaaS tools spans teams and usage: 

whether it’s CRM, ERP, ABM, email, or service tickets, there  

is a SaaS tool available.

1 2 4 5 6 73

https://www.forbes.com/sites/forbestechcouncil/2019/05/08/there-are-only-two-types-of-saas-applications-in-your-business-today/?sh=8859be81c867


12 

IT Monitoring Trends 2021

Since SaaS is integral to an agile and productive remote 

workplace, employees will ramp up their SaaS usage while 

working from home. SaaS will serve as a lifeline for organizing 

work and collaborating with others. However, they will no 

doubt move beyond using only sanctioned SaaS applications. 

Feeling as if they are in an island of themselves — and 

needing to address the disadvantages of working remotely — 

employees will increasingly turn to unauthorized SaaS apps 

and subscriptions to get things done. The more employees in a 

company, the more shadow apps the business is likely to see.

“Ultimately, new tools are being utilized much more quickly 

than they are approved by organizations, leading to increased 

IT toolchain sprawl and shadow IT issues which significantly 

affect DevOps teams.” –Survey by Automic and DevOps.com

Get Ahead Of SaaS Sprawl Before 
It Gets Out Of Hand

Accelerated SaaS usage will place a burden on corporate IT, 

particularly IT support desks fielding tickets about authorized 

and non-authorized SaaS applications. Dealing with SaaS 

issues on a case-by-case basis can quickly overwhelm 

unprepared teams already dealing with a 300% increase in 

remote employees and locations.

Organizations therefore need to get ahead of SaaS sprawl 

before it gets out of hand. If there isn’t a robust process 

already in place for acquiring new SaaS applications,  

business units, teams, and employees may not realize the 

need for IT awareness of new applications. Moreover, they may 

circumvent IT to benefit from the speed or agility the SaaS tool 

provides them, unaware they are violating internal policies.

It is worth doing an inventory of company-wide SaaS usage, 

to find out if there are issues that need to be curtailed. In 

addition, decide which applications need to be brought into 

the fold, and which ones need to be eliminated. Businesses 

can accomplish this goal using a digital experience monitoring 

(DEM) solution that utilizes endpoint monitoring on employees’ 

devices. This will allow monitoring teams to get real-time 

insight into productivity and collaboration tools and services 

currently being used, and how they are functioning.

Next, consider whether log-in permissions need to be set up or 

reinforced for all remaining SaaS applications. Additionally, ask 

if business networks need to be adjusted to meet the needs 

of any new apps. DEM will help with this by providing visibility 

across your tech stock, from the network to application layers, 

to track and fix performance issues quickly.

“In general, IT teams will need to adjust to a much more 

fluid IT environment. Many more end users will be rotating in 

and out of the office to enable organizations to comply with 

social distancing mandates. Regardless of what the new normal 

becomes, however, it should be apparent to all by now that IT 

will play a more central role in most business decisions from 

here on out.” –DevOps.com

Hold Business-Critical SaaS Vendors 
To Account With SLAs

For those apps deemed business-critical, SaaS vendors need 

to be held accountable for service degradations that impact 

end users. This includes issues that impact remote employees 

where performance will vary based on location. Companies 

need to ensure they have a service level agreement (SLA) in 

place for every authorized SaaS app.

Using synthetic monitoring to gain visibility into the SaaS 

applications that employees are using empowers IT admins 

to measure real performance against vendor guarantees. As 

an example, take the most common uptime objective for SaaS 

apps: 99.9% monthly availability. That translates to 43.2 minutes 

of downtime per month before a SLA violation.

Catchpoint is increasingly seeing vendors promise ever more 

ambitious levels of uptime. Microsoft, for instance, announced  

it is promising 99.99% uptime for Azure AD user authentication 

and would be updating its public SLA accordingly. However, 

increasing the uptime of a service that has more than 400 

million monthly active users is no small feat. Customers of these 

services deserve a reliable way to determine whether vendors 

are living up to their promises.

1 2 4 5 6 73

https://www.devopsdigest.com/it-toolchain-sprawl-significantly-impacts-devops-teams
https://devops.com/survey-finds-it-teams-rising-to-covid-19-challenge/
https://mspoweruser.com/microsoft-azure-ad-user-authentication/
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While SaaS services are owned and controlled by a third-party 

provider, I&O leaders can hold the provider to its service 

delivery promises with access to key performance metrics. This 

is why digital experience monitoring (DEM) is such an essential 

tool. With it, monitoring teams can visualize the real-time state 

of the distributed workforce. At the same time, I&O leaders 

gain credible data to evaluate ambitious uptimes, and make 

informed choices that help manage and reduce SaaS sprawl.

“You can’t enforce agreements without monitoring the SaaS 

applications, and with Catchpoint we’ve been able to be 

refunded millions.” –Maira Zarate, Application Monitoring 

Engineer, Autodesk

Catchpoint dashboard of employee SaaS applications, including average response by location and user feedback.

Put these SaaS 
management tips  
into practice!
View the Appendix for an  
actionable checklist.
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https://pages.catchpoint.com/sla-management-ebook?hsCtaTracking=59350e2e-f1e1-4eda-bcd3-a01e7f8a2d59%7Ce137b7cd-288a-4525-83ac-ad2d2c60b878
https://pages.catchpoint.com/sla-management-ebook?hsCtaTracking=59350e2e-f1e1-4eda-bcd3-a01e7f8a2d59%7Ce137b7cd-288a-4525-83ac-ad2d2c60b878
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Trend 4: Security For The Hybrid Office

Security solutions designed to protect  
hybrid workplaces will make things safer –  
and more dangerous.
As IT teams adopt new security solutions for a long-term distributed workforce, 
more blind spots and more points of failure will be introduced.

In the initial days of the pandemic, security teams (alongside 

the rest of enterprise), found themselves in crisis mode, 

needing to help enable a “connectivity first” push. As we enter 

a new normal, organizations need to put in place a long-term 

security strategy to protect the business from bad actors. 

Simply put, security for the distributed work model must be 

built with the long-term in mind.

“The disruption caused by COVID-19 goes much deeper 

than the rapid shift to work-from-home across the organization. 

Dev teams are being asked to keep up developer velocity while 

at the same time the organization is accelerating digital trans-

formation projects, shifting priorities and emphasizing invest-

ments needed to exit from difficult and uncertain economic 

and market conditions successfully.” –DevOps.com

1 2 3 5 6 74

https://devops.com/integrating-security-in-the-development-process-with-devsecops/
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The Top Security Challenges Introduced  
By A Distributed Workforce

Not surprisingly, leading cybersecurity players — including 

Neustar, Cloudflare, Akamai, Kaspersky, Zscaler, Verisign, and 

StackPath — reported an increase in cyberattacks during the 

pandemic. According to a December 2020 Kaspersky report, 

attacks on remote desktop protocols (RDP) grew by 242% over 

an eleven-month period, reaching 3.3 billion by the end of the 

year. Within the same time period in 2019, Kaspersky detected 

969 million such attacks worldwide. 1.7 million unique malicious 

files disguised as apps for corporate communication appeared 

on the horizon in the same period. Attackers are clearly 

focused on targeting users that work from home.

What then are some of the most significant challenges  

of a distributed workforce for IT security teams?

Protecting a larger “network” 

IT security is responsible for securing thousands of home  

offices (constituting a much larger attack surface than 

previously) — on an ongoing basis and against reworked 

threats to prey on network and Internet vulnerabilities 

introduced by COVID-19.

Managing employee identities 

Some employees are not using their business accounts strictly 

for work purposes, while others are using personal email 

accounts and messengers for work while working from home.

Dealing with more unauthorized devices and apps 

As stated in Trend 3, remote employees are increasingly using 

unauthorized devices to get work done. As Kaspersky notes, 

“This kind of policy — Bring Your Own Device — has long 

been disputed in the cybersecurity world, as it tends to make 

corporate resources more vulnerable to attack.”

Addressing new data and network vulnerabilities 

The kind of “shadow IT” described above increases the risk 

of data loss and malware infections as employees use remote 

desktops, personal devices, unapproved applications, and  

file sharing tools.

Losing network visibility 

Due to the increased use of SaaS applications by employees, 

IT is adopting new cloud-based security services, such as SASE, 

SD-WAN, and identity-based security solutions. One risk of 

adopting cloud-based security solutions, however, is losing 

visibility into networks and security layers outside the firewall.

“With over 80 percent of employees admitting to using 

non-approved SaaS in their jobs, businesses clearly need to 

protect themselves while still enabling access to applications 

that help employees be more productive. The best approach 

is to deploy solutions that transparently monitor SaaS appli-

cations and other forms of web traffic, and uniformly apply 

enterprise policies, without restricting employees’ ability to do 

their jobs better. These not only enable secure access to SaaS 

applications, but can also encrypt sensitive information, prevent 

data loss, protect against malware, and enable IT to enforce 

acceptable usage policies.” –Pat Calhoun, General Manager  

of Network Security, McAfee

Source: The story of the year: remote work by Kaspersky
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https://securelist.com/the-story-of-the-year-remote-work/99720/
https://bhconsulting.ie/over-80-of-employees-use-non-approved-saas-applications-at-work/
https://bhconsulting.ie/over-80-of-employees-use-non-approved-saas-applications-at-work/
https://securelist.com/the-story-of-the-year-remote-work/99720/
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Performance Monitoring Is A Must Have 
For Security Teams

Since the pandemic began, Catchpoint has seen a prolific 

growth in endpoint security to protect remote users outside 

the corporate walls. Alongside this, there has been a huge 

shift from a perimeter-oriented, IP-based security model to 

an identity-based security model. With the surge in attacks 

on remote workers, managing and monitoring end-users is no 

longer a nice-to-have, but a must-have.

We are seeing companies struggling to answer two primary 

questions, “What assets are my employees seeing?” and 

“What can they access?” By monitoring from each employee’s 

device using Endpoint Monitoring, organizations can answer 

those questions with detailed metrics on devices, applications, 

and networks.

As we move forward with a hybrid office and an ongoing 

remote workforce as part of this, security will be increasingly 

tied to application and end user experience. In a compromised 

security scenario, working through different components in the 

application architecture to identify vulnerabilities and resolve 

issues will be a time consuming and daunting task without the 

appropriate tools. Using digital experience monitoring (DEM) 

helps DevOps teams quickly see the full picture of end-user 

experience, and as importantly, gain control over 

the application delivery path.

At Catchpoint, we have seen many security teams turning to 

Identity and Access Management (IAM), access control, SSO, 

and VPNs to ensure their distributed workforces can securely 

access internal networks and applications.

At the start of the pandemic, we also saw many of our 

customers change their employee experience monitoring 

strategy. Part of this involves monitoring VPN gateways from 

key ISPs and geographies, since employees are no longer 

using broadband ISPs to access business applications.

In the early days of the pandemic, Catchpoint helped one of 

our customers detect a brute-force attack on its VPN gateway. 

This was taking place at specific times of the day, as seen in the 

chart below and resulted in denial of service to employees who 

were trying to access the internal network. 

For our customer, the visibility into changes in traffic patterns 

was essential to mitigating the security threat.

DevSecOps and DevOps teams need to continue to work 

together to adapt to the demands of an ongoing remote 

workforce. Investing in technology, security solutions and 

monitoring systems is crucial to grappling with the new level 

and types of threat.

Digital experience monitoring.
Source: Maintaining Cybersecurity 
in the New Normal, Catchpoint

Put these security 
concepts into practice!
View the Appendix for an  
actionable checklist.
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https://blog.catchpoint.com/2020/08/06/maintaining-cybersecurity-in-the-new-normal/
https://blog.catchpoint.com/2020/08/06/maintaining-cybersecurity-in-the-new-normal/
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Trend 5: Multi-IT And Hybrid-IT

As multi-IT and hybrid-IT strategies continue  
to gain traction, robust evaluation frameworks 
will prove essential.
Driven by the need for business agility, the possibility of cost savings, and  
concerns over the risks of relying on single providers for business-critical 
applications, companies will buy services, products, and managed services  
from multiple vendors. Senior IT analysts, engineers, and architects will need  
to use comprehensive evaluation frameworks to select and manage vendors.

“By 2021, over 75% of midsize and large organizations will have 

adopted a multi-cloud and/or hybrid IT strategy.”3 Whether 

multi-cloud, multi-DNS, multi-CDN, or multi-platform... one 

thing is certain for 2021 and beyond, multi- and hybrid-IT  

(i.e., multiple public services or a combination of public and 

private services) are here to stay.

What does this trend mean for senior IT analysts, engineers 

and architects who will be managing these multi-service 

providers and grappling with the added complexity? We are 

seeing a clear need for robust evaluation frameworks to help 

detangle the complex issues involved in managing multi-IT 

and hybrid IT and to help with comparisons between different 

vendors, and present options clearly to CTOs, CIOs and CISOs.

1 2 3 4 6 75
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Why Will 2021 See An Expansion From 
Single To Multi-Cloud? 

In terms of the cloud, enterprise adopters of public cloud 

services are choosing to use multiple providers for various 

reasons, from improved resilience of systems to increased 

scalability. An additional consideration includes the desire to 

avoid vendor lock-in. Agility is gained by being able to select 

services from different providers to benefit from specific 

capabilities or key strengths, including ML, geographical 

coverage, and caching. Furthermore, multi-cloud strategy  

can improve reliability, lead to better performance, and assist  

in meeting compliance requirements.

This year will also see the expansion of multi-platform, multi-

DNS, and multi-professional services, driven by the larger shift 

to a cloud-native approach. This approach provides DevOps 

teams with greater flexibility and agility during development and 

production, and for business leaders, enables faster speed to 

market and greater resilience. It also empowers organizations to 

leverage the capacity of specific services within each provider, 

leading to more effective resource usage and cost management.

“Managing complexity is a core requirement of any multi-

cloud management strategy. The solution should also involve 

leveraging the right operational technology as a force multiplier 

for human actions.” –David Linthicum, Cloud Computing 

Thought Leader

Manage Complexity Using A Robust 
Evaluation Framework

Multi-IT and hybrid-IT can greatly benefit enterprises, but this 

strategy also introduces significantly greater complexity.

For teams choosing which vendors to work with for which 

capabilities, a robust evaluation framework based on reliable, 

neutral data is essential. The following critical points need to 

be addressed and evaluated for each cloud provider:

• Performance and availability

• Reliability and SLAs

• Technology stack and cost

• Security and compliance

Similarly, ITOps teams tasked with the day-to-day management 

of multiple providers need reliable data at their fingertips. They 

must be able to easily slice and dice that data, not only for real-

time telemetry, but also to track trends over time. Be careful, 

however. Not all monitoring solutions store raw data, limiting 

the ability to analyze trending web performance data over time.

Network routing and performance from different cloud providers to 
internal data center. Source: Experience Monitoring in the Cloud Era
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https://www.splunk.com/pdfs/white-papers/what-you-havent-considered-about-managing-multicloud.pdf
https://www.splunk.com/pdfs/white-papers/what-you-havent-considered-about-managing-multicloud.pdf
https://blog.catchpoint.com/2020/09/11/evaluating-cloud-service-providers/
https://blog.catchpoint.com/2020/09/11/evaluating-cloud-service-providers/
https://blog.catchpoint.com/2018/07/18/experience-monitoring-in-the-cloud-era/
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Selecting And Evaluating A Multi- 
CDN Strategy

More Catchpoint customers are adopting a multi-CDN 

approach. This enables them to implement a stronger failover 

strategy and benefit from the variety of focuses that different 

CDNs have. For example, some are pure play focused on 

security, others are highly developer focused, and others  

are telco CDNs.

“You need to do some internal scoping. The readiness of 

your team — being on the front end, I’ve realized you could 

be a large org, but often you’re a team of one eventually 

responsible for picking and managing your CDN. Ask the 

question, what content you’re delivering and what geography 

you’re delivering into to determine the scale you need… No one 

CDN is one size fits all… Try it out and play with it.” –Junaid 

Akhtar, Principle Architect, Edge Service Alliances, eBay

Companies rightly go through a rigorous evaluation process 

when selecting CDN providers. Benchmarking CDNs is a 

crucial step in the evaluation process and typically involves  

the use of two sources of data to validate ROI:

1. The difference in performance with and without a CDN 

measured using a synthetic monitoring tool.

2. Use of Real User Monitoring (RUM) telemetry, provided  

by the CDN and/or a third-party monitoring tool.

Once an organization selects its CDN providers, the same 

monitoring approaches apply to managing vendors. The right 

approach can be transformational, letting businesses deploy, 

monitor, optimize, and automate the entire content delivery 

process by steering traffic to the CDN that will deliver the 

optimal performance for each data component.

For all organizations calling upon multi- and hybrid-IT 

solutions, managing complexity is key. Having access to reliable 

data allows ITOps teams to identify and troubleshoot problems 

as quickly as possible. With the right monitoring, ITOps teams 

tasked with vendor selection and management can tame the 

growing complexity of a multi-IT and/or hybrid-IT environment.

“Some brands run their entire business on our network 

edge and Catchpoint helps instill trust that they have made  

the right decision.” –Ameer Badri, Sr. Director of Solutions 

Engineering, Netlify

Catchpoint CDN mapping 
dashboard showing object 
download speeds by region.  
Source: Boost CDN 
Performance with Catchpoint 
Synthetic Monitoring

Put these multi-IT and 
hybrid-IT concepts into 
practice!
View the Appendix for an  
actionable checklist.
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https://pages.catchpoint.com/future-of-cdn-monitoring
https://pages.catchpoint.com/future-of-cdn-monitoring
https://pages.catchpoint.com/case-study-netlify?_gl=1*1m949em*_gcl_aw*R0NMLjE2MDY5MTIzOTguQ2owS0NRaUFrNTMtQlJEMEFSSXNBSnVOaHB1TFltd0RLdE92cGV2c3A1SFFTZFFObElYc3hmdWV0ZWNWcHlBczJyLWNMMUNUODJvdV84OGFBdm5DRUFMd193Y0I.&_ga=2.243543302.2045930194.1609275054-1596751255.1607460335&_gac=1.48676564.1606912396.Cj0KCQiAk53-BRD0ARIsAJuNhpuLYmwDKtOvpevsp5HQSdQNlIXsxfuetecVpyAs2r-cL1CT82ou_88aAvnCEALw_wcB
https://pages.catchpoint.com/case-study-netlify?_gl=1*1m949em*_gcl_aw*R0NMLjE2MDY5MTIzOTguQ2owS0NRaUFrNTMtQlJEMEFSSXNBSnVOaHB1TFltd0RLdE92cGV2c3A1SFFTZFFObElYc3hmdWV0ZWNWcHlBczJyLWNMMUNUODJvdV84OGFBdm5DRUFMd193Y0I.&_ga=2.243543302.2045930194.1609275054-1596751255.1607460335&_gac=1.48676564.1606912396.Cj0KCQiAk53-BRD0ARIsAJuNhpuLYmwDKtOvpevsp5HQSdQNlIXsxfuetecVpyAs2r-cL1CT82ou_88aAvnCEALw_wcB
https://blog.catchpoint.com/2020/10/05/boost-cdn-performance-by-with-catchpoint-synthetic-monitoring/
https://blog.catchpoint.com/2020/10/05/boost-cdn-performance-by-with-catchpoint-synthetic-monitoring/
https://blog.catchpoint.com/2020/10/05/boost-cdn-performance-by-with-catchpoint-synthetic-monitoring/
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Trend 6: Automation

Greater use of automation comes with  
greater blindspots.
“Automate all the things!” As Continuous Integration/Continuous Deployment 
(CI/CD) and Infrastructure as Code (IaC) become increasingly essential tools for 
engineers wanting to manage rapid feature development, the right kind  
of visibility is essential to preventing mistakes at scale.

COVID-19 has served as a catalyst for increasing automation 

technologies in many industries, for instance, retail has seen the 

rapid expansion of contactless and touchless mechanisms of 

consumer and employee interaction across the US. It has likewise 

expedited the automation of repetitive and routine tasks within 

enterprises. The rest of the year will see enterprises ramp up their 

use of automation to remove complexity wherever possible.

Moving Complexity Around

DevOps and SRE treams are increasingly using CI/CD and IaC 

to introduce automation into every stage of app management 

(from development to testing to production). Doing so enables 

them to deploy code faster and achieve a quicker time to 

market. Ironically, as organizations increasingly adopt cloud 

native approaches and build applications for the cloud using 

cloud native technologies like microservices, containers, and 

service mesh, their application and infrastructure environments 

become more complex.

“As the cloud-native ecosystem exploded, so did the amount 

of choice and not far behind was complexity. The computer 

science adage is true: We are always just moving complexity 

around.” –Ravi Lachhman, Evangelist, Harness
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https://enterprisersproject.com/article/2020/12/8-automation-trends-watch-2021
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Unfortunately, greater complexity also leads to more  

opportunities for automation blind spots. Not only does 

automation introduce more components, but those 

components often run for extremely short periods of time. 

Moreover, each component within this dynamic environment 

generates its own operations data. Data is also generated  

by the communications between the services that constitute 

the distributed applications.

As a result, ITOps and SREs responsible for incident 

management must comb through a much larger volume of 

data to troubleshoot issues than when managing traditional 

applications. This requires monitoring that simplifies, collates, 

and integrates that data.

Cloud Native Is Spurring An Evaluation Of 
Monitoring Tools And Approaches

In a 2020 survey by 451 Research, 83% of respondents  

(700 people in the US and Europe who primarily make but also 

influence decisions about monitoring tools for their organization) 

said they were either actively seeking new monitoring solutions or 

had plans to expand or improve their approaches to monitoring. 

Key drivers are the ability to take advantage of new functionality 

and reduce complexity by unifying monitoring approaches.  

“The shift to cloud-native technologies and practices is spurring 

this period of significant change in the monitoring industry,”  

said Nancy Gohring, Senior Research Analyst at 451.

“The most important capabilities required of monitoring 

tools used to achieve visibility into cloud-native environments 

include the ability to collect granular data at scale, flexible  

data querying functionality, advanced analytics and support  

for automation techniques.” –451 Research

Shift Left And Run Earlier Testing

By moving tasks to the left as early as possible in the application 

lifecycle, developers can begin testing early and identify defects 

before they become big problems. A monitoring solution that 

offers full-stack synthetics — enabling the monitoring of internal 

code and external applications, helps DevOps teams confidently 

shift left. Such a solution will provide end-to-end visibility into 

the pre-production environment as well as the user experience 

of that code on the external website or application itself.

Similarly, if someone inadvertently changes infrastructure  

code when implementing IaC, it can severely impact production 

systems. It is essential that teams bring along the right visibility 

tool (or magnifying glass) to enable DevOps teams to delve into 

the details and monitor the impact of the code. If someone 

makes an error in IaC, it will manifest in digital experience 

monitoring. When there is a problem or IaC stops working in 

one of 100 PoPs, for instance, and one of those PoP becomes 

misconfigured or doesn’t successfully update, a robust DEM tool 

will issue an alert. DEM will also make it clear if the IaC has failed 

to update or execute on any one of the PoPs. However, it will 

only do so if genuinely distributed experience monitoring  

has been set up (many monitoring solutions offer limited 

geographical coverage).

A further change within the cloud-native landscape is the 

growing number of CDN providers incorporating stateful 

developer functions into their offerings — such as CI/CD 

pipeline integration, sandboxes, and container support in  

their edge nodes — to include low-latency, globally 

synchronized microservices. Additionally, increasing numbers 

of organizations are also considering deploying compute and 

storage services in CDN edge nodes to lower latency and 

improve performance for distributed users.

The right CDN monitoring strategy will let engineers define 

custom monitoring metrics to get a full picture of the CDN’s 

performance within the context of cloud native.

“Leading CDN providers have moved edge features from 

beta to production and are providing credible roadmaps to 

incorporate stateful developer functions that greatly reduce 

latency and time to value for end users.”4

Put these automation 
concepts into practice!
View the Appendix for an  
actionable checklist.
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https://go.451research.com/2020-mi-IT-monitoring-meltdown-monitoring-tools.html?utm_source=covidms
https://go.451research.com/2020-mi-IT-monitoring-meltdown-monitoring-tools.html?utm_source=covidms
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Trend 7: Observability And Monitoring

Observability and monitoring will play  
best in tandem.
Site reliability engineers will increasingly utilize observability and monitoring 
together, seeing the ways in which they complement one another in enabling 
enterprises to better understand overall systems behavior and health, and track 
valuable service level objectives.

As digital transformation leads to greater complexity and the 

use of a larger number of technologies, the demand for more 

metrics is a natural evolution in response. Observability allows 

Ops to pull data from logs, metrics, traces, and events for any 

stage in the production lifecycle. This expands the ability to 

glean insights from specific sets of data.

For maximum effect, enterprises will combine this capability with 

digital experience monitoring, allowing IT teams to monitor the 

delivery components necessary for their services to reach their 

end-users. Working together these tools greatly heighten the 

ability of ITOps and SREs to perform deep root cause analysis.

“Root Cause Analysis does not mean just looking at 

superficial causes of a problem. Rather, it means finding  

the highest-level cause — the thing that started a chain of 

cause-effect reactions and ultimately led to the issue at hand.” 

–Pyush Verma, CTO/Founder, @last9inc

Catchpoint research shows that SREs see the value in both 

monitoring and observability. When asked, “What tool 

categories are used by SREs?,” 93% chose monitoring while  

53% chose observability.
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https://medium.com/last9/root-cause-analysis-for-reliability-a-case-study-8a987ed3a31c
https://f.hubspotusercontent30.net/hubfs/5595333/Catchpoint-SRE-Report-2020.pdf?__hssc=176883706.1.1608128728155&__hstc=176883706.6e40860f0141d16ad04c4110ed23c7d3.1603219806206.1608126668546.1608128728155.111&__hsfp=1544636538&hsCtaTracking=b9b7623b-1ba8-4b88-b2e7-db214877460c%7Cd139b5e7-f6a8-4a82-a20e-11bee54b6c65
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“A strategy of proactive monitoring keeps users happy and 

makes incident response easier and less painful. Embedding 

observability into that strategy can help businesses go fast, 

but in a repeatable and sustainable way.” –Josh Atwell, 

Technology Advocate, Splunk

Using Monitoring And Observability To 
Become SLO-Based

Forward-looking SREs are aware of the value in bringing 

monitoring and observability together, and the opportunity 

this combination presents for becoming an SLO-based 

organization, capable of quantitatively measuring specific 

aspects of service and putting data into action.

The data-driven approach — establishing service level 

objectives (SLOs) that are tied to service level indicators (SLIs) 

with an explicit error budget and notifying teams based on 

those rather than specific signals — will obtain more value from 

adopting observability tooling, in addition to monitoring.

Service level objectives (SLOs), which are measured by SLIs, 

allow organizations to realize the full benefits of SRE and obtain 

maximum value from adopting observability and monitoring. 

According to Google, service level objectives “specify a target 

level for the reliability of your service. Because SLOs are key 

to making data-driven decisions about reliability, they’re at 

the core of SRE practices.” By tracking how well services meet 

expectations, SREs can determine priorities and strategies for 

making systems faster, more available, and more resilient.

When creating a service level objective, it can be useful to add 

a description or tag that explains what the SLO is measuring. 

If there is a breach in terms of service, the SRE can then 

easily search the metrics, logs and traces (the three pillars 

of observability) and the data gathered from monitoring the 

relevant services. This will allow them to determine why a 

problem occurred.

“SLOs set an explicit threshold for how reliable your 

service should be, which provides all stakeholders within 

an organization — executives, Site Reliability Engineers, 

developers, product managers, and operations teams —  

a common language for measuring service reliability and 

quality goals.” –SLO Adoption and Usage in SRE, O’Reilly

Problems That SREs Face When 
Implementing SLOs

Implementing a data-driven, SLO-based process can be 

challenging for both enterprises and small organizations. It 

takes time and effort for monitoring teams and SREs to adopt 

SLOs and for other team members to learn how to analyze 

them and put them to use.

“What tool categories are used by SREs?” 
Source: Catchpoint SRE Report
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https://blog.catchpoint.com/2020/09/23/event-in-review-splunk-devops-observability-best-practices-event/
https://blog.catchpoint.com/2020/09/23/event-in-review-splunk-devops-observability-best-practices-event/
https://sre.google/workbook/implementing-slos/
https://www.oreilly.com/library/view/distributed-systems-observability/9781492033431/ch04.html
https://www.oreilly.com/library/view/distributed-systems-observability/9781492033431/ch04.html
https://sre.google/resources/practices-and-processes/slo-adoption-and-usage/
https://pages.catchpoint.com/2020-sre-report


24 

IT Monitoring Trends 2021

When Honeycomb set out to build SLOs into their workflow, 

for example, they initially built “more settings and screens than 

we really wanted.” Two other problems they faced included too 

many alerts and defining the nature of their internal SLOs (at the 

start, “they tested the wrong things, or had the wrong intuition 

for what it meant for something to be broken”).

The SRE team at Honeycomb decided to reduce complexity and 

simplified their SLOs down to “just three things: a service level 

indicator (SLI), a time period, and a percentage.” They found 

the resulting questions pointed them towards observability 

and monitoring metrics that would give them the answers they 

required, for example,“was the SLI fulfilled 99% of the time over 

the last 28 days?”

The Promise Of OpenTracing As A  
Universal Language

Many in the monitoring and observability space are looking to 

OpenTracing as a universal language, which has the potential to 

bring observability and monitoring together. The OpenTracing 

API, which has CNCF and industry support, offers a standard, 

vendor neutral framework for instrumentation of distributed 

tracing, and is intended to unify distributed tracing APIs. Here is 

an excerpt of a conversation about distributed tracing between 

Mehdi Daoudi, CEO of Catchpoint; Liz Fong Jones, Principal 

Developer Advocate at Honeycomb; and Charity Majors, 

Co-founder/CTO of Honeycomb, from a recent podcast on 

monitoring & observability:

“MD: Tools create silos, but I don’t think we can get rid of 

silos. We have to work with them, in my opinion. We just have 

to overlay more data and translate the data into their own 

languages until something better comes along.

LFJ: Do you think tracing will save us? Is tracing the magical 

thing that ties all these things together?

MD: Maybe. We’ll see. I have a lot of hopes around tracing. 

There is a lot of adoption, buzz and excitement I see with our 

customers. I see it more in Europe than the US.

CM: Really?

MD: Yes, but it’s starting to catch up here. With open tracing, 

the fact there is this universal language or this portability of the 

tracing, so you do the abstraction of the monitoring tool, I think 

it’s the way to go. It’s a great start. –O11ycast by Heavybit,  

free listening on SoundCloud

Distributed tracing offers a solution for describing and 

analyzing the cross-process transactions involved in 

microservices, helping solve the challenge of there being 

no in-memory calls or stack traces to debug and observe 

distributed transactions across complex networks. As  

Gartner puts it, “trace data is an excellent way to identify  

and isolate performance anomalies.”5

The Power Of Using Monitoring And 
Observability Together

Using monitoring and observability together allows SREs to 

get a full picture of what is going on not only with white box 

internals, but also with black box externals. Businesses can be 

fully aware of what the end user is seeing and experiencing, 

especially as it pertains to third parties. Pages that don’t 

load or apps that don’t navigate, for instance, may be the 

result of badly written code or a poorly performing CDN or 

DNS provider. Pairing digital experience monitoring with 

observability tooling allows SREs to troubleshoot with complete 

visibility. Businesses can understand the user journey from 

the inside out (from code to user) and vice versa, from outside 

in (from user to code). Once monitoring and observability 

telemetry is combined, organizations gain even more power  

as a result of using these tools in tandem.

“Both monitoring and observability are valuable and, with  

the types of software being built today, both are essential.”6

Put these observability 
and monitoring concepts 
into practice!
View the Appendix for an  
actionable checklist.
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https://www.honeycomb.io/blog/challenges-with-implementing-slos/
https://opentracing.io/docs/overview/
https://opentracing.io/docs/overview/
https://soundcloud.com/heavybit/sets/o11ycast
https://soundcloud.com/heavybit/sets/o11ycast
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Conclusion
The seven trends listed here underscore “the three-legged stool” approach that we frequently refer to at Catchpoint: people, 

product, and customers working together to ensure that organizations can stay resilient, agile and high performing to meet the 

uncertainty of our times. At Catchpoint, we are doing our best to follow our own advice and take each of these trends to heart.  

SaaS Monitoring and Endpoint Monitoring, for instance, have become more important than ever as we strive to help our employees 

stay satisfied and maintain productivity while working from home, and in helping ensure our customers can perform faster and better 

despite changed working conditions.

In a survey Catchpoint conducted part-way through the pandemic last year with 200 enterprise CIOs and 200 enterprise work-from-

home (WFH) managers, top-tier enterprises were 2.6 times as likely to have grown revenue, 2.5 times as likely to have reached profit 

goals, and 2.1 times as likely to have high employee satisfaction numbers. To enable this, these companies are fully committed to 

reliability. In fact, 91% have implemented a formal SRE methodology, and 98% say tools that monitor the employee and customer 

journey are crucial.

The businesses that will thrive moving throughout 2021 and beyond are those that proactively 
ensure a great employee and customer experience.

https://www.globenewswire.com/news-release/2020/09/01/2086859/0/en/Catchpoint-2020-CIO-New-Normal-Survey-Reveals-Aggressive-IT-Strategies-More-than-Double-Positive-Business-Outcomes-during-COVID-19-Pandemic.html
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Appendix
Actionable checklists with practical suggestions 
for each trend.

Trend 1
A holistic employee experience is now table stakes for enterprise success.

CEOs, CIOs, and CTOs

 ❑ Focus on building a holistic employee experience.

 ❑ Ensure your remote employees can do the work they need 

to do and collaborate while physically distributed.

 ❑ Take the time to build connections, show compassion, and 

work out how to empower remote workers to help ensure 

daily productivity.

 ❑ Practice and advocate wellness initiatives.

CIOs, HR, ITOps

 ❑ Formalize remote work processes.

 ❑ Develop a best practices playbook, learning from 

successes and challenges over the last year of lockdown.

IT Teams 

(responsible for monitoring employee experience)

 ❑ Deploy digital employee experience monitoring for 

your remote workforce by tracking and troubleshooting 

incidents for remote employees from their devices.

Important data sources to leverage, in addition to synthetic 

monitoring and RUM, include the following:

Endpoint Monitoring

 ❑ Gain visibility into employee device performance.

 ❑ Monitor network, infrastructure, and third-party services 

that impact employee productivity from remote locations.

SaaS Monitoring

 ❑ Visualize end-to-end performance of SaaS and  

web apps.

 ❑ Identify fault domains, internal and external to  

the enterprise firewall.
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Trend 2
The normalization of the hybrid office will require more globally supportive, resilient infrastructures.

C-Suite Executives and Managers

 ❑ Create opportunities for your employees to discuss their 

workplace needs, and empower them in the face of 

remote or hybrid environments.

SaaS Providers

 ❑ Proactively vet and revise SLAs, as needed, in light of an 

asynchronous, global workforce.

SLA Managers

 ❑ Revise SLAs where appropriate to account for changes to 

employee locations and the attendant impact on networks, 

applications and infrastructure.

Monitoring Engineers and SREs

 ❑ Determine whether you have enough vantage points 

within the last mile to consistently meet the needs of your 

remote workforce.

 ❑ Use closed-loop Internet monitoring (from SaaS to network 

and vice versa) to gain a full picture of how the worldwide 

web affects employee satisfaction and productivity levels.

Trend 3
SaaS sprawl will accelerate at an unprecedented rate, crushing unprepared IT teams.

CIOs and CISOs

 ❑ Equip IT admins and the IT support desk with SaaS 

performance management/monitoring that shows what 

SaaS apps employees are and aren’t using.

 ❑ Invest in (or reinforce) an ongoing SaaS implementation 

and maintenance strategy.

 ❑ Work with CISOs to troubleshoot shadow SaaS usage and 

bring it into the fold.

SREs and Network Monitoring Engineers

 ❑ Audit current SaaS usage to better manage it.

 ❑ Enforce SLAs with neutral data from as many vantage 

points as possible.

IT Admins

 ❑ Find cost efficiencies within the licensing and upgrading 

model for SaaS providers.

 ❑ Be attentive to unneeded hardware upgrades for 

misdiagnosed network and endpoint problems.

Support Desk

 ❑ Empower employees to self-serve before issuing  

help tickets.
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Trend 4
Security solutions designed to protect hybrid workplaces will make things safer – and more dangerous.

CTOs and CISOs

 ❑ Train security teams, invest in technology that helps with 

detection, build a culture around security awareness.

 ❑ Borrowing from Danny Allan, CTO, Veeam Software, 

security concerns can be reframed as two questions:  

“1) Are we more secure today than we were yesterday?  

2) Are we being more proactive than reactive?”

 ❑ Investigate new to the market unified SaaS offerings around 

the secure access service edge (SASE), which combines 

SD-WAN with managed firewall services, load balancing, 

and other features — to secure assets wherever they sit.

DevOps and DevSecOps Engineers

 ❑ Develop a DevSecOps strategy where security is built into 

product design and DevOps and security work hand in 

hand at every step.

Monitoring Engineers and Managers

 ❑ Deploy end-user experience monitoring to gain visibility 

into the application delivery path.

 ❑ Ensure better security policies to more quickly address 

threats and protect against common challenges.

Trend 5: 
As multi-IT and hybrid-IT strategies continue to gain traction, robust evaluation frameworks will prove essential.

Senior IT Analysts, Engineers, and Architects

 ❑ Find ways to streamline a multi-cloud deployment, e.g., 

favor cloud services with add-ons such as cloud strategy 

services, deployment support, migration assistance, etc.

 ❑ Consider leveraging a cloud management platform to 

make the deployment and everyday management of multi-

cloud or hybrid-cloud more straightforward.

 ❑ Put in place a monitoring solution that supports your multi 

and/or hybrid IT strategy.

Monitoring Engineers

 ❑ Use a performance monitoring solution that offers full 

stack synthetics. This will allow you to understand potential 

vendors from an end-user point of view and when 

managing solutions to proactively solve problems before 

they impact users.

DevOps Teams

 ❑ For organizations without dedicated monitoring teams, 

look into a managed monitoring service. A good managed 

monitoring service will alleviate the challenges of 24/7 

monitoring, and improve the speed of your response time 

to resolve issues.
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Trend 6: 
Greater use of automation comes with greater blindspots.

DevOps Teams

 ❑ Conduct a self-assessment to identify automation blind 

spots within CI/CD pipelines.

 ❑ Identify the best opportunities for automation to 

expand IT’s capabilities (such as through robotic process 

automation and automation of routine business tasks).

 ❑ Find ways to standardize the nut and bolts of CI/CD 

deployments to make rolling back more straightforward, 

if it proves necessary.

CDN Engineers

 ❑ Reduce latency and time to value for end users by working 

with your CDN provider/s to deploy developer workflows 

from edge nodes (as part of your CDN strategy).

Monitoring Engineers

 ❑ Use digital experience monitoring to gain end-to-end 

visibility from backbone to cloud to enterprise nodes 

(each type of monitoring shifts you further left).

Trend 7
Observability and monitoring will play best in tandem.

C-Suite

 ❑ If you haven’t yet implemented a formal site reliability 

engineering methodology (SRE), now is the time to do  

so and commit to reliability of services.

SREs

 ❑ Wherever you are in your SLO journey, consider how to 

simplify your SLOs to focus on three things: An SLI, a time 

period, and a percentage.

 ❑ Use SLOs to prioritize your workflow by understanding it  

in relation to business objectives.

 ❑ Bring monitoring and observability together to become an 

SLO-based organization, capable of measuring the entire 

journey from writing the code to end user experience of 

that code.

 ❑ Look for a digital experience monitoring solution that 

offers full stack synthetics and covers all aspects of 

network infrastructure, including CDN and DNS.
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