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Introduction: A tale of latency

Everything was all set. A hot cup of coffee was sitting next to the 
keyboard, the entire family’s wish lists were laid out in front of the 

monitor, and the store accounts had been set days ago with multiple 

credit cards entered into each one. All that was left to handle was the 

actual pointing and clicking.

Cyber Monday, while sparing her the trip to the mall and the inevitable 

risk of death by trampling from the hordes of insane people, still 

managed to be one of her most stressful days of the year. With three kids 

under the age of 13 and a husband who said he didn’t care about getting 

gifts but secretly loved it more than anything, she wanted to do her part 

to make sure that everyone’s holiday was the best it could be.

That’s why she had planned everything out well in advance. She had 

gotten the wish lists, researched all the deals to determine what she was 

going to go after first, and planned out how she was going to go about 
buying them. The good news was that thanks to a tech geek husband and 

similarly disposed kids, she could get at least half of the items at the same 

online electronics store.

When the clock struck 9 am and the sale began, she acted like a sprinter 

exploding out of the blocks. Eyes darting and hand moving the mouse 
deftly, she signed in and started adding items to her cart with ease, 

compiling an amazing 15 of them in the first five minutes. By the time 
9:10 rolled around, she had found everything she wanted – with a nice 

chunk of savings to boot – and clicked the checkout button with a big 

smile on her face.

That smile faded quickly, however, when the screen failed to change in 

the first few seconds. She sat there staring at the spinning loading icon for 
10-15 seconds, which felt like an eternity.

Then, with tension mounting, she found herself face to face with an error 

message. “We’re sorry, it looks like something went wrong” was the only 

thing it said. She tried refreshing the page, only to find a dreaded “content 
resubmission form” screen. Another refresh brought no further solution. 

Now desperate, she clicked the ‘Back’ button, expecting to find herself 
back in her full shopping cart. To her horror, however, it was empty. 

Everything was gone. Her finger was a blur with more refresh clicks as 
expletives that would make Quentin Tarantino blush poured from her 
mouth.

It was no use. She had to go back and reselect every item that she 

wanted, only now half of them were out of stock. Her chance had come 

and gone.

Despondent, she checked out with her significantly smaller cart — NOW it 
worked, of course — and started looking for other sites where she could 
get some deals on the lost products. Needless to say, she wasn’t going to 

be shopping with that retailer again anytime soon.
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Tips to optimize your site

Whenever the holiday shopping season begins in earnest in the Unites States 

shoppers scramble to grab that bargain and get Granny’s 

Christmas present sorted. This sort of traffic however, not only 
happens during the holidays but can also be caused by a highly 

anticipated release (e.g. Balmain and H&M partnership) or 
during a big sale.

So is your site ready for a double whammy of traffic and one 
heck of a busy weekend or week? Shoppers will be increasing 

your traffic from their office desktop, on a laptop warming their 
thighs, or stuck on a train with their tablet or smartphone. 

Have you considered how busy your site will be? Surely you 

have, but have you really done everything you possibly can 

to give your customers a positive online experience? Let’s run 
through the various measures you can take to see if you’ve hit them all.
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Adaptive or responsive web design? 

With mobile browsing becoming more and more important to the ecommerce experience, and mobile devices becoming more 
and more sophisticated, the amount of online shopping done from a smartphone or tablet during the 2015 holiday shopping 

season reached 52%,1 with some major retailers like Walmart2 and Amazon3 reporting that closer to 70% of their site traffic 
came from mobile devices.

And with smartphone sales expected to be 3X PC and tablet sales combined in 2017 according to Gartner,4 those percentages 

should continue to rise dramatically in the years to come.

Given that, designing your site so that it’s compatible for both desktop and mobile browsing is essential. Responsive Web Design 

(RWD) is one way to accomplish this, but it’s not without its drawbacks. 

Since images and other high bandwidth features are simply scaled down rather than resized or eliminated outright, elements 

which may not be vital to user experience can cause poor performance. And while the <picture> element of HTML5 mitigates 
this issue somewhat, large image files can still be a hindrance to your site’s performance.

Hence the rise of Adaptive Web Design (AWD) as an alternative to RWD. AWD maintains the end goal of creating a site which 
is applicable to a variety of different mobile platforms and layouts, while improving end user experience through better 
performance. 

Rather than a scalable version of the same site, AWD allows the server to determine how to optimally render pages based on 

the user’s platform by only delivering elements which are necessary for the experience on that specific device and operating 
system. Images are resized, elements like JavaScript or Flash may be discarded entirely, and ads can be adjusted, culminating in 

the user getting a much different version of the site than they would if accessing it from a desktop browser. 

At the end of the day, it’s all about customer satisfaction, and by giving your customers the site that they need for their 

respective devices, the happier they will be. If you go to a restaurant and you are a vegetarian you don’t want to be offered filet 
mignon. It’s the same with your mobile users; give them what they asked for — an optimized mobile experience.



Third-party vendors 

The use of third party vendors is often necessary to achieve certain objectives on your site, such as optimizing speed and 

reliability.

A Content Delivery Network (CDN) will move content closer to your customers. By moving JavaScript, CSS, Images, Flash, 
etc. to CDN, it will create faster round trips and thus less load time.Some CDN providers can help with dynamic site 

acceleration (DSA) to boost connection speeds and improve the performance of different applications. 5 CDNs can also 
assist with capacity issues during peak periods such as Black Friday/Cyber Monday.

A third party Domain Name Server (DNS) is another way to speed up your content delivery. Outside vendors can be 
markedly faster than the DNS systems provided by your ISP, and even if the speed advantage is negligible, establishing a 
DNS redundancy is a good way to ensure that you have a backup system in place should your primary service go down.

 

Whatever third party vendors you use to improve your site’s content delivery, it’s important to

benchmark and monitor their performance, and have Service Level Agreements (SLAs) in place to hold them accountable.

Maximize connection speed

There are a number of tricks you can employ to ensure that your connection speeds are operating at the maximum speed: 

1) Enable HTTP Keep Alive (Persistent Connections), allowing for TCP connections to each domain to remain open until 
they are forced to close. This reduces the CPU and memory usage on the web server as fewer connections are open 
simultaneously, and also reduces latency in subsequent requests.

2) Page Construction is key to improving Render Start. Ensure JavaScript and third-party tags that are not required for the 
initial render and are moved to the bottom of the page and put CSS before JavaScript.

3) Reduce the number of round trips the browser has to make. Make use of CSS Sprites for small images used to build 
menus & navigation, social media icons etc. Concatenate JavaScript and CSS where possible.
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Maximize page load speed

Connections are just part of the battle when delivering a fast web experience to your users; the amount of content that 
they download must be optimized as well.

1) Reduce the overall page size, especially for those on mobile devices. Optimize the images and serve appropriate file 
sizes for therequesting platform. Minify JavaScript and CSS, and again, only serve JavaScript and CSS that is relevant to the 

requesting platform. Serving up CSS, images, and JavaScript that are designed for the desktop version of the site to mobile 

users will increase the load time and lead to customer frustration.

2) Use compression on all text based content (HTML, XML, JavaScript, CSS , etc.). Do not compress images as they are
already using a compression format and that will double the work for the browser as it will have to unzip and then handle 

the image compression format for render.

Domain sharding

Domain sharding is also another simple performance win gained by serving up content from an additional domain. You 

do not need different servers to do this; just create a CNAME, as the browser does not care about the final IP address, only 
that the domain names are different. The recommended and well- documented optimal number of domains is two.

For example, if you have a lot of images on your page you would configure two domains: http://www.acme.com and 

http://images.acme.com. You would then host your images on the images.acme.com domain. The browser can now make 

parallel requests of six or more requests (browser dependent) from each domain, and thus speed up the loading of the 
page by loading more data in parallel.

Remember, though, that domain sharding does not translate perfectly to mobile. You can use two shards, particularly if 

you have a responsive site, but avoid using more than that. They are expensive on mobile platforms, and usually become 
counter-productive after two shards.

If you migrate your site to HTTP/2 (see page 14), you can avoid domain sharding altogether.
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Static content and caching

Use static landing pages. They load faster and are far less problematic than dynamically generated content. This is

especially true when using online advertising to drive traffic to your site. Users want to see the information they clicked 
through to find and be clearly directed to the next site. If they don’t get that experience or they’re left waiting for a 
dynamically-generated web service that never appears, you’ve lost a potential customer. Static landing pages are also 

easier for search engines to crawl and index and thus generate better search engine rankings.

Be sure to host all static content on content delivery networks for maximum speed. They deliver static content faster 
by reducing network latency. Pre-compiling and caching static HTML files will make your site load faster the first time 
customers access it. You never get a second chance to make a great first impression.

For building static content pages optimized for mobile devices, you may wish to explore the open-source Accelerated 
Mobile Pages (AMP) Project, including AMP HTML, the AMP JS library and the Google AMP Cache, for caching and delivering 
AMP pages. AMP will speed up your mobile site, which is especially helpful for converting shoppers into buyers and 
improving omni-channel retail operations. 

Tag management

Third-party tags for services such as site visitor tracking analytics, personalization and marketing optimization provide vital 

services and information to your marketers but also introduce another point of failure to your site. It’s not a matter of if 

these tags will slow down your site during busy times but when.

A tag manager then is something your site really can’t live without this holiday season. A tag manager can find and 
eliminate tags that perform duplicate services as well as unauthorized tags, improving your site’s performance in the 

process. And if a tag you want on your site becomes problematic, the tag manager enables you to deactivate it in seconds, 

rather than having to wait for your development team to manually remove the tag. 



8

Embrace HTTP/2

Migrating to HTTP/2 can make your site up to 30% faster this holiday shopping season. HTTP/2 allows multiple requests 
to be sent from client to server, one after the other, on the same TCP connection, while responses to those requests can 
be received out of order - eliminating the need for multiple connections between the client and the server. This reduces 

network latency, which in turn makes web pages load faster. HTTP/2 also compresses HTTP headers, allows the server 
to push resources to the client that haven’t been requested yet, and allows the client to indicate to the servers which 

resources are more important than others.

The end result is that a browser client can make faster and fewer connections to a web host, speeding up the time it 

takes to download content from that server. The smaller content payloads and optimized TCP connections of HTTP/2 are 
especially ideal for mobile applications and sites.

There are various ways to start using HTTP/2. You can upgrade your web server to the latest versions of Apache and Nginx. 
Your hosting or CDN provider can upgrade your site to HTTP/2 even faster. No coding changes are required. Then keep 
monitoring your sites to make sure they live up to their potential.

How to test your site for shopping traffic 

Once you’ve gone through all of the optimization techniques that apply to your site, the next step is to ensure that you will 
be able to handle times of increased traffic.

Just a few hours of downtime during a high-traffic period like Black Friday or Cyber Monday can have a calamitous effect 
on your short- and long-term revenue streams, so you’ll want to put your site’s different systems and infrastructure 
through the ringer with different “clean lab” scenarios through your synthetic monitoring tool.

Additionally, Real User Measurement (RUM) will play a role as well by helping to optimize your user behavior and avoid 
overly complicated transaction paths.
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Planning

One of the most important aspects of testing is planning to ensure that 
all bases are covered and ample time is allotted for the most critical 

components.

Knowing what to test is the key here, and that can be determined by 
identifying what has changed,

where, and how. RUM data or web analytics are helpful in figuring out 
what pages users frequent most, which path they generally follow, and 

what devices and networks they typically use.

It is important to make sure that the infrastructure and code that handle 

these processes that drive revenue are both reliable and fast. Also 

remember to check with the marketing team to see what other pages 

may see increased traffic (such as promotional and landing pages) since 
these are often the first impression for the customer.

Once you’ve determined what to test it is important to follow a strict 
methodology. This is where you put the RUM data and planning into work.
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Testing functionality 

We could fill multiple ebooks with in-depth guides and examples for the different types of tests to run for functionality, so 
for now let’s stick to a cursory glance at the types of tests that you should perform on new pages and features for your site:

A similar process can be followed for infrastructure changes. Depending on the nature of the change, it is worthwhile to 

measure performance from within your infrastructure using APM, and externally with synthetic monitoring both before 
and after. This will help ensure that any degradation can be identified and fixed before it becomes amplified at scale.

Unit Testing 

Go through the individual units of code to make sure that they are performing as they should be.

Integration Testing

In addition to testing the code itself, you have to test it in conjunction with the components with which it will be 

integrated to ensure that everything is compatible.

System Testing

After going through the individual units of code and their corresponding components, run tests on the entire 

application to ensure that all of the parts fit.

Regression Testing

The functionality of the entire application may work, but you want to make sure that the new enhancements or 

configuration changes haven’t introduced any new bugs into the system.

Acceptance Testing

This validates that the requested or required changes have actually been implemented, and is done by the 

requesting product team as well as the quality assurance team.



Non-functional testing

Congrats, you’ve made it past functional testing without anything exploding! Now you can move on to non-functional 
testing, which includes analyzing performance and security. Synthetic monitors can help in this process to detect any 

issues, and will also be useful for performance comparisons before and after.

Review recent RUM data, log files in systems like Splunk, and last year’s traffic numbers to see where and when
you experienced peak activity; look at critical aspects of site experience, such as login and checkout flows. This will pinpoint 
which areas should be focused on during load testing.

Assuming your servers can handle that level of traffic, you can then move onto stress testing. Touching the upper limit of 
the system by exceeding the expected load, stress testing can help identify links in the chain that didn’t seem as important, 
but can still take down the whole system when they fail. Examples of this might include a database going offline or a load 
balancer failing. Stress testing will also reveal how well the system recovers after failure.

Then we come to security testing. It would be terribly sad to go through this whole process of testing and ensuring that 

you are ready for an increase in traffic to have it all be thwarted by a security flaw. This is one of the most important 
pieces of the puzzle; your infrastructure performance could be severely affected, and most importantly, your customers’ 
information could be at risk.

Finally, you have to prepare for disaster. No matter how ready you think your systems are, failure can come from 

unexpected places. When that happens, you need to know that your failover or backup systems will work as expected. For 
example, you can test your failover by taking nodes or services offline simulating power or connectivity issues.

Preparing for disaster also includes checking on your support channels and customer service personnel to make sure 
they’re ready, as well as any relevant vendors to make sure that they’re readily available throughout the holiday season 

and aren’t planning any major changes. 

11



What to do when failure happens

No matter how much you monitor and how well you prepare, web failures are going to happen; it’s an unfortunate

reality of life in the DevOps world. Sometimes it’s a redirect to a boring 404 page, a shopping cart gets deleted minutes 
before a sale ends, or your entire infrastructure experiences an outage during the peak hours of the day.

But these unfortunate events can easily be turned into successes; they don’t necessarily have to
lead to people getting fired or the loss of customers (and in return revenue). With the help of some witty humor, advanced 
planning, and clever targeted marketing, you can change a bad situation into an opportunity.

Have a humorous error page

Errors happen. Frequently you find yourself navigating the Internet and end up on a 404 page error. Most cases it will be a 
boring default “Page Not Found” message with no CSS  styling or interactive traits. This usually leads to the user clicking the 
back button and most likely looking elsewhere for the information that they wanted.

But what if you gave them an option on that 404 page to find exactly what they were looking for in the first place? What if 
you turned the error into a joke? More often than not they will find the overall experience on your website a pleasurable 
one. Read on to see some of our favorite error pages on the web.

12
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Have a contingency plan

Your customers don’t have to be completely cut off from your service when you experience an outage. For example, in 2013 
The New York Times was experiencing an internal issue that resulted in a site wide outage. In response, they tweeted saying 
to follow their Twitter handle6 for the most recent news.

Twitter proved to be a successful workaround, as their users were 

still able to access the information that they would’ve usually 

obtained through the normal means. But they didn’t stop there. 
On their Facebook page they posted text versions of the day’s top 
stories, which created another outlet for their users to read the 

Times.

Another way of guaranteeing your service during an outage is by keeping a backup copy of your website using different 
vendors, like a different CDN or DNS provider. This will allow you to point your traffic to a backup site while your network 
engineers are investigating and resolving the outage. Advanced planning methods like these can help your business prepare 

for unfortunate outages.

14
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Make amends

Latency can happen due to various reasons—including those outside of your control— but it can be a real pain for your 
customers when they’re trying to purchase the new online item that they crave. In most cases this leads to customers leaving 

your website and purchasing the same item from a competitor.

This doesn’t have to happen. Instead, reward your loyal customers by apologizing for the inconvenience caused by the latency 

and giving out a coupon. Whether it’s a 15% off discount or even a free gift card, it will show your customers that you truly 
care about their experience on your website. You don’t have to stop here. You can also scan your customer feedback and 
offer discounts to disgruntled buyers.

Errors, outages, and latency happen. It’s important to resolve them quickly, but with humorous error screens, contingency 

plans, and targeted discounts, you can take the attention off of the problem and focus it on your customer service instead.



Checklist to ensure desktop speed 

Make sure to implement these seven Web Performance Optimization (WPO) techniques to get your desktop site ready for 
the holiday shopping season.
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Decrease number of bytes

Decrease the number of bytes of the entire page 

through elimination, file optimization, minifying 
content, and compression. Shrink large images 

while ensuring good image quality.

Lighten up page design

Exclude or minimize elements such as ads, 
personalization, content optimization, tracking 

pixels, and other unnecessary embellishments that 
might impact performance. Doing so speeds up the

rendering of the page on the browser and reduces 

load on the servers.

Decrease number of requests

Decrease number of requests made by a webpage 

through elimination, sprites, data URIs, etc. Make 

sure Keep Alive is turned on.

Asynchronously load third party 

provider tags (non-CDN)

Load third party provider tags asynchronously after
Document Complete or remove them when not 

required during that time period. This will speed up 

the page load and eliminate any risks associated 

with their performance during this key time period.

Optimize infrastructure performance

Look at the data collected from your monitoring 
tools to find where you can optimize your servers, 
front end code, SQL Queries, databases, backend, 
etc.

Defer loading of JavaScript

Defer the loading and execution of JavaScript 
whenever possible.

Deliver static content from a CDN

Do not load static content like images, JavaScript, 

and stylesheets from the same host as the site. 

Host static content on a CDN, or other group 

of servers, relying on domains that do not set/
store cookies. Serve your static content from two 

unique domains to increase the amount of parallel 

requests the browser can make.



Checklist to ensure mobile speed 

Don’t forget about your mobile site. Follow these four optimization tips to deliver great mobile and tablet experience. 
Overall you should aim to keep the mobile site as light as possible.
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Decrease number of bytes

Reducing page size is extremely important on a 
network with high latency and packet loss—the 
easiest place to start is by trimming down images. 

Use JPEGmini or TinyPNG. Don’t forget about 
minimizing CSS and JS and especially make sure 

you do not use a large JS library meant for desktop.

Decrease number of requests

Remember Gzip and Keep Alives! TCP is not 
optimized for mobile so closing connections is 

very expensive on a network with high latency and 
packet loss. Send as much data as possible per 

connection.

Reduce or eliminate third party presence

Third party performance impacts mobile site speed 

more than desktop websites. Only host business-
critical third parties on your mobile site.

Limit domain sharding

Some desktop WPO techniques do not work for 
mobile; excessive domain sharding is one of these. 
Limit your site to two shards to ensure optimal 
performance.
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