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I. OVERVIEW

The Marin Wildfire Protection Authority (hereafter MWPA) is a newly formed 17-member Joint
Powers Authority (JPA) created with the support of Marin County residents who passed
Measure C in March 2020 with 70.8% voter approval. The MWPA was formed to develop and
implement comprehensive wildfire prevention, mitigation and emergency preparedness activities
throughout almost all of Marin County, in coordination with its 17 local member agencies. One
key element of MWPA’s mission includes the improvement of evacuation routes for safe and
orderly evacuation, which grounds the need for this Risk Assessment.

The MWPA requests statements of qualifications and proposals from consultants experienced in
developing detailed inter-jurisdictional road assessments, traffic simulations, and evacuation
modeling in the context of a wildfire event. Led by MWPA in cooperation with Public Works
departments, fire agencies and other partners, the requested software platform and
accompanying report will identify, quantify and integrate Risk Factors that affect the success of a
fire evacuation, for every road and roadway served by the MWPA member agencies.

MWPA and member agencies, Public Works departments and other partners will use this tool to
inform their work plans, evaluate the impact of proposed or completed improvements by Risk
category and by area, and prioritize or seek funding. Fire and Law enforcement agencies are
expected to use it to obtain a detailed picture of risk at various levels of aggregation, which will
inform evacuation preparedness activities and decisions.

The envisioned final product will create a rating system of roads, presenting a visual Risk
Assessment of the County’s roadways at various levels of aggregation (geographic areas,
evacuation zones or other). The user interface should allow registered users to easily identify
which Risk Factors contribute to risk by area, and modify the scoring of each Risk Factor as
improvements are either proposed or completed, in a manner that is minimally subjective. User
training and documentation is expected. In addition to the software platform, the list of final
deliverables includes a report that reviews prior studies on evacuation to identify the reasons for
casualties, fatalities and disorder. The report should also present an initial list of Risk Factors for
improvement, by area, by risk category and by responsible agency.

The Risk Factors to be considered include, but are not limited to, road conditions and capacity,
intersection functionality, observed traffic behavior, constraints and impediments, access from a
fire response perspective, presence of vulnerable populations, vegetation impacts to roadways,
defensible space conditions, structural vulnerability, locations and capacity of temporary refuge
areas, and other. The requested deliverable is not a fire risk assessment, but integrates the data
and findings of Marin’s Community Wildfire Prevention Plan (CWPP) with Risk Factors related to
evacuation. The Transportation Authority of Marin’s TAMDM model provides traffic simulations
using observed population and behavioral patterns for the County. Consultants should
familiarize themselves with the CWPP and TAMDM and the Transportation Authority of Marin
TAMDM model before responding.

1

https://www.firesafemarin.org/cwpp
https://www.tam.ca.gov/wp-content/uploads/2019/04/9-tam-model.pdf


II. PROJECT BACKGROUND

More than 260,000 people live in Marin County, served by cities, towns, the County of Marin,
and fire district agencies. Marin’s wildlands, natural vegetation, and climate make our
neighborhoods beautiful and desirable places to live, but also leave residents and visitors
vulnerable to wildfire. Marin has significant portions of the County included in moderate, high
and very high wildfire severity zones as outlined in CAL Fire’s fire hazard severity maps, and
locally identified Wildland Urban Interface Areas.

Most of Marin is built-out with little room to expand roadways. Its terrain makes for a beautiful
environment, attracting many visitors and outdoor enthusiasts. It is this same natural
environment that contributes to the extreme fire risk and the challenge of evacuations. In many
cases, roads laid out more than a century ago were not designed to handle today’s traffic and
mass evacuations may be impeded by narrow and steep routes with little interconnectedness.

We learned important lessons about evacuations from the 1991 Oakland Hills fire, 1995 Vision
Fire in Inverness, the recent North Bay wildfires (2017, Napa, Sonoma) and Camp Fire (2018,
Butte County). Getting people out of neighborhoods and getting firefighting vehicles to locations
to battle the blazes were severely hampered by clogged narrow streets, in some places
worsened by parked or abandoned cars. Recent PG&E Public Safety Power Shutdowns have
compounded challenges around early alert and warning capabilities. Tragically, lives were lost
while people attempted to evacuate in these other communities. The implications of failing to
evaluate and study ways to improve Marin's evacuation routes may impact the safety and health
of Marin County residents, as well as the economy and housing.

MWPA implemented a 2-pronged strategy to evacuation preparedness. It recently contracted
with Zonehaven to prepare, train and implement a coordinated evacuation response across
Fire, Law and other stakeholders. Zonehaven is expected to be operational for all of Marin
County starting in the summer of 2021. The requested Risk Assessment is envisioned as a
more structural and preventative approach. It will identify and quantify evacuation Risk Factors
for each road and roadway in Marin County, and create a composite risk score at different levels
of aggregation. Absent a comprehensive evacuation risk assessment, the ability to prioritize
efforts and funding to implement risk-mitigating improvements is difficult.

Upon the delivery of this Risk Assessment application software, planned outcomes include
development of a range of targeted and deliverable risk-mitigating improvements by area, and
agency (near term and longer term), and the prioritization of proposed improvements for
funding.

With increasing intensity and frequency of wildfires, it is essential to make improvements to
Marin's constrained evacuation corridors as soon as possible to avoid significantly jeopardizing
the mobility, public safety, and the regional economy.
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III.          SCOPE OF WORK

Using wildfire scenarios identified in the Marin Countywide Community Wildfire Protection Plan,
a variety of local studies and data sources, and evacuation planning efforts, the consultant will
identify, assess, compile, analyze and simulate the effect of different Risk Factors as they would
impact wildfire evacuation, for each road and roadway served by the MWPA member agencies.
The consultant is expected to provide project management tasks such as regular reports,
budget and progress monitoring. A Project Management Plan is required as part of the RFQ /
RFP submittal requirements.

Overall Project Milestones:

The consultant is expected to work with MWPA’s Project Manager to validate each milestone
before proceeding.

1. Review literature, case studies and reports on past wildfire evacuations
To inform this Risk Assessment, the consultant should review the leading cause of casualties,
fatalities and disorder for past wildfire evacuations to identify possible Risk Factors and other
recommendations for evacuation improvements. A summary of this review should be presented
in the final report.

2. Review existing data
Review existing data sources that support the identification and assessment of evacuation Risk
Factors. Table 1 is a non-exhaustive list of existing data sources.

Table 1: Existing Risk Assessment Data Sources:

Agency or Organization Data source(s)

Marin County Fire Department Community Wildfire Protection Plan and data
sources used within

Jurisdictions’ Wildfire Prevention Action Plan Parking box placement and other known
streets / roads with ingress and egress
challenges.
Ex: San Rafael Wildfire Prevention and
Protective Action Plan

Marin General Services Authority MarinMap GIS project

County of Marin Marin GeoHub
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Includes GIS maps of schools, libraries and
other areas of temporary refuge, fire service
providers, parcel and address map, bus
routes and transit hubs, bike paths, etc.

Golden Gate National Parks Conservancy Marin County Impervious Surfaces data sheet
Marin County Fine Scale Vegetation
datasheet
See also Attachment B of this RFQ / RFP

Transportation Authority of Marin TAM DM
TAM Traffic Count (observed)

Metropolitan Transportation Commission StreetSaver

Caltrans Roads Conditions Report

Marin County DPW and other local DPWs tbd

OES Everbridge alert subscriptions
CDC Social Vulnerability Index
Electricity Dependent DME
Population, AFN, DME, SVI and PSPS tool
Marin Healthcare facilities and community
care  locations (excel spreadsheets with
locations)

Marin County Disability Access List of other residential facilities (not
healthcare or community care facilities)

Fire Safe Marin Firewise Community locations also available
in a KML file
Fire Clear Maps

Law Enforcement Traffic Divisions (Marin
County Sheriff’s Office, City of Sausalito, City
of San Rafael)

Areas with persistent parking or traffic
violations affecting ingress and egress

Consultant shall assess the existing data and determine what new data is required, if any, to
obtain a full picture of evacuation risk at the road level. Consultant should prepare a brief
memorandum on what additional data collection efforts are needed, if any, based on their
professional experience and opinion, and the review of the literature, case studies and reports
on past wildfire evacuations. MWPA’s approval and direction regarding additional data collection
efforts, in conjunction with Risk Factor Inventory (see point 2 below), is necessary before
proceeding to the next project milestone.
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2. Prepare Risk Factor Inventory
Using the review of recent civilian wildfire evacuations, the CWPP, TAM DM, other available
data and recognized best practices, prepare a Draft and Final inventory of all Risk Factors to be
included in the Risk Assessment. The Draft inventory will be submitted to MWPA for comments,
to be integrated into the Final Risk Inventory. The final Risk Factor Inventory must be approved
by MWPA before continuing to the next project milestone. The software platform deliverable
should ideally allow for the future inclusion of other Risk Factors not originally programmed, if
necessary.

The following is a non-exhaustive, preliminary list of Risk Factors that should be considered,
grouped by proposed category.

A. Roads and roadways conditions:
a. Roadway capacity and conditions: Width, ownership and maintenance

responsibilities (public or non-city / non-county maintained), lanes, signage,
physical constraints, roadway clearance and roadside vegetation, bridges and
structures with weight limitations, parking constraints, traffic calming devices
(speed bumps) access points (on-ramps and of-ramps), tunnels, etc

b. Intersection functionality: Signalized intersections (lanes, signal functions and
controls, battery life) and non-signalized traffic intersections (controls,
constraints)

c. Other traffic impediments and “pinch-points”, and critical access points from a fire
response perspective (One-way In, One-way Out)

d. Roads greater than 800 feet without effective turnouts & emergency vehicle
turnarounds

e. Steps, Lanes and Paths
f. Bridges, guardrails, and other vulnerable roadway infrastructure

B. Fire Risk conditions:
a. Fire and Ignition History
b. County-level Fire hazard assessment for average, peak and extreme conditions,

Parcel-level Fire hazard assessment
c. Topography (chimneys, chutes, saddles, etc.)
d. Vegetation and Fuels characteristics
e. Utilities and other non-roadway infrastructure that may impact ingress and egress
f. Assets at risk and areas of concerns
g. Weather (spring, typical summer and extreme summer, winter) and climate

variability
C. Traffic conditions:

a. Observed and predicted traffic behavior patterns through the day, week and
season, and predicted  traffic behavior during specific fire event scenarios, as
determined by the Community Wildfire Prevention Plan.
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b. Roadways that could be good candidates for contra flow considerations
c. Locations of persistent parking and traffic violations

D. Presence of vulnerable population(s) and related impact(s) on traffic
E. Animal presence (livestock, horses) and related impact(s) on traffic
F. Population readiness and preparedness, including % subscribed to alerts and

notifications, community education through FireWise Communities, evacuation drills
conducted for each or multiple zone(s) in recent months, and other factors related to the
delivery, receipt and execution of evacuation warnings, orders and emergency
notifications.

G. Public Transportation: Local, regional and private bus and train transit providers’ routes,
inventory of assets, driver availability, fueling capacity, maintenance and vehicle storage
location, transit-dependent ridership

H. Locations, capacity and conditions of temporary refuge areas, including the possible
creation of new community refuge areas if mass evacuation is determined to be
improbable

I. Any other factors that contributed to known civilian fatalities and casualties during recent
years’ fire events

J. Additional Risk Factors to be determined and programmed into the final deliverable.

3. Risk Factors scoring and weight:
For each Risk Factor in the Final inventory, create a scoring system. The scoring scale for each
Risk Factor should be sufficiently descriptive to allow future re-assessment by registered users
in an objective manner, as improvements are evaluated or completed. The weight of each Risk
Factor in relation to other Risk Factors should be taken into consideration, so that a composite
score at different levels of aggregation (evacuation zones, geographic areas or others) can be
meaningful. The consultant shall discuss the scoring and weight system with MWPA (inclusive
of its member agencies and committees)and obtain approval prior to continuing to the next
project milestone.

4. Current Conditions Risk Assessment:
For each road segment in Marin County, score all Risk Factors according to current conditions.

5. Final Composite Risk Assessment:
The final composite Risk Assessment should be easy to understand. Color-coded, multi-layered
maps and simulations should be readily displayed immediately after any changes to fire
conditions, including Risk Factors or Risk Factor scores, at different levels of aggregation
(evacuation zones, MWPA geographic areas, jurisdictions, neighborhoods, road level and
others).

6. Application Delivery and Training
Upon delivery of the application, user training will be necessary and proper documentation of
the software application’s features and capabilities are expected.
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7. Final report, documentation and presentation

Together with the delivery of the application, MWPA requests a final report outlining:
● A review of past evacuation literature, summarizing causes of casualties,

fatalities and disorder, and recommendations for evacuation improvements
● A detailed description of the methodology and assumptions used to build the

application.
● A user manual
● A demonstration / presentation

Final deliverables
The envisioned final deliverable is a hazard and risk assessment analysis to be presented in a
cloud-based application, capable of aggregating Risk Factors scores by evacuation zones and
other geographic areas, at the road segment level. For each road and roadway, all of the Risk
Factors are inventoried and scored according to recent conditions. For each Risk Factor, a
detailed description of the risk as it affects wildfire evacuation, and its scoring scale should be
easily accessible so that registered users can change the scoring of any Risk Factor in an
objective manner. For the appropriate user permissions level, these changes should be
reflected in the overall composite Risk Assessment by area. The software application should
produce maps and visual simulations of the composite Risk Assessment at different levels of
aggregation. It should include a simulation mode to allow users to evaluate proposed
improvements without affecting current scoring. The application is expected to include an API or
other specification to facilitate the integration of the Risk Assessment application with other
evacuation platforms.

IV. SCHEDULE
September 20, 2021: Release of Notice inviting Request for

Qualifications & Proposals
October 13, 2021, 5pm: Deadline to submit questions, addressed to

mbrown@marinwildfire.org.
Questions and answers will be posted at marinwildfire.org

November 29, 2021 by 5:00pm: Qualifications and Proposals due by email, as a
single PDF document addressed to
mbrown@marinwildfire.org

December - January 2022: Interviews with selected respondents
February 2022: Consultant selection approved by MWPA Board of

Directors and Notice to Proceed

V. QUALIFICATIONS & SELECTION CRITERIA
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Each proposal will be evaluated by a selection panel consisting of Fire Chiefs, Department of
Public Works Directors, a member of the Transportation Authority of Marin, and a member of
Marin County’s Community Development Agency. Additionally, the selection panel might rely
on other experts to verify the validity of the proposed methodology.

Primary consideration will be given to consultants and proposals that demonstrate the highest
qualifications in terms of past experience, understanding of the project scope, and technical
capabilities as they address the needs outlined above. Consultants submitting proposals
should meet the following criteria and provide information acknowledging such compliance:

●      Have dedicated staffing, equipment, technical and financial resources to perform the
work and a demonstrated ability to obtain such resources as required during performance;
●      Have experience providing consulting services to  public agencies;
● Have the ability to cooperatively interact with and provide timely responses to MWPA
staff, committees’ and subcommittees' members, selection panel and project manager;
● Have extensive recent experience with road assessments, traffic simulation for natural
disasters and wildfire response;
●    Be otherwise qualified and eligible to receive a contract award under applicable laws and
regulations.

VI.      RESPONDENT SUBMITTAL REVIEW REQUIREMENTS
The selected consultant will demonstrate and describe how their experience qualifies them to
be selected to provide the requested services, and include a proposal for the requested work.
The RFQ/RFP submittal package shall include:

1. Letter of transmittal.
2. Description of the company, its competencies and experience.
3. Description of the team that will be dedicated to this project, including resumés of each

team member, emphasizing any experience analyzing and quantifying evacuation risks,
and performing traffic and wildfire simulations. Identify the project lead and provide brief
descriptions of similar projects completed by the team.

4. Provide relevant recent samples of previous work. Indicate which team member, if any,
contributed to each sample. Examples of previously used or created simulation
applications or programs are encouraged. Please provide a website and credentials for
virtual demonstrations.

5. Include an explanation of the consultant's understanding of the MWPA’s needs related to
this project, as outlined in the Scope of Work, including a detailed description of the
proposed methodology, approach and specific tasks.

6. Provide a Project Management Plan, including a schedule of reports, conferences and
meetings with MWPA, a timeline and budget estimates for the completion of each
milestone identified in Section III - Scope of Work, and proposed invoicing schedule.
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7. Statement identifying and explaining the need for subcontractor(s), including name(s) and
previous experience working with the respondent.

8. A statement specifying the proprietary limitations of the proposed application and how it
could integrate with other evacuation management platform.

9. Provide a relevant list of references from past clients on similar projects. A minimum of
three references should be included in an appendix to the proposal, as follows:
9.1. Project type (public/private, size, location, etc.)
9.2. Project description, including a description of the final deliverable
9.3. List public/private contact by agency/company and individual contact along with

address, phone number and email address (if available)
9.4. Project timelines and dates of completion or duration

10. A statement specifying if the proposal is for a subscription-based application, or the details
of any proposed maintenance contract.

11. A commitment to negotiate in good faith, a Professional Service Agreement and a
Software as a Service Agreement (see attachments) for completion of the tasks outlined
in the scope of work, including a not-to-exceed compensation total for expenses and
reimbursables.

Responsive submittals shall include a complete description of qualifications and a proposal,
including all pertinent information and references as requested, in a single PDF document,
submitted as an email attachment to mbrown@marinwildfire.org. Submissions containing
more than one attachment will not be considered. The PDF document shall be comprehensive,
well-organized, concise and limited in size. Samples of documents and photographs that the
respondent has prepared for similar projects should be included in the same PDF document for
submission. Paper copies and hard cover binders will not be accepted.

VII.      GENERAL TERMS AND CONDITIONS

1. Public Records. All submittals become the property of the MWPA, regardless of
whether the MWPA enters into a contract with the consultant, and no submittals will be
returned to a consultant. In accordance with California law relating to access to public
records, the MWPA may be required to publicly disclose all submitted information and
materials to third parties requesting such information. At the MWPA’s sole discretion, it may
delay disclosure of submittals until negotiations with the selected consultant(s) has
concluded, if such disclosure would compromise the MWPA’s negotiating position. If the
submitting consultant claims that any submitted information constitutes a trade secret or is
proprietary, the consultant shall identify the trade secret or proprietary information in the
submittal. Hourly rates and pricing are not considered a trade secret or proprietary
information. All reports and pertinent data and/or materials shall be the sole property of the
MWPA and may not be used or reproduced in any form without the explicit written permission
of the Authority.
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2. No Contract. This RFQ / RFP and the selection process shall in no way be deemed to
create a binding contract, agreement or offer of any kind between MWPA and a submitting
consultant. If MWPA selects a consultant(s) pursuant to this RFP, any legal rights and
obligations between the successful firm(s), if any, and MWPA will come into existence only
when a written contract is fully executed by the parties, and the legal rights and obligations of
each party shall at the time be only those rights and obligations which are set forth in the
contract and any other documents specifically referred to in that contract.

3. Award. This RFQ / RFP does not commit the MWPA to award a contract, to pay any
costs incurred in the preparation of the proposal response to this RFQ / RFP, or to produce or
contract for services or supplies. The MWPA reserves the right to accept or reject any or all
proposals received as a result of this RFP, to negotiate with any qualified source, or to cancel
in part or in its entirety this RFP if it is in the best interest of the MWPA to do so. The MWPA
may require the selected consultant to participate in negotiations and to submit such price
and technical or other revisions to their proposals, as may result from negotiations.

4. MWPA Standard Professional Service and Software as a Service Agreements. A
sample of the standard MWPA professional services agreement and a draft Software as a
Service (SaaS) agreement can be found in Attachment A. The professional service
agreement will cover development work, while the SaaS agreement will be executed after the
final product is developed. By submitting a response to this RFQ / RFP, the consultant
represents that it is willing and able to execute the standard MWPA professional services
agreement and to negotiate and execute a SaaS agreement based on the attached draft.
The consultant specifically represents that it can comply with the applicable insurance
requirements. The professional services agreement will not be executed by the MWPA until
after the consultant is selected and the appropriate insurance certificates are received and
approved by the MWPA.

5. Federal, State and Local Laws. Any consultant executing a professional services and
Software as a Service agreement with MWPA will be required to comply with all applicable
federal, state and local laws. All proposers are hereby notified that, during any prospective
performance, consultant must agree to provide Equal Employment Opportunity and shall not
discriminate against any employee or applicant for employment because of race, religion,
color, sex, age, marital status, national origin, sexual orientation or HIV positive findings. Such
actions shall include but are not limited to the following: employment, upgrading, demotion or
transfer, recruitment or recruitment advertising, layoff or termination, rate of pay or other
forms of compensation, and selection for training, including apprenticeships.

6. Errors and Omissions. Consultants are responsible for reviewing all portions of this RFP.
Consultants are to promptly notify MWPA, in writing, if the consultant discovers any ambiguity,
discrepancy, omission or other error in this request. Any such notification should be directed
to the MWPA contact person listed on the final page promptly after discovery, but in no event,
later than five (5) working days prior to the date for receipt of submittals.

10



7. Additional Questions. Any questions regarding this RFQ / RFP must be submitted by
email only to the MWPA staff contact person listed on the final page by October 13, 2021 at
5pm. MWPA may share the question(s) and its response(s) with all known consultants who
are considering a response to this RFQ / RFP.

8. Addendum. MWPA may revise this RFQ / RFP prior to the submission deadline. MWPA
will communicate modifications to this RFQ /RFP by issuing an addendum. MWPA may
extend the submittal deadline at its sole discretion.

9. Additional Information. In MWPA’s sole discretion, it may contact any, all or no consultant
to seek additional information about a submittal.

VIII. FILING AND SELECTION PROCESS
The MWPA selection panel for this project will evaluate all proposals according to the
demonstrated technical competence and suitability of the prospective consultant. The selection
process may involve narrowing the total number of interested parties to a short list. These
consultants may be interviewed and demonstrations might be requested, with one consultant
being recommended for selection by the MWPA Board of Directors, which will make the final
selection and award the contract.

The MWPA reserves the right to disqualify submissions based on insufficient response to this
Request for Qualifications and Proposals. The MWPA also reserves the right to negotiate
specific requirements and costs.

All proposals must be received by:

5:00 p.m. on November 29, 2021
Please direct all questions, correspondence, and proposals to:

Mark Brown, Executive Officer
mbrown@marinwildfire.org

Attachment A: MWPA Standard Professional Services and Software as a
Service Agreements

Attachment B: Golden Gate Park National Parks Conservancy - Marin
Countywide Fine Scale Vegetation Map and Landscape
database project - 7-26-2021 Partner Update
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For further background information, please visit the MWPA’s website at:
http://marinwildfire.org.
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1 

ATTACHMENT A

AGREEMENT FOR PROFESSIONAL SERVICES 

FOR ________________________________________ 

This Agreement is made and entered into this _____ day of __________________, 20___, 
by and between the MARIN WILDFIRE PREVENTION AUTHORITY (hereinafter "MWPA"), 
and _____________________ (hereinafter "CONSULTANT").   

RECITALS 

WHEREAS, _____________________________________________________; and 

WHEREAS, _____________________________________________________; 

AGREEMENT 

NOW, THEREFORE, the parties hereby agree as follows: 

1. PROJECT COORDINATION.

A. MWPA’S Project Manager.  The ________________is hereby designated the
PROJECT MANAGER for the MWPA and said PROJECT MANAGER shall supervise all aspects 
of the progress and execution of this Agreement. 

B. CONSULTANT’S Project Director.  CONSULTANT shall assign a single
PROJECT DIRECTOR to have overall responsibility for the progress and execution of this 
Agreement for CONSULTANT.  __________________is hereby designated as the PROJECT 
DIRECTOR for CONSULTANT.  Should circumstances or conditions subsequent to the execution 
of this Agreement require a substitute PROJECT DIRECTOR, for any reason, the CONSULTANT 
shall notify the MWPA within ten (10) business days of the substitution.   

2. DUTIES OF CONSULTANT.

CONSULTANT shall perform the duties and/or provide services as follows:
_______________________________________________________________________________
_______________________________________________________________________________
_______________________________________________________________________________ 

3. DUTIES OF MWPA.

MWPA shall pay the compensation as provided in Paragraph 4, and perform the duties as
follows: 



Revised 10/5/2020 
 

_______________________________________________________________________________
_______________________________________________________________________________
_______________________________________________________________________________ 
 
4. COMPENSATION. 
 
 For the full performance of the services described herein by CONSULTANT, MWPA shall 
pay CONSULTANT as follows:  
______________________________________________________________________________ 
______________________________________________________________________________  
 
 Payment will be made monthly upon receipt by PROJECT MANAGER of itemized invoices 
submitted by CONSULTANT. 
 
5. TERM OF AGREEMENT. 
 
 The term of this Agreement shall be for (____) year(s) commencing on _______________ 
and ending on _______________.  Upon mutual agreement of the parties, and subject to the approval 
of the Executive Officer the term of this Agreement may be extended for an additional period of up 
to (____) year(s). 
 
6. TERMINATION. 
 
 A. Discretionary.  Either party may terminate this Agreement without cause upon thirty 
(30) days written notice mailed or personally delivered to the other party. 
 
 B. Cause.  Either party may terminate this Agreement for cause upon fifteen (15) days 
written notice mailed or personally delivered to the other party, and the notified party's failure to cure 
or correct the cause of the termination, to the reasonable satisfaction of the party giving such notice, 
within such fifteen (15) day time period. 
 
 C. Effect of Termination.  Upon receipt of notice of termination, neither party shall 
incur additional obligations under any provision of this Agreement without the prior written consent 
of the other. 
 
 D. Return of Documents.  Upon termination, any and all MWPA documents or 
materials provided to CONSULTANT and any and all of CONSULTANT's documents and 
materials prepared for or relating to the performance of its duties under this Agreement, shall be 
delivered to MWPA as soon as possible, but not later than thirty (30) days after termination. 
 
7. OWNERSHIP OF DOCUMENTS. 
 
 The written documents and materials prepared by the CONSULTANT in connection with 
the performance of its duties under this Agreement, shall be the sole property of MWPA.  MWPA 
may use said property for any purpose, including projects not contemplated by this Agreement. 
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8. INSPECTION AND AUDIT.   
 
 Upon reasonable notice, CONSULTANT shall make available to MWPA, or its agent, for 
inspection and audit, all documents and materials maintained by CONSULTANT in connection with 
its performance of its duties under this Agreement.  CONSULTANT shall fully cooperate with 
MWPA or its agent in any such audit or inspection. 
 
9. ASSIGNABILITY. 
 
 The parties agree that they shall not assign or transfer any interest in this Agreement nor the 
performance of any of their respective obligations hereunder, without the prior written consent of the 
other party, and any attempt to so assign this Agreement or any rights, duties or obligations arising 
hereunder shall be void and of no effect. 
 
10. INSURANCE. 
 
 A. Scope of Coverage.  During the term of this Agreement, CONSULTANT shall 
maintain, at no expense to MWPA, the following insurance policies: 
 
  1. A commercial general liability insurance policy in the minimum amount of 
one million dollars ($1,000,000) per occurrence/two million dollars ($2,000,000) aggregate, for death, 
bodily injury, personal injury, or property damage.  
  
  2. An automobile liability (owned, non-owned, and hired vehicles) insurance 
policy in the minimum amount of one million dollars ($1,000,000) dollars per occurrence. 
 
  3. If any licensed professional performs any of the services required to be 
performed under this Agreement, a professional liability insurance policy in the minimum amount of 
one million dollars ($1,000,000) per occurrence/two million dollars ($2,000,000) aggregate, to cover 
any claims arising out of the CONSULTANT's performance of services under this Agreement.  
Where CONSULTANT is a professional not required to have a professional license, MWPA 
reserves the right to require CONSULTANT to provide professional liability insurance pursuant to 
this section. 
 
  4. If it employs any person, CONSULTANT shall maintain worker's 
compensation insurance, as required by the State of California, with statutory limits, and 
employer’s liability insurance with limits of no less than one million dollars ($1,000,000) per 
accident for bodily injury or disease.  CONSULTANT’s worker’s compensation insurance shall 
be specifically endorsed to waive any right of subrogation against MWPA. 
 
  5. CONSULTANT will at all times during the term of this Agreement 
maintain “errors and omissions” insurance coverage which is customarily carried by consultants 
performing functions that are similar to those performed under this Agreement and in an amount 
which is comparable to that which is customarily maintained by consultants performing such 
functions. 
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 B. Other Insurance Requirements.  The insurance coverage required of the 
CONSULTANT in subparagraph A of this section above shall also meet the following requirements: 
 
  1. Except for professional liability insurance or worker’s compensation 
insurance, the insurance policies shall be specifically endorsed to include the MWPA, its officers, 
agents, employees, and volunteers, as additional insureds (for both ongoing and completed 
operations) under the policies. 
 
  2. The additional insured coverage under CONSULTANT’S insurance policies 
shall be “primary and noncontributory” with respect to any insurance or coverage maintained by 
MWPA and shall not call upon MWPA's insurance or self-insurance coverage for any contribution.  
The “primary and noncontributory” coverage in CONSULTANT’S policies shall be at least as broad 
as ISO form CG20 01 04 13. 
 
  3. Except for professional liability insurance or worker’s compensation 
insurance, the insurance policies shall include, in their text or by endorsement, coverage for 
contractual liability and personal injury. 
 
  4.  By execution of this Agreement, CONSULTANT hereby grants to 
MWPA a waiver of any right to subrogation which any insurer of CONSULTANT may acquire 
against MWPA by virtue of the payment of any loss under such insurance.  CONSULTANT 
agrees to obtain any endorsement that may be necessary to effect this waiver of subrogation, but 
this provision applies regardless of whether or not MWPA has received a waiver of subrogation 
endorsement from the insurer. 
 
  5. If the insurance is written on a Claims Made Form, then, following termination 
of this Agreement, said insurance coverage shall survive for a period of not less than five years. 
 
  6. The insurance policies shall provide for a retroactive date of placement 
coinciding with the effective date of this Agreement. 
 
  7.  The limits of insurance required in this Agreement may be satisfied by a 
combination of primary and umbrella or excess insurance.  Any umbrella or excess insurance shall 
contain or be endorsed to contain a provision that such coverage shall also apply on a primary and 
noncontributory basis for the benefit of MWPA (if agreed to in a written contract or agreement) 
before MWPA’S own insurance or self-insurance shall be called upon to protect it as a named insured. 
 
  8. It shall be a requirement under this Agreement that any available insurance 
proceeds broader than or in excess of the specified minimum insurance coverage requirements and/or 
limits shall be available to MWPA or any other additional insured party.  Furthermore, the 
requirements for coverage and limits shall be: (1) the minimum coverage and limits specified in this 
Agreement; or (2) the broader coverage and maximum limits of coverage of any insurance policy or 
proceeds available to the named insured; whichever is greater.  No representation is made that the 
minimum Insurance requirements of this agreement are sufficient to cover the obligations of the 
CONSULTANT under this agreement.  
 



Revised 10/5/2020 
 

 C. Deductibles and SIR’s.  Any deductibles or self-insured retentions in 
CONSULTANT's insurance policies must be declared to and approved by the PROJECT 
MANAGER and General Counsel and shall not reduce the limits of liability.  Policies containing any 
self-insured retention (SIR) provision shall provide or be endorsed to provide that the SIR may be 
satisfied by either the named insured or MWPA or other additional insured party.  At MWPA's 
option, the deductibles or self-insured retentions with respect to MWPA shall be reduced or 
eliminated to MWPA's satisfaction, or CONSULTANT shall procure a bond guaranteeing payment 
of losses and related investigations, claims administration, attorney's fees and defense expenses. 
 
 D. Proof of Insurance.  CONSULTANT shall provide to the PROJECT MANAGER 
or MWPA’S General Counsel all of the following: (1) Certificates of Insurance evidencing the 
insurance coverage required in this Agreement; (2) a copy of the policy declaration page and/or 
endorsement page listing all policy endorsements for the commercial general liability policy, and (3) 
excerpts of policy language or specific endorsements evidencing the other insurance requirements set 
forth in this Agreement.  MWPA reserves the right to obtain a full certified copy of any insurance 
policy and endorsements from CONSULTANT.  Failure to exercise this right shall not constitute a 
waiver of the right to exercise it later.  The insurance shall be approved as to form and sufficiency by 
PROJECT MANAGER and the General Counsel. 
 
11. INDEMNIFICATION. 
 
 A. Except as otherwise provided in Paragraph B., CONSULTANT shall, to the fullest 
extent permitted by law, indemnify, release, defend with counsel approved by MWPA, and hold 
harmless MWPA, its officers, agents, employees and volunteers (collectively, the “MWPA 
Indemnitees”), from and against any claim, demand, suit, judgment, loss, liability or expense of 
any kind, including but not limited to attorney's fees, expert fees and all other costs and fees of 
litigation, (collectively “CLAIMS”), arising out of CONSULTANT’S performance of its 
obligations or conduct of its operations under this Agreement. The CONSULTANT's obligations 
apply regardless of whether or not a liability is caused or contributed to by the active or passive 
negligence of the MWPA Indemnitees.  However, to the extent that liability is caused by the 
active negligence or willful misconduct of the MWPA Indemnitees, the CONSULTANT's 
indemnification obligation shall be reduced in proportion to the MWPA Indemnitees’ share of 
liability for the active negligence or willful misconduct.  In addition, the acceptance or approval 
of the CONSULTANT’s work or work product by the MWPA or any of its directors, officers or 
employees shall not relieve or reduce the CONSULTANT’s indemnification obligations.  In the 
event the MWPA Indemnitees are made a party to any action, lawsuit, or other adversarial 
proceeding arising from CONSULTANT’S performance of or operations under this Agreement, 
CONSULTANT shall provide a defense to the MWPA Indemnitees or at MWPA’S option 
reimburse the MWPA Indemnitees their costs of defense, including reasonable attorneys’ fees, 
incurred in defense of such claims. 
 
 B. Where the services to be provided by CONSULTANT under this Agreement are 
design professional services to be performed by a design professional as that term is defined under 
Civil Code Section 2782.8, then, to the extent permitted by law including without limitation, Civil 
Code sections 2782, 2782.6 and 2782.8, CONSULTANT shall indemnify and hold harmless the 
MWPA and its officers, officials, and employees (collectively MWPA Indemnitees) from and 
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against damages, liabilities or costs (including incidental damages. Court costs, reasonable 
attorney’s fees as may be determined by the Court, litigation expenses and fees of expert witnesses 
incurred in connection therewith and costs of investigation) to the extent they are caused by the 
negligence, recklessness, or willful misconduct of CONSULTANT, or any subconsultants, or 
subcontractor or anyone directly or indirectly employed by them, or anyone for whom they are 
legally liable (collectively Liabilities).  Such obligation to hold harmless and indemnify any 
indemnity shall not apply to the extent that such Liabilities are caused in part by the negligence or 
willful misconduct of such MWPA Indemnitee. 
 
 C. The defense and indemnification obligations of this Agreement are undertaken in 
addition to, and shall not in any way be limited by, the insurance obligations contained in this 
Agreement, and shall survive the termination or completion of this Agreement for the full period 
of time allowed by law. 
 
12. NO RECOURSE AGAINST MEMBERS OF MWPA 
  
 MWPA is organized as a Joint Powers Authority in accordance with the Joint Exercise of 
Powers Act of the State of California (Government Code Section 6500, et seq.) pursuant to the Joint 
Powers Agreement and is a public entity separate from its constituent members. MWPA shall solely 
be responsible for all debts, obligations and liabilities accruing and arising out of this Agreement. 
Contractor shall have no rights and shall not make any claims, take any actions or assert any remedies 
against any of MWPA’s constituent members in connection with this Agreement. 
 
13. NONDISCRIMINATION. 
 
 CONSULTANT shall not discriminate, in any way, against any person on the basis of age, 
sex, race, color, religion, ancestry, national origin or disability in connection with or related to the 
performance of its duties and obligations under this Agreement. 
 
14. COMPLIANCE WITH ALL LAWS. 
 
 CONSULTANT shall observe and comply with all applicable federal, state and local laws, 
ordinances, codes and regulations, in the performance of its duties and obligations under this 
Agreement.  CONSULTANT shall perform all services under this Agreement in accordance with 
these laws, ordinances, codes and regulations.  CONSULTANT shall release, defend, indemnify and 
hold harmless MWPA, its officers, agents and employees from any and all damages, liabilities, 
penalties, fines and all other consequences from any noncompliance or violation of any laws, 
ordinances, codes or regulations. 
 
15. NO THIRD PARTY BENEFICIARIES. 
 
 MWPA and CONSULTANT do not intend, by any provision of this Agreement, to create in 
any third party, any benefit or right owed by one party, under the terms and conditions of this 
Agreement, to the other party.  
 
16. NOTICES. 
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 All notices and other communications required or permitted to be given under this Agreement, 
including any notice of change of address, shall be in writing and given by personal delivery, or 
deposited with the United States Postal Service, postage prepaid, addressed to the parties intended to 
be notified.  Notice shall be deemed given as of the date of personal delivery, or if mailed, upon the 
date of deposit with the United States Postal Service.  Notice shall be given as follows: 
 
 TO MWPA’s Project Manager:  __________________________________ 
       __________________________________ 
       __________________________________ 
       __________________________________ 
 
 TO CONSULTANT’s Project Director: __________________________________ 
        __________________________________ 
       __________________________________ 
17. INDEPENDENT CONTRACTOR. 
 
 For the purposes, and for the duration, of this Agreement, CONSULTANT, its officers, 
agents and employees shall act in the capacity of an Independent Contractor, and not as employees of 
the MWPA.  CONSULTANT and MWPA expressly intend and agree that the status of 
CONSULTANT, its officers, agents and employees be that of an Independent Contractor and not 
that of an employee of MWPA.  
 
18. ENTIRE AGREEMENT -- AMENDMENTS. 
 
 A. The terms and conditions of this Agreement, all exhibits attached, and all documents 
expressly incorporated by reference, represent the entire Agreement of the parties with respect to the 
subject matter of this Agreement. 
 
 B. This written Agreement shall supersede any and all prior agreements, oral or written, 
regarding the subject matter between the CONSULTANT and the MWPA. 
 
 C. No other agreement, promise or statement, written or oral, relating to the subject 
matter of this Agreement, shall be valid or binding, except by way of a written amendment to this 
Agreement. 
 
 D. The terms and conditions of this Agreement shall not be altered or modified except 
by a written amendment to this Agreement signed by the CONSULTANT and the MWPA. 
 
 E. If any conflicts arise between the terms and conditions of this Agreement, and the 
terms and conditions of the attached exhibits or the documents expressly incorporated by reference, 
the terms and conditions of this Agreement shall control. 
 
19. SET-OFF AGAINST DEBTS. 
 
 CONSULTANT agrees that MWPA may deduct from any payment due to CONSULTANT 
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under this Agreement, any monies which CONSULTANT owes MWPA under any ordinance, 
agreement, contract or resolution for any unpaid taxes, fees, licenses, assessments, unpaid checks or 
other amounts. 
 
20. WAIVERS. 
 
 The waiver by either party of any breach or violation of any term, covenant or condition of 
this Agreement, or of any ordinance, law or regulation, shall not be deemed to be a waiver of any 
other term, covenant, condition, ordinance, law or regulation, or of any subsequent breach or violation 
of the same or other term, covenant, condition, ordinance, law or regulation.  The subsequent 
acceptance by either party of any fee, performance, or other consideration which may become due or 
owing under this Agreement, shall not be deemed to be a waiver of any preceding breach or violation 
by the other party of any term, condition, covenant of this Agreement or any applicable law, ordinance 
or regulation. 
 
21. TAXES. 
 
 CONSULTANT shall pay any and all state and federal taxes and any other applicable taxes.  
MWPA shall not be required to pay for any work performed under this Agreement, until 
CONSULTANT has provided MWPA with a completed Internal Revenue Service Form W-9 
(Request for Taxpayer Identification Number and Certification). 
 
22. SURVIVAL OF TERMS. 
 
 Any terms of this Agreement that by their nature extend beyond the term (or termination) of 
this Agreement shall remain in effect until fulfilled and shall apply to both Parties’ respective 
successors and assigns.  
 
23. APPLICABLE LAW, JURISDICTION AND VENUE. 
 
 This Agreement shall be construed in accordance with the laws of the State of California and 
the parties hereto agree that venue shall be in Marin County, California. 
 
24.  COUNTERPARTS AND ELECTRONIC SIGNATURE.   
  
 This Agreement may be executed by electronic signature and in any number of counterparts, 
each of which shall be deemed an original, but all of which together shall constitute one document. 
Counterpart signature pages may be delivered by telecopier, email or other means of electronic 
transmission.   
 
 IN WITNESS WHEREOF, the parties have executed this Agreement as of the day, month 
and year first above written. 
 
 
MWPA      CONSULTANT 
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______________________________   By:______________________________ 
Mark Brown, Executive Officer    
       Name:____________________________ 
        
       Title:_____________________________ 
 
 
 

 
 [If CONSULTANT is a corporation, add signature of 

second corporate officer] 
             
       By:______________________________ 
    
APPROVED AS TO FORM:    Name:____________________________ 
        
       Title:_____________________________ 
 
______________________________ 
MEGAN H. ACEVEDO, General Counsel 
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ATTACHMENT A (CONTINUED) 

DRAFT SOFTWARE AGREEMENT 

(HOSTED SERVICES) 

This Software Agreement (“Agreement”) is entered into as of _______________ ____, 2021 (“Effective Date”), 
between the Provider listed below and the Marin County Wildfire Prevention Authority (“MWPA”) a Joint Powers 
Authority, located at 28 Liberty Ship Way, Suite 2800, Sausalito, CA 94965 (“Customer”; each, a “Party” and collectively, 
the “Parties”). 

This Agreement consists of an ordering document, such as an order form (“Order Form”) and the following terms 
and conditions, including all Exhibits hereto (“Terms”).  For additional products, licenses and services (“Orders”), the 
Parties may complete and execute additional Order Forms in substantially the form as in Exhibit D; when executed by 
both Parties, such ordering document will be subject to the Terms and become part of this Agreement.  In consideration 
of the mutual promises contained herein, the receipt and sufficiency of which are hereby acknowledged, the Parties agree 
to this Agreement as of the Order Date. 

These Terms will be effective when executed in conjunction with one or more Order Forms.  

1. License and Restrictions.  

1.1 License Grant.  Provider will host and make the Hosted Services available to Customer during the applicable 
Order Terms and will provide Customer the right to access, use, and operate the applicable Hosted Services and related 
Systems. With regard to the software, software-as-a-service, and support identified on an Order Form (collectively, 
“Product”), and subject to the terms hereof, for the duration of the License Period, Provider hereby grants to Customer 
and each of its members, and its and their employees, contractors, licensees, and assigns (“Authorized Users”) a 
worldwide, irrevocable, royalty-free, nonsublicensable, nonexclusive, non-transferrable, non-assignable (except as set 
forth in Section 12.5) right and license to: (a) access and use the Product; and (b) use, make reasonable copies of, and 
distribute the Documentation (if any).  As used herein, “Hosted Services” means the technology services, software, and 
associated Documentaiton provided by Provider to customer under an Order Form or other ordering document under 
this Agreement for which Provider hosts the system and infrastructure running the service, including the software-as-a-
service under this Agreement. “Documentation” means all manuals, instructions, specifications, notes and other 
documents and materials regarding the use, operation, or maintenance of the Hosted Services.  

1.2 Restrictions.  Customer will not erase, deface, or obscure any copyright or other proprietary other notices that 
appear on the Product or any copies thereof.  Customer will not (and will not authorize any third party to reverse engineer 
or attempt to discover any source code or underlying algorithms of any Product (except to the extent that applicable law 
prohibits reverse engineering restrictions.  Customer will use the Product in accordance with the Documentation provided 
to Customer by Provider in connection with the Product. 

1.3 Single-Sign-On.  At Customer’s option, Provider shall ensure the Product supports the industry standard single-
sign-on (“SSO”) method designated by Customer.   

1.4 Customer Data Ownership.  As between Customer and Provider, (a) all Customer Data is the property of 
Customer, and (b) Customer retains all rights, title and interest in and to the Customer Data, including all copies, 
modifications, extensions and derivative works thereof.  “Customer Data” means any data or information supplied to 
Provider by or on behalf of Customer or Customer’s Authorized Users, or otherwise generated or gathered by or on behalf 
of Provider in connection with the Products. Customer Data includes Personal Data. 

2. Support and Maintenance; Service Levels. During the Support Services Period (as set forth in an Order Form), 
Provider will provide the Support Services for Product as and to the extent described in Exhibit A.  For Hosted Services, 
Provider will provide the Product in accordance with the service levels described in Exhibit B (“SLA”). 

3. Fees and Payment. Customer shall pay Provider the fees set forth on each applicable Order Form (“Fees”). Fees 
due are payable within 60 days from Customer’s receipt of an undisputed invoice therefor from Provider.  Customer will 
pay any applicable sales, use, value added, surtax and personal property taxes, duties, fees and other governmental 
assessments or charges arising out of this Agreement and the transactions contemplated herein, excluding taxes based 
on Provider’s income, provided that any such applicable taxes or fees are itemized on each applicable invoice.   
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4. Term and Termination.  

4.1 Term.  This Agreement will be effective during the “Term”, which means the one-year period starting on the 
Effective Date and any extension of that period as provided herein. Following the expiration of the initial one-year Term, 
the Agreement will automatically renew for additional one-year periods unless a Party provides notice of termination at 
least 60 days before the expiration of the then-current Term. Notwithstanding the foregoing, following any expiration of 
the Term, the terms of this Agreement will survive and apply to each Order still outstanding until the expiration of the 
applicable Order Term unless the Order is terminated earlier under this Agreement or the applicable Order Form. The 
term of an Order begins on the Order Effective Date and, unless earlier terminated pursuant to this Agreement or the 
terms of the Order, continues for the period set forth in the applicable Order Form (each, an “Order Term”).  There shall 
be no increase in Fees owed for renewals unless otherwise stated in the applicable Order Form, or similar ordering 
document.  

4.2 Termination for Breach. Customer may terminate this Agreement or one or more Orders: (i) if Provider materially 
breaches this Agreement and does not cure that breach within 30 days of notice from Customer (without the need for 
further notice); (ii) immediately by giving notice to Provider, if Provider breaches its Confidentiality, Data Security 
obligations, or Section 12.5 (Assignment); (iii) if Provider becomes insolvent or becomes the subject of any proceeding 
under any bankruptcy, insolvency, or liquidation law that is not dismissed within 60 days or (iv) immediately by giving 
notice to Provider if Provider becomes subject to property attachment, court injunction, or court order that has a material 
adverse effect on Provider’s operations. Provider may terminate this Agreement or one or more Orders if Customer 
materially breaches this Agreement and does not cure that breach within 30 days of notice from Provider.  

4.3 Termination for Convenience.  Customer may terminate this Agreement or any Purchase Order at any time by 
providing Provider with 30 days advance written notice of termination.  

4.4 Effect of Termination.  Upon any expiration or termination of this Agreement: (i) all licenses (other than 
perpetual licenses) will terminate; (ii) Customer shall  cease all use of the Product; (iii) each Receiving Party shall return, 
or at the Disclosing Party’s election, destroy, all Confidential Information of the Disclosing Party in the Receiving Party’s 
possession or control.  In addition, in the event the Product is software as a service, Provider shall within 5 business days 
make available to Customer all Customer Data in a mutually agreeable format.  In the event of a material breach of this 
Agreement, termination is not an exclusive remedy and all other remedies will be available whether or not termination 
occurs; (iv) Upon termination by Customer, Customer will only be liable for the payment of undisputed amounts based 
on amounts due under this Agreement for Products and Services already delivered or performed, and accepted, by 
Customer prior to the effective date of termination. Provider will provide Customer with a pro rata refund for any pre-
paid fees for Products and Services other than those already delivered or performed, and accepted, by Customer prior 
to the effective date of termination; and (v) Provider will cooperate with and provide transition assistance to Customer 
to enable and facilitate an orderly transition of the Services to Customer or its designee. If Provider properly terminates 
for cause, Customer will pay Provider for such transition assistance at the rates not to exceed any set forth in this 
Agreement or any Order or as otherwise mutually agreed to by the parties. For any other termination or expiration, 
Provider will provide such transition assistance at no additional cost to Customer unless otherwise expressly provided. 

4.5 Survival. The following provisions will survive any expiration or termination of this Agreement: 4.4, 4.5, 5 through 
10, 11 (for the time period specified), 12, and any accrued and outstanding payment obligations.  Provider’s 
confidentiality, privacy and security obligations related to Customer Data survive as long as Provider retains or processes 
Customer Data.  

5. Indemnification.   

5.1 Obligation.  Provider hereby agrees to indemnify, defend, and hold harmless Customer, its Authorized Users, 
and its and their respective officers, directors, employees, agents, and assigns (“Indemnitees”) from and against  all 
liabilities, losses, claims, damages, suits, fines, judgments, costs and expenses, including reasonable attorneys’ fees, that 
may be suffered or incurred by an Indemnitee in connection with any third-party claim arising out of or relating to: (a) 
Provider’s negligence or willful misconduct; (b) any material misrepresentation or breach of any representation or 
warranty in this Agreement; (c) any claim that the Product or Support Services infringe upon, misappropriate, or otherwise 
violate any patent, copyright, trade secret, trademark, or other intellectual property or other proprietary right 
(“Intellectual Property”) of a third party; or (d) a breach or violation of Section 9 (Data & Privacy Protection) or the security 
requirements set forth in Exhibit C (“Information Security Requirements”).  If a court of competent jurisdiction issues an 
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injunction prohibiting the use or provision of the Product, Provider shall, at its expense and option, either: (i) procure for 
Customer the right to continue using the Product; or (ii) replace or modify the Product so that they becomes non-
infringing; or (iii) if neither (i) or (ii) above is commercially reasonable, terminate the Agreement and issue a refund to 
Customer of any prepaid License Fees or Support Services Fees.   

5.2 Exclusions.  Provider’s indemnification obligation under Section 5.1(c) will not apply to the extent any 
infringement claim is caused solely by: (a) modifications made to the Product without Provider’s approval, if the alleged 
infringement would not have occurred but for such modification; or (b) the combination of the Product with other 
products, processes, or materials not supplied or approved by Provider or otherwise reasonably contemplated by this 
Agreement, if the alleged infringement would not have occurred but for such combination. 

5.3 Procedure.  Customer shall promptly notify Provider of any such claims, suits and actions, and upon request, 
provide reasonable assistance to Provider at Provider’s expense. Provider shall not enter into any settlement or 
compromise related thereto that contains an admission on the part of or otherwise negatively impacts Customer in any 
manner without the prior written consent of Customer.  Customer may participate in the defense of any claim at its own 
expense. 

6. Representations and Warranties.   

6.1 Mutual.  Each Party hereby represents and warrants that: (a) it has full power and authority to enter into this 
Agreement and perform its obligations hereunder; (b) it is duly organized, validly existing and in good standing under the 
laws of the jurisdiction of its origin; and (c) it will comply with all applicable laws and regulations in its performance of this 
Agreement. 

6.2 By Provider.  Further, Provider hereby represents and warrants that: (a) it is the lawful licensee or owner of the 
Product and any technology related to the provision of Support Services and has all the necessary rights in the Product 
and Support Services to grant the licenses in this Agreement; (b) neither the Product nor the Support Services infringe 
upon, misappropriate, or otherwise violate any Intellectual Property of any third party; (c) it has the expertise to perform 
under this Agreement in a competent, workmanlike, and professional manner and in accordance with the highest 
professional standards; (d) the Documentation identifies all applicable open source software incorporated into the 
Product, and (e) use of the Product will not subject Customer to any third-party terms or conditions that impose any other 
obligations or restrictions on Customer or include a requirement that, as a condition of use, modification and/or 
distribution of the Product, any other software incorporated into, derived from, linking to, or distributed with the Product 
(i) be disclosed or distributed in source code form, (ii) be licensed to make derivative works, or (iii) be redistributable at 
no charge; (f) Additionally, to the extent applicable to Provider and as otherwise required by Customer under applicable 
law, Provider and its personnel will abide by all requirements as to non-discrimination, including prohibitions of 
discrimination against qualified individuals based on their status as protected veterans or individuals with disabilities, 
their race, color, religion, sex, or national origin; and (g) Provider will use commercially reasonable efforts to ensure that 
no computer viruses, malware or similar harmful, malicious, or destructive software code (collectively, a “Malware”) are 
introduced into Customer’s computing and network environment by the Product, and that, where it transfers Malware 
to Customer, it shall reimburse Customer the actual cost incurred by Customer to remove or recover from the Malware, 
including the costs of persons employed by Customer. 

6.3 Disclaimer.  EXCEPT AS SET FORTH IN THIS AGREEMENT, NEITHER PARTY MAKES ANY REPRESENTATIONS, AND 
HEREBY EXPRESSLY DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, REGARDING ITS SERVICES OR PRODUCTS OR ANY 
PORTION THEREOF, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR 
PURPOSE AND ANY IMPLIED WARRANTIES ARISING FROM COURSE OF DEALING OR COURSE OF PERFORMANCE. 

7. Limitation of Liability. EXCEPT FOR A PARTY’S GROSS NEGLIGENCE OR WILLFUL MISCONDUCT, FEES OWED 
HEREUNDER, PROVIDER’S INDEMNIFICATION OBLIGATIONS OR PROVIDER’S BREACH OF SECTION 8 (CONFIDENTIAL 
INFORMATION), SECTION 9 (PRIVACY AND DATA PROTECTION), OR EXHIBIT C (COLLECTIVELY, “EXCLUDED CLAIMS”), IN 
NO EVENT SHALL EITHER PARTY BE LIABLE FOR ANY (I) INDIRECT, WILLFUL, PUNITIVE, INCIDENTAL, EXEMPLARY, SPECIAL 
OR CONSEQUENTIAL DAMAGES, (II) LOSS OF BUSINESS PROFITS, (III) DAMAGES FOR LOSS OF BUSINESS OF SUCH PARTY 
OR ANY THIRD PARTY ARISING OUT OF THIS AGREEMENT, OR (IV) LOSS OR INACCURACY OF DATA, WHETHER BASED ON 
CONTRACT, TORT OR ANY OTHER LEGAL THEORY, EVEN IF SUCH PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGES.  EXCEPT FOR EXCLUDED CLAIMS, IN NO EVENT SHALL EITHER PARTY BE LIABLE TO THE OTHER PARTY WITH 
RESPECT TO THE SUBJECT MATTER HEREOF UNDER ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY, OR OTHER LEGAL OR 
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EQUITABLE THEORY FOR ANY AMOUNTS IN EXCESS OF THE FEES PAID HEREUNDER WITH RESPECT TO THE APPLICABLE 
PRODUCT DURING THE TWELVE MONTH PERIOD PRIOR TO THE CAUSE OF ACTION. THE PARTIES AGREE THAT THIS 
SECTION 7 REPRESENTS A REASONABLE ALLOCATION OF RISK AND THAT PROVIDER WOULD NOT PROCEED IN THE 
ABSENCE OF SUCH ALLOCATION.   

8. Confidential Information; Escrow.   

8.1 Definition.  Either Party (the “Disclosing Party”) may disclose or make available (either directly or 
through an affiliate) Confidential Information to the other Party (the “Receiving Party”).  “Confidential Information” 
means confidential or proprietary information concerning the Disclosing Party or its business, products, services, 
employees, marketing, promotional, or technical information disclosed in connection with this Agreement, or any 
information that is marked or identified as confidential or proprietary by the Disclosing Party. Confidential Information 
does not include information: (a) that was previously known to Receiving Party without an obligation of confidentiality; 
(b) that was acquired by Receiving Party from a third party that was not, to the Receiving Party's knowledge, under an 
obligation to not disclose such information; (c) that is or becomes publicly available through no fault of Receiving Party; 
or (d) that Disclosing Party gave written permission to Receiving Party to disclose, but only with respect to such permitted 
disclosure. Customer Data is Customer’s Confidential Information.  

8.2 Requirements and Restrictions.  Except as otherwise required by applicable law, each Receiving Party 
agrees that: (a) it will use the Confidential Information of the Disclosing Party solely as necessary to perform this 
Agreement; and (b) it will not disclose the Confidential Information of the Disclosing Party to any third party other than 
the Receiving Party's employees or agents (“Receiving Party Personnel”) on a need-to-know basis; and (c) Receiving Party 
Personnel will be bound by obligations of nondisclosure and limited use at least as strict as those contained herein.  As 
between Disclosing Party and Receiving Party, all Disclosing Party’s Confidential Information is the property of Disclosing 
Party, and no license or other rights are granted or implied hereby.  Customer Data is Customer’s Confidential 
Information.  The Receiving Party will implement appropriate legal, technical, and organizational measures to protect the 
Disclosing Party’s Confidential Information against unauthorized or unlawful use, access, and processing, and against 
unauthorized loss, destruction, damage, alteration, or disclosure, keeping in mind the nature of the information, but in 
no event using less than a reasonable standard of care. The Receiving Party is responsible for any breach of the 
confidentiality provisions of this Agreement by Receiving Party Personnel.  In the event the Receiving Party receives a 
subpoena or other validly issued administrative or judicial process demanding the Confidential Information, to the extent 
legally permitted, the Receiving Party will give the Disclosing Party prompt written notice of any disclosure of Confidential 
Information that appears to be required by law, so that the Disclosing Party may assert any defenses to disclosure that 
may be available. Receiving Party shall retain material containing Confidential Information only so long as necessary to 
provide the Product or carry out its obligations under this Agreement.    Except as expressly set forth herein, no license 
under any trade secrets, copyrights, or other rights is granted under this Agreement or by any disclosure of Confidential 
Information under this Agreement.   Provider acknowledges that Customer is subject to the California Public Records Act 
(“PRA”, Cal. Gov. Code §§ 6250 et seq.) and is obligated to disclose all public records that are not specifically exempt from 
disclosure.  Customer will provide Provider with notice of any PRA request related to Supplier’s Confidential Information 
so that Supplier, not Customer, may seek a protective order to prevent disclosure of its materials. Customer shall have 
no liability for complying with a lawful PRA request. 

8.3 Escrow. Provider will deposit the source code for the Hosted Services with an escrow service of 
Customer’s choice at regular intervals and in no case fewer than four times annually.  Provider will promptly execute an 
escrow agreement and update the source code in escrow to (a) reflect all revisions, modifications and enhancements, or 
(b) within 10 business days after Customer’s written request. The source code shall be released and made available to 
Customer upon the Provider’s permanent cessation of business operations or upon such business operations being 
transferred to a successor under terms inconsistent with this Agreement. If an escrow agreement has not been executed 
and the source code delivered to the escrow agent within 30 days after such events were to occur, Customer may suspend 
its payment obligations under the applicable Order until such events occur. 

9. Data Privacy and Protection.   

9.1 Data Protection Addendum.  If Provider processes Personal Data, Provider shall comply with a Data 
Processing Addendum (“DPA”) separately entered into by the Parties.  In the event of a conflict between the terms of this 
Agreement and the DPA, the terms set forth in the DPA will govern.  “Personal Data” means  any information that 
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identifies, relates to, describes, is capable of being associated with, or could reasonably be linked, directly or indirectly, 
with a particular consumer or household, and otherwise at minimum, Personal Data shall have the same meaning as 
personally identifiable information or personal data as such term is used under applicable Privacy Laws.  “Privacy Laws” 
means all laws and regulations applicable to the processing of Customer Data under this Agreement. 

9.2 Access. Provider agrees that it will only access Customer Data: (a) in accordance with Customer’s lawful 
written instructions, (b) to fulfill its obligations to Customer under this Agreement or related Order Form, and (c) for 
proper administration and management of Provider.  Provider will comply with Privacy Laws for so long as it has access 
to Customer Data.  Provider will provide Customer with commercially reasonable information, assistance, cooperation, 
regarding the processing of Customer Data as Customer may reasonably require to enable Customer to comply with its 
obligations under Privacy Laws.  When required under Privacy Laws, the Parties agree to enter into such further terms or 
agreements to ensure the lawfulness of cross-border transfers of Personal Data (e.g., Standard Contractual Clauses) or to 
ensure compliance with Privacy Laws for any special categories of data.   

9.3 Subprocessors. Provider agrees that any person to whom it has granted access to Customer Data will 
be subject to a duty of confidentiality and any such additional terms that are no less protective as those required of 
Provider under this Agreement and the DPA, if applicable.  

9.4 Security.  Provider shall maintain appropriate technical and organizational measures for protection of 
the security of Customer Data (including protections against unauthorized or unlawful destruction, loss, alteration, 
disclosure of, or access to Customer Data and as set forth in Exhibit C).  Provider agrees that it will not materially decrease 
these measures during the term of this Agreement.  Provider shall regularly monitor compliance with these measures.   

9.5 CCPA.  Provider acknowledges that it does not provide Customer with any products, services, or other 
consideration in exchange for Personal Data, or otherwise engage in activities that qualifies as "selling" under the 
California Consumer Privacy Act of 2018 (“CCPA”) or other Privacy Laws (hereinafter “selling”). Provider must not sell any 
Personal Data and will refrain from any use or transfers of Personal Data (including to or from a subprocessor or other 
third party) that qualifies as selling. Except as necessary to provide Product to Customer: (i) the Provider must not collect, 
share or use any Personal Data; and (ii) shall not have, derive or exercise any rights or benefits from Personal Data.   

10. Insurance.  Provider shall furnish a certificate of insurance evidencing: (a) Workers' Compensation as required 
under any Workers' Compensation statute or similar law in the jurisdiction where work is performed; (b) Commercial 
General Liability with a limit of not less than $2,000,000 combined single limit per occurrence for bodily injury, personal 
injury and property damage liability, and $4,000,000 general aggregate; and (c) Errors and Omissions (Professional 
Liability) insurance of at least $2,000,000 with coverage for, but not limited to, cyber extortion and business interruption, 
loss or compromise of Customer Data by Provider, and other errors or omissions committed by Provider with respect to 
the Product. All policies shall be written by reputable insurance companies authorized to do business in California and a 
Best’s policyholder rating of not less than A VII and, except for the workers compensation and professional liability 
insurance, shall list Customer as an additional insured. All such insurance shall not be cancelled or materially reduced 
without 30 days prior written notice to Customer. Such insurance shall be primary and non-contributing to any insurance 
maintained or obtained by Customer.   

11. Professional Services.  

11.1 Generally.  Upon request  from Customer, Provider will provide configuration assistance, training, or 
other professional services to Customer (“Professional Services”).  In the event that Customer requires Professional 
Services other than configuration assistance, the Parties agree to enter into a mutually agreed Order Form describing 
such Professional Services, acceptance criteria, and applicable fees. 

11.2 Ownership; Performance.  All deliverables or work product resulting from Professional Services 
(“Deliverables”) will be owned by Provider unless otherwise set forth in the applicable Order Form.  If Deliverables are 
configurations of the Product, Customer’s right to use such Deliverables will be as set forth in Section 1 of this Agreement.  
For all other Deliverables, and unless otherwise set forth in a the applicable Order Form, Provider hereby grants to 
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Customer a non-exclusive, royalty-free, assignable, perpetual license to use, practice, reproduce, distribute, and 
sublicense the Deliverables.  

11.3 Pre-Existing Materials.  To the extent that Provider incorporates any pre-existing materials in 
Deliverables other than the Product (“Pre-Existing Materials”), Customer may use, practice, reproduce, distribute, make 
and sell all such Pre-Existing Materials in accordance with the licenses set forth herein.  

11.4 Onsite Requirements. Provider’s personnel performing the Professional Services onsite at Customer’s 
premises will use appropriate precautions to prevent injury to any person or damage to any property, and shall comply 
with Customer’s instructions regarding access, safety and security while on Customer’s premises.  Provider will not make 
use of contractors in connection with its performance of Professional Services without Customer’s prior written consent.  
The background checks and other requirements set forth in Exhibit C apply to Provider’s performance of Professional 
Services.  

11.5 Warranties for Deliverarables.  Provider represents that all Deliverables and Pre-Exisiting Materials will 
(i) perform substantially in accordance with the applicable Order Form and any other written specifications delivered to 
Customer and (ii) conform to the warranties set forth in this Agreement.  The Professional Services shall be performed in 
a professional and workpersonlike manner resulting in satisfactory performance in accordance with this Agreement. If 
Customer notifies Provider within thirty days of completion of the Professional Services that the Professional Services 
have not been performed in accordance with this Agreement, Provider will, at Customer’s option, either (i) re-perform or 
remedy the non-conforming Professional Services at Provider’s own cost and expense, or (ii) refund to Customer the fees 
paid for such non-conforming Professional Services.  

12. General. 

12.1 Law and Venue.  This Agreement is governed by, and must be construed under, the laws of the State of 
California without regard to its choice or conflicts of law provisions. Provider hereby consents to exclusive jurisdiction and 
venue in the state and federal courts located in the Northern District of California.  

12.2 Entire Agreement.  This Agreement, the Exhibits attached hereto, and any applicable Order Forms 
contain the full and complete understanding and agreement between the Parties relating to the subject matter hereof 
and supersede all prior and contemporary understandings and agreements, whether oral or written, relating such subject 
matter hereof.  Any modification or amendment to this Agreement will be effective only if in writing and signed by both 
Parties which specifically references this Agreement. No terms agreed to by end users shall reduce Provider’s obligations 
or limit Customer’s rights under this Agreement. Subject to the foregoing, in the event of any conflict between this 
Agreement and the terms of any Order Form, or similar ordering document, the terms of such document will prevail only 
if it specifically references a deviation from this Agreement and the conflicting section, in which case the terms set forth 
in such document will prevail for that document only.  Any links to Provider’s terms set forth in an Order Form and any 
click through agreements required for access to or use of the Product are void and unenforceable.  All Order Forms, or 
similar ordering document entered into by the Parties for the Product will be deemed to be governed by this Agreement 
even if this Agreement is not specifically referenced therein.   

12.3 Notice.  Any and all notices permitted or required to be given hereunder shall be deemed given: (i) 
upon actual delivery, if delivery is by hand; or (ii) one day after being sent by overnight courier, charges prepaid.  Notices 
to Customer shall be sent to the address first written above, or at such other address for which Customer gives notice 
hereunder. Notices to Provider shall be sent to the address first written above, or at such other address for which Provider 
gives notice hereunder.  

12.4 No Publicity.  Neither Party may issue a press release or otherwise refer to the other Party with respect 
to this Agreement, the services or otherwise, without the prior written consent of such other Party. Provider may not use 
Customer’s name, logo, or trademarks without Customer written pre-approval in each case. 

12.5 Assignment. This Agreement may not be assigned, in whole or in part, by either Party without the other 
Party’s prior written consent.  Any attempted assignment or delegation in violate of the foregoing, except as expressly 
set forth herein, will be void. Subject to the foregoing, this Agreement will be binding upon and inure to the benefit of 
each Party hereto and its respective successors and assigns. 
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12.6 Waiver, Modification. The failure of either Party to enforce the provisions hereof, or the failure of either 
Party to exercise any option herein, will not be construed as a waiver of such provision or option and will not affect that 
Party’s right to enforce such provisions or exercise such option.   

12.7 Severability.  Any provision of this Agreement is determined to be invalid or unenforceable by ruling of 
an arbitrator or court of competent jurisdiction, the remainder of this Agreement (and each of the remaining terms and 
conditions contained herein) will remain in full force. 

12.8 Captions.  Paragraph titles or captions contained herein are inserted only as a matter of convenience 
and for reference. 

12.9 Drafter.  No Party will be deemed the drafter of this Agreement, and both Parties acknowledge that 
they had sufficient time to have this Agreement reviewed by counsel and that this Agreement will be deemed to have 
been jointly prepared by the Parties. 

12.10 Counterparts. This Agreement may be executed in one or more counterparts and by exchange of signed 
counterparts transmitted electronically or by facsimile, each of which will be deemed an original and all of which, when 
taken together, constitute one and the same original instrument. 

 

The Parties hereto have executed this Agreement as of the Effective Date. 

 

 

MARIN COUNTY WILDFIRE 
PREVENTION AUTHORITY 

 

By:      

Name:     

Title:      

Date:      

 

 

[Provider Entity]    

(“Provider”) 

 

By:      

Name:     

Title:      

Date:      

       

Place of Formation / Incorporation 

 

Notice Addresses: 

 

Attention:  

 

 

Email: __________________________ 

Notice Addresses: 

 

Attention:  

 

 

Email:      
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Exhibit A 
Support and Maintenance Services 

 
1. Scope of Support & Maintenance Services. During the applicable Support Services Period, Provider will provide 
Customer the following support & maintenance services with respect to the applicable Product (“Support Services”):   
 

a. Software Maintenance.  Provider shall provide to Customer, without any additional charge, access to all updates, 
upgrades, maintenance releases, and bug fixes to the applicable Product. In addition, Provider may apply bug 
fixes, updates, upgrades, and otherwise perform maintenance on software solution hosted by Provider at such 
times as determined by Provider in its discretion. 
 

b. Support.  
 
i) Telephone/Email/Web Support.  Provider will provide Customer’s Designated Support Contacts (as defined 

below) access to Provider’s customer support personnel via telephone, email, and the web to assist 
Customer in resolving technical questions regarding any applicable Product, during normal business hours 
(40 hrs/week). 

 
ii) Issue Reporting.  Customer may document and report all suspected errors or malfunctions of any applicable 

Product to Provider via email or Provider’s case tracking system, and, for any reported errors or 
malfunctions, reasonably cooperate with Provider.  Provider will provide Customer with a trouble ticket 
number that Customer will use to track the status of any confirmed error or malfunction in the applicable 
Product (i.e., any confirmed failure of any Product to meet the Provider’s specifications for such Product 
described in the relevant Documentation) (“Confirmed Error”).  Provider may close the trouble ticket 
without further responsibility if Customer does not provide requested information related to the Confirmed 
Error to Provider within thirty  days of receiving a patch or workaround, or if Customer fails to respond to a 
request for additional information or confirm that trouble ticket is resolved.  Customer may at any time add 
a new trouble ticket.  
 

iii) Customer Obligations; Designated Support Contacts.  Customer will appoint up to 20  individuals who shall 
be sufficiently knowledgeable in the operation of the applicable Product to serve as primary Customer 
contacts with Provider for support calls for all Product (“Designated Support Contacts”).  Customer may 
change its primary or alternate Designated Support Contacts at any time upon written notification to 
Provider (including by email).  As applied to Product, Customer may provide Provider access to the logs and 
access to perform remote troubleshooting sessions on the affected server or component, as reasonably 
requested by Provider, for Provider to provide Support and Maintenance Services. 

 
2. Limitations.  Provider will be responsible for a Confirmed Error in the applicable Product, however, Provider will 
not be responsible for providing Support Services for software, firmware, hardware not supplied by Provider.  Support 
Services described herein do not include any support of any failure or defect in any Product solely caused by Customer, 
or any damage solely caused by Customer from misuse of the Product (or any component of the foregoing), or if any 
Product (or any component of the foregoing) has been used or maintained in a manner not materially conforming to the 
requirements or suggestions in Documentation or in the Agreement, or if any Product (or any component of the 
foregoing) is used by Customer on unsupported platform or hardware or has been altered or modified by Customer 
without Provider’s approval .



 

Exhibit B to Software Agreement (Hosted Services)  
(Service Level Agreement) 

1 

Exhibit B 
Service Level Agreement for SaaS 

 
1. Service Level. Subject to the terms herein, during the Term, Provider agrees that the online components of the 
Product will be operational and available to Customer at least 99.9% of the time, except for: (i) Scheduled Downtime, or 
(ii) unavailability of the Product due to the exclusions described in Section 4 below (“Performance Commitment”).  If 
Provider does not meet the Performance Commitment, Customer will receive the Service Credit described below.  

2. Definitions.  The following definitions will apply to the Provider Performance Commitment. 

a. “Downtime" means, for a Customer, if the Product, is not accessible to or functional for the Customer. 
Downtime is measured based on server-side error rate.  

b. "Monthly Uptime Percentage" means total number of minutes in a calendar month minus the number 
of minutes of Downtime suffered in a calendar month, divided by the total number of minutes in a calendar 
month.  If Customer’s contract for the Product is for a partial month, then the numerator and denominator of 
the Monthly Uptime Percentage will only include those days during which Customer received the Product. 

c. “Scheduled Downtime" means those times where Provider publishes or notifies Customer of periods of 
Downtime with at least 7 business days advance written notice.  Scheduled Downtime must be scheduled on 
weekdays between 6 pm and 12 am Pacific time or on weekends.  When occuring under this Section, such 
Scheduled Downtime is not considered Downtime under the Performance Commitment. 

d. “Service Credit" means the following: 

Monthly Uptime Percentage 
Percentage of Monthly Fee Refundable to Customer 

(Prorated over the applicable Term, if applicable) 

99.9% or higher None 
98.0% to 99.89% 10% 
95.0% to 97.99% 25% 

under  95.0% 50% 
 

3. Remedies.  Upon Customer’s request, within thirty days following the end of each calendar month, Provider will 
provide Customer a report reflecting the total amount of Scheduled Downtime and Downtime, and the Monthly Uptime 
Percentage for the immediately preceding calendar month.  Provider will calculate the applicable Service Credit and 
identify such amount in each such report and include a monetary refund for the applicable Service Credit with each such 
report.  Except as set forth herein, Service Credits may not be exchanged for, or converted to, monetary amounts. In 
addition, in the event the Monthly Uptime Percentage falls below 99.9% for two out of any three consecutive months, 
Customer will have the right to immediately terminate this Agreement upon notice to Provider.   

4. Performance Commitment Exclusions.  The Performance Commitment does not apply: (a) to unavailability of 
the Product caused by factors outside of Provider's reasonable control, including without limitation, acts of God, acts of 
government, flood, fire, earthquakes, civil unrest, acts of terror, strikes or other labor problems (other than those 
involving Provider employees); (b) to unavailability of the Product that result from equipment and/or software of third 
parties where such equipment and/or software is not within the reasonable control of Provider; (c) to unavailability of 
the Product caused by abuse or misuse of the Product (or any component thereof) by Customer; or (d) to unavailability 
of the Product caused by use or maintenance of the Product (or any component thereof) by Customer in a manner not 
materially conforming to the requirements described in the Documentation or in the Agreement.
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Exhibit C 
Security Requirements 

 

This Exhibit C sets forth the security requirements for Provider. 
 

1. Restrictions on Use: Provider must not access, collect, store, retain, transfer, process or otherwise use Customer Data, 
except (a) in the interest and on behalf of Customer, (b) as directed by authorized personnel of Customer in writing, and 
(c) solely as reasonably necessary to provide the Product. Provider must not (i) make any Customer Data accessible to 
any non-employees, except for third-party vendors that have been approved by Customer and that are contractually 
obligated to follow these Provider Information Security Requirements or other requirements as protective of Customer 
Data, or (ii) relocate, route or transfer any Customer Data to or through any location outside the United States, except as 
set forth in written instructions from Customer.  

 
2. Security Safeguards: Provider must meet the standards set forth in a written Information Security Policy, which is updated 

no less than annually.  Provider must keep all Customer Data secure from unauthorized access by using generally accepted 
industry safeguards to protect the security and confidentiality of the Customer Data. At a minimum, such safeguards 
include, but are not limited to: 

 
a. Approved Information Security Program: Provider must maintain a security program and have a security manager 

or equivalent responsible for information security practices. The security manager or equivalent will be 
responsible for the following: 
i. Maintaining a written information security policy, in accordance with SOC-2/ISO 27001 or similar leading 

standards; 
ii. Updating such program annually and; 
iii. Meet accepted industry standards to ensure the security of Customer Data, Protect against any anticipated 

threats or hazards to the security or integrity of Customer Data, and protect against unauthorized access to 
or use of Customer Data; and 

iv. Satisfying international, federal, state of local legal or regulatory requirements to the extent applicable to the 
data being made available to the Provider. 

 
b. Human Resource Security: If Provider accesses, collects, stores, transfers, retains or processes Customer Data and 

all physically accesses Customer offices: 
 
A background check must be conducted for all employees/contractors that will process Customer Data and 
physically access Customer offices: 
i. Background check must be conducted by a reputable third party and include criminal check and employment 

verification to the extent permitted by applicable law; and 
ii. A non-disclosure agreement (NDA) shall be signed by employees, contractors or others who may gain access 

to Customer Data or Customer offices containing obligations substantially similar to those in the NDA 
between Customer and Provider. Customer may reasonably request to see such NDAs. 

 
c. Security Awareness Training: Employees and contractors of Provider must complete annual security awareness 

and data privacy training. Such training should at minimum ensure that all such individuals understand using, 
sharing, or removing Customer Data. Provider will not permit any person who has not successfully completed 
such security training to provide the Products or have access to Customer Data. The objectives of the security 
awareness training should include the following: 
i. Improving awareness of the need to protect system resources and Customer Data;  
ii. Educating on important information security and safeguards against the loss, misuse, compromise, or breach 

of Customer Data through physical, logical and social engineering mechanisms; 
iii. Developing skills and knowledge Provider’s employees can perform their jobs more securely; and 
iv. Building in-depth knowledge, as needed, to design, implements, or operate security programs for 

organizations and systems. 
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d. Access Management: Provider must ensure that only its authorized personnel have access to Customer Data, and 

that such access is restricted wherever possible. Provider will remove such access promptly if such individuals are 
no longer supporting the Customer account, and immediately if such individuals are terminated. Provider’s access 
management security practice must include the following:  
i. Unique combination of user accounts and password; 
ii. Verify user’s login credentials and allow only those who have authorization to access; 
iii. Lock out unsuccessful login attempts after a limited number of retries; 
iv. Require regular password changes; and 
v. Limit the number of individuals with higher privileges (e.g., individuals with access to Customer Data). 

 
e. Transmission, Storage and Destruction of Information:  Provider must secure all transmissions of Customer Data 

using either secure private lines or generally-accepted encrypted transmissions (e.g., SSH, TLS) and storage 
methods (e.g. hard drive, back-up tape). Provider must not send any Customer Data in transit unencrypted, 
including in end user messaging technologies such as email, instant messaging, and chat. If and to the extent that 
Provider destroys storage media containing Customer Data, such destruction will be in accordance with NIST SP 
800-88 and/or U.S. Department of Defense specifications.  
 

f. Monitoring: Provider must monitor security vulnerabilities and threats on an ongoing basis, to reasonable industry 
standards. Monitoring of security vulnerabilities and threats must include at a minimum the monitoring of the 
following: 
i. Improper access control configurations; 
ii. Unauthorized access;  
iii. Weak passwords; 
iv. Lack of integrity of system software; 
v. Software updates and patches; 
vi. Periodic review of system-generated logs to detect security problems, including attempts to exceed authority 

or gain system access during unusual hours; 
vii. Penetration testing on Provider’s networks impacting Customer Data at least once annually. Such penetration 

tests must be performed by a GIAC (Global Information Assurance Certification), IACRB (Information 
Assurance Certification Review Board) or similarly certified practitioner. Copies of such reports must be sent 
to Customer upon request. All critical vulnerabilities impacting Customer Data must be remediated within 
thirty (30) days of identification; and 

viii. Intrusion detection systems to monitor system and network activities.  
 

g. Incident Response: Provider must maintain an incident response plan to immediately address and mitigate any 
risk of a breach in Provider’s system security. Upon Customer’s request, Provider will make the response plan 
available to Customer for review. The incident response plan must at a minimum include the following: 
i. Procedures to monitor, detect, analyze and report security incidents; 
ii. Point of contact for security incidents’ detection and reporting; 
iii. Management of the resolution of an incident, vulnerability remediation and post-event reporting to 

appropriate parties; 
 

h. Disaster Recovery: Provider must maintain a documented disaster recovery plan and perform disaster recovery 
testing on an annual basis. Upon request, Provider will provide Customer with a confirmation that the disaster 
recovery test was successful. 
 

i. Business Continuity: Provider must maintain a commercially reasonable business continuity plan to ensure the 
availability and integrity of Customer Data following interruption or failure of critical business processes following 
industry standards generally adopted by U.S.-based vendors of similar services or products. Provider is responsible 
for implementing and maintaining such business continuity plans throughout the term of the relevant contract(s) 
between Customer and Provider for the Products.  
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3. Security Compliance or Relevant Industry Standard Certifications:  
 

a. Payment Card Industry (PCI) Data Security Standards (DSS):  If Provider processes, stores or transmits CHD on 
behalf of Customer, Provider must be compliant with the most current version of PCI DSS. Provider must provide 
a Service Provider Attestation of Compliance (AOC) signed by both the Service Provider and Qualified Security 
Assessment (QSA) showing PCI DSS compliance. Upon request by Customer, (i) promptly disclose the resulting 
audit reports to Customer; and (ii) provide Customer at least 30 days’ prior written notice of any significant 
degradation of any security controls. Customer has the right to terminate the contract if Provider’s audit reports 
contain any material findings and/or Provider experiences significant degradation of any security controls. “CHD” 
means information on the primary account number (PAN). CHD also may appear in form of the full PAN plus any 
of the following: cardholder name, expiration date and/or service code 
 

b. Service Organization Control (SOC): All Providers that access, collect, store, transfer, retain or process Customer 
Data must have SOC 1 Type II and SOC 2 Type II reports prepared by a qualified third-party auditor for services, 
and will be made available to Customer upon request. Provider will immediately disclose to Customer in writing 
any significant degradation of such security controls. Customer has the right to terminate the contract if 
Provider’s audit reports contain any material findings and/or Provider experiences significant degradation of any 
security controls. In lieu of SOC report, Provider must use other means to document to Customer’s satisfaction 
that Provider maintains a similar level of security controls. 
 

c. International Organization for Standardization (ISO) 27001: Upon request by Customer, Provider shall (i) 
promptly disclose an audit report, if any, to Customer; and (ii) provide Customer at least 30 days’ prior written 
notice of any significant degradation of any security controls. Customer may terminate the contract if Provider’s 
audit reports contain any material findings and/or Provider experiences significant degradation of any security 
controls. In lieu of ISO 27001 certification, Provider must use other means to document to Customer’s 
satisfaction that Provider maintains a similar level of security controls. 

 
d. HIPAA: All Providers that access, collect, store, transfer, retain or process Customer Data that is Protected 

Health Information (as defined by HIPAA) must enter into a Business Associate Agreement (as required by 
HIPAA) with Customer and provide Customer with evidence of the Provider’s HIPAA certification from vendor 
that covers where Customer health information is accessed, collected, stored, transferred, retained or 
processed.  

 
4. Customer Data Incidents: If Provider actually becomes aware of any Customer Data Incident, Provider must, within 48 

hours of becoming aware, notify Customer and consult and cooperate with investigations and potentially required 
notices, and provide any information reasonably requested by Customer.  All such investigations and related actions will 
be performed at Provider’s sole expense.  In the event of Customer Data Incident, Provider agrees to take all 
commercially reasonable steps to mitigate such Customer Data Incident and remedy the related security vulnerabilities 
and prevent further Customer Data Incidents along with such other actions reasonably required by Customer and 
Privacy Laws.  Provider will, at its sole expense, provide a written assessment from a third party security firm that holds 
industry-recognized qualifications to conduct such assessment, verifying that Provider remediated the vulnerabilities 
successfully. Provider’s liability to Customer for any breaches of obligation which result from the intentional or grossly 
negligent actions or omissions of any of Provider’s employees, consultants, subcontractors or agents, will not be subject 
to any limitation of liability provisions in the Agreement.  For the purposes of the Agreement, “Customer Data Incident” 
means the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, Customer Data, 
transmitted, stored or otherwise processed by Provider or its sub-processors.  

 
5. Audits: Provider must provide, maintain, and renew an independent third party audit, which attests to the effectiveness 

of controls covering, but not limited to the requirements defined in these Information Security Requirements.  Provider 
will provide proof of such compliance upon Customer’s request. Subject to the confidentiality terms of the relevant 
contract between Customer and Provider for the Product, Customer will have the following onsite audit rights if any of 
the following occurs:  
 

a. Provider conducts SOC or similar audits and the report contains a qualified opinion1; 
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b. Provider conducts PCI, HIPAA, and ISO 27001 audits and non-compliance with the security policy and procedures 

required by the corresponding standards was noted on the certification/audit report; and 
 

c. Provider conducts PCI accreditation under the PCI DSS and non-compliance with PCI requirements was noted on 
the certification/audit report. 

 

1 A qualified opinion is issued for SOC reports that do not achieve the following:  
   (i) If the service organization’s description of controls is presented fairly 
   (ii) If the service organization’s controls are designed effectively 
   (iii) If the service organization’s controls are operating effectively over a specified period of time (Type-2 report only) 

  
 

6. Destruction of Data: Thirty days following expiration or termination of Customer’s use of the Product, or at any time upon 
written request by Customer, subject to Privacy Laws, Provider will permanently and irretrievably delete or destroy all 
Customer Data stored in the Product or other Provider systems and records, and will provide written certification that 
such deletion/destruction has been completed using industry-standard methods to a state where the Customer Data 
cannot be read or reconstructed.



 

Exhibit D to Software Agreement (Hosted Services)  
(Order Form) 

1 

Exhibit D 

[DRAFT*] ORDER FORM 

This Order Form (“Order Form”) is entered into as of _______________ ____, (“Order Date”), between the 
Provider listed below and Marin Wildfire Prevention Authority (“MWPA”), located at 28 Liberty Ship Way, Suite 2800, 
Sausalito, CA 94965 (“Customer”; each, a “Party” and collectively, the “Parties”). All capitalized terms not defined in this 
Order Form have the respective meanings set forth in the Agreement.  To the extent that the terms of this Order Form 
conflict with any of the terms of the Agreement, and this Order Form explicitly states that it intends to modify the 
conflicting terms, this Order Form supersedes the Agreement. 

 

Provider:   Contact:   

Address:   Phone:   

 Email:  

Software, Services, and Fee Information 

 Software as a Service: [identify SaaS] 

Authorized # of users: [if applicable] 

“License Period”:   
 perpetual 
 ___ years, renewable by Customer. 
 other: ______________________ 

License Fee:   
$_______. 
 

 other: ______________________ 
“Support Services Period”: 

 ___years, renewable by Customer. 
 other: ______________________ 

Support Services Fee: 
$_______. 

 other: ______________________ 
 “Documentation” for Software available at [   ] 

 No Documentation for Software 

“Support Services” (installation, training, configuration, customization, etc.): [insert brief description], as further 
set forth on Exhibit A. 

Support Services Fees: $_______. 
 other: ______________________ 

 

*[Commercial terms, including amount and schedule of fees, credits for development costs to be applied to subsequent 
subscription fees, length of term, and other terms to be informed by the RFQ / RFP and determined during the selection 
process] 

1. Order Fees 

[The fees will remain unchanged during the initial Order Term and will not increase in any subsequent 12-month period 
(or a longer period if specified in this Order) by more than ____%. Provider will provide customer with at least ____ 
days’ written notice of any fee increase at least 90 days prior to the expiration of the then-current Order Term. If the 
Hosted Services are provided on a limited basis (e.g., capacity restrictions) and Customer uses the Hosted Services in 
excess of any applicable usage restrictions set forth in an Order, Provider’s sole remedy and Customer’s sole liability is 
payment of the fees attributable to the excess use at the rates set forth in the applicable Order.] 

 

2. Profesional Services Description (If applicable). 
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UPDATES 

• The final report on Vegetation Classification of Alliances and Associations in Marin County is now complete.
Appendix D contains the written Vegetation Descriptions.  A BIG thank you to the CNPS Vegetation Program for
their effort in generating this amazing resource!

• We’ve created a web map for the countywide fine scale vegetation map to make it easier for non-GIS users to
explore the map! Please feel free to share far and wide!

• The Santa Cruz Mountains Stewardship Network (SCMSN) has created a public data portal for accessing fine scale
vegetation map and landcover datasets generated as part of the parallel mapping work happening in Santa Cruz and
Santa Clara counties. Pacificvegmap.org will serve as a single access point for public datasets generated as part of the
SCMSN effort and will include data from parallel projects happening across the region, including Marin County!

PROJECT SCHEDULE 

Milestone Status 

6-inch, 4-band ortho imagery acquisition and post processing Completed June 2018 

Vegetation Field Sampling for floristic classification Completed July 2019 

QL1 Lidar Acquisition Completed Winter 2019 

1-foot countywide lidar derived contours Completed December 2019 

Additional lidar derived products (DEM, DSM, hillshade, raw ladder 
fuels raster, canopy height model, canopy closure model) 

Completed January 2020 

Final Vegetation Lifeform Map Completed June 2021 

Countywide Fine Scale Vegetation Map Completed June 2021 

Marin countywide vegetation classification analysis, descriptions, and final key Completed July 2021 

Lidar derived hydrological system mapping (NHD update complete; WBD 
ongoing) 

In process (est. July/Aug 2021) 

Countywide lidar derived impervious surface mapping In process (est. July/Aug 2021) 

Accuracy Assessment and Final Report July/August 2021 

DATA ACCESS (continued on page 2 below) 

• 2018 Orthoimagery
▪ Access:

• Access ArcGIS Service Endpoint here

• 2019 QL1 Lidar

• Imagery Technical Report here

• Direct Download Imagery (MarinMap) here

▪ Access:

• Direct Download Complete Technical Report (3 MB) here

• 2019 Lidar Derived Products

https://drive.google.com/file/d/1XldHB-JKpYkku912TqiZzR2fO02L2aNJ/view?usp=sharing
https://drive.google.com/file/d/1yTJ4f39rzlKVQh5MUVuUIicYlFcUJU9-/view?usp=sharing
https://www.cnps.org/vegetation
https://parksconservancy.maps.arcgis.com/apps/webappviewer/index.html?id=4ef2881436bc4365be881b17f69ab067
http://scmsn.net/
https://pacificvegmap.org/
https://gis.marinpublic.com/arcgis/rest/services/Orthos/2018Orthos/ImageServer
https://drive.google.com/file/d/1hN7_C7OkgVqtQQ2IccfWOvzYswXCDXOm/view?usp=sharing
http://www.marinmap.org/Html5Viewer/index.html?viewer=Ortho_Download.Ortho_Download_H5
https://drive.google.com/file/d/1i5m-2JsQ9JnZXJj4Cl8-1eRmoe2w673h/view?usp=sharing
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o Topographic Products 
▪ Lidar derived DEM_Harn (MarinMap Service) here 
▪ Lidar derived DEM_WGS (MarinMap Service) here 
▪ Lidar derived DSM_Harn (MarinMap Service) here 
▪ Lidar derived Hillshade_Harn (MarinMap Service) here 
▪ Lidar derived Hillshade_WGS (MarinMap Service) here 
▪ Lidar derived 1-ft Contours (visible at 1:1000 or below) here 
▪ Lidar derived Slope  
▪ Marin Map Directory here 

 

o Additional lidar Derivitaves 
▪ 1-meter canopy height model datasheet 
▪ 1-meter canopy height model File Geodatabase Raster 
▪ 1-meter canopy closure datasheet 
▪ 1-meter canopy closure File Geodatabase Raster 
▪ Raw ladder fuels datasheet 
▪ Raw ladder fuels File Geodatabase Raster 

 

• Landcover 
 

o Vegetation 
▪ Countywide Vegetation Lifeform Map here 
▪ Countywide Forest Lifeform Map here 
▪ Countywide Fine Scale Vegetation Map here 
▪ Standardized 2004-2014 Vegetation Map – MCP & MMWD Areas Only here 
▪ Final report on Vegetation Classification of Alliances and Associations in Marin County here 

• Appendix D – Vegetation Descriptions here 
 

o Hydrography 
▪ Lidar derived flowlines/steams, waterbodies, etc. via USGS GIS Service or ArcGIS online 

 
 

Questions? Email dfranco@parksconservancy.org 

https://gis.marinpublic.com/arcgis/rest/services/LIDAR/DEM_Harn/ImageServer
https://gis.marinpublic.com/arcgis/rest/services/LIDAR/DEM_WGS/ImageServer
https://gis.marinpublic.com/arcgis/rest/services/LIDAR/DSM_Harn/ImageServer
https://gis.marinpublic.com/arcgis/rest/services/LIDAR/Hillshade_Harn/ImageServer
https://gis.marinpublic.com/arcgis/rest/services/LIDAR/HillShade_WGS/ImageServer
https://gis.marinpublic.com/arcgis/rest/services/LIDAR/ContourLines/MapServer/0
https://gis.marinpublic.com/arcgis/rest/services/LIDAR/Slope/ImageServer
http://www.marinmap.org/Lidar2018/
https://vegmap.press/chm_datasheet
https://vegmap.press/chm
https://vegmap.press/cc_datasheet
https://vegmap.press/cc
https://vegmap.press/ladder_datasheet
https://vegmap.press/raw_ladder
https://vegmap.press/marin_lifeform_datasheet
https://vegmap.press/marin_forest_lifeform_map
https://vegmap.press/marin_vegmap_datasheet
https://vegmap.press/marin_standardized_04_14
https://drive.google.com/file/d/1XldHB-JKpYkku912TqiZzR2fO02L2aNJ/view?usp=sharing
https://drive.google.com/file/d/1yTJ4f39rzlKVQh5MUVuUIicYlFcUJU9-/view?usp=sharing
https://hydro.nationalmap.gov/arcgis/rest/services/nhd/MapServer
https://www.arcgis.com/home/webmap/viewer.html?url=https://hydro.nationalmap.gov/arcgis/rest/services/nhd/MapServer&source=sd
mailto:dfranco@parksconservancy.org



