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Overview
Of Classes

Google Cloud

CLASS #1 : AML Demo Overview
e Talk Track - Anti Fraud
e Demo Review - Tips and Key Aspects to Highlight

CLASS #2 : AML - Explorer Deep Dive
e Demo Detailed Explorer - Detailed Features (Business)
e Demo TGraph Studio - Show GSQL, Algos - (Tech - View Only)

CLASS #3 : Tech Orientation - TGraph Platform
e Overview of Tech Elements - TGraph DB, Data Model, and Ul layers
e lllustrate ‘2 Sides’ for Tech setup and Business Ul

CLASS #4 : AML Starter Kit & Graph Workbench
e Overview of ‘How To' - Extend TGraph DModel & Connect Explorer Ul
e Extend data model, refactor for Ul , load customer data & how to re-start



TIGERGRAPH FINANCIAL CRIMES PPT

1. Key PPT Reference
2. High Level TGraph & Use Cases
3. Business & Technical Show & Tell

https://docs.google.com/presentation/d/1GyaTX-VGAITo9U QPiLtltV
QBALt{1050dmGiullB7us/edit#slide=id.q9cb15ec1e2 1 581



https://docs.google.com/presentation/d/1GyaTX-VGAiTo9U_QPiLtltVQBAtjI05odmGiullB7us/edit#slide=id.g9cb15ec1e2_1_581
https://docs.google.com/presentation/d/1GyaTX-VGAiTo9U_QPiLtltVQBAtjI05odmGiullB7us/edit#slide=id.g9cb15ec1e2_1_581
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D E M O LO G I N DATA Google Cloud

URL
https://workbench.i.tgcloud-dev.com:9000/workbench#/

Login : TGUser
Password : AML123


https://workbench.i.tgcloud-dev.com:9000/workbench#/

TigerGraph Financial Crimes Solution

Enterprise Capabilities

Fraud Data Investigation Research & Application Real-Time
Analyst Scientist Managers Discovery Integration Decisioning

Connected Data Transaction Monitoring Alert/Case Enhancements Fraud Workbench

e Database like Features & e Traditional SQL Analysis e Centrality e AML Dashboard
Functions e Graph Analytics o Community Detection e Alerts & Monitoring

e Supports e Graph Algorithms e Louvain e Alert Creation
Inserts/Upserts/Deletes e Entity Resolution e Shortest Path o Alert Que-Detail

e Batch & Streaming data e Connection Mining e Similarity e Case Que-Detail
loads e Geospatial Analysis e PageRank e Case Management

e Multi-Graph e Time Series Analysis e Pattern Detection Workflow

e Scalable e Feature Generation e Relationship Discovery

e High Availability e Explainable Al e SAR Generation

o Ad-Hoc Analysis
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TigerGraph Fraud Solution

e Simple & Advanced
Search

e Case, Alert & Ring View

e Link & Layout visualization

e Map & Grid View

e Graph Connection
Information

e Hop & Connection Limits

e Save & Alert/Case attach

e Load/ Save

Analytics

e Analytics ‘Recipe’

e Segmentation

e Pattern Mapping

o Similarity & Cohort View

o Risk Grid

e Sankey View

e Save & Alert/Case attach

e Load/Save

e View Multiple TGraph
outcomes

Alerts

o Alert Que & Detail
Role based Que
Connection View
Detailed view of Alerts
Linked parties, Graph
Workflow Enabled
e Alert Builder - Engine

o Boolean

o TGraph - Algo

o Grouping - Priority

O O O O O

Case Management

e Case Que & Detail
o Case file
o Subjects
o Alert linking
o Non-obvious connection
o Workflow & filters
Customer Logic
e Build and Save
o Criteria & Actions
e Grouping

Dashboard

e Dashboard Builder

o Role & Task Based
e Alert & Case Que
o KPI elements

o Pie, Risk, Grids

Reporting

e Grid, Summary Reports
o Filters and Report
o Ad Hoc
o PDF, XLS, XML export
o Link GSQL

Workflow

e Setup CRUD

o Cases

o Alerts

o Reports (SARS)

o Approvals, Status

ER/Data Enrichment

e Setup Link TGraph Algos
o Alert Links
o Dashboard Links
o Workflow and Errors




Visualization - Functionality by User

TIGERGRAPH WORKBENCH
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Dashboards & Reports
- Macro Trends
- Drill In Elements

Analytics & Patterns - Case & Alert Que

- CreditCard - Banking Fraud
- AML - Audit & Compliance
- Cyber - Sanctions & Prosecution

Alert Management - Alert Builder
Visual & Non Visual
- Alerts & Updates

Case & Alert Que - Detail
- Investigations & Teams
- Findings & Connectivity
- Exploration

Analytics & Exploration Workbench
- ML & Algorithms
- Complex analytics and ‘scenarios’

TG Studio - Dashboard Builder - Workflow Mgr
- Data Models
- Graph Ops & Attributes




DASHBOARDS - VISUAL REPORTS



Typical User : Everyone

C A Notsecure | 3.101.126.177: Qa * O » H
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TtalAlers AersEclatedo Cses CassEcaatedto SARCTF300 Soreswith ncdents
&
2 1533 £ 368 9 180 By

—— ——— - 1. Role & Group Secure

- ¢ . - e 2. Filters for stores, trx,

regions, etc
3. Trends and Caseloads
4. Alerts by Regions

L Lr—— voust | | 2 1245 voncioseonsws - 5. Quick View Cases
6
7
8

ALERTSTREND D

|=

Q42019 Q1-2020 02-2020 Q3-2020  Q4-200  Q1-202 Q4-2019  Q1-2020 02-2020 Q3-2020 Q4-200  Q1-2021 Qi-2010 Q12020 Q22020

=T [ s o Case [ Case to SARICTFI3600 [ Cases [ Averago by o

»

Priority ~ Detil Type Description Status

»

Priority  a Detail

C11748657.277 MONEY ORDER: AMOUNT OVER LIMIT NEW HIGH View

. Quick View Alerts

. Auto-grouped Cases
. Role base - Left

0 3 comoomces Navigation

Money Order: Amount over limit Carregador Lenovo 65W AC Adapter (BR) para ldeapa. NEW HIGH View

32463663225 MONEY ORDER : SAR CONNECTION NEw HIGH View
Money order : SAR Connection Mochila Lenovo B210 Casual(até 15.6) NEW. HIGH View
31487282611 MONEY ORDER: AMOUNT OVER LIMIT NEW HIGH View
Money order : SAR Connection Carregador Lenovo 63W AC Adapter (BR) para deapa..  NEW. HIGH View
13572364115 WIRE: TRANSFER OVER LIMIT NEW HIGH vi
Money Order: Ammount over limit  Von and Sons. NEW HIGH

co1873282844 MONEY ORDER: AMOUNT OVER LIMIT New HIGH vi
Money Order: SAR Connection Bauch-Crist NEW HIGH v
C54735735.131 WIRE : TRANSFER OVER LIMIT NEW HIGH View = =

Recommended Caze ID Description
10 Transactions exceed $20,000 within 14 days

50 Sent 20 or more transactions between $500 and $5,000 wi
70 100% increase intransaction amounts over the last 3days
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Typical User : Business Superuser - |IT

Dashboard Builder

1. Role & Group Secure
2. Drag & Drop
3. All current Widgets -
o registered
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ /% A - 4. Super User Controlled
\/E%QL/\ 5. Can also utilize Walmart
. //\/%\/\ Bl widgets - Tableau,
— Power Bl or custom

Complance  Over Utiization
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EXPLORER - WORKBENCH



Typical User : Level 3 Investigator (Lead Investigator)

Advanced Exploration

e a =
1. Node and connection investigation
‘| 2. Search - Drag & Drop
3 ’ 3. Time - Control over time band
4. Filters - Nodes, Edges,
S P 5. Layout - Visualization Options
Al 6. Node Detail - Flyout out views
@ . Team Sharing
1. Save Workspace - JSON
| 2. Load - Shared JSON
.| 3. Attachto Case
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Typical User : Level 3 Investigator (Lead Investigator)
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Layout

DAGRE_VERTICAL
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Interactions

rrrrrr

Advanced Exploration

Node Details
Connection Algorithms
Property Details
Comments - CRUD

a. Nodes & Vertices

b. History

c. Free form text

d. Timestamp

hwn =

Team Sharing - Role based
1.  Atomic - data security
2. Hide - nodes, vertices
3. Remove - Canvas
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Typical User : Level 3 Investigator (Lead Investigator)

INVESTIGATE FRAUD CONNECTIONS

® i

(@) unitedstates

[l Nodes(11) [ZEEL
D TYPE

sssssssssssssssss IAME ELEMENTT.
V4081950476375361 PERSON 0.89730629296... 0.48653146484... Parker Burch node
€000000007 COMPANY 0 o Company & node
V408195047637538 1 email  EMAIL 0 o burch386@yaho... nade
V4081950476375381 phone  PHONE 084525139590... 0.68374956385.. 145-035-5250  node
Transaction-1407 TRANSACTION 045085623376... 0.46231394621.. PAYMENT node

NNNNNN
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OAD
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr
Parker Burch PE.
Company 8 CO.
burch386@yaho.
145:035-5250P... 6bd593c23a96d... 40.2737,76.884.
PAYMENT TRAN 206 9058.11 2020-08-09T13:...

PageSize| 10 v

ssssss

:::

Select a property

[ Auwstorzo
August 132020

> o)
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Investigation - Case

1. Geography View
a. Alertlocation
b. Transaction location
c. Alllat/long data view
2. Grid View
a. Sub-type search
b. Detailed attribute filters
c. Sorting
d. Vertex and Edges
3. Color Treatment
4. Layout - Visualization Options
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ALERT BUILDER - ALERT QUE - ALERT DETAIL



Typical User : Business Super User

DASHBOARD / ALERT TRIGGERS +NEW

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Alert Building - Ul

1 01/11/202117:40 Jon Doe o
2 01/11/202108:59 Draft HIGH Lacation - Similarity wi... Show Regional & Cust... 3 1 Jon Doe. ] 1 B 'Id d AI rt
. uild and Save Alerts
3 12/30/202008:58 Draft HIGH Geography Alert Known country Alert 3 1 Jon Do L3 |
o wnnn s MEDUM ComectonlrtioF. emscomecedto AR 3 6 B - 2 Criteria Builder ( Any loaded in T G)
5 001309 Dt HiGH Transaction Alert Value  Alert-Value of 10K 2 o JonDoe R . .
Geography - off limits

CRITERIA  ACTIONS

Transaction rules

Limits and ranges

Relationships

Devices

. Custom

3. TigerGraph Algorithm Connections
a. Louvain

Alert Details

Name New Intech Alert

Description

Startdate  01/12/2021

Enddate  01/28/2021

~P Q0 TD

Disposition
e mm/dd/yyyy

CRITERIA ACTIONS

Action 1

Action Group Triggered events

| GRAPHAIWORLD.COM | #GRAPHAIWORLD |

£ <> Regional

THEN

© Transaction

Al <
Or

s TGraph
E N

b. Shortest path

c. .. (25 standard Algos)
Alert Groupings - Boolean &
TGraph

a. Autogroup Alerts & Trxs

b. Boolean Logic

c. Sorting
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Typical User : Business Super User

cats7er.
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40 Set200r more ransacaionsbtueen $500nd $5 00 within 10 days U - o
70 Transactions exceed $20,000 within 14 days. c NEW HIGH View
2 465 joncioseocases Viewal MoneyOrder: AR Comnection BauchCrist New ren View
€314576. WIRE : TRANSFER OVER. NEW HIGH View wire New HicH Vi,
C888818. MONEY ORDER: AMOU. NEW HIGH View " prake new o v

REGiO1 SCa. B 00

REGiOL SvCes. amm. 0o
Reciol

RG0!

s st oo

swca. 20

REGiOr SCi. mse 0

sce. . 00

Alert Grouping - Alert Management

1.
2.
3.

Auto-grouping of Alerts
Ability to group and Suggest Case
Ul Preview of Alert Groupings

New Intech Alert

Description

Startdate | 01/12/2021

w0 s i e, w1 1 onune

6530, Stewart 591N, 995 Ha. 132468, 2 2 ONUNE Enddate 01/28/2021
w0 e - e ' onume Dian

20 n s 1 . onune G mm/dd/yyyy
w2 e v s 1 . omne

vitorna onuw Priority High

o s91n. onuNE

CRITERIA ACTIONS

Action 1

Action Group Triggered events

Group By <
w1 1 own PEY el il |

THEN

Transaction
Amount

OR

Freta Ascending | v
wites

Dectec

%900 Cranelle 951 onune Ascending | v

TGraph
Algorithm

T R— 91

ADDACTION +
CREATE CASE

17
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Typical User : L1 Investigator
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a . . . . .
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S Cammgpdrtanon S5V AC At B NEW o .
516488, MONEY ORDER: AMOU. NEW HIGH Vie 8¢ & ) par 102 Alerts.
K i Vow
i, s | G ,
_ . ot Gt s o At A —
o
‘ A1 = ett- x [ Al - E— —
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Typical User : L1 Investigator

| GRAPHAIWORLD.COM | #GRAPHAIWORLD |

1.

2.

3.

Alert Detail - Actions

Details of Why Alert was flagged
a. Header data
b. Region, stores, country,
transaction etc
Risky Connection
a. Known lists

b. SARS

c. Other Cases

d. Custom TGraph Algorithms
Alert Actions

a. Status or Progress

b. Feedback Look - to TGraph
model and learning

c. History (similar to case)

d. Comments (similar to case)

19



CASE MGT - CASE DETAIL - INVESTIGATION



Typical User: L1-L3 Investigator

\\\\\\\\\\

Case Management - Actions

Alert Association

Subject Information
Suspicious Activity
Locations

Non-Obvious Relationships
Print - Multiple form options

ppppp

EEEEEE

&

2B e

© N

a.
b.
C.
d.

SAR Form

CTR Report

Form 8,300
Custom templates

Export - CSV, XLS
Individual section export - XLS

a.

b.
C.
d

Alerts in a case

Subjects of case

Activity

Non-obvious relationships
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Typical User:

Case Actions

ACTIONS HISTORY

CcoMMENTS [l

ATTACHMENTS Bl

Your decision for this case:

Reason for action:

:
PRINT
B serom

B CrRReport

B romeio

EXPORT
B o
B xs

Case Actions

ACTIONS

Juno1 e
1001

May29
22:10

May29 O
09:55

May29
09:55

May29
09:55

HISTORY

COMMENTS [Ell

Attached Alert 124567
By: sheath@aliashere.com
Status: Open - Verified

C

ATTACHMENTS [Ell

L1-L3 Investigator

Attached Alert 9897654
By: sheath@aliashere.com
Status: Open -Ver

rified
Comment: Wire transfer in smallincrement

Approved Action
@aliashere.com
pen -Ver

Status:

Comment: Wire transfer in smallincrement

Attached to existing SAR 34567
By: sheath@aliashere.com
Status: Oy

Comment: Builds case of this exisitng SAR

Attached Alert 9897654
ath@aliashere.com
oen - Verified

Status:

PageSize 10 v

Case Actions

ACTIONS HISTORY

coMMENTs Bl

E£S ACTIONS

X

ATTACHMENTS IEIl

|

be bigger amount

01/13/202

ott Heath

subject

11132021, Scott Heath

&

Page Size

10

5.29.21 - Wire transfer in small increment adds up to

6.1.21 - Identified money order to connected SAR

REPLY

REPLY

CASES ACTIONS

Case Actions X

ACTIONS  HISTORY  COMMENTSIEN  ATTACHMENTS Bl

UPLOAD ATTACHMENT
01

export-16102:
Found 22 alerts connected to Case

PageSize 10 v

Case Actions

1. History - Audit Trail of Actions

a.
b.
C.
d.

a.
b.

Date - Time Stamps
Details

Actions

Ad Hoc - Export XLS

Comments

Case Notes
Date - Time Stamps

3. Attachments

a.
b.
C.

Any Data Type
Comments
Date - Time Stamps
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Typical User : L1-L3 Investigator

Investigation - Case

QW \VESTIGATE FRAUD CONNECTIONS [V SAVE WORKSPACE B OAD WORKSPACE [

Node and connection investigation
Drag & Drop

Time - Control over time band
Play Time - Run time slider that
automatically slides time

Color Treatment

Layout - Visualization Options
Node Detail - Flyout out views

sonp =

No o

Team Sharing
1. Save Workspace - JSON
2. Load - Shared JSON
3. Attach to Case
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