
A comprehensive, multi-layered  
approach to protecting your network

Covering every angle:
Rethinking & enhancing
Security ecosystems
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The security imperative

No matter the industry, no matter the location, every company in the world is in the security business. The threat of 
hacking and network breaches is too great. And customer data is too important. Just consider the trends.

Sources: Ponemon Institute, IBM

Yes, the threats are a reality. And yes, there is a way to stop them. Restaurants and retailers that think bigger, 
broader and more holistically about security can effectively protect their POS networks, IT infrastructures and  
critical customer information.

206 DAYS
Average time before

breaches are detected

6,000%
Increase in ransomware

infections, 2016

$3.6 million
Average cost of
a data breach

24%
Attacks caused by

employee error
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The proliferation of connected devices increases the potential risk for all 
types of businesses, but especially for restaurants and retailers. In-store 
kiosks, point of sale, and other technologies streamline the ordering 
and checkout experiences. But they also represent vulnerabilities that 
can be exploited by bad actors. The same is true with connected fryers, 
refrigerators and other equipment.

Unique challenges for 
restaurants and retailers 
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More connected devices = 
more touchpoints to protect
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For restaurants and retailers, the sheer number of transactions and store 
locations (some of them operated by franchisees) exacerbate the risks.
The more customer data you have – and you have a lot – the more important 
security becomes in maintaining your customers’ trust. Transactional data, 
loyalty programs and promotional campaigns offer valuable insights to your 
business, but present a potential gold mine for hackers.

Bottom line: Security must be a top priority for both big brands 
and smaller chains because hackers and cybercriminals value 
your customer data as much as you do – and will target it 
anywhere they can across your network.
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Hackers will try to exploit and 
monetize sensitive data — be 
sure you are doing everything 
possible to protect it



How to protect your 
business: Building a 
multi-layered security 
ecosystem tailored to 
your and business

Network security is critical to your business,  
so you need a robust, multi-layered ecosystem. 
Restaurants and retailers must master the multiple 
dimensions and many moving parts of network 
security – or find a partner to help them do it.

It’s about designing and managing an environment 
tailored to your needs, with a set of tools and 
software that is continuously up to date and fully 
integrated.
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Critical components of 
security ecosystems

Firewalls
Security ecosystems start 
with robust, commercial-
strength firewalls that 
prevent breach attempts 
without stopping
transactions, disrupting 
business applications or 
slowing down Wi-Fi onsite.

Anti-virus software
Malware and spyware, 
worms and Trojan horses 
– these threats continue to 
proliferate. Most packages 
aren’t robust enough to 
protect every endpoint. 
While anti-virus is an
important component of a 
security ecosystem, it’s not
enough by itself.

Endpoint protections
Devices connected to your 
network are potential 
entry points for hackers. A 
security ecosystem must 
protect all of them,
no matter how low 
risk some may seem. 
That means you need a 
consistent and repeatable 
process for distributing
and installing patches and 
preventing unauthorized 
software from running.

Secure access  
and controls
Employees and partners 
can put your business at 
risk if access permissions 
are too generous. That’s 
how malware can infect 
your entire network 
through a single endpoint.  
It may also expose 
customer PII data.
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Critical components of 
security ecosystems

Patch management
Keeping out malicious 
software means keeping 
up with the steady stream 
of security updates that 
cover Windows, Adobe, 
Java and other common 
software. An effective patch 
management approach is 
also critical to address PCI 
DSS requirements. These 
tasks can be extremely 
time-consuming – even 
overwhelming – for brands 
both big and small.

Compliance 
management
If PCI compliance seems 
like a full-time job, you 
may want to consider 
automated tools for PCI 
Self-Assessment and the
required network scans, 
as well as assistance with 
developing an information 
security policy and 
awareness training for
employees.

Wi-fi
For customers, reliable and 
secure connections offer
convenience. For you, they 
can generate valuable 
insights on customer 
behaviors and preferences. 
Securing and segmenting
your Wi-Fi can enable 
advanced analytics, while 
protecting the brand.

Breach preparedness 
and assistance
The reality is that breaches 
can happen to any 
business. A well-defined 
readiness and response 
plan should address 
the costs of a breach – 
including expenses for 
card association security 
assessment, forensic audit, 
card replacement and 
post-incident services.



Your one-stop
source for building
a comprehensive
security ecosystem

With proliferating threats, network security  
is more important than ever.

That’s why you want to work with a partner you trust. 
NCR offers unique expertise, with deep industry 
experience, proven technological innovation, and 
ongoing oversight of our customers’ networks.

Embedding security from the inside, we offer 
everything restaurant and retail brands need to 
establish and maintain a full security ecosystem that 
covers every device and transaction, every customer 
and every location. Our comprehensive approach 
integrates multiple tools and keeps them up to date 
constantly, so you can detect and repel the latest 
threats – inside and outside your network and at  
every touchpoint.
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Why NCR for 
Network Security

Integration with windows environments
It’s easy to implement with NCR POS solutions  
and stay current with future enhancements.

Accolades
We are proud to have been recognized with the 
Partner of the Year Award for Managed Services 
by enterprise software company Ivanti for three 
consecutive years, 2016-2018.

Experience
NCR has been working with retailers and restaurants
for 100 years – helping them master technology and 
enhance the customer experience.

The “As-A-Service” advantage
Manage IT overhead and compliance costs.  
Focus your people on advancing the business.

Network knowledge
We know restaurant and retail networks. Consider 
that we process and protect 750 million transactions 
every day. We manage and secure 600,000 points of 
service, with 24 x 7 x 365 monitoring.
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Are your network, 
infrastructure and data 

covered from every angle?

Protect your brand by  
securing your network

Contact us today

https://www.ncr.com/contact-us
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