
Most people don’t realize that security frameworks 
have plenty of controls in common. Businesses 
spend a needless amount of time and money 
duplicating security process in order to comply 
with each framework. We’re going to change 
that. Below, you’ll see where different security 
frameworks overlap. That way, you can build a 
sophisticated compliance program for less.

To understand the overlap among these 
frameworks we have focused on the evidence that 
needs to be collected for each one. We believe it 
makes sense to collect once and apply it to many 
frameworks, saving time and ensuring an 
efficient process.

Legend

SOC 2: Service Organization Control 2

ISO 27001: International Organization for Standardization 27001

HIPAA: Health Insurance Portability and Accountability Act

GDPR: General Data Protection Regulation

TBL ESSENTIALS: Tugboat Logic Essentials

NIST CSF: The National Institute of Standards and Technology’s Cybersecurity Framework 

CCPA: California Consumer Privacy Act

PCI DSS: Payment Card Industry Data Security Standard

CMMC: Cybersecurity Maturity Model Certification

ITGC: Information Technology General Controls

FFIEC: Federal Financial Institutions Examination Council’s Maturity Assessment

NIST 800-171: The National Institute of Standards and Technology Special Publication 800-171

MICROSOFT SSPA: Microsoft Supplier Security and Privacy Assurance

Compliance Framework Overlaps



Got SOC 2?

Got ISO 27001?

Compliance Framework Overlaps

TBL Essentials               100%

ISO 27001                   59%

ITGC             57%

CCPA             57%

Microsoft SSPA            57%

NIST CSF        55%

FFIEC                   52%

GDPR             49%

HIPAA                  43%

CMMC         38%

NIST 800-171      37%

PCI DSS            31%

TBL Essentials       70%

NIST CSF          64%

FFIEC          55%

Microsoft SSPA            49%

SOC 2    43%

CCPA                41%

CMMC          38%

HIPAA        37%

NIST 800-171    35%

GDPR   34%

ITGC               33%

PCI DSS              32%



Compliance Framework Overlaps

Got HIPAA?

Got GDPR?

TBL Essentials               50%

FFIEC    34%

Microsoft SSPA              32%

ISO 27001             31%

CCPA           30%

SOC 2        28%

CMMC    26%

NIST CSF    26%

GDPR                 25%

ITGC                24%

PCI DSS        19%

NIST 800-171    19%

TBL Essentials             100%

CCPA        70%

Microsoft SSPA         46%

ITGC          29%

FFIEC       27%

CMMC   25%

ISO 27001     20%

SOC 2           19%

NIST CSF      19%

HIPAA           19%

  16%

PCI DSS  15%

NIST 
800-171



Compliance Framework Overlaps

Got TBL Essentials?

Got NIST CSF?

CCPA                50%

GDPR                 42%

Microsoft SSPA                33%

ITGC          29%

FFIEC        20%

ISO 27001  18%

SOC 2    17%

NIST CSF  17%

HIPAA    17%

CMMC  16%

PCI DSS 15%

                14%

TBL Essentials                  85%

ISO 27001                75%

FFIEC              57%

ITGC             48%

CCPA             48%

SOC 2          46%

HIPAA     43%

Microsoft SSPA    43%

CMMC                 41%

GDPR             40%

NIST 800-171         38%

PCI DSS           30%

NIST 
800-171



Compliance Framework Overlaps

Got CCPA?

Got PCI DSS?

TBL Essentials             100%

GDPR                58%

Microsoft SSPA     35%

ITGC          29%

FFIEC       27%

CMMC    25%

ISO 27001     20%

SOC 2          19%

NIST CSF     19%

HIPAA             19%

  16%

PCI DSS  15%

TBL Essentials               50%

ISO 27001        37%

NIST 800-171    35%

FFIEC                 34%

CMMC          29%

Microsoft SSPA           29%

CCPA                24%

GDPR              23%

NIST CSF      19%

SOC 2          19%

HIPAA         18%

ITGC 10%

NIST 
800-171



Compliance Framework Overlaps

Got CMMC?

Got ITGC?

NIST 800-171             100%

TBL Essentials               50%

FFIEC          46%

ISO 27001          37%

Microsoft SSPA    35%

NIST CSF   34%

PCI DSS        28%

CCPA         28%

SOC 2      27%

GDPR   25%

HIPAA               24%

ITGC       19%

HIPAA        70%

TBL Essentials  20%

Microsoft SSPA  19%

            12%

CCPA 11%

           9%

        9%

      8%

      8%

      8%

          6%

        5%
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Compliance Framework Overlaps

Got FFIEC?

Got NIST 800-171?

TBL Essentials       70%

ISO 27001              58%

NIST CSF          55%

CMMC          46%

Microsoft SSPA    43%

NIST 800-171                 42%

CCPA            39%

SOC 2          38%

GDPR                31%

PCI DSS          30%

HIPAA         29%

ITGC         29%

CMMC             57%

TBL Essentials            40%

FFIEC       36%

Microsoft SSPA             32%

ISO 27001          30%

PCI DSS     26%

CCPA                24%

SOC 2          21%

GDPR           21%

HIPAA      18%

NIST CSF    18%

ITGC 10%



Get Your Compliance Journey Started
If you are interested in creating the best InfoSec program for your company’s needs, 

please contact us at info@tugboatlogic.com or start a free trial a www.tugboatlogic.com

Compliance Framework Overlaps

Got Microsoft SSPA?

TBL Essentials          30%

GDPR     25%

CCPA            22%

ISO 27001        21%

SOC 2        19%

FFIEC        17%

                     15%

HIPAA    15%

ITGC     14%

                11%

              10%

      10%

NIST 
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CSF

CM
MC

mailto:info%40tugboatlogic.com?subject=
http://www.tugboatlogic.com

