
Prepare for an external
compliance audit and
certification (e.g., NIST CSF,
MITRE ATT&CK®, ISO27001,
ISO27002, SOC2, HIPAA, CCPA,
and GDPR).

SECURITY

PROCEDURES 

Verify that all identified
security gaps were mitigated.

Configure OSINT and commercial
services to monitor potential
threats and data breaches.

THREAT

INTELLIGENCE

For more details visit www.iothreat.com

Train your people to be aware of
common security threats.

SECURITY

COMPLIANCE 

Review, update, and prepare
missing security procedures.

Identify security gaps and
prepare a tailored mitigation
plan.

SECURITY AUDIT

( “BEFORE” )  

EXTERNAL SECURITY

CONTROLS

Map your public attack
surface, scan, and monitor it
for vulnerabilities and
misconfigurations.

INTERNAL SECURITY

CONTROLS

Deploy and configure
Endpoint, Network, Cloud,
and CI/CD Security controls.

T h e  P r o c e s s

Plan your Secur ity  roadmap

SECURITY

AWARENESS

SECURITY AUDIT

( “AFTER” )  

https://www.iothreat.com/
https://www.nist.gov/cyberframework
https://attack.mitre.org/
https://www.iso.org/isoiec-27001-information-security.html
https://www.iso.org/standard/75652.html
https://us.aicpa.org/interestareas/frc/assuranceadvisoryservices/sorhome
https://www.hhs.gov/hipaa/index.html
https://oag.ca.gov/privacy/ccpa
https://gdpr.eu/
https://www.iothreat.com/
https://www.iothreat.com/

