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How to Leverage Privacy Impact Assessments and Data

Protection Impact Assessments to Reduce Risk and

Promote Privacy By Design  

Privacy Impact Assessments and Data Protection Impact Assessments play a crucial
roles in cross-functional privacy compliance, security, and operational workflows;
however, a lack of semantic visibility into actual data flows can render the final
product non-representative, squandering its potential benefits. Learn the
requirements, situational context, and technical implementation that can elevate this
exercise from a rote compliance checkbox to an asset for business and security.



Strong privacy and data governance programs have become
necessities for organizations looking to succeed in an increasingly
data-driven and privacy-conscious environment. As regulators
promulgate new data protection laws in response to the mass
proliferation of personal data processing operations,
organizations must leverage the processes and tools necessary to
remain compliant, promote best practices, and most importantly,
protect the personal information entrusted to them.  

Two of the most effective tools used by privacy practitioners
today are Privacy Impact Assessments (PIAs) and Data Protection
Impact Assessments (DPIAs). However, these assessments can
lose their utility if the teams conducting them lack semantic
visibility into changes to their organization’s code base and
processing activities, as they may find themselves conducting a
PIA or DPIA based on non-representative data.  

This white paper will examine the requirements for successful
PIAs and DPIAs, the differences between each, and in what
situations each should be used. It will further examine how
organizations can leverage new technologies that embed machine
learning technology directly into their technical stack to support
data assessments. By incorporating automated, intelligent tooling
that delivers up-to-the-second snapshots of their processing
activities, organizations will be better positioned to promote
compliance and good data governance by conducting accurate
PIAs and DPIAs.
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Privacy Impact Assessments

A PIA is a risk management tool used to identify and evaluate the privacy risks associated
with the personal information processing activities associated with a product, project, or
service. At a high level, a PIA analyzes any risks to the security or privacy of personal
information and suggests mitigation measures to reduce or eliminate those risks. PIAs are
useful tools to facilitate privacy by design , particularly in the design phase of a product or
service, as they require developers to focus on and address the data security risks associated
with their project.  

PIA requirements have been developed by various sources, including industry codes,
regulations, and official guidance. Therefore, guidance on when and how to conduct a PIA
may vary from jurisdiction to jurisdiction and industry to industry. However, as the following
analysis will demonstrate, the overarching goal of PIAs will consistently remain the reduction
of privacy risks relating to applications, services, and systems in development.

In the United States, PIAs became enshrined in law via the E-Government Act of 2002, which
required government agencies to conduct PIAs when developing or procuring systems
involving the “collection, maintenance, or dissemination of information in an identifiable form
or that make substantial changes to existing [systems]...”  in order to identify and reduce
potential risks to the personal information being processed. PIAs are also used to promote
and demonstrate compliance with U.S. Privacy Act of 1974, which established a code of fair
information practices that governed how federal agencies collect, use, and disclose personal
information. By evaluating the information collected, the source of the information, and its
uses and intended disclosures, PIAs help those agencies preemptively eliminate or reduce the
risk of information security threats in the system design or procurement process. Although
the E-Government Act only applies to U.S. federal agencies, many private-sector
organizations have adopted the PIA process as an effective tool to reduce data privacy risk
and implement privacy-by-design methodologies.
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1 Privacy by design is a privacy-forward design philosophy that was originally conceived in the early 1990s by Dr.
Ann Cavoukian, the then-information and privacy commissioner of the Canadian province of Ontario. Its concepts
were adopted into Article 25 of the General Data Protection Regulation 2016/679 as “data protection by design.”
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2 Pub.L. 107-347 § 208.



PIAs have a historical basis in the European Union’s legal framework and best
practices guidance as well. Before DPIAs became the standard under the General
Data Protection Regulation 2016/679 (GDPR), the European Commission issued
guidance on the use of PIAs for Radio Frequency Identification (RFID) applications. .  
 The guidance describes a PIA as “a process whereby a conscious and systematic
effort is made to assess the privacy and data protection impacts of [an] … application
with the view of taking appropriate actions to prevent or at least minimise those
impacts.” 

PIAs have also been promoted by non-governmental organizations. In 2017, the
International Organization for Standardization (ISO) published ISO / IEC 29134:2017,
which provided guidelines for the process of conducting PIAs and creating PIA
reports.  The ISO noted that a successful PIA is conducted at the earliest possible
design phase and continues through implementation of the project, product, or
service. According to the ISO, a PIA involves an analysis of an organization’s personal
information data flows and the potential privacy risks involved in the use case, then
identifying and implementing appropriate privacy-safeguarding measures.
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3  “Privacy and Data Protection Impact Assessment Framework for RFID Applications,” issued January 12, 2011.

4 ISO/IEC 29134:2017 Information technology — Security techniques — Guidelines for privacy impact assessment;
“https://www.iso.org/standard/62289.html.”
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Data Protection Impact Assessments 

A description of the processing operations and the purposes and legal basis of the
processing; 
An assessment of the necessity and proportionality of the processing operations, as well
as the risks it poses to data subjects; and
The measures used to address the risks identified in the DPIA.  

A DPIA is a process specifically required by the GDPR that is intended to identify risks to
individuals arising out of data processing operations. Article 35 of the GDPR describes a
DPIA as an “assessment of the impact of the envisaged processing operations on the
protection of personal data.”   Organizations that are subject to the GDPR and who
determine the purposes and means of the processing activity must conduct a DPIA “where a
type of processing in particular using new technologies, and taking into account the nature,
scope, context and purposes of the processing, is likely to result in a high risk to the rights
and freedoms of natural persons.” 

Unlike PIAs, where the prescribed procedure and content of a PIA report may vary based on
the relevant regulation or guidance, the GDPR sets out the minimum requirements of a DPIA: 

1.

2.

3.
 
In addition to the requirements set out in the GDPR, the Information Commissioner’s Office
in the UK , the Commission nationale de l’informatique et des libertés (CNIL) in France, and
the Article 29 Data Protection Working Party (which has since been replaced by the
European Data Protection Board)  have each issued guidance on DPIA procedure and best
practices.
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5  General Data Protection Regulation 2016/679, Article 35.

6 Id.

7 Accessible at: https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/data-
protection-impact-assessments-dpias/.

8 Accessible at: https://www.cnil.fr/en/guidelines-dpia.

9 Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing is “likely to result
in a high risk” for the purposes of Regulation 2016/679.
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Collecting new personal information about data subjects
Converting information from an anonymous to an identifiable format
Implementing new application uses or new technologies
Matching or combining multiple data sets
Implementing user-authentication technology that involves the collection of
personal data
Ingesting new sources of personal information from commercial or publicly
available sources into existing databases
Changes to business processes that materially impact existing data
collection practices or uses
Adding new types of personal information to an existing data repository

While PIAs and DPIAs share some similarities, there are notable differences. As
illustrated above, PIAs focus primarily on the general data privacy risks
associated with a project, product, or service, while DPIAs are more focused on
the data subject, and the impact a processing operation may have on her. In
addition, while most regulations and guidance on PIAs do not require private
organizations to report their findings to regulatory authority, Article 36 of the
GDPR requires organizations within its scope to notify a regulator where a DPIA
reveals that the subject processing operation indicates that the processing
activity would result in a high risk to data subjects. However, despite these
differences, organizations may struggle to determine when to conduct a PIA, a
DPIA, or no assessment at all.  

While the GDPR sets clear requirements for when a DPIA is required and what
information must be included in a DPIA, private organizations usually choose to
conduct PIAs as a part of a holistic risk management strategy, tailoring the
scope and methodologies used to meet the needs of a specific organization.
That being said, organizations can draw from existing government guidance to
establish best practices and effective PIA strategies in the private sector. For
example, implementation guidance of the E-Government Act sets out a number
of reasons for conducting a PIA   : 

Choosing the Correct Assessment 
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10   M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002.
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Evaluation or scoring, including profiling
Automated decision-making with a legal or other significant effect on the
data subject
Systemic monitoring of data subjects
Processing special categories of data or data regarding criminal offenses
Processing that involves a large number of data subjects, large volume of
data, long duration of processing, or wide geographic scope
Matching or combining multiple datasets
Data concerning vulnerable data subjects, such as children or employees
New technologies or innovative uses of existing applications
Where the processing itself prevents data subjects from exercising a right or
using a service

Organizations that are subject to the GDPR may draw on both the regulation
and applicable guidance in determining whether a DPIA is required and/or
appropriate. Article 35 specifies that a DPIA is required where a processing
operation involves (i) a systematic and extensive evaluation of the personal
characteristics of individuals which is based on automated processing, including
profiling, where the decisional output of the operation may significantly impact
the data subject or produce legal effects; (ii) processing on a large scale of
“special categories” of data  or data pertaining to criminal offenses; or (ii)
monitoring a public area at a large scale. In addition, the Article 29 Data
Protection Working Party has published a list of processing operations that may
require a DPIA due to their high risk, particularly where two or more operations
are being conducted at once.  

According to that guidance, the following operations present a particularly high
risk to data subjects: 
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11  GDPR Article 9 defines “special categories” of data as data revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, trade union membership, genetic data, biometric data for the purpose of uniquely
identifying a person, data concerning health or data concerning someone’s sex life or sexual orientation.

12 Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing is “likely to result
in a high risk” for the purposes of Regulation 2016/679.
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PIAs and DPIAs help organizations identify and address the privacy risks
inherent to their products, services, or processing operations. By
conducting assessments at the beginning of the development process and
continuing to evaluate for privacy risk throughout the implementation
phase, developers, privacy analysts, legal professionals and others can
better design information security measures directly into their products and
services. In doing so, organizations can proactively include privacy and
security as a forethought in any product, service, or system.  

In addition, by embedding privacy into the design throughout the
development process, developers can ensure that their applications,
processes, or systems feature full intended functionality as well as strong
data protection. In our current climate where data breaches and
ransomware attacks have become publicly-reported events, and consumers
are growing increasingly concerned about the protection of their data,
organizations that build their products to simultaneously respect user
privacy and provide a quality user experience will excel.

Using Data Assessments to Support 

Privacy-by-Design and Effective Data Governance 
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Continuously accurate 
Data Inventories and Data Maps
remain vital.

PIAs and DPIAs are unquestionably powerful tools in maintaining good
data governance and a privacy-forward design process; however, they
suffer from a potential flaw. 

In order for a PIA or DPIA to effectively evaluate and address privacy risk
and promote privacy by design, privacy practitioners must maintain an
accurate picture of the data inventories, data flows, and processing
operations underlying the application they are evaluating. 

Many individuals view the development lifecycle to be a linear, sequential
process. However, as most developers understand, most application
design and development can be highly volatile, featuring daily changes in
design strategy, specifications, and data inventories. This inaccurate
understanding of an organization’s processing operations can lead to a
failure to identify privacy risks or the controls necessary to address them.
The resulting applications could then feature critical vulnerabilities which
could lead to security breaches or the mishandling of personal
information, subjecting the organization to significant fines, reputational
damage and/or loss of market share. Therefore, it is imperative that
privacy practitioners and technologies regularly consult their
organization’s data inventory and data maps throughout the assessment
process.
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The most well-designed PIA or DPIA processes will be doomed to
failure without the tools necessary to maintain an up-to-the-
minute view of an organization’s data usage and processing
operations. 

The Relyance AI Platform leverages artificial intelligence and
machine learning technology together to construct and maintain
live data inventory and data flows, giving you the continuously
updated and always-accurate view of your data you need to
conduct comprehensive and effective PIAs and DPIAs. 

In addition, Relyance AI’s intelligent integrations allow it to
provide a comprehensive privacy, data protection, and
compliance platform that will empower you to match the speed
and accuracy of your privacy, compliance, and data governance
operations to the speed of your product development and
business operations. Please contact us for a demonstration. 

Conclusion
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