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1 Recommended Security Precautions
related to the use of the electronic identification means of certME

a)

b)

d)

f)

8)

h)

j)

The certME mobile application only works on mobile devices equipped with secure elements or
enclaves for storing keys and passwords.

For ease of use and increased security, the certME mobile application only works on mobile devices
equipped with secure biometric authentication.

The certME mobile application only works on mobile devices that have active screen lock functions
via PIN, pattern, password or biometric authentication. For the protection of users, deactivation of
the screen lock leads to the deletion of all data associated with the certME means of identification
and the impossibility of using it until a new identity verification is performed by one of the certME
partners.

The certME mobile application does not work on rooted or jailbroken mobile devices. For the
protection of users, the rooting or jailbreaking the device leads to the deletion of all data associated
with the certME means of identification and the impossibility of using it.

Do not allow other people to record their biometric features on your device, not even family
members. As long as you're the only person who can authenticate biometrically on your device, no
one else can use your certME means of identification to identify you in the online environment or
access your data.

Do not authorize identification or authentication requests if you have not initiated the transaction.
If you see a random identification / authentication request on the screen, ignore it. If this happens
again, contact our customer service and we will help you identify what needs to be done next.

Do not download unauthorized / illegal software and do not access links that promise free access to
goods or functions that one would normally have to pay for. Google Play and the AppStore are
recommended locations for software updates and installation of new applications.

Keep your software up to date. Regular updates to your operating system and applications ensure
that you have the best protection against security risks. The most effective way to make sure your
software is always up to date is to enable automatic updates.

Purchase mobile terminals only from authorized sellers or trusted persons who can prove that they
are the rightful owners. Stolen devices are susceptible to hacking, are unsafe, and can cause
problems with the performance of installed applications.

The only way to make sure that no one else adds applications or unwanted operations to your device
is to not allow other people to access the device.

The certME mobile app is designed NOT to work on devices that:

don’t support Secure Element/Enclave;

are rooted/jailbroken;

don’t support strong biometric authentication features;
have lock screen security disabled;

have biometric authentication disabled;

The certME mobile app is designed to delete all key material and all personal data associated with the

user’s certME elD (rendering the electronic means of identification unusable) in the following cases:

The device is rooted/jailbroken;
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e The device’s lock screen security is disabled;
e The device’s biometric authentication is disabled.

2 Recomandari privind precautii de securitate

a) Aplicatia mobild certME functioneaza numai pe dispozitive mobile dotate cu elemente
sau enclave securizate pentru stocarea cheilor si a parolelor.

b) Pentru usurinta in utilizare si securitate sporita, aplicatia mobila certME functioneaza
numai pe dispozitive mobile dotate cu mijloace de autentificare biometrica sigure.

c) Aplicatia mobila certME functioneaza numai pe dispozitive mobile care au activa functia
de blocare a ecranului prin PIN, tipar, parola sau autentificare biometrica. Pentru protectia
utilizatorilor, dezactivarea functiei de blocare a ecranului conduce la stergerea tuturor datelor
asociate mijlocului de identificare certME si imposibilitatea utilizarii acestuia pana la
reefectuarea verificarii identitatii la unul dintre partenerii certME.

d) Aplicatia mobila certME nu functioneaza pe dispozitive mobile "rooted" sau
"jailbroken". Pentru protectia utilizatorilor, aplicarea unui proces de "rooting" sau "jailbreak"
asupra dispozitivului conduce la stergerea tuturor datelor asociate mijlocului de identificare
certME si imposibilitatea utilizarii acestuia.

e) Nu permiteti altor persoane sa inregistreze elemente biometrice in dispozitivul
dumneavoastrd, nici macar membrilor familiei. Atat timp cat sunteti singura persoana care se
poate autentifica biometric in dispozitivul dumneavoastra, nimeni altcineva nu va poate folosi
mijlocul de identificare certME pentru a va identifica in mediul online sau a accesa datele
dumneavoastra.

f) Nu autorizati cererile de identificare sau autentificare daca nu ati initiat dumneavoastra
tranzactia. Daca vedeti o cerere de identificare/autentificarea aleatorie pe ecran, ignorati-o.
Daca se intampla din nou, contactati serviciul nostru pentru clienti si va vom ajuta sa
identificati ce trebuie facut in continuare.

g) Nu descarcati aplicatii software neautorizate / ilegale si nu accesati link-uri care va
promit acces gratuit la bunuri sau functii care in mod normal costa. Google Play si AppStore
sunt locatiile recomandate pentru a face actualizari software si instalarea de aplicatii noi.

h) Mentineti aplicatiile software actualizate la zi. Actualizarile periodice ale sistemului de
operare si ale aplicatiilor va asigura ca aveti cea mai buna protectie impotriva riscurilor de
securitate. Cel mai eficient mod de a va asigura ca software-ul este actualizat mereu este sa
activati actualizarile automate.

i) Achizitionati terminale mobile doar de la vanzatorii autorizati sau persoane de
incredere care pot demonstra ca sunt proprietarii de drept al acestora. Dispozitivele furate
sunt susceptibile la hacking, sunt nesigure si pot cauza probleme in performanta aplicatiilor
instalate.

i) Singura modalitate de a va asigura ca nimeni altcineva nu adauga aplicatii sau nu face
operatii nedorite pe dispozitivul dumneavoastra este sa nu permiteti accesul altor persoane
la dispozitiv.

Aplicatia mobila certME este proiectata sa nu functioneze pe dispozitive care:
e nu accepta Secure Element / Enclave;

sunt inrddacinate / jailbroken;

nu accepta caracteristici puternice de autentificare biometrica;

ati dezactivat securitatea ecranului de blocare;

au dezactivat autentificarea biometrica;

Aplicatia mobila certME este conceputa pentru a sterge toate materialele cheie si toate datele
personale asociate cu ID-ul certME al utilizatorului (care face inutilizabile mijloacele
electronice de identificare) in urmatoarele cazuri:

e Dispozitivul este inradacinat / jailbroken;

e Securitatea ecranului de blocare a dispozitivului este dezactivata;
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¢ Autentificarea biometrica a dispozitivului este dezactivata.
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