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Disperse.io LTD  
COOKIE NOTICE   

 
 
1 ABOUT US 

This Cookie Notice applies to Disperse, 2 Stephen St, W1T 1AN, London ("Disperse").  It 
supplements Disperse's EU Privacy Notice. 
 
Any questions or concerns relating to the use of cookies by our websites and the 
processing of personal data obtained through their use may be directed to: 
support@disperse.io.  
 
 

2 COOKIES – WHAT ARE THEY AND HOW DO WE USE THEM?  

Disperse uses cookies and similar technologies to collect information about the use of 
our websites in order to make them function effectively and also to improve our 
website visitors’ experience when they browse our websites. A cookie is a small file that 
is stored on a user's computer for record-keeping purposes. Disperse typically uses 
both session ID cookies and persistent cookies.  
 
We use session cookies to make it easier for you to navigate our sites. A session cookie 
expires when you close your browser. A persistent cookie remains on your hard drive 
for an extended period of time and can be used when you return to our site to help 
identify you or allow you to log in, or on other third-party sites to communicate to you 
via online-marketing channels. If you reject cookies, you may still use our site, but your 
ability to use some areas of the site will be limited and you may need to re-enter your 
personal data when you register. 
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3 BLOCKING COOKIES  

You do not have to accept all of the cookies used by our website.  If you reject certain 
cookies, however, you may not be able to use some of the features of our websites. 
Your browser may be configured to allow you to refuse or delete cookies or to be 
notified when a cookie is stored on your device. To change your web browser settings 
for cookies, you can follow the instructions in the help section of your web browser or 
visit allaboutcookies.org http://www.allaboutcookies.org/manage-cookies/. You may also 
find information about how to disable specific cookies using the links provided in the 
tables in Section 4 below. 
 
Please note that by deleting or blocking cookies that are strictly necessary for the 
performance of our website, it may not function correctly, and you may not be able to 
access certain areas of the website.   
 

4 WHAT DO WE COLLECT?  

We use the following types of cookies on our website: 
 
(A) STRICTLY NECESSARY COOKIES: 

These cookies are necessary for the website to function and cannot be switched off 
without impairing the functioning of our website. They are set to respond to actions 
taken by you to make a request for services, such as setting your privacy preferences, 
logging in or filling in forms. You can set your browser to block or alert you about these 
cookies, but some parts of the site will not then work. These cookies include the 
following:  
 

Cookie Purpose Further Information/Links Duration/Validity 

RefreshTokenEncoded 
 

Authorization This cookie is created as 
persistent cookie but 
effectively expires in a day 
(duration is a parameter in 
Cognito and can be up to 
3650 days), after which re-
authentication takes place. 

Persistent 

CognitoSessionId 
 

Session 
management 

This cookie is created as 
persistent but becomes 
invalid in 20 seconds, after 

Persistent 
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which authentication is re-
verified with AWS Cognito 
and a new one is created. 

connect.sid User navigation Created by ExpressJS 
framework 

Persistent 

 

(B) PERFORMANCE COOKIES: 

These cookies allow us to count visits and traffic sources so we can measure and 
improve the performance of our website. They help us to know which pages are the 
most and least popular and see how visitors move around the site. All information 
these cookies collect is aggregated by third-party providers or immediately by us. If 
you block these cookies, we will not know when you have visited our website and will 
not be able to remember your preferences when you make subsequent visits. These 
cookies include: 
 

Cookie Purpose Further 

Information/Links 

Duration/Validity 

ajs_group_id User behaviour and analytics Created by third 
party tool 
Segment 

1 year 

ajs_user_id User behaviour and analytics Created by third 
party tool 
Segment 

1 year 

ajs_anonymous_id User behaviour and analytics Created by third 
party tool 
Segment 

1 year 

amplitude_idundefin
eddisperse.io 

User behaviour and analytics Created by third 
party tool 
Amplitude 

10 years 

amplitude_id_98415e
4436be58c- 
65cd3a234021d0a9
7disperse.io 

User behaviour and analytics Created by third 
party tool 
Amplitude 

Persistent 

mp_dd36ebae6beb
075cab9c- 
d5a8c49c3bba_mixp
anel 

User behaviour and analytics Created by third 
party tool 
Mixpanel 

1 year 



 
014-4554-5931/1/EUROPE 

 

io Not used (will be removed) Created by 
Socket.io 

Persistent 

_ga (Landing page – 
not our core 
system) 

Visitor analytics Created by 
Google Analytics 

2 years 

_gat (Landing page 
– not our core 
system) 

Visitor analytics Created by 
Google Analytics 

1 minute 

_gid (Landing page – 
not our core 
system) 

Visitor analytics Created by 
Google Analytics 

1 day 

Ubvt (Landing page 
– not our core 
system) 

Visitor interaction on our 
landing page 

Created by 
Unbounce 

3 days 

Ubpv (Landing page 
– not our core 
system) 

Visitor interaction on our 
landing page 

Created by 
Unbounce 

6 months 

Ubvs (Landing page 
– not our core 
system) 

Visitor interaction on our 
landing page 

Created by 
Unbounce 

6 months 

 

(C) FUNCTIONAL COOKIES: 

These cookies enable the website to provide enhanced functionality and 
personalisation. They may be set by us or by third-party providers whose services we 
have added to our pages. If you do not allow these cookies, then some or all of these 
services may not function properly. These cookies include:  

Cookie Purpose Further 

Information/Links 

Duration/Validity 

disperse_user_info 
 

Provide 
additional 
personalisation 

This cookie is used for 
storing user information 
(can be deleted) 

Persistent 

ubw_email User 
feedback/support 
requests 

Created by third party tool 
Userback 

Persistent 
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(D) TARGETING COOKIES: 

These cookies may be set through our website by partners. They may be used to build 
a profile of your interests and show you relevant adverts on other sites. They do not 
directly store your personal details but do uniquely identify your browser and internet 
device. If you do not allow these cookies, you will experience less targeted advertising. 
These cookies include: 

Cookie Purpose Further Information/Links Duration/Validity 

    

 

5 LINKS TO OTHER SITES 

Our privacy notice only covers the Disperse website. Our website and other digital 
communications may contain links to and from other third-party websites. When you 
click on these links, you are exiting our website, and the personal data that you provide 
through such third-party websites is not subject to our privacy notice. If you follow any 
link to a third-party website, please note that that website will have its own privacy 
notice(s) which set out how your information is collected and processed by them. We 
recommend that you check the privacy notices/policies of each website you visit.  
Some of these third parties may use applications that track your online activities 
across different websites and platforms over time. 

 

6 OTHER INFORMATION 

We retain personal data collected by means of cookies needed for personalised 
services for one year where you have consented to the use of cookies for those 
purposes, and otherwise only for as long as necessary to aggregate personal data that 
we use for website performance and audience measurement. If you are an EU 
resident, you have certain rights in relation to any personal data that we process 
about you. These rights are set out in our privacy notice. 

 


