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Connected collaboration between healthcare Providers and 
Payers leads to a transformed, elevated Member experience. 
The convergence of Distributed Infrastructure, Applied AI, and 
Confidential Computing is key to accelerating healthcare 
insurance product innovation.
Insurers around the world have significant technology debt, with many core processes hamstrung 
by inflexible and costly on-premise legacy platforms. A rapid shift to Distributed, Cloud-enabled 
Infrastructure and Cloud Data Platforms that aggregate and make data more accessible is being widely 
pursued and adopted across the industry. There are two main driving factors: 

1. Distributed infrastructure provides the compute power required to harvest insights from incredibly
large data sets and enable wide-ranging process automation.

2. Cloud-based modern platforms are foundational for Payers to deliver innovative product and
member experience, while driving much-needed margin expansion.

Many insurers are still modernizing their technology stacks and are in the early stages of their digital 
journey, leaving them susceptible to newer entrants whose innovation velocity is not shackled by 
cumbersome legacy systems. To compete effectively, rapid modernization based on Cloud-centric 
solutions is imperative. 

However, successful transformations have common ingredients in addition to effective use 
of modern cloud-based technologies. These include: 

� Strategic alignment across the key functional areas of the business

� Proper emphasis on business model and process improvement

� Effective organizational change management

� Priorities driven by stakeholders’ desired outcomes and experiences

� A well-structured and actionable data strategy
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AI has already evolved claims processing, with many Payers now achieving auto-adjudication rates  
well above 80%. Some of the next high-growth frontiers for Applied AI include: 

� Clinical use cases

� New product category enablement

� Fraud detection

� Member risk scoring, adjustment, and prediction

Governing the pace of innovation and adoption in these areas, however, are complexities related to 
data sharing, data privacy, and security. We must be able to securely and ethically access, integrate, 
aggregate, and then analyze the data while protecting individual privacy and company IP. How do we 
solve that challenge?

APPLYING AI: HUMAN JUDGMENT WITH MACHINE ACCURACY

A central component of a comprehensive and actionable data strategy is the effective use of AI  
to create competitive differentiation and drive operational efficiencies. 

Applied Artificial Intelligence puts advanced machine learning to use to more closely emulate  
human-like judgment. Automating processes, reducing errors, providing higher levels of accuracy,  
and adaptation over time to predict outcomes are major benefits to both long-term planning and,  
of course, long-term success. Put simply, Applied AI contextualizes business models. That’s how  
AI-centric startups, along with compelling initiatives by industry incumbents, are reshaping the  
healthcare landscape.
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UNLOCKING NEW INSIGHTS WITH CONFIDENTIAL COMPUTING

Confidential Computing is positioned to be the “white horse1” for Payers and Providers to saddle and  
ride toward accelerated innovation. It offers healthcare data providers, AI application developers, 
clinicians, and data scientists a solution to the practical problem of protecting electronic health 
data and the intellectual property contained in AI algorithms. Combined, Confidential Computing 
and privacy-preserving analytics accelerate the development of healthcare algorithms that enable 
improved Member outcomes.

At its heart, Confidential Computing protects sensitive applications and data from being compromised 
or tampered with while in use by processing them in a completely isolated trusted execution 
environment (TEE), often referred to as a “secure enclave”. The secure enclave isolates the data 
and code in a secure region of the CPU memory to prevent unauthorized access, even if the 
infrastructure is compromised. It also renders sensitive information invisible to host operating 
systems, cloud provider administrators, and external attackers. This protection is environment-
agnostic, from on-prem to public cloud and edge devices.

Using Confidential Computing technology, healthcare organizations benefit from auditable and 
scalable data security that can be applied to a multitude of complex workloads. Two immediate 
applications leap to mind:

� Providers, Payers, and Academic and Regulatory entities can collaborate to create ecosystems that 
allow them to share data for multiple use cases under a secure, confidential computing framework. 

� Within practical clinical settings, AI can assist healthcare professionals in real time by processing large 
volumes of data and determining diagnoses that are beyond the capability of any human clinician.

An early example of both applications is BeeKeeperAI. BeeKeeperAI employs end-to-end data and 
algorithm encryption, along with federated algorithm validation and training, to establish the world’s 
first clinical-grade algorithm to rapidly identify those needing blood transfusions in the Emergency 
Department following trauma—the first of many clinical use cases that will be enabled by effectively 
combining AI and Confidential Computing. 

Both Microsoft and AWS have recently introduced offerings in this space: Azure Confidential 
Computing (ACC) and AWS Nitro Enclaves, respectively.

1 White Horse – The white horse archetype holds cultural and symbolic significance. White horse meaning includes purity, heroism, spiritual 
enlightenment, and the triumph of good over evil.
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ACCELERATING AGILITY, INSIGHT, AND PRODUCT INNOVATION

Combining Distributed Infrastructure, Applied AI, and Confidential Computing technologies 
empowers healthcare insurance Payers to be more agile in launching new products, including 
analytics-informed, value-based products. In addition, the combination of these technologies will  
aid Payers in complying with the recently published National Association of Insurance Commissioners 
(NAIC) Principles on Artificial Intelligence.

Estimates show there will be nearly 31 billion connected devices by 2025. The resulting avalanche 
of new data created by healthcare-related devices (e.g., smart watches, wearable body temperature 
monitors, smart gloves) will allow insurance Providers to more intimately understand the behaviors  
and lifestyle choices of their members.

This intersection of connected devices and connected data allows the industry to truly evolve to a 
“predict and prevent” model of insurance, where data is shared more frequently between parties 
and insurers, enabling them to play a more active role in claims prevention. This partnered approach 
will result in new product categories, more targeted member care, and more personalized pricing, 
leading to “active” insurance products that are tied to an individual’s condition, behavior, and activities.
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CAPITALIZING ON THESE CONVERGING TECHNOLOGIES

Every year, the pace of adoption of these technologies accelerates. We are racing toward the  
future of healthcare, and Payers and Providers need to address a number of challenges to both 
capitalize on the opportunities these technologies enable, and fend off nimble, AI-centric competitors.  
In planning the next phases of a company’s transformation journey, these questions are vital  
to consider:

1. How can we best lever these advanced technologies to create more intuitive and frictionless 
Provider and Member experiences?

2. Do we have a well-structured and actionable strategy for both internal and external data? 

� Internal data will need to be aggregated and structured in an accessible, secure approach  
to support agile development of new analytics insights and capabilities. 

� Augment with external data that enriches and complements internal data sets to create 
competitive insights. 

3. Do we have the Data Engineering and Data Science skills and capacity to fully monetize our  
data assets?

4.  Do we need to change our business operations model to enable tighter alignment between IT, 
Operations, and Marketing?

5. Do we have the right talent, mix of skills, and mindsets that will be required to both understand  
and harness these new technologies? Where are our gaps—and how wide are they? 

6. Where are we most vulnerable to disintermediation by newer entrants, and what technologies  
and skills should we invest in to bolster our long-term competitiveness?  

Distributed, Smart, and Secure should be key descriptors of your data-driven and human-centric 
modernization strategy. Once all three are accomplished, transformed Payer, Provider, and Member 
experiences won’t be far behind.
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