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Step 1: Installing PineApp Mail Secure over virtual machine.

1. Please choose New Virtual Hard Wizard and click on Next > button.

E::l.?\ Before You Begin

EBefare You Begin This wizard helps vou create a new virtual hard disk. Virtual hard disks provide starage For virtual
. machines and are stored on physical media as . vhd or . vhdx Files,

Choose Disk Format

Choose Disk Type

Specify Mame and Location
Canfigure Disk

Summary

[ Do not show this page again

< Previous | | Mext = | | Finish | | Canicel
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2. Under Choose Disk Format menu, please select VHDX option as mentioned below and
click Next.

é‘éy Choose Disk Format

Before You Begin what format do you want to use for the virtual hard disk?
O WHD
Choose Disk Type Supparts virtual hard disks up ko 2,040 GB in size.
Specify Mame and Location (®) YHDX
Configure Diisk This Format supparts virtual disks up to 64 TB and is resilient to consistency issues that might occur
3 from power Failures, This format is not supported in operating swskems earlier than Windows
ummary
Server 2012,

< Previous | | Mext = | | Finish | | Cancel
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3. Under Choose Disk Type, please select Fixed Size and continue wizard.

é@ Choose Disk Type

Before You Begin What type of wirtual hard disk do you want to create?

Choose Disk Format ®) Fixed size

This tvpe of disk provides better performance and is recommendad For servers running applications
E—— d Locati with high lewels of disk activity . The wirtual hard disk file that is created initially uses the size of the
(=g WSS (Ko=) wirkual hard disk and does not change when data is deleted or added.

Configure Disk. i )
Dvnamically expanding

SUrnrnarYy . " . . .
This type of disk provides better use of physical storage space and is recommended For servers

running applications that are not disk intensive. The virtual hard disk file that is created is small
initially and changes as data is added.

Differencing

This type of disk is associated in a parent-child relationship with another disk that you wank to
leave intact. You can make changes to the data or operating system without affecting the parent
disk, so that wou can revert the changes easily. All children rmust have the same virkual hard disk
Format as the parent {YHD or WHD®),

| < Previous | | Mext = | | Finish | | Cancel |

4. Under Specify Name and Location, assign name for virtual disk and specify location.

@ Specify Name and Location

Before You Begin Specify the name and location of the virtual hard disk file,

Choose Disk Format

Mame: |New Wirkual Hard Disk. vhd:x |

Choose Disk Type

Mamne and Lo Lotation |C:1'I || Browse. .. |

Configure Disk

Surnmary

< Previous | | Mext = | | Finish | | Cancel
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5. Under Configure Disk, please specify disk size. For standalone unit is 300GB, for scanner
unit in cluster enough — 120GB and click on Next > button.

@ Configure Disk

Before You Begin ¥ou can create a blank virtual hard disk or copy the contents of an existing physical disk.
Choose Disk Format

®) Create a new blank virtual hard disk

Chaoose Disk Type Sy B (Maximum: &4 TB)

Specify Mame and Location

) Copy the contents of the specified physical disk:

Summary Physical Hard Disk Size
WAPHYSICALDRIVED 465 GB
L \PHYSICALDRIVEL e
W APHYSICALDRIVEZ S

() Copy the contents of the specified virtual hard disk
Path: |

|| Browse...

| < Previous | | Mext = | ‘ Finish | | Cancel |

6. Under Summary window, please verify your virtual machine description and click on
Finish.

i

e

w Completing the New Virtual Hard Disk Wizard

Eefore You Begin ‘fou have successfully completed the New Yirtual Hard Disk, Wizard, You are about to create the
Following wirtual hard disk,
Choose Disk Farmat
Choose Disk Type s
Specify Wame and Lacation Format:  ¥HDA
Confiqure Disk Type: fixed size
Mame: test.vhdx
Location: <}
Sizen 40 GB

To create the wirtual hard disk and close this wizard, click Finish.

< Previous | | et = | | Firish | ‘ Cancel
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7. Continue with wizard, by clicking Next button.

This wizard helps you create a virtual machine, You can use virtual machines in place of physical
computers for a variety of uses, You can use this wizard to configure the virtual machine now, and

Specify Name and Location wou can change the configuration later using Hyper-¥ Manager,

el R To create a virtual machine, do one of the Following:
Assign Memoty

) ) + Click Finish to create a virkual machine that is configured with default values,
Canfigure Metwarking + Click Mext ta create a virtual machine with a custom configuration,

Connect Yirtual Hard Disk
Installation Options

Surnmary

[7] ba nat shaw this page again

|<Previ0us H Mexk = || Finish || Cancel |

8. Under Specify Name and Location menu, assign name for PineApp Mail Secure
installation (for example — PineApp) and click on Next button.

Specify Name and Location

Before ¥ou Beqgin Choose a name and location For this virtual machine.

The name is displayed in Hyper-¥ Manager, We recommend that yvou use a name that helps yvou easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload,

Assign Mernory Mame:

Configure Networking You can create a folder or use an existing Folder ta stare the virtual machine. If you don't select a

Connect Yirkual Hard Disk, folder, the virtual machine is stored in the default folder configured For this server,
Installation Options [] store the virtual machine in a different location
Summary Location: |C:'lProgramData'l,Microsoft‘lWindows'l,Hyper-V'l, | | Browse...

A If wou plan to take checkpoints of this virtual machine, select a location that has enough free
space, Checkpoints include virbual machine data and may require a large amount of space.

< Previous | | Mext = | | Finish ‘ | Cancel
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9. Under Generation menu, please specify Generation 1 as mentioned on a screenshot
below and click Next >.

Specify Generation

EBefore You Begin Choose the generation of this virtual machine.
Specify Mame and Lacation ® Generation 1

This virtual machine generation provides the same virkual hardware ko the virtual machine as in
: previous versions of Hyper-Y.
Assign Memory

Configure Metwaorking © Generation 2

This virtual machine generation provides suppart for features such as Secure Boot, SCSI boot, and
P¥E boot using a standard network adapter, Guest operating systems must be running at lzast
Installation Options ‘Windows Server 2012 or 64-bit versions of ‘Windows 3,

Connect Yirtual Hard Disk

Summary A Once a virtual machine has been created, you cannot change its generation.

‘ < Previous | | Rlext = ‘ ‘ Finish | | Cancel ‘

10. Under Memory menu, assign RAM size. Minimum recommended value is — 4GB RAM
(4096 MB)

Assign Memory

Before You Begin Specify the amount of memory to allocate bo this virtual machine, ‘ou can specify an amount from 32
MG through 1329 ME. To improve performance, specify more than the minimum amount recommended

Specify Mame and Location for the operating system.

Specify Generation

Startup memory:

- [] Use Cynamic Memory For this virtual machine.
Configure Metworking

@ ‘when vou decide how much memory o assign to a virtual maching, consider how you intend to

Connect Virtual Hard Disk use the virtual machine and the operating system that it will run,

Installation Options

Surnmary

< Pravious | | Mext = | | Finish | | Cancel
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11. Under Networking menu, please choose network connection.

Configure Networking

Eefore You EBegin Each new virtual machine includes a netwark adapter, You can configure the network adapter ko use a

wirtual switch, or it can remain disconnected,
Specify Mame and Location 7

Specify Generation Connection: | Mot Connected v

Assign Memory

Connect Yirtual Hard Disk.
Installation Gptions

Surmmary

|<Prewous H Mext = || Firish || Cancel |

12. Under Virtual Hard Disk menu, please connect previously created virtual disk from
instruction number 4 and click on Next.

Connect Virtual Hard Disk

Before You Begin A wirtual machine requires storage so that vou can install an operating syskem. You can specify the
Specify Name and Location storage now or configure it later by modifying the virtual machine’s properties.
) Create a virtual hard disk

Use this option to create a YHDY dynamically expanding virtual hard disk.

Specify Generation

Assign Memory

Configure Networking Name: |New Yirtual Machine. vhdx |

Lacation: |C:'tUsers'tPublic'LDocuments'tHyper-\u"t\-'\rtua\ Hard Disks), || Browse. ..

Summary st

® Use an existing virbual hard disk

GE (Maximum: &4 TE)

Use this option to attach an existing YHDX virtual hard disk,

Location: | | Browse. ..
(O Atkach a virkual hard disk later
Use this option to skip this step now and attach an existing wirtual hard disk later,
< Previous | | Mext = | | Firish | | Cancel
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13. Under Summary menu, please verify that virtual machine settings are to your
expectations and click on Finish button.

Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the Mew Yirtual Machine Wizard, You are about to create the
. . following virtual machine,

Specify Name and Location

Specify Generation Desehnion,

Assign Memary Mame: IMews Wirtual Machine

Generation:  Generation £

Mernory: 2045 MB

Network: Mot Connected

Hard Disk:  C:itest.whdy (WHD¥, fixed size)

Configure Metworking

Connect Yirtual Hard Disk.

Ta create the virkual machine and clase the wizard, click Finish,

|<Prew0us H Mext = || Finish || Cancel |

14. Enter Settings of newly created machine, choose SCSI Controller and select DVD Drive
and click on Add button.

[Mew virtual Machine v 4 b @
% Hardware 5 5CSI Cantroller
1 Add Hardveare
'LE‘ Firmware *ou can add hard drives to your SCSI controller or remove the SCSI controller from the
wirkual machine.

Bet entry changes pending

[r—— Click &dld to add @ new hard drive £o this SCSL centroller.
04 MR Hard Drive

3 Processor
1 Wirtual processor
= B2 5CSI Controller
& w Hard Drive
test.whbc

= @ Metwork Adapter

Mot conmected

*fou can configure a DVD drive to use a €O image {.iso} file after you attach the drive to

Hardware Acceleration
the controller.

Advanced Features

= @ Metwork Adapter To remove the SCSI controller From this virtual machine, click Remove. all virtual hard

disks attached to this controller wil be removed but not deleted.
Mot connected

2

[T Hame
Nevs Yirkusl Machine

%] Integration Services
Some services offered
15| Checkpaint File Location
CriProgramDataiMicrosoftivinds. ..
2 Smart Paging File Location
CH\ProgramDataiMicrosoftwinda. . .
TP Automatic Start Action
Restart i previously running
@) Automatic Stop Action
Save

Enm

oK | [ caneet | [ ey
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15. In a new window please select the previously downloaded CYBONET image as seen on
this screenshot below.

[Few virtual Machine vl

c}

# Hardware
“ Add Hardware
1 Firmware
Eoot entry changes pending
W Memary
2048 MB
i [ Processor
1 Yirbual processar
= @ 55T Controller
[# @ Hard Drive
best vhdx
&4 DVD Drive
Mail-SeCure_v511_RC6_9...
Metwork Adapter
Mok connected

=

el

Hardware Acceleration
Adwanced Features
Network Adapter
Mot connected

2]

el

Rame
Mews Virtual Maching

i}

E} Inkegration Services
Some services offered
131 Checkpoint File Location
\Programbat aiMicrosoftiWindo. .,
5-5 Smart Paging Fils Location
C:\ProgramDataiMicrosoftyWindo. .,
ﬁ Autarnatic Start Action
Restart iF previously running
T8 Adtomatic Stop Action
Save

@4 DVD Drive

Select the controller and location on the controller ko attach the COJDYD drive.
Contraller:
[5cst Controlier

Location:
] [1tin use)

Media
Specify the media to use with vour virkual CDJDYD drive.
O Mane
® Image file:

[ctusersiadministratar. PINEAPPIDownInadsMsik-SeCurs_v511_RCe_Smar16Rl

Browse

Ta remove the virtual CO/DVD drive From this wirtual machine, click Remave,

[Mew virtual Machine

# Hardware

1 Firmare

[ add Hardware
1% Firmware
Boot from D¥D Drive

W Memory

2048 MB
2} Processor

1 Wirkusl processor
B 5CST Controller
@ Hard Drive

test.whdx
@ % DVD Drive

Some services offered
18] Checkpoint File Location

ok SThart Paging Fils Location

b Automatic Start Action
Restart if previously Funning
Ta) Automatic Stop Action
Save

Mail-SeCure_wS11_RCE&_Smar...

= [ mMetwork Adapter
Mot connected
Hardware Acceleration
Advanced Features
El Metwork Adapter
Mot connected
# Management
T Mame
T Wirtual Machine
75| Integration Services

iiProgramDatalMicrosoftiwindo. .

C:\ProgramDatalMicrosoftiwindo. ..

Secure Book

Secure Boot is & feature that helps prevents unauthorized code from running at
book tirme. It is recommended that you enable this setking,

[w] Enable Secure Boot

Book order
Select the order in which boot entries are checked to stark the operating system.

Walue

Twpe
9% DWD Drive

s Hard Dirive
[ Mebwork Adapter
U Metwork Adapter

resk.vhids
Mot connected

Mot connected

Details For selected book entry:

Description: EFI SC51 Device

Walue: C:\Users\administrator. PINEAPPDownloads)Mail-
SeCure_vS11_RC6_Smarl8RCE-2016-06-09.is0

Firmware device path: LACpIEx(¥MBUS, 0,0]\YenHwl 961 FESAZ-0891-42D0-B653-
S0BSC226006A, DOE36 1 BAA104294DB60S7 2E2FFE 1 DCFF468CC 1 TAETC26647AGS

(=l

Cancel

Apply
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17. Under Network Adapter menu, please choose NIC as mentioned below and Apply
Settings.

|NewVir‘tuaI kachine

% Hardware [ Mebwork Adapter
‘ﬁ]l Add Hatdware
1 Firmware

Boot entry changes pending Wirkual switch:
[ Femory |Br0adc0m Metxtreme Gigabit Ethernet #2 - virtual Switch
2045 ME
= R Processor

1 Wirtual processor

= & scsl Contro-ller The ¥LAN identifier specifies the virtual LAM that this virtual maching will use for all
# s Hard Drive netwark communications through this network adapter,

test.vhdx
{4 DWD Drive
Mail-SeCure_vwS11_RCA_9mar. ..

Network Adapter
Broadcom NetXtreme Gigabit ... [] Enable bandwidth management

Hardware Acceleration
Advanced Features

Specify the configuration of the network adapker or remove the network adapter,

VLAN ID
[] Enable wirtual LAM identification

Bandwidth Management

Specify how this network adapter utilizes network bandwidth, Both Minimurm
Bandwidth and Maximum Eandwidth are measured in Meqgahits per second,

% Management
Ill - Mimirnurn bandwidkh: Ijl Mbps

M Virkual Machi
s S Maxirmum bandwidth: I:I Mbps

|E| Inteqration Services
Some services offered lﬁl To leave the minimurn or maximum unrestricked, specify 0 as the walue,
13| Checkpaint File Lacation
C:\ProgramDataiMicrosoftivindo. . Ta remaove the nebwark adapter From this virtual maching, dick Remaove.

éé Smart Paging File Location
C:\ProgramDataiMicrosoftwindo, ..
i} Automatic Start Action

Restart if previously running

i@} Aukomatic Stop Action
Save
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18. Under Processor menu, please choose required number of CPU cores, minimum
recommended value is — 2 cores.

|New\fir‘tuaIMachine 'V| 4 b | Q

# Hardware [ Frocessor
4}ﬂ &dd Hardware

1R BIOS You can modify the number of virtual processors based on the number of processors on
Bk From D the pheysical computer, ¥ou can also modify other resource control settings.

[ Femory Nurnber of wirtual processars: IE

2048 MB

Resource contral

YOU Can use resource controls to balance resources among virtual machines,
= EE IDE Controller 0

[# & Hard Drive

test,vhd: Percent of total system resources: Ijl
D

Virtual machine reserve (percentage):

= & IDE Controller 1
"i’ YD Drive Wirtual machine limit (percentage): -

Mane
Percent of total system resources: 2
B 5CSI Contraller

# [ Metwork Adapter
Mot connected

T com1

Mare

F comz

Mone

I Diskette Drive
More

Relative weight:

% Management
|| Mame

Mew Wirkual Machine

Ef] Inkegration Services
Some services offered

13| Checkpaint File Lacation
C:\ProgramDataiMicrosoftiWwin. ..

%é Smart Paging File Location
C\ProgrambataiMicrosoftiWin, ..

i" Automatic Start Ackion
Restart if previously running
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19. Make VM Adjustments; Connect to your VM (do NOT power on it yet!)
Go to File->Settings, and fill in the following settings in each of the tabs:

e BIOS - Ensure that the boot order is CD, IDE, Legacy Network adapter, Floppy

B& Settings for MS == B3
[ms =l 4 | G
2 Hardware 1 Add Hardware

1 Add Hardware

1A BIOS You can use this setting to add devices to your virtual machine.
Boot from CD Select the devices you want to add and click the Add button.

] Memory ) SCSI Controller
1024 MB Network Adapter

2 Processor egacy Metwork Adapter

1 Virtual processor
= @ IDE Controller 0
@ Hard Drive

aa.vhd
= B IDE Controller 1 _gd_l

o :
e DN‘{D l?"ve Use a legacy network adapter to perform a network-based installation of the guest
= one operating system, or when integration services are not installed in the guest operating
T comi system.
None
Y comz
Mone
= Diskette Drive
Mone

& Management
1| Name
MS

C:\ProgramDataiMicrosoftiwindo. ..
¥ Automatic Start Action
Restart if previously running

i) Automatic Stop Action

Save

OK I Cancel Apply

e Memory - tune up amount of memory (at least 1024MB)
e Processor - tune up amount of Virtual Processors (current version supports up to 8)
o IDE Controller 0 (Hard Drive) - point the drive to VHD image file previously created

e IDE Controller 1 (DVD Drive) - point the drive to the downloaded installation’s ISO
image file
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B& Settings for MS = =i B3
[ms ~ 4 ¢ | @ i
2« Hardware 4 DVD Drive
4 Add Hardware
1% BIOS Select the controller and location on the controller to attach the CDJDYD drive.
Boot from CD Controller: Location:
. Memory [10E Controller 1 | Jodnuse) =1
1024 MB
— Media:
Processor % _ ) N "
1 virtual processor Specify the media to use with your virtual CD/DVD drive.
= [ IDE Controller 0 € Mone
@ Hard Drive 5 Image file:
qa.vhd
= B IDE Controller 1 [cie imail-secure_v3.70.is0
o e
Mail-SeCure_v3.70.is0 Browss...
U Legacy Network Adapter € Physical CO/DYD drive:
Local Area Connection - ¥irtua...
T com1 | :'
Mone
T comz To remove the virtual CD/DYD drive from this virtual machine, click Remove.
MNone
Remove I
= Diskette Drive
None

£ Management
Mame
M5
é, Integration Services
All services offered
13 | Snapshot File Location
C:\ProgramDataiMicrosoftiwindo. ..
¥ Automatic Start Action
Restart if previo running
=) Automatic Stop Action
Save

]

< I Cancel l Apply I
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20. Network Adapter:
® Remove existing adapter
® C(lick on Add Hardware, choose Legacy Network Adapter and click on Add
® |n Network section choose your Virtual Network
® In MAC address section choose Static and write down desired MAC address

® (Click OK

B& Settings for MS

[ms = 4 |

= B3

A Hardware

1 Add Hardware
& BIOS
Boot from CD
. Memory
1024 MB
3 Processor
1 Virtual pr SS
=l £ IDE Controller 0
= Hard Drive
qa.vhd
= @ IDE Controller 1
@4 DVD Drive
Mone
1 Legacy Network Adapter
Local Area Connection - ¥irtua...
F com1
MNone
T comz
MNone
{=d Diskette Drive
Mone
2 Management

1] Mame

Ms

Integration Services

all services offered

12 | Snapshot File Location
C:\ProgramDataiMicrosoftiwindo. ..

I8 Automatic Start Action
Restart if previ running

[

0]

Automatic Stop Action
ve

Wl Legacy Metwork Adapter

Specify the configuration of the network adapter or remove the network adapter.
Network:

[~ MAC Address
" Dynamic

% Static
o lo e e o e

I~ Enable spoofing of MAC addresses

I~ Enable virtual LAN identification
—VYLAN ID

The YLAN identifier specifies the virtual LAN that this virtual machine will use for all
network communications through this network adapter.

I 2
To remove the network adapter From this virtual machine, click Remove.

Remove I

0 We recommend that you use a legacy network adapter only if you want to perform
a network-based installation of the guest operating system, or if integration

services are not installed in the guest operating system. Communications through a
legacy network adapter are slower than through a network adapter.

Cancel I Apply
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Step 2: Activating the PineApp Mail Secure product on a Virtual Machine
In order to complete installation and activate your newly installed virtual machine:

a. Go to menu with virtual machines
b. Check the newly added system
c. Power ON new instance

About CYBONET

CYBONET, formerly PineApp, was originally established as an Email Security Solutions Company.
Since 2002 CYBONET's internet security and network control products enable SMB/Es and
Telcos to comprehensively protect their critical network infrastructure. Whether through the
flagship PineApp Mail Secure solution or the next generation of Cyber Protection solutions,
CYBONET is dedicated to security. With a renewed emphasis on our valued Partner community,
as well as the development of a platform for Managed Service Providers to more efficiently
deliver our solutions, CYBONET is committed to bringing our technologies to all corners of the
globe.

For further details, contact info@cybonet.com

www.cybonet.com
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