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Privacy Threats Are Everywhere

Data-Hungry Economy

« Al/ML

* loT sensors everywhere

« Myriads of APIs and dataflows

and also:

 unscrupulous/ignorant data
collectors/processors
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New Regulations

- Increasingly more specific data practice disclosure
requirements

- Increasingly specific data subject rights
- Emerging, yet loosely specified, usability expectations
- New, significantly steeper financial penalties

CALIFORNIA
PRIVACY
&RIGHTS
ACT
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“All is for the Best in the Best of Possible

Worlds” (Voltaire)

{ Privacy Policy Before GDPR I[

COMPANY WORD COUNT READING TIME* READING LEVEL

Google 2722 12:54

5420 ‘ 26:24

Wikipedia
Progress?

Yahoo

Twitter

eBay

Instagram 2981 14:26 12

Netflix 3046 1510 15

Source: https://www.varonis.com/blog/gdpr-privacy-policy
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Privacy Policy After GDPR

COMPANY WORD COUNT READING TIME* READING LEVEL
Google 4036 19 1%
Facebook 4233 2041 13
Reddit 3414 16:39 _
Amazon 3837 18:24 13
Wikipedia 5617 27.06 14

Yahoo

Instagram 4221 20:38 13
Netflix 3417 16:39 16
* Minutes:Seconds
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...And Who Has the Time to Review & Manage All
these Privacy Settings?

Privacy Location Services App Privacy Report Facebook

Location Services

Location Services

?‘ Facebook

Tracking

Location Alerts Mail

Contacts
Calendar

Calendars
31.13.66.19
Reminders News

Photos Photos bidder.criteo.com

Share My Location

Bluetooth
Watch
Local Network connect.facebook.net
App Clips
Nearby Interactions Show All
s Amazon dt.adsafeprotected.com
Microphone a

American

2a03:2880:f012:100:face:b00c:0:
2
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The Human Bottleneck

Lack of:

- Expertise
- Time

- Attention
- Motivation
- etc.

Source: https://www.datanami.com/2016/09/13/sas-goes-back-future-cognitive-
computing-viya/
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What If Computers Understood the Text of
Privacy Policies?
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Current Policy: a_98_neworieansoniine.com
el et e B
L First Party Collection/Use Third Party Sharing/Coliection

User Choice/Control User Access, Eait and Deletion

Data Retention = DataSecurity  Policy Change = Do Not Track

International and Specific Audiences Other

Information We Collect

7/41
Annotated Practices: 1

Whether you access our Online Services from RGO . smart
phone, tablet or other mobile device, NOTMC and its agents il
BOIIEEE some information that idShlifieSYoUGFralales o YoUasan
["Personal ormation'T, suéh as jour [~~~

(YO 2 TR T O TIPATS T TSR CTD), LAY IPa0dTess,
geolocation (if using a mobile application and you consent to provitngg
it), and additional personal information necessary for the administratio?
of certain promotional events.

Practices of this paragraph

First Party Collection/Use

« Does Unspecified Collect on website Identifiabie Contact Unspecified
U Ur Ur

Third Party Sharing/Collection

Select a category

First Party Collection/Us seIeCt an attrlbUte

® poes/Does Not

Coliection Mode nspecified .

® Action First-Party * Collect on website .

® identifiabiity Identifiable .

@ Personal Information Typ:‘ r_\,o tact o _l— elect a value
______ L= Select I

® pPurpose * Unsoecﬂ-ed

® user Type Unspecified ,

® Choice Type Unspecified .

@ Choice Scope Unspecified .

References another piace in the policy

Highlight text span for an attribute,
value pair

© Copyright 2022, Norman Sadeh, All rights reserved.

S. Wilson, F. Schaub, A. Dara, F. Liu, S. Cherivirala, P.G. Leon, M.S. Andersen, S. Zimmeck, K. Sathyendra, N.C.
Russell, T.B. Norton, E. Hovy, J.R. Reidenberg, N. Sadeh, "The Creation and Analysis of a Website Privacy Policy
Corpus", ACL '16: Annual Meeting of the Association for Computational Linguistics, Aug 2016
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A First Task: Segment Annotation

Priv Polic Disclosure of Your Information Sci-News.com
acy y does not sell, trade or rent your personal

© Copyright 2022, Norman Sadeh, All rights reserved.

information to third parties. If we choose to do
so in the future, you will be notified by email of
our intentions, and have the right to be
removed prior to the disclosure.

/ 1

Machine Learning
Model

Predict 1

XRXXORKAXXX XX

This policy segment discusses:

+ Third Party Sharing/Collection
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Automatic Identification of Data Practice
Disclosures

Yahoo! yahoocom

Privacy Practices Privacy Policy .

Clicka ¢

ory to filtes actice statements -

Yahoo News Privacy Policy from Sep 25, 2014 Reading Level: College (Grade 13)

privacy practice statements in total

o This privacy policy also applies to

lickr, Yahoo Finance, Yahoo News, Yahoo Sports, and Yahoo! |

Good Moming America

IJSQIWCQ/COMING .
We reserve the right to send you certain communications relating to the Yahoo service, such

User Access, Edit and Deletion @ 3 as service announcements, administrative messages and the Yahoo Newsletter, that are

considered part of your Yahoo account, without offering you the opportunity to opt out of

receiving them

Retention period @

You can delete your Yahoo account by visiting our Account Deletion page. Please
ick he! 3 . . A D 4.

prds r your account has been deleted

oAl

Indefinitely (1)

CONFIDENTIALITY A A user's user profile is retained

|

Purpose of retention @ |
indefinitely to fulfill an unspecified |
|

O Al

Unspecified (1)

We limit access to person purpose {0 we believe reasonably

need to come into contact WIIMIMATIMIOTMATION TOPrOVIAE Proaucts or servicees to vou or in

order to do their jobs |
o
—

.hSecumyo (s ] We have physical, electronic, and procedural safeguards that comply with federal regulations -
to protect personal information about you | |
[hoicy crange @ o L
T'o learn more about security, including the security steps we have taken and security steps E
Do Not Track @ o you can take, please read Security at Yahoo
l’mmsp“m‘”’me o CHANGES TO THIS PRIVACY POLICY

Yahoo may update this policy. We will notify vou about significant changes in the way we
treat personal information by sending a notice to the primary email address specified in your

Yahoo account or by placing a prominent notice on our site.

QUESTION AND SUG(

TIONS

If vou have anestions. snggestions. or wish to make a comnlaint. nlease comnlete a feedhack

J W . MW ‘
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C' [ https://explore.usableprivacy.org/browse/category/

ggé B I_E P R IVACY- ORG About  Browse Privacy Policies

Browse
B Catcgory | Readabily | Popuariy |

Arts

Business
Computers
Games

Health

Home

Kids and Teens
News
Recreation

Reference

Arts

E! Online

Privacy policy from Jan 14, 2015 with
256 practice statements.

| il

Business

Blogger

Privacy policy from Jun 30, 2015 with
241 practice statements.

[ e

© Copyright 2022, Norman Sadeh, All rights reserved.

FOX Sports

Privacy policy from Jun 11, 2015 with
215 practice statements.

AOL

Privacy policy from Jun 23, 2015 with
232 practice statements.

n Search for a website v

Racked

Privacy policy from May 1, 2014 with
204 practice statements.

|

=
Allstate

Privacy policy from May 29, 2015
with 226 practice statements.

Usability: Privacy’s Biggest Challenge
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Press Coverage — Notice the Irony

MENU | NEWSLETTER | SUBSCRIBE c 0 D E S I G N
Ul & UX PRODUCTS CITIES & SPACES GRAPHICS INNOVATION BY DESIGN

WE HAVE UPDATED OUR
PRIVACY POLICY.

You can view the new version here EASTOGMPANY

FastCompany
informing their readers
about their new policy

03.19.18

FastCompany’s article ;g“crye Ig(e)‘l,lfc'i IG\?;'lnegll.)r'? Read That Pr“’acy
about our research . .

This Al trained on legalese acts like a personal translator of confusing, opaque privacy
statements.

A M
: SRS

| S ¥ 5

PRESENTED BY ESRI

How Mapping Big Data Will Save

7 I Cities Time, Money, And Lives

© Copyright 2022, Norman Sadeh, All rights reserved. Usability: Privacy’s Biggest Challenge
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Privacy Question Answering

- One-size-fits-all summaries of privacy policies only go so far

- Different people have different questions at different points in time

« Could we develop privacy question answering functionality?

« A number of challenges
— Can people accurately articulate their questions. If not, how can we help them?
— How do we provide useful answers — vague policies, inaccurate classifiers
— etc.

Question answering for privacy policies: Combining computational and legal perspectives. A Ravichander, AW Black, S
Wilson, T Norton, N Sadeh, EMNL 2019 Conference, arXiv preprint arXiv:1911.00841

Breaking Down Walls of Text: How Can NLP Benefit Consumer Privacy?. A Ravichander, AW Black, T Norton, S Wilson, N
Sadeh, ACL/IJCNLP 2021. http://dx.doi.org/10.18653/v1/2021.acl-long.319

© Copyright 2022, Norman Sadeh, All rights reserved. Usability: Privacy’s Biggest Challenge 13



https://scholar.google.com/citations?view_op=view_citation&hl=en&user=X57uzqcAAAAJ&cstart=20&pagesize=80&sortby=pubdate&citation_for_view=X57uzqcAAAAJ:eAlLMO4JVmQC
https://scholar.google.com/citations?view_op=view_citation&hl=en&user=X57uzqcAAAAJ&sortby=pubdate&citation_for_view=X57uzqcAAAAJ:DXE8ND7PrJAC
http://dx.doi.org/10.18653/v1/2021.acl-long.319

User Choice Instance Extraction

Choice Instance !l « User choices often buried
If you do not want us to use deep in the text of long policies

personal information that we ) ) .
gather to allow third parties to | ¢ Is it possible to automatically

personalize advertisements extract information about
we display to you, please such “choice instances” from
adjust your Advertising privacy policies?
Preferences .

* Use Natural Language Toolkit
tokenizer to subdivide
segments into sentences &
build classifiers

Results: Recall & Accuracy > 90%

Vinayshekhar Bannihatti Kumar, Roger lyengar, Namita Nisal, Yuanyuan Feng, Hana Habib, Peter Story, Sushain Cherivirala,
Margaret Hagan, Lorrie Faith Cranor, Shomir Wilson, Florian Schaub, Norman Sadeh, "Finding a Choice in a Haystack:
Automatic Extraction of Opt-Out Statements from Privacy Policy Text", WWW 20, Apr 2020 [pdf]

© Copyright 2022, Norman Sadeh, All rights reserved. Usability: Privacy’s Biggest Challenge
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Opt-Out Easy Browser Extension

- Automatically identify and
categorize opt-out choices in I Q)
the text of privacy policies

- And present them in an easy-
to-use interface to users as

V¥ TAKE CONTROL OF YOUR PRIVACY!

OPT-OUT OF AD TRACKING

from aboutads.info

OPT-OUT OF AD TRACKING

from youronlinechoices.eu

OPT-OUT OF AD TRACKING

Y from aboutads.inf 0

OPT-OUT OF AD TRACKING

, from networkadvertising.org
4

they browse the web

- Available in Google Chrome
store and Firefox store -
Watch our video

© Copyright 2022, Norman Sadeh, All rights reserved.

OPT-OUT OF COOKIES

from youronlinechoices.eu

OPT-OUT

from macromedia.com

OPT-OUT

Usability: Privacy’s Biggest Challenge
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https://www.youtube.com/watch?v=_2eWrPHyGJM

Can We Automatically Check for Potential Compliance Issues?

Google Play Store Metadata

l Data Retrieval l

Privacy Policies Apps

ML Analysis l Data Analysis i Static Analysis

Compliance with privacy laws, cases, and regulations?

* Training machine learning classifiers to extract relevant policy
statements

* Compare these statements against:
— Regulatory requirements

— What the software actually does

* Static and dynamic code analysis

Zimmeck, S., Story, P., Smullen, D., Ravichander, A., Wang, Z., Reidenberg, J., Russell, N.C., Sadeh, N., “MAPS: Scaling Privacy
Compliance Analysis to a Million Apps,”in Proceedings on Privacy Enhancing Technologies, Vol. 3, pp. 66-86, 2019.
https://doi.org/10.2478/popets-2019-0037

© COPYIIYIIL Zuss, NOIITIdI SdUuell, All TIYIIS Teservea. uUsdullily. Frivdly s blgyyest uiidiienye
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Reports View with Search and Filters

Reports Analyses

Q _MOBILE APP
<= COMPLIANCE SYSTEM

Reports

Analyses Potential Compliance Issues
(D Columns | [ Export Page
Application &
B Q < brightest flashlight =0
B Q@ & Brightest flashlight
@ Q < Brightest flashlight
@ Q £ Brightest Flashlight
@ a < [ brightest flashlight app
B Q < Brightest Flashlight - Energy Saver Free (Lamp)
B Q £ Brightest Flashlight Free

© Copyright 2022, Norman Sadeh, All rights reserved.

Analysis

Large Analysis #3
Large Analysis #3
Large Analysis #3
Large Analysis #3
Large Analysis #3
Large Analysis #3

Large Analysis #3

Static Analysis

6 practices performed

4 practices performed

3 practices performed

3 practices performed

3 practices performed

2 practices performed

7 practices performed

Policy Analyses
0 policies

1 policy

2 policies

0 policies

1 policy

1 policy

2 policies

Logout (root)

Past Reports D

more fiiters v

Search: | Q | fashlight

Potential Compliance Issues
12 potential issues @

8 potential issues

12 potential issues

6 potential issues @

6 potential issues

4 potential issues

19 potential issues

Usability: Privacy’s Biggest Challenge

Search and Filter
according to

Practices
(e.g., GPS
location
collection)
Type

(Is GPS
location not
mentioned in
the policy or
does the
policy explicitly
state it is not
occurring?
Specificity
(Perhaps
“location”
suffices in
some
jurisdictions
not specifically
requiring to
mention
“GPS.”)

Many more ...

17



Flashlight App: Policy Results

Relevant parts of the policies are
extracted and displayed

Brightest Flashlight Free ® (GoldenShores Technologies, LLC) ) 4
alongside the analysis results

Metadata Potential Compliance Issues Policy Analyses Static App Analysis
Complete Policy Analyses Supporting Policy Segments
Identifier 1st Party
Completed Analysis (2 http://www.goldenshorestechnologies.co... from Play Page retrieved on 4/6/2018, 2:38:47
Sources) PM

2. COLLECTION &
http://www.goldenshorestechnologies.co. from Play Page retrieved on 4/6/2018, 2:38:47 TRANSMISSION OF

PM PERSISTENT IDENTIFIERS.

Goldenshores Technologies and

D Columns | [ Export Page Search: its subsidiaries a.nd agfents may

collect your persistent identifiers,

Policy Analysis Practice @ |t Performed @ I¥ Not Performed @ such as a customer number held
in a "cookie," a static Internet

Identifier 1st Party Yes 912 Segments No Protocol ("IP") address, a mobile
device ID, ial
Identifier 3rd Party Yes 92 Segments No GVIDBIIEL OF procaenrSaia

number. Goldenshores
Identifier Cookie or similar Tech 1st Party Yes €12 Segments No Technologies and its subsidiaries
and agents may transmit that
information to third-party services

Identifier Device ID 1st Party Yes 912 Segments No providers for the purpose of
providing you better services in

Identifier Cookie or similar Tech 3rd Party Yes 912 Segments No

© Copyright 2022, Norman Sadeh, All rights reserved. Usability: Privacy’s Biggest Challenge



Flashlight App: Static Analysis Results

Brightest Flashlight Free ® (GoldenShores Technologies, LLC)

Metadata

D Columns | [ Export Page

Static Analysis Practice @

Identifier SSID BSSID 3rd Party

</> 3 Segments

Identifier IME| 3rd Party
<> 4 Segments

Identifier Cookie or similar Tech

3rd Party <> 2 Segments

Location WiFi 3rd Party
<> 11 Segments

Location GPS 3rd Party
<> 11 Segments

Location Cell Tower 3rd Party
</> 16 Segments

1¥ Network|¥
Call®

@

%)

Potential Compliance Issues

Third Parties ©

com.millennialmedia, com.inmobi

com.flurry, com.amobee, com.tapit

com.google

com.flurry, com.millennialmedia, com.tapit,

com.inmobi

com.flurry, com.millennialmedia, com.tapit,

com.inmobi

com.flurry, com.millenniaimedia, com.tapit,

com.inmobi

© Copyright 2022, Norman Sadeh, All rights reserved.

Policy Analyses

Search:

App Permissions

INTERNET,
ACCESS_WIFI_STATE
READ_PHONE_STATE
INTERNET

ACCESS_FINE_LOCATION

ACCESS_FINE_LOCATION

ACCESS_COARSE_LOCATION,

ACCESS_FINE_LOCATION

Relevant parts of the

code are extracted
and displayed
alongside the
analysis results

Static App Analysis

App Code Segments
Location WiFi 3rd Party

smali/com/tapit/adview/AdViewCo
re$AutoDetectParametersThread.
smali (L343-L343)

Access call
Landroid/location/LocationMana
ger;.requestlLocationUpdates
Network call

Ljava/net/URL; .openConnection

smali/com/tapit/adview/AdViewCo
re$AutoDetectParametersThread.
smali (L279-L279)

Access call
Landroid/location/LocationMana
ger; .requestlLocationUpdates
Network call

Usability: Privacy’s Biggest Challenge
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Analysis of over 1 million Android Apps in Google Play

Store

« Average number of
potential compliance
issues per app is 3.47
and the median is 3

« Requires manual vetting —
both policy and app
behavior to confirm
potential compliance
issue

© Copyright 2022, Norman Sadeh, All rights reserved.

N w
w (@]

N
o

=
(6] o

Number of Potential Compliance Issues per App
'_l
o (8]

Prevalence of Potential Compliance Issues

= 1
'-.i
-—

=T =
T i ]
All Apps Store & App Only Store OnIy App No Policies No Policy
Policies Policies Policies Links
Apps by Source of Privacy Policy
Usability: Privacy’s Biggest Challenge 20




Developers Struggle with 3" Party APls

Ratio of Location-related Potential Compliance Issues to Practices Performed by Play Store Category

Location Cell Tower 1stParty
Location GPS 1stParty
Location WiFi 1stParty

Location Cell Tower 3rdParty
Location GPS 3rdParty
Location WiFi 3rdParty

GAME_CASINO

HEALTH_AND_FITNESS

BEAUTY
GAME_WORD

BOOKS_AND_REFERENCE
EVENTS

FAMILY_ACTION
FINANCE

DATING
EDUCATION
FOOD_AND_DRINK

COMICS
ENTERTAINMENT

COMMUNICATION
GAME CARD

GAME CASUAL
GAME_RACING

GAME_ROLE_PLAYING

FAMILY_BRAINGAMES

GAME_EDUCATIONAL

BUSINESS
FAMILY EDUCATION
GAME BOARD

GAME_TRIVIA

FAMILY MUSICVIDEO
GAME_ACTION
GAME ADVENTURE
GAME_MUSIC

GAME PUZZLE

GAME SPORTS

GAME _STRATEGY

GAME_ARCADE

FAMILY PRETEND

AUTO_AND_VEHICLES

FAMILY CREATE

GAME SIMULATION

=
9
n
w
(@]
o
=
<
|_
o
<

SOCIAL

SPORTS

TOOLS
TRAVEL_AND_LOCAL

LIFESTYLE

MAPS_AND_NAVIGATION

e |

224
vz
a2N
o<
s0'0
<
s
0
=
<C
v
=
w
=2

o
&)
=)
I
[a)
z
<
O
@
S
=

LIBRARIES AND DEMO
PARENTING
PERSONALIZATION
SHOPPING

WEATHER

VIDEO PLAYERS

PRODUCTIVITY

PHOTOGRAPHY

HOUSE_AND HOME

« Lighter colors indicate greater transparency of practices. Darker colors indicate that

practices are being performed but not disclosed.

« Cells with fewer than 25 apps performing the practice are annotated with the respective

number of apps.
© Copyright 2022, Norman Sadeh, All rights reserved.
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1.0
0.8
0.6

-04

-0.2
-0.0
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Other Collaborations

Collaboration with California Attorney General'’s office
COPPA report compiled for Federal Trade Commission

« Focusing on location, apps with a large number of downloads,
and companies based in the US

CDT report on mobile apps for connected cars

Work with large European electronics manufacturer —
checking for GDPR compliance of mobile apps

© Copyright 2022, Norman Sadeh, All rights reserved. Usability: Privacy’s Biggest Challenge
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Tools for Developers

1. Template Provisioning 2. Code Analysis
E.g., the GDPR requires policies to notify users of
their rights to request data access, rectification,
erasure, restriction of processing, objection of
processing, and portability (Art. 13(2)(b))

Hmm, | wonder if |
need a privacy policy
for my app. Also, wha
should | write in there?
lam lost ...

Plist Permissions and Swift APl Usage

Xcode File Edit View Find
CAMERA: USED

The use of camera information was determined because of these specific lines in your app's code:

Navigate Editor Product Debug Source Control Window Help

3. Wizard Fine Tuning

= ] Don’t worry! | got you covered. Here
Show Detected APl and Third Party Library Calls ~39

Lis the privacy analysis of your app._
You can adjust the generated privacy
olicy via the checkboxes.

Code <key>NSCameraUsageDescription</key>

File missing-reports/krypton-ios-master/Krypton/info.plist
Line Number 77

Used USED
Usage Description

You can customize the recommended statement about the detected data practice using the checkboxes below.

You can adjust the recommended statement below and copy it into your application’s privacy policy.

The app accesses camera data on your device

Compliance traceability: Privacy policies as software development artifacts, S Zimmeck, P Story, R Goldstein, D Baraka, S Li, Y Feng, N
Sadeh, Privacy, Usability and Transparency Workshop (PUT 2019) at POPETs 2019 conference

© Copyright 2022, Norman Sadeh, All rights reserved. Usability: Privacy’s Biggest Challenge


https://scholar.google.com/citations?view_op=view_citation&hl=en&user=X57uzqcAAAAJ&cstart=20&pagesize=80&sortby=pubdate&citation_for_view=X57uzqcAAAAJ:nPTYJWkExTIC

Could Computers Also Help Motivate People
to Take Advantage of Privacy Settings?

© Copyright 2022, Norman Sadeh, All rights reserved. Usability: Privacy’s Biggest Challenge 24



Nudging Users: Surprise People with Something That Will
Motivate Them to Pay Attention

#1%) Your location shared with 10 apps Your location shared with 10 apps i2) Your location shared with 10 apps

i ? . . .
Did you know? Number of times your location has been Number of times your location has been
Your location has been shared 5398 shared with each app for the past 14 days. shared with each app for the past 14 days.

imes with Facebook, Groupon, GO
Launcher EX, and 7 other apps for the *

past 14 days.

Google Play services 1603 m Maps 18
Android System 1602 Viber 1
Groupon 1602 f Facebook

Show me more before | make changes
9 Weather & Clock Widget 296 ? Google Search

Let me change my settings e
/3‘

iEep Shauing myfocarion 5 J GO Launcher EX g\g!aocg MyFoodCoach Study

Let me change my settings Let me change my settings
Notitication provided by AppOpe: keep sharing my location keep sharing my location

H. Almuhimedi,F. Schaub, N. Sadeh, I. Adjerid, A Acquisti, J. Gluck, L. Cranor, Y. Agarwal, “Your Location Has
Been Shared 5,398 Times!: A Field Study On Mobile App Privacy Nudging,” ACM CHI 2015.

© Copyright 2022, Norman Sadeh, All rights reserved. Usability: Privacy’s Biggest Challenge




group 1

group 2

group 3

group 4

Nudging Pilot — 3-week study

phase 2: AppOps only
P5 -
P9 1
P10 |
P11 1
P12 1
P14 1
P17 |
P18 1
P19 i
P20 | |
P22 I
P1
P6
P7
P15
P23
P3 I
P4 1
P8 11
P13 | 1
P16
P21
P2

opened AppOps directly M restricted permissions M nudge: opened AppOps

Week 3: Daily Nudges

Week 2: Permission Manager Only

* Permission Manager Helps (week 2)

* Nudges can make a big difference (week 3)
© Copyright 2022, Norman Sadeh, All rights reserved.

phase 3: AppOps + privacy nudges
1
1

| | |
1
] |
|| 1 1l
|
1 1 |
|
1
|
I N | 1
[[[]
1
| 1 |
1
1 | 1 |
1
|
1 1 | 1
M nudge: kept sharing nudge: ignored

Usability: Privacy’s Biggest Challenge
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Could Computers Help People Manage their
Privacy Controls?

Many privacy decisions are repetitive or similar... and tedious

© Copyright 2022, Norman Sadeh, All rights reserved. Usability: Privacy’s Biggest Challenge 27



Privacy Assistants - |

Users with their Clustering of users based on  ggch cluster has an
settings features extracted from their  5550ciated set of
o ) settings recommended privacy
Y |
8 900 O, settings

89900 ) 2%a ©99000)
899 o

ég [>

...... 4 @oseeo
(@00 90 & ($o 000

Even simple solution with small number of clusters achieves high levels of accuracy

B. Liu, M.S. Andersen, F. Schaub, H. Aimuhimedi, S. Zhang, N. Sadeh, A. Acquisti, and Y. Agarwal, "Follow My Recommendations: A Personalized
Assistant for Mobile App Permissions”, SOUPS 2016- US patents 10,956,586

& WUPYIIYLIL VL, INVETTATT OAUuTlH, ALY 1TOTI1 Vou. Uoduiiity. I'1ivduy O DiyycoL viiadiiciiyc —v




Privacy Assistants |l

Generating recommendations rather than automating privacy decisions

“O#eae NE#ve FEREE) O#a
Privacy Assistant Privacy Assistant Privacy Assistant & Contacts
In general, do you feel In general, do you feel Based on your answers, we & indicates recommended Deny
comfortable with Social 9 comfortable with Finance recommend you change some of 3 Google Play services o |
apps accessing your apps accessing your your permission settings. :
Camera? Location? @Gboarc a grant |
‘J\ al apps installed on your phone accessing QYOI P 9 Click the icon to eSstm ul gant
@ Gooaler review your settings
9 and recommendations B Google Contacts Sync grant
Facebook now. i
n \. Phone grant |
.:d Snapchat |
\.GoogJe Dialer o gant |
Q Hangouts grant
NC\I\ Mobile grant |
G Google App grant

MOSTLY NOT MOSTLY MOSTLY NOT MOSTLY
NO SURE OK NO SURE 0K

P e

Vast majority of recommendations accepted by users and kept despite nudges to reconsider
Successfully deployed in Google Play store for several users — rooted Android phones only...

© Copyright 2022, Norman Sadeh, All rights reserved. Usability: Privacy’s Biggest Challenge 29



Why Recommendations?

Agency is a major part of privacy: users should remain in
charge of their decisions...but Al can help them make
these decisions and can help overcome fundamental
usability limitations

Major requirement: the recommendations have to be
understandable and auditable

© Copyright 2022, Norman Sadeh, All rights reserved. Usability: Privacy’s Biggest Challenge 30



Similar Results with Other Privacy Decisions

- Similar results with browser and loT privacy decisions

- The challenge is that access to these privacy settings is
generally not open

- Would need regulation to make this possible...

— ...just think about the number of times you answer the
same cookie questions...

-S. Zhang, Y. Feng, A. Das, L. Bauer, L. Cranor, N. Sadeh, ‘Understanding People’s Privacy Attitudes Towards Video Analytics Technologies’, CMU
Sch. of Comp. Sci. Tech Report, CMU-ISR-20-114.

-Daniel Smullen, Yuanyuan Feng, Shikun (Aerin) Zhang, Norman Sadeh, "The Best of Both Worlds: Mitigating Trade-offs Between Accuracy and User
Burden in Capturing Mobile App Privacy Preferences”, Privacy Enhancing Technologies Symposium (PETS 2020), Sep 2019 [pdf]
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https://privacyassistant.org/media/publications/pets-paper52-2020.pdf

How about the Internet of Things?
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loT: Additional Usability Challenges

THIS AREA IS
UNDER 24

G HOUR VIDEO

, / SURVEILLANCE

© Copyright 2022, Norman Sadeh, All rights reserved.

How likely are you to notice this sign?
Does this include facial recognition?

What about facial expression or scene
recognition?

How long is the data retained?
Do | get to opt in/opt out?
Is this GDPR compliant?

Usability: Privacy’s Biggest Challenge
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In situ study of 123 people over 10 days in the context of their regular day-to-day activities
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Zhang, Y Feng, L Bauer, LF Cranor, A Das, and N Sadeh, "“Did you know this camera tracks your mood?”: Understanding Privacy Expectations and
Preferences in the Age of Video Analytics™, Proceedings on Privacy Enhancing Technologies, 2, 1, Apr 2021 [pdf]
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https://www.petsymposium.org/2021/files/papers/issue2/popets-2021-0028.pdf

Good Luck with this...

QR code for CCPA
compliance at knee
height...

The notice required by the California Consumer Privacy Act, at knee height, at a B8ta outlet in San Francisco. proTOGRAPH: LAURYN
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An loT Privacy Inafrastructure

* Portal to help people publicize the presence and data practices associated with
loT systems, incl. privacy controls (e.g. opt-in/out, deletion, etc.)

* loT Assistant app (Android and iOS) for users to discover nearby loT systems and
their data practices, incl. accessing any available privacy controls

../ - l’}. . Q - e
} Q HIGHL ARG ce 1o gunfre. m
| o). o I £ 6. ttsburg Zone oy Piivaci Ot
ot : o @ 0 Data Collected https://WWW_ iotprivacv_ io

Filter by Data Category

R
R
Q
(C)

)0000 e 2 -
: - Cotecton US Patents 10,956,586 with additional USPTO
{ J i and EPO patents pending
> 28 k J :i Retention Time
e e b Pes,c'i,p"_o',‘ ) - o 5 Who Can Access Data? 4 :
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https://www.iotprivacy.io/

loT Privacy Infrastructure

- The loT Assistant App video
. loT Privacy Infrastructure Overview video
- Hosting nearly 150,000 loT system entries today

A. Das, M. Degeling, D. Smullen, and N. Sadeh, Personalized Privacy Assistants for the Internet of Things, 2018 IEEE Pervasive
Computing: Special Issue - Securing the loT, April 2018

© Copyright 2022, Norman Sadeh, All rights reserved. Usability: Privacy’s Biggest Challenge 37


https://youtu.be/ar4HIY0FePc
https://youtu.be/haiuzC4kfC4
https://privacyassistant.org/media/publications/IEEE_magazine_2018.pdf

Concluding Remarks - |

Privacy is becoming increasingly complex
— Everyone is collecting our data, increasingly complex data

flows
— Smartphones, loT, Al/ML

New regulations have been introduced that are in
great part motivated by these developments (e.g.,

GDPR, CCPA/CPRA)
These regulations are an important step in the right

direction
Yet, in the absence of better technologies, they

make usability even more challenging
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Concluding Remarks - |l

« My collaborators and | have been working on the development of
technologies that aim to mitigate these usability challenges
« Our vision: Privacy Assistants that leverage
- Techniques designed to empower people to take advantage of
more detailed privacy policy disclosures
« Techniques designed to motivate people and assist them with the
management of an increasingly unmanageable number of
privacy decisions
« Using techniques such as AlI/ML or privacy nudges gives rise to
complex ethical issues and requires careful evaluation
« Some of our efforts to help people manage their privacy settings call
for regulations that mandate privacy APlIs - without these APIs

privacy will remain unmanageable.
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The Usable Privacy Policy Project and the
Personalized Privacy Assistant Project involve
collaborations with a number of individuals

More details at:

https://usableprivacy.org
https://privacyassistant.org
https://explore.usableprivacy.org
https://www.iotprivacy.io
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