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Integrating our document tracking
solution, Trakk, with their internal e o
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systems to secure commercial e = |
invoices for customers. < -

We asked CTO Olivier Collon to explain the
rationale and key results for the business.
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*p About TotalEnergies
TotalEnérgies Trdding & Shipping

TotalEnergies Trading & Shipping markets crude oil and
refined products for the TotalEnergies company, ensuring
supply to refineries and subsidiaries worldwide.

The global team of more than 700 employees spans 120 countries, B
charters 2’500 voyages a year and moves 6 million barrels per day.
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Their experienced logistics and safety professionals cover the entire &
oil market supply chain from physical and derivatives trading, risk
management, maritime transport, logistics and supply chain
management, and analysis and forecasting.

They are active in countries with varying geopolitical risk, where they e AN U
often work with new counterparties with whom they must share T g W %
Invoices and payment instructions. o W
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Their Needs

Electronic invoices are vulnerable documents which
can be easily intercepted, altered and changed.

Indeed, invoices are a common target of cyber-fraud with
iInstances of such attacks in the energy sector rising.

TotalEnergies Trading & Shipping wanted to leverage best-in-
class technology to provide customers with more secure invoices,
helping to anticipate and mitigate risk for their business.

An important requirement was that they didn't need to change
the process nor add additional burden to the operators, which
would cause them to lose time.

They wanted a simple process, that could be applied the same
way for all their entities, and which would require no change
management.
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"Our main goal was transparency for

the business, to ensure that our
customers receive only genuine
iInformation from us.

We also wanted a simple process that
could be scaled-up and implemented
by all TotalEnergies Trading &
Shipping entities.”

Olivier Collon, CTO
TotalEnergies Trading & Shipping




Securing The
Invoicing Process

TotalEnergies Trading & Shipping integrated
Trakk with their internal invoicing system
through a project supported by Komgo's
Professional Services team.

A more bespoke component of this integration was that
invoices would be hashed locally (within their system) so
that only the hash of the document would be sent to
Trakk for inclusion in the ledger.

The implementation leveraged on Komgo's open API
architecture to deliver a user-friendly and scalable
solution which was integrated to their existing invoicing
system, ensuring that users didn't need to change their
habits or take on any additional tasks / workload.
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An operator raises a commercial The invoice is issued by the invoicing

invoice in their system. system, and is sent to the client via
email.

InVOICIng —— Invoice Email

System

The invoice is hashed locally, the hash is digitally
signed and published on the Trakk ledger without
user intervention.

The hash is a unique identifier which links a specific
document to a specific company / user.

The client receives the invoice, and can Client
verify it on the TotalEnergies Trading &
Shipping website or via plug-in for Outlook.

Verifying a document confirms the origin
(who has registered the document) and the
content (genuine information which has not
been changed or altered).
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TOTSA TOTALENERGIES TRADING SA Trading SA

Komgo's Trakk solution delivers secure digital
documents which can be exchanged between N
multiple parties via email or other electronic T T T ——

mentioned in an invoice are different from the ones entered in your systems, CHECK with our Treasury !

m e q n s ° For any query about this invoice, please contact Nathalie Charon

ORIGINAL INVOICEn® E

References

It ensures the origin, authenticity and accuracy of a -

document, and generates a clear audit trail of actions vor -coo

performed against it — which all parties can see in real- pisport

Quality
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Quantity

time. Amount

Total Amount payable by M« ' Trading SA
In words : US

Trakk is powered by Komgo's trusted digital network,
where all actors (firms and individuals) have been ——
onboarded and assigned a verified digital identity. - I il

V.A.T. Summary -

This ensures that any action registered on a document Comn Tosnur ficient SWIT prosssingand s rcsits of e paymen, s o

reference.

is linked to both the company and the individual
authorised to perform the action.

TOTSA TOTALENERGIES TRADING SA

World Trade Center 1 - 10, route de I'Adroport

Case Postale 276 - CH-1215 Genéve 15 Aéroport

Tél: + 412271011 12 - Fax: +41227101110
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Feedback and Results

Through a fast and easy to manage
implementation, TotalEnergies Trading &
Shipping has achieved their primary objective
in terms of securing the majority of invoices
leaving the business.

They also wanted to make it as easy as possible for
their customers to verify those invoices: verification is
an important step for counterparties to ensure that the
iInformation communicated through the invoices is
genuine.

To support the verification process for their customers,
TotalEnergies Trading & Shipping have installed a Trakk
widget on their website where anyone can verify their
invoices via simple drag and drop. No onboarding nor
login is required, making the process accessible to all.
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Testimonial

"Overall, it was very satisfying to work with Komgo's Professional
Services team.

The implementation was very straight-forward. The resulting time to
production was as short as possible, and there was no training of
users required.

For the users in charge of invoicing, they follow exactly the same
process as they did before. There's no additional time burden on
their side, and the change management is zero.”

Olivier Collon, CTO
TotalEnergies Trading & Shipping
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Request A Consultation

To learn what Komgo can do f
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https://www.komgo.io/demo-request

