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1

Internet shutdowns are state-enforced 
disruptions of internet access aimed at 

disruptions include a complete blockage, 
a reduction in speed, or content blockage, 
and can be enforced over a couple of hours 
or over many months and may take place in 
a particular locality or throughout an entire 
state. They may also be a part of a more 
structural and complete communication 
blockage. It is not uncommon for governments 
to misuse internet shutdowns under the 
guise of protecting public order and national 
security in order to silence critical voices. The 
use of internet shutdowns has proliferated 
over the entire globe, but nowhere has the 
internet been shut down more often than in 
India. 

This report examines the relationship 
between internet shutdowns and challenges 
to the work of human rights defenders in 

then goes on to examine other shutdowns 
in India (particularly those put in place in 
response to public protests or unrest). The 
analysis for this report is based on desk 

with human rights defenders from across 11 
states in India. 

shutdowns have turned into an often-
used tool that the government relies upon 
in order to silence dissent and limit the 
rights to freedom of press and expression 
under the guise of “maintaining law and 
order.” Lawyers, journalists, activists, and 
civil society actors have been immensely 
impacted by the consequential loss of the 
means and resources to carry out their 
professional activities during shutdowns. 

to access legal research to defend their 
clients and judges were left without access 

journalists and civil society actors were 
unable to report on any human rights abuses 
that took place during protests and on the 
physical lockdown of Kashmir by both state 
and nonstate actors. Further, this report 

worded regulations to proliferate their use 
of internet shutdowns, despite the fact that 
the Indian courts have on several occasions 
called on the government to limit its use 
of shutdowns and demanded that they only 
be put in place following a legally sound 
procedure that respects the rights of citizens 
to privacy, speech, and expression. 

The report concludes with a set of 
recommendations for the government 
of India, the international community, 
and civil society actors. Particularly, for 
the government of India, reviewing the 
rules surrounding internet shutdowns and 
permitting greater judicial oversight of 

rolling back the increasing tide of internet 
shutdowns in the country. Unless some of 
the recommendations from the report are 
adopted, not only will the internet not be 
free in India, but any ruling administration 
in the future will be able to use shutdowns 
as a means to silence dissent, challenge the 
rule of law, and violate the individual rights 
of citizens. 



“an intentional disruption of internet or 
electronic communications, rendering 

location, often to exert control over the 
1 Put it more simply, 

an internet shutdown, which is typically 
ordered by the government, can be likened 
to an “internet kill switch,”2 a “network 
disruption,” a “blackout,”3 or the imposition 
of a “virtual curfew, often to control the 

4

Internet shutdowns take place at the 
national, state, and local levels in India as 

1  Deji Olukotun & Peter Micek, No y.com/more internet shutdowns! Let’s #KeepItOn, Mar. 30, 2016, 12:50 
PM), https://www.accessnow.org/no-internet-shutdowns-lets-keepiton/; #KeepItOn: Frequently Asked Questions, 

https://www.accessnow.org/keepiton-faq/
Policy Brief: Internet Shutdowns, Dec. 18, 2019), 

The Anatomy of Internet Shutdowns – I (Of Kill Switches and Legal Vacuums),
Aug. 29, 2015), 

of-kill-switches-and-legal-vacuums/.  
3  Olukotun & Micek, supra note 1.  
4  Ritu Srivastava, Anatomy of Virtual Curfews: Human Rights vs. National Security, 

5  Darrell M. West, Internet shutdowns cost countries $2.4 billion last year, 
Oct. 2016), ; 

Internet Shutdowns in 2016, https://cis-india.org/internet-

6  Darrell M. West, Internet shutdowns cost countries $2.4 billion last year, 
Oct. 2016),

Kashmir’s Internet Siege, https://jkccs.net/report-kashmirs-internet-siege/assets/
Kashmirs-Internet-Siege-18MB.pdf

See, J&K adds 1,000 more websites to internet whitelist: Here are all 1,485 URLs,
), . 

See, Myanmar junta builds 
‘walled garden’ of internet services, Apr. 28, 2021), 

. 

a tool to silence critics and impede the right 
to access information. There can be blanket 

mobile internet or to the entire internet 
(both mobile internet and broadband/

5 Internet shutdowns can also include 
the “blacklisting” of websites prohibiting 
access to them, the intentional throttling 
of internet speeds (such as reduction 

blocking (including the temporary blocking 
6 As happened in 

shutdowns can take the form of a complete 
telecommunications blockade, in which 



the internet are all shut down.7

In addition, there have been reports of 

internet is restricted based on a verbal order 
(not prescribed by law)8 by using signal jammers 
to block communications in a certain area9 or 
by throttling internet speed.10 These kinds of 
state actions have not been litigated before 
courts because victims often lack adequate 
information concerning the throttling to be able 

2019), https://internetfreedom.in/recap-part-i-kashmir-communication-shutdown-and-movement-restrictions-cases/.
, Dec. 19, 

2017), . See also,

10

See, Ishwar Ashish, Citizenship Act: Police lock 
toilets, snatch blankets to remove women from protest, , https://www.amarujala.com/lucknow/
protest-against-caa-and-nrc-in-ghanta-ghar-in-lucknow.   

11  Ravi Krishnani, India: The world leader in internet shutdowns https://edition.cnn.
com/2019/12/14/opinions/india-world-leader-in-internet-shutdowns/index.html Why India shuts the internet 
more than any other democracy .

12 , https://www.accessnow.
.  

13  Bansari Kamdar, Dec. 20, 2019), 
. 

14 India’s Shutdown Numbers, https://internetshutdowns.in/

India has often been referred to as the internet 
shutdown capital of the world.11 According to 

shutdowns in the world, which means that over 

happened in one country.12

the documented incidents, and some estimate 
that the actual number could be even greater.13

14

Figure 1



Council passed a resolution unequivocally 
condemning internet shutdowns as a violation 
of international human rights law, calling upon 
all states to “refrain from and cease” such 
measures.15

be protected online, in accordance with Article 
19 of the International Covenant on Civil and 
Political Rights (ICCPR) pertaining to the right 
to freedom of expression.16 

various treaty obligations, internet shutdowns 
are on the rise in India, signaling a rise in digital 
censorship in the world’s biggest democracy.17 
Existing research on internet shutdowns in India 
has focused on their broad economic cost18 and 
their humanitarian, social, and psychological19 

20 This 
report expands the canvass by examining 
the impact of internet shutdowns on human 
rights defenders (HRDs) and on their work 
across India.21 The report contextualizes their 
experiences within the existing legal and political 
environment in order to understand whether 
shutdowns are being legitimately enacted to 
address “public emergency or public safety”22 or 
are being overused to silence dissent, challenge 

15
dissemination of information online in violation of international human rights law and calls on all States to refrain from and 

16 supra note 15 clause 1.”
17  Steven Feldstein, 

18   Rajat Kathuria et al., The Anatomy of an Internet Blackout: Measuring the Economic Impact of Internet Shutdowns in India, 
Apr. 2018), 

. 
19 Internet Shutdown Stories, https://cis-india.org/internet-

; Zothan Mawii et al., Kept in the Dark: Social and Psychological Impact of Network 
Shutdowns in India, . 

20  See generally, Kashmir’s Internet Siege https://jkccs.net/report-
kashmirs-internet-siege/assets/Kashmirs-Internet-Siege-18MB.pdf. See also, Those Unspoken Thoughts: A Study 
of Censorship and Media Freedom in Manipur, India, https://ooni.org/post/2020-those-unspoken-thoughts-otf-fellow-
report/ Of Sieges and Shutdowns: How unreliable mobile networks and intentional Internet 

, ),  
.

21 who, individually or with others, act to promote or protect human rights in a 
peaceful manner”
large. See https://www.ohchr.org/en/issues/srhrdefenders/pages/defender.aspx

22
th August, 2017, 

the work of human rights defenders, and limit 
the capability of institutions to deliver justice. 

repercussions of internet shutdowns on respect 
for the rule of law and on the ability of civil 

protecting and promoting human rights. In 
severe cases like the Kashmir shutdown, 
which lasted over a year, the entire human 
rights community was left without means to 
communicate with each other or the outside 
world. Because of the internet shutdown, the 
ability to collect and share evidence of human 
rights abuses was all but eliminated, leaving 
many victims without access to justice. Also, 
in Kashmir, once the internet shutdown was 
enforced, journalists were left without the 
ability to fact-check governmental statements, 

only source of information.

In more practical terms, the day-to-day 
operation of the judiciary was also impacted by 
the shutdowns. In some instances, online court 
dockets were no longer operational, presenting 
challenges to the functioning of the entire 
court system. In other instances, lawyers were 
unable to prepare for their cases due to lack of 
electricity: many electricity providers require 



online payments which could not be made 
during shutdowns. In addition, lawyers whose 
power had been cut were unable to prepare for 
their cases. 

exist even when an internet shutdown is lifted, 
even after a short period of time. Though 

shutdowns have been used for shorter periods in 
other parts of the country. Extended shutdowns 
pose extreme challenges to the human rights 
community, as will be discussed below, but 
short shutdown orders create a false sense of 
normalcy once the internet is restored while 
the underlying legal structure remains. 
The methodology used for this report included 
performing desk research, reviewing news 
reports and court orders, and conducting 
interviews with HRDs across India. 
interviews were conducted with HRDs from 11 
states; namely, Assam, Bihar, Delhi, Jammu 
and Kashmir, Karnataka, Meghalaya, Punjab, 

Bengal, all of which had been directly impacted 
by an internet shutdown between January and 

The interviews aimed to understand how 
the internet shutdown impacted the work of 
HRDs by asking them a number of questions, 
including whether they believed shutdowns 
were legally authorized and whether they 
considered challenging them in court. Further, 
the respondents were asked about whether 
they believed there were any legal standards 
that govern a shutdown and whether those 

the respondents were asked about potential 
alternatives that have been used or could be 
used to mobilize civil society and whether they 
had any suggestions about how to frame a more 
reasonable internet shutdown policy in India.

persons were applied during the research, 
including anonymizing interview sources in 
the report. Multiple respondents preferred to 

23  See, (
2021) 
article37525050.ece. 

needed, an alias (indicated with an asterisk) has 
been used to protect respondents’ identities. 

the issue of internet shutdown is in India and 

to the freedom of expression. Further, the 
COVID-19 pandemic made in-person interviews 
impossible, requiring them to be conducted 
over the phone or via email. 

The interviews were supplemented by secondary 
research, including a review of the relevant 
literature and news reports concerning the 

Researchers relied on newspaper reporting of 
the shutdown orders and their extensions in 
instances where these were not made public or 
recorded by the central government.23 

and III detail the political and legal context for 
internet shutdowns, describing the regulatory 
framework used by state actors to clamp down 
on dissidents. In section IV, the report focuses 
on the impact of shutdowns on HRDs in Kashmir, 
and in section V the report examines the 
shutdowns put in place in response to protest 

challenges posed to human rights defenders in 
the aftermath of a shutdown: for example, in 
almost every case of a shutdown, journalists 
were unable to report stories, news outlets were 
forced to shut down, and lawyers were unable 
to speak with their imprisoned clients. The 

with its own information, which could not be 

VII and VIII examine these conditions and ask 
the question of whether a “reasonable” internet 
shutdown policy is possible. The report concludes 
with a proposed set of recommendations tailored 
to various stakeholders.



country in the world. The number and duration of these shutdowns have increased and they 

24

24 India’s Shutdown Numbers, supra note 14.  

Figure 2. The Countries Shutting Down the Internet the Most via Forbes, 
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Figure 3

Figure 4. The number of days the days the internet has been shut down 
each year 
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As demonstrated above,25 the pattern of 
internet shutdowns has changed over the years. 
Internet shutdowns, which were initially limited 
to Jammu and Kashmir, have increasingly been 
used as a tool by state governments to deal with 
communal tension,26 protests,27 and law and 
order issues.28

tracker, internet shutdowns have, up to the 

of all Indian states;29 the internet was even 
restricted in the capital city of Delhi.30 There 
has been an increase in shutdowns since the 

25 In charts: India shut down the internet more than 100 times in 2019, Dec. 27, 2019 6:30 
AM), https://scroll.in/article/947880/in-charts-india-shut-down-the-internet-than-100-times-in-2019; see also supra text 

26  For instance, the internet was suspended in parts of Rajasthan’s Baran district on April 11, 2021, as a result of communal 
See, Communal Violence in Baran in Rajasthan; curfew clamped; internet suspended, 

Apr. 11, 2021 10:26 PM), 
curfew-clamped-internet-suspended/articleshow/82019450.cms; Sonia Faleiro, How India became the world’s leader in internet 
shutdowns, Aug. 19, 2020), 

.
27

protests in 2021. See, India protests: Internet cuts to hunger-striking farmers in Delhi, ), 
co.uk/news/world-asia-india-55872480 et al., India Adopts the Tactic of Authoritarians: Shutting Down the 
Internet, Dec. 20, 2019), 
html.

28 See India’s internet shutdowns function like ‘invisibility cloaks’, https://www.dw.com/en/indias-

29  India has 28 states and 8 union territories. See, States and Union Territories, https://knowindia.gov.in/states-uts/ 
see also supra

30  Amid Nationwide Anti-CAA Stir, Internet Suspended for 45 Hrs in Major Cities of UP; Services Hit in Bengal, Dec. 20, 
2019, 5:29 PM), https://www.news18.com/news/india/amid-nationwide-anti-caa-stir-internet-suspended-for-45-hrs-in-major-

. 
31  Vindu Goel, India Proposes Chinese-Style Internet Censorship, ), 

Amazon. Now, the government is tightening rules on content., Mar. 14, 2021, 5:47 AM), https://www.
. 

32  Digital India, Introduction, https://www.digitalindia.gov.in/content/introduction
33  Romita Saluja, Internet Shutdowns Leave Indians Struggling with Everyday Life, 

PM), ; Douglas Broom, 
Coronavirus has exposed the digital divide like never before, Apr. 22, 2020),  https://www.

. See 
also, Vrinda Bhandari, Improving internet connectivity during Covid-19, Aug. 2020), https://

. 
34 Freedom of Expression on the Internet, Dec. 15, 

2011) . For an account of how protesting farmers around the Delhi 
Internet Shutdowns Amplifying Fake 

News, Rumours: Farmers & Experts, ), 
. 

The rise in internet shutdowns comes amidst 
rising concerns of digital authoritarianism and 
deterioration of press freedoms in India.31

These realities stand in deep contrast with 
the government’s “Digital India” initiative, 
which places technology and the internet 
at the heart of governance and a “digitally 
empowered society,” following the vision of 
increased digital accessibility.32 The internet, as 
acknowledged in the Digital India initiative, is 
essential for communication and for the health, 
education, legal, and banking sectors. During the 
COVID-19 pandemic, the importance of digital 
accessibility was further recognized.33

the internet, freedom of expression, the ability 
to communicate, and access to crucial public 
health information  are all directly impacted.34
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Documenting government actions and the ability 
35 

Access to health services has also been severely 
impeded,36 while simultaneously imposing a 
psychological cost on people.37

to pay fees, apply for visas, and write exams 
without access to the internet.38 

39

40 These costs primarily impact 
telecommunication companies, e-commerce 
and freelance businesses, tourism, IT services, 
press and the media, and internet-based cab/
delivery services.41

especially in places where their public presence 
is restricted.42 A writer and feminist activist from 
Kashmir who wrote a personal account of the 

35 Shutting Down the Internet to Shut Up Critics, https://www.hrw.org/world-
; Sushovan Sircar, Internet Shutdowns Amplifying Fake News, Rumours: Farmers & 

Experts, ), 
. 

36
right to health and doctors’ right to information. For further information, see Ramani V. Atkuri et al., Rapid Response to: 
Indian doctors’ leaders demand national law to reduce violence in hospitals, ), 

Kashmir Shutdown Raises Healthcare Concerns, 
30, 2019, 9:01 PM), https://www.hrw.org/news/2019/08/30/kashmir-shutdown-raises-healthcare-concerns. The health 

See, Kashmir Mental Health 
Survey, , 

.  
37  Saluja, supra note 33. 
38  Tora Agarwala, , 

Dec. 21, 2019, 4:52 PM), https://indianexpress.com/article/north-east-india/assam/caa-protests-assam-realises-internet-
is-much-more-than-social-media-6177897/. See also

their visa application, due to the internet shutdown, and its eventual rejection [I don’t think a rejection is associated with 

further studies. See also,

39  Kathuria et al., supra note 18; see also supra .  
40

regions. See, Samuel Woodhams & Simon Migliano, The Global Cost of Internet Shutdowns in 2020, ), 
https://www.top10vpn.com/cost-of-internet-shutdowns/2020/. See also, Samreen Ahmad, Global cost of internet shutdowns 
$4 bn in 2020, India share at 70%: report

. 
41  Kathuria et al., supra note 18.
42  See, The New Normal of Living with No Internet in Kashmir, ), https://

feminisminindia.com/2017/06/06/living-no-internet-kashmir/. see also supra 
43 supra note 42.

impact of the internet shutdown in Kashmir in 

of women are already restricted in terms of 

diminishes the boundaries on such participation 

many women happens to be social media. I, like 
many other women, would wait for some male 
member from the house to return and bring an 
update on what was happening outside.”43 



The legal framework governing India’s right 
to control the internet is characterized by 
various complicated regulations and rules. 
India’s constitution guarantees the right to 
freedom of speech and expression under 
Article 19. The government can only impose 
limitations on this right “in the interests of 
the sovereignty and integrity of India, the 

or morality…”44 Even so, the way in which 
the rules and regulations governing internet 
shutdowns have been written and enforced 
has greatly limited the ability of citizens to 
exercise their right of free speech.

It is important to remember that while the 
government orders the shutdowns, it is 
often privately owned telecommunications 

the Indian government allowed for private 
companies to enter the telecommunications 
market.45

include Reliance Communications, Airtel, 
and Vodafone among others.46 Despite 
being private companies, these service 
providers “often bear the responsibility of 
executing government orders to shutdown 
communications,” as they must “take 
all steps and provide all facilities, when 
asked, to enable the government to carry 

44  Constitution of India, Art. 19.  
45 Forbes India, 

restrictive-policies/. 
46   Id.
47  Srivastava, supra note 4 at 7. 
48 Id.
49  TSP Rules, supra note 22, at Rules 1 & 2.
50  Indian Telegraph Act, 1951, Sec. 5. 

out interception of communications.”47

Additionally, due to national security 
limitations, “it is challenging for telecom 
operators to discuss in public the 
implementation” of shutdown requests from 
certain governments.”48

Internet shutdowns are regulated under the 

Telecom Suspension Rules or TSRs), 
which authorizes the central or state 
government to direct—by means of a written 
and reasoned order—the suspension of 
telecom services “due to public emergency” 
or the needs of “public safety.”49

safety,” but reading them in conjunction 

can reasonably be deduced that interception 
of communication is permitted only when 
the interests of sovereignty, the integrity of 
India or security of the state, relations with 
foreign states, public order, or preventing the 

50

A plain reading of the law demonstrates 
that simple law and order concerns are not 

the internet, yet law and order has been 
used by the government pretextually to 
justify its internet shutdowns in the recent 
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past. The government’s shutdown orders are 
to be forwarded to a government-constituted 
three-member Executive Review Committee 

the Telegraph Act.51 However, even in the case 
of non-compliance, the Review Committee has 
no power to set aside the government’s orders 
directing an internet shutdown.52 Each internet 

although there is no cap on the total duration 
of an internet shutdown.53 The constitutionality 

Gauhati High Court in Assam, but no substantive 
hearing has taken place on the issue thus far.54

Prior to the promulgation of the Telecom 

around the applicable legal basis for ordering 
an internet shutdown. In the absence of any 
express power, governments primarily resorted 
to policing powers under the Criminal Procedure 
Code, along with other central legislation to 
suspend internet services.55

there has been an increase in internet shutdowns 

seen from the rising number of shutdowns at 

that has emerged is that internet shutdown 
orders are often accompanied by the issuance 
of standard prohibitory orders under section 

CrPC
which impose restrictions on the movement 

51  Id
52  Id
53 th 

. 
54 See also Anti-CAA Stir: 

Gauhati HC Asks Assam Govt to Restore Internet Services, Dec. 19, 2019), https://www.india.com/news/india/anti-
.

55

See, The Legal Disconnect: An Analysis of India’s Internet 
Shutdown Laws 2018). 

56  ,  
57  Id. at para. 26.
58  Id. at para. 28. 
59  Faheema Shirin R.K. v State of Kerala

60  , supra note 56.
61  Id.

of people and on public gatherings to prevent 
“obstruction, annoyance or injury to any person 
lawfully employed, or danger to human life, 
health or safety, or a disturbance of the public 

56

The legal framework for the suspension of internet 

Anuradha Bhasin v 
Union of India & Ors. declared that the right to 
freedom of speech and expression under Article 
19(1)(a) of the Constitution, and the right to 
carry on any trade or business under 19(1)(g) of 
the Constitution, “using the medium of internet 

57 The Court 
made it clear that it was not expressing any view 
on whether the right to access the internet was 
an independent fundamental right,58 although 
the Kerala High Court previously ruled on this 
issue, stating that “the right to have access to 
Internet becomes the part of right to education 
as well as right to privacy under  of 
the Constitution of India.”59

Court directed the proactive publication of 
internet shutdown orders by the government 
and periodic review of these orders by the 
Review Committee.60

be disproportionate, and directed the 
government to review all internet shutdown 
orders.61



shutdown, leading some lawyers to term the 
judgment a “missed opportunity.”62

for proactive publication was a positive step 
towards transparency and accountability in 
an environment in which many shutdown 
orders relied on “deniability,” meaning 

that such orders were not issued from their 
63 However, right to information 

in India disclose that some states have 
failed to comply with the judgment of the 

Anuradha Bhasin, citing 
certain security-related exceptions.64 

62  See Generally Jammu & Kashmir Internet Restrictions Cases: A Missed Opportunity to 
, 9 

63

Kashmir’s Internet 
Siege https://jkccs.net/report-kashmirs-internet-siege/assets/Kashmirs-Internet-Siege-18MB.pdf

claiming certain exemptions. See, No More Shutdowns, 
counting. 

64  See, RTI responses from Andhra Pradesh and Gujarat show compliance failure with the Anuradha Bhasin Internet Shutdown 
Decision, ), https://internetfreedom.in/rti-responses-from-andhra-pradesh-

. See also, 6 months after 
Anuradha Bhasin v. UoI, state governments are still not publishing internet shutdown orders #KeepUsOnline, 

. 



“

“

Dear Customer, 
As per the Government 
instructions, the internet 
services have been 
temporarily stopped 
in your area.    65

This was the text message reportedly 
received by the residents of Jammu 

communications blockade was imposed 
on the entire region, one day prior to 
the bifurcation of the state of Jammu 
and Kashmir into the Union Territory of 
Jammu and Kashmir and Ladakh.66 On the 

65  Krishnani, supra note 11. 
66

See, Article 370: What happened with 
Kashmir and why it matters, Aug. 6, 2019), .

67 et al., India Revokes Kashmir’s Special Status, Raising Fear of Unrest, Aug. 5, 2019), 
. See also, Interview with BI, 

68
10, 2019) https://indianexpress.com/article/india/jammu-kashmir-petition-in-supreme-court-seeking-removal-of-
restrictions-on-media-5894745/. 

69 Kashmir’s Internet Siege https://jkccs.net/
report-kashmirs-internet-siege/assets/Kashmirs-Internet-Siege-18MB.pdf. See also, Arshi Aggarwal, Kashmir: Eid 
passes peacefully barring stray incidents, says Govt, Aug. 12, 2019), 

.

communications blackout was imposed—no 

texts could be sent, mobile and broadband 
internet was shut down, the postal services 
stopped functioning, and many cable TV 

67

were available in the public domain.68 There 
was no clarity on when any of these services 
would be resumed. In addition, the entire 
region was placed under a curfew involving 
the heavy deployment of security and police 
forces and placement of concertina wires, 
and top political leaders, activists, and even 
the president of the Jammu and Kashmir Bar 
Association were detained.69 Kashmir was 
cast into an “information black hole that 



unfolding.”70 

Jammu and Kashmir has experienced several 
internet shutdowns and digital curfews. Of the 

71 In 

Kashmir Valley for around four years, with the 

72

and the eruption of simultaneous protests, post-
paid and pre-paid mobile internet services were 
suspended for four to six months as a preventive 
measure to avoid any disruptions of law and 
order and to control rumormongering.73 Phone 
services were also suspended for a shorter 
period, although the broadband services of 
the state-owned telecommunications service 

74 mostly functioned throughout 
this period.75 

70 et al., India Revokes Kashmir’s Special Status, Raising Fear of Unrest, Aug. 5, 2019), https://

Time 
morning, Indian Home Minister Amit Shah announced to Parliament that the Indian government would strip their state of the 

Aug. 7, 2019), https://time.com/5646005/
inside-kashmir-communication-shutdown.

71  India’s Shutdown Numbers, supra note 14. 
72

See Betwa Sharma, By the time Kashmir lifted its texting ban, Kashmiris 
had moved on to WhatsApp, ), 
kashmiris-had-moved-on-to-whatsapp/; Shuja ul Haq, Government lifts ban on SMSes in Kashmir after 4 years, 

), 
. 

73  
See,

, 
pdf. See also, Prepaid mobile internet services restored in Kashmir after six months, ), https://scroll.in/

.
74
75  

2017).
76  Shah, supra note 70; see also supra
77  Kashmir’s Internet Siege, supra note 6 at 85.
78  India restores internet in Kashmir, with conditions, Mar. 5, 2020), https://www.dw.com/en/india-restores-internet-access-

in-kashmir-with-conditions/a-52643554. See, J&K: Restrictions on high-speed internet extended till March 4, authorities 
whitelist 1,674 websites, , 1:27 PM), https://scroll.in/latest/954257/j-k-restrictions-on-high-speed-

79  India restoring fast mobile internet in Kashmir after 18 months, ), https://www.reuters.com/
.

rd such shutdown in 
Kashmir that year,76 was much bigger in scale and 
nature than anything Kashmiris had experienced 
in the past.77 The internet shutdown in Jammu 

whitelisting of websites at the beginning of 
78 However, even after that, access 

to mobile internet continued to be restricted to 

was instituted during the COVID-19 pandemic, 
at a time when it was imperative to ensure 
access to online information. The suspension 
or restriction of high-speed mobile internet in 

79

promotion and protection of the right to freedom 

Procedures mandates termed the communications 
blackout in Jammu and Kashmir “a form of 
collective punishment of the people of Jammu and 
Kashmir, without even a pretext of a precipitating 



80

shutdown. According to a Kashmiri journalist 

was “wide-ranging, massive and indiscriminate”; 
and was a “collective punishment” imposed on 
all the people of Jammu and Kashmir to “tire” 
them out. It was not just an internet shutdown, 
but an “information clampdown” designed to stop 
information about human rights violations from 
being reported.81 

preceded by a huge military buildup. Landlines 
and the state-owned broadband services were 
shut down, and the curfews were much stricter. 

impeded access to health82 and emergency83 

rumormongering and its misuse by “anti-national 
elements”84—meant that people could not access 
OTPs (one-time passwords) on their phones, which 
are often necessary for online payments and 

80 , 
Aug. 22, 2019), https://www.ohchr.org/en/press-releases/2019/08/un-rights-experts-urge-india-end-

communications-shutdown-kashmir. 
81

82
health services due to the internet shutdown resulted in the deterioration or even death of patients. See, Anxiety 

Aug. 7, 2019, 2:43 
PM), https://time.com/5646005/inside-kashmir-communication-shutdown/ In Srinagar lockdown, how a reporter 
got news of his sister’s miscarriage, Aug. 29, 2019, 7:19 AM), https://indianexpress.com/article/opinion/

.
83

See, Fahad Shah, 
communications blackout, Aug. 25, 2019, 4:01 PM), https://www.scmp.com/news/asia/south-

In Srinagar lockdown, 
how a reporter got news of his sister’s miscarriage,  Aug. 29, 2019, 7:19 AM), https://indianexpress.com/

. See also, 
The Kashmir Walla, 

84  Dec. 10, 2019, 5:43 PM), https://

sectors/articleshow/72458385.cms.   
85  Suspension note 84; see also supra

at 76.
86  See No web, no jobs: Kashmiris board the ‘Internet Express,’ ),  https://www.reuters.com/

; Aakash Hassan, Internet express: On the Train That Takes Kashmiris Online for 
a Few Hours Each Day, Dec. 15, 2019, 3:29 PM), https://www.news18.com/news/india/internet-express-a-train-that-

.    

applications.85

when broadband was resumed in Jammu (but not 
Kashmir), hundreds of Kashmiris would take the 
train—dubbed the “Internet Express”—to Banihal, 
a town in Jammu, to line up at the cybercafes that 
provided access to internet services.86

The internet shutdown imposed other social, 
psychological, and humanitarian costs on the 
people of Kashmir, impacted their livelihoods, and 
limited the ability of HRDs to engage in their work 
during a crisis situation that especially required 
them to take action. 

The internet blockade not only impacted average 
citizens, but it also had a severe impact on the 
increasing number of HRDs and community leaders 
being detained by the governmental authorities. 
This impact was felt acutely by a Kashmiri lawyer 
and activist, Amir, who was interviewed for this 
report. A member of Amir’s family was in detention 

prisoners were moved to jails outside Jammu 
and Kashmir. However, because of the “curfewed 



lockdown” and the feeling of “complete disconnect 
from the rest of the world,” Amir was unable to 
obtain any information about the whereabouts of 
his family member, get in touch with them, or go 
to the jail where they had been held in detention 
up to that point. 

It was only after a couple of months of “anxiety” 

going to Delhi that Amir learned that his family 
member had been moved to a prison in Uttar 
Pradesh. Amir pointed out, however, that many 
detained activists lack political connections and 
that they may die in prison, where their “stories 
die with them.”87

information, he discovered that his family could 
only speak to their detained relative using a 
landline set up by the district administration or 
the local police, as neither his family nor most 
people in his village owned a landline. Amir viewed 
landlines as a “privilege of the elite.” The number 
of estimated landlines in Jammu and Kashmir is 

million mobile subscribers.88 

This meant that people, such as one of Amir’s 
parents, had to start queueing at the local police 

87
88 Kashmir’s Internet Siege https://jkccs.net/report-kashmirs-

internet-siege/assets/Kashmirs-Internet-Siege-18MB.pdf. See also, BSNL landline turns lifeline for 
communication-starved Kashmiris, Aug. 26, 2019), 

. In fact, newspaper reports 

See, Sindhu Hariharan, 

.  
89

see also supra 
90  Interview with Amir, supra note 87.
91 See 

also The Indian Government Insists All Is Well in Kashmir. But As the Communications Shutdown Continues, 
Its Citizens Are Struggling to Reach the Outside World, Aug. 23, 2019, 12:26 PM), https://time.com/5659671/kashmir-
indian-government/

92 supra note 89.

only a few minutes.89 The fact that conversations 
had to take place in a police station meant that 
discussing any sensitive information concerning 
their legal defense was almost impossible. Amir 
summed up his experience with an Urdu couplet, 
“Jis haal mein jeena mushkil hai, us haal mein 
jeena laazim hai” (“the state in which it is 

live”).90 
impact on the right to freedom of expression, 
but it also impacts the right to a fair trial and 
to due process for those facing criminal charges. 
The secretive movement of Kashmiri detainees to 

family or lawyers to visit those prisons, along with 
the monitoring of phone calls made or received by 
the detainee, all create an environment in which 
the detainee cannot properly mount a criminal 
defense, rendering their right to a fair trial null 
and void. 

During the initial months of the communications 
blockade, the only persons who could access any 
phone were those with some connection to high-

91 The information blackout also led 

Delhi in order to understand the reality on the 
ground as best as he could from outside Kashmir.92

only information coming out of Kashmir—whether 
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about the scale of the arrests and detentions, the 
curtailment of civil liberties, or stories of police 
excesses—came from human sources outside India. 
Given the high level of risk, the threat of detention 
and/or physical surveillance, and the fear of online 
communications being monitored, people were 
“paranoid” and did not feel comfortable speaking 
on the phone. For all these reasons, Beg decided 
to travel to India and meet people in person to 
document human rights violations.93 

The internet blockade in Jammu and Kashmir did 
not take place in isolation. It was accompanied 
by a physical blockade as the result of orders 

movement of people and public gatherings as a 
preventive measure to avoid violence.94 

stated that the physical lockdown (a “de facto 
curfew”), combined with the internet blackout 
and severe restrictions on movement meant that 
her paper (the Kashmir Times

necessarily requires news gathering by reporters 
travelling across the Valley and unhindered 

 95 Even 
after October 11, only a “truncated copy” of 

services completely shut down) and its online 
news website was “frozen.”96 

Online publications, which had no alternative 
means of publishing, were hit even harder.97 

93  Id.
94  , supra note 56 at 4.
95  Id. at 149 
96  Id.
97  Shah, supra note 70. 
98  Maria Bustillos, How one Kashmiri magazine survived a press crackdown, ), https://

99  , . 
100 supra note 81.
101  Id.
102  Zafar Aafaq, We may have to shut down permanently’: Online Media In Kashmir Has Come to a Grinding Halt, 

Oct. 2, 2019), 
.  

103  Bustillos, supra note 98.

Kashmir Walla magazine put it:

government abrogated the special status of 
Kashmir and imposed a clampdown with no 
communications, our whole organization 
came to a halt. Our internet audience 
went to zero, and we couldn’t update our 

money we had.”98

Free Press Kashmir, 
a weekly published from Kashmir, on Press 

“forced closure,” the editor stated:

the internet shutdown, on which our output 
depends, and because the ads have stopped 

on the state for revenue. Our primary source 
of income is the online private adverts, 
which have dried up completely.” 99

The shutdown caused both direct and indirect 
censorship. There was no local audience for 
Kashmir-focused publications; in addition, the 

100 The indirect 
censorship arose because the publications’ 
“economic and revenue model…shattered” 
when all of the advertisers stopped running 
ads.101 Many newspapers rely on government 
advertisements as a source of revenue,102 but 
digital media does not have similar sources, 
forcing many of them to move to subscription-
based models.103
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unable to collect information as they otherwise 
would have. Due to the imposition of emergency 
provisions, roadblocks, and travel restrictions, 
journalists were unable to travel in order to 
explore stories further. A trip to the Press Club 
which would otherwise take a few minutes 
could take hours while journalists negotiated 

announcement of the revocation of autonomous 
status for Kashmir was made, journalists from 
the region were watching the news from other 

will we report, we don’t know anything about 
what has happened on the ground, except that 
we just managed after so much time to cross 

104

Another journalist reported that the government 

“didn’t know what the state administration 

political changes to ever occur in Jammu and 
Kashmir. 105 As one editor reported, not only was 
it nearly impossible for journalists to get to the 

roadblocks and closures, but the internet 
shutdown exacerbated the problem, as they 
were not able to do any form of information- 
gathering or fact-checking.106 This raised a 
debate about whether the newspapers could or 
should publish without the ability to conduct 
independent fact-checking. 

104 supra note 67.
105 Memory of a day that wasn’t, ), https://freepresskashmir.news/2020/06/09/

. 
106  Id. 
107  Id.
108  Id.
109  See, Zafar Aafaq, ‘We may have to shut down permanently’: Online Media in Kashmir Has Come to a Grinding Halt,  

In J&K, More International News on the 
Front Pages Than News on Kashmir, Oct. 1, 2019), https://thewire.in/media/in-jk-more-international-news-on-
front-pages-than-news-on-kashmir.  

110 Kashmirwallah,’ 
See also, 

Zafar Aafaq, ‘We may have to shut down permanently’: Online Media in Kashmir Has Come to a Grinding Halt,  

Reporting on the silence of siege in Kashmir, 
Oct. 20, 2019, 4:00 PM), https://www.scmp.com/week-asia/opinion/article/3033708/reporting-

silence-siege-kashmir. 

Junaid Kathju, a reporter with the newspaper 
Rising Kashmir described how some journalists 
found a satellite TV in a hotel that was 
broadcasting the proceedings in the Indian 

of the day’s events.”107 Instead of reporting from 
the ground, the reporters based their stories 
on the televised proceedings and managed to 
publish a four-page issue the next day. Kathju’s 
newspaper was reportedly one of only four 

108

 
During the lengthy internet shutdown, journalists 

they did not have access to ground reports.109

The only way news could travel was by word 
of mouth, which is why many journalists were 
either at the Kashmir Press Club or the Media 
Facilitation Centre, the latter established by 
the government to provide internet access for 
journalists, often leaving messages for each 
other as in pre-digital days.110 

Independent, on-the-ground information 

concerning the state’s use of force during this 
period. Only a few reporters were able to 
document cases of excessive use of force by 
the authorities, and they relied on information 
conveyed by family members of individuals 
subjected to human rights violations. For 

Rehbar reported stories of men with pellet 
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111 In 

also documented instances of human rights 
violations, which they would pass on to reporters 
who came to meet them through the Chinese app 

the internet but has subsequently been banned 
in India.112 Further, families often requested 
journalists not to publish their stories, fearing 
retaliation by the state.113 The fear of state 
pressure also led some local publications to 
self-censor,114 while other journalists were 
reportedly prevented from taking photos and 
videos115

oriented stories from the ground. 

to rely on the daily government bulletins for 
information, with no means of verifying it or of 
determining which stories were omitted from 
the bulletins.116 The only sources available 
to journalists in some instances were the 
administration’s press conferences or the 
bulletins put out by the Information and Public 
Relations Department at the Media Facilitation 
Centre.117 As one respondent explained: the 
internet shutdown was a manifestation and an 

created by the government, in which journalists 
and citizens are “forced to depend on the 

111  Shah, supra note 70; see also supra
112 Kashmir’s Internet Siege https://jkccs.net/report-kashmirs-

internet-siege/assets/Kashmirs-Internet-Siege-18MB.pdf. See also, Local Kashmiri apps help plug the hole left behind by 
SHAREit ban: Report, ), https://www.deccanherald.com/national/local-kashmiri-apps-

.  
113 supra note 81.
114 supra note 81; see also supra 
115  Kashmir journalists struggle to tell their stories amid clampdown, Aug. 7, 2019), 

news/2019/8/7/kashmir-journalists-struggle-to-tell-their-stories-amid-clampdown.
116  Aafaq, supra note 102. 
117  supra note 113.
118  Id.
119 supra note 89.
120 supra note 91; see also supra

note; see also supra
121 Memory: Strangled academic dreams and a never ending nightmare, ), 

; see also 
supra 

122 Memory of a day that wasn’t, ), https://freepresskashmir.news/2020/06/09/
; Khalid Bashir Gura, Memory: Hearts and minds under siege, Aug. 5, 2020), 

.
123 Srinagar Media Facilitation Centre: Now, Freelancers, Web Journalists Not Allowed, 

2019), ; Aakash Hassan, 
30 Days After Abrogation of Article 370, Kashmir Scrambles for Signals, https://www.news18.com/news/immersive/

information circulated by the government.”118

For all these reasons, some of the respondents 
interviewed believed that the true scale of 
arrests and detentions in the aftermath of the 
internet blockade was unknown,119 and that 
many stories had gone unreported, especially 
in other parts of Jammu and Kashmir, and 
were possibly lost forever.120 In fact, Free Press 
Kashmir started a “Memory Project,” through 
which it aimed “to recreate the clampdown 
through people’s memories and document lived 
experiences of a people under siege.”121 This 
project can be understood as a way to document 
memories that may have been lost during 
the internet blockade, rather than serving a 
reportage function.122 

established a Media Facilitation Centre at the 

four computers, one phone, and internet, with 
the number of these resources increasing later. 
The center was later shifted to the jurisdiction 
of the Jammu and Kashmir Department of 
Information and Public Relations.123 The 
government stated that the purpose of the 
center was to ensure that journalists could 



function without any problems;124 however, 
many journalists viewed the center—where they 
entered their names in a register and showed 

present—as a site for surveillance. They feared 
that their online activity was monitored, and 
their email passwords would be compromised.125

going to the center because it was the only way 
they were able to do and keep their jobs.126

Journalists used the Media Facilitation Centre 
primarily as a place to check emails and send 
their stories, rather than to search the internet 
for information. The long queues at the center, 
combined with the limited number of computers, 
meant that journalists could not spend a long 
time on the computers.127 In fact, to save time, 
some journalists would write all their emails 
in advance on their laptops, save them in one 
document and transfer it to a pen drive, which 
was then used on the Media Facilitation Centre 
computer.128 Others decided to avoid going to 
the center altogether.129

that only journalists accredited with the local 
administration could use the center, leaving 
freelance journalists in the lurch. As the Indian 
Express reported, entry for all non-accredited 
journalists, including journalists from Delhi and 
foreign journalists, was restricted. This notice 
was reportedly later withdrawn.130

124
th August, 2019, which [were] providing facilities, like telephone, Internet connection, computer, printer, 

etc. to all media persons from 8 AM in the morning till 11 PM.” See,  in
Anuradha Bhasin v. Union of India, 

.
125 Panopticon of fear and rumours: Inside Kashmir’s media centre during lockdown, ), 

lockdown; Pamela Philipose, Backstory: The Kashmir Model of Humiliating Journalists for Media Control, 
2020), ; see also supra see 
also supra  see also supra see also supra 
110. 

126 supra note 81; see also supra
127 supra note 67.
128  Interview with Fahad Shah, supra note 83.
129 supra note 81.
130 J&K Govt restricts access to media facilitation centre in Srinagar; withdrawn later, Sept. 16, 2019), 

https://indianexpress.com/article/india/jk-govt-restricts-access-to-media-facilitation-centre-in-srinagar-kashmir-5999282/; 
see also supra 

131 See, ), https://twitter.com/AakashHassan/
status/1193784799778889728. 

132  Interview with Mehroosh Shah, supra note 38.

journalist Aakash Hassan tweeted:131

“I have been barred from the Media 
facilitation centre--the only place for 
journalists to access the internet at in 
#Kashmir @diprjk told me 
that journalists working as freelancers 
or reporting for websites or monthly 
magazines are not allowed inside.”

“I am leaving the centre. This is yet another 
humiliation for journalists in Kashmir.”

dissemination, the communications blockade 

phenomenon of “pen drive journalism.”132 All 
stories in Kashmir were written and saved on 
pen drives and certain individuals would travel 

Figure 5. Two tweets by Aakash Hassan, dated 



pen drives that contained the stories and photos 
of various journalists.133 

For those with access, Outside Broadcasting 
(OB), working through satellite networks, was 

stories on his laptop that the OB engineer 
recorded on his screen and then transmitted to 
Delhi, where someone typed out the text into a 

could not be a part of the editing process. His 

in research, and he felt “helpless” in not 
knowing whether the piece was published and 
how it read.134 To add to this, the process was 
cumbersome. Even after he began going to the 
Media Facilitation Centre to send his stories, 

and published pieces—“from August till March, 
I never received a playback of my story from 
the editorial desk because it was practically 
impossible for me to respond to it on time.”135

133 Kashmir journalists struggle to tell their stories amid clampdown, supra note 115; see also supra at 
62; see also supra text accompanying note 6; see also supra

134 supra note 67.
135  Id.
136 Temporary suspension of Telecom Services-directions reg

2020), Anuradha Bhasin 

whitelisted sites.
137  Id. 
138  Id.
139  Id. 
140 Temporary suspension of Telecom Services-directions reg 

2020), 

to registered devices through single PC. See, Aditi Agrawal, Were the Republic Day internet shutdowns in Delhi, Haryana 
 ), 

.  

The situation described above continued until 

Anuradha Bhasin directing the 
government to review the total suspension of 
internet services, the government whitelisted 
certain websites and opened broadband facilities 

136 Four days later, the 

region and in two districts of Kashmir.137 This 

territory, including the Kashmir Valley, on January 
138

139

internet was restored for everyone in Jammu and 

i.e. broadband, made available for all with Mac-
binding.140 

During this entire period, access to social media 

remained prohibited. Despite the prohibition, 



visit social media sites like Facebook or Twitter.141 
This reportedly led to increased police aggression 

Kashmir, including arrests allegedly for the use of 

by security forces.142

not contain any dedicated news websites,143 
thus continuing to restrict the fundamental 
rights of Kashmiris, guaranteed under Article 
19(1)(a) of the Constitution, to receive 
information and news.144

sites were included in the subsequent list of 

which sites were included in the whitelist, or 
why some news sites were included and some 
continued to be blacklisted. More importantly, 

145

Even though broadband connections opened 
up for certain institutions in Kashmir, it was 

141  Safwat Zargar, Crackdown Against VPN Usage in Kashmir, ), https://www.medianama.
com/2020/02/223-vpn-kashmir/  Mugloo, Kashmiris and VPNs: A love story in times of social media ban
2020), . Companies 

See, https://twitter.
.  

142  Safwat Zargar, Crackdown Against VPN Usage in Kashmir, ), https://www.medianama.
com/2020/02/223-vpn-kashmir/; Safwat Zargar, In Kashmir, a spree of arrests for alleged ‘misuse’ of social media and masking 
apps, Mar. 1, 2020, 9:00 AM), https://scroll.in/article/954711/in-kashmir-a-spree-of-arrests-for-alleged-misuse-
of-social-media-and-vpns; see also,
purpose).

143 Temporary suspension of Telecom Services-directions reg 
2020), . See also, No Mainstream News in List of 153 Whitelisted Websites 
Under Kashmir’s First Govt Firewall, ), https://thewire.in/government/kashmir-internet-whitelisted-

.  
144
145 Even the 301 Whitelisted Sites In Jammu And Kashmir Are Not Entirely Accessible: An 

Analysis, ), 
Analysis of whitelisted URLs in Jammu and Kashmir, order 

dated 18 January 2020, ), .  
146  Safwat Zargar, The internet is painfully slow in Kashmir - but users have found a way to access restricted websites, 

), 
.  

147 See also,
), https://www.deccanherald.com/

; Irfan Amin Malik, In Kashmir, 
VPNs Allow Residents to Slip Past the Region’s Firewalls,  ), https://thewire.in/tech/kashmir-internet-

on their own accord, or on the instruction of the government; see also supra  
148  Zargar, supra note 146.  

were working.146 More importantly, in order to 
receive a broadband connection, a company 
(such as a news media organization) had to 
provide a signed bond guaranteeing that the 
internet was restricted to business purposes 
only, undertaking, inter alia, that:147

a. 

address;
b. 

or videos would be uploaded;
c. 

disabled; and
d. The company would provide “complete 

access” to all its content and infrastructure 
as and when required by security agencies.

Despite the partial resumption of limited internet 
services, perhaps because of the challenges 
outlined above, journalists reportedly continued 
using the Media Facilitation Centre to access 
the internet.148



connectivity was limited to a single device.149

and ensuing national lockdown, the continued 

149 Temporary suspension of Telecom Services-directions reg, supra note 136.
150

SC issues notice in FMP’s petition seeking restoration of 4G internet services in Jammu & Kashmir during 
COVID-19 crisis #KeepUsOnline, https://internetfreedom.in/sc-issues-notice-in-fmps-
petition-seeking-restoration-of-4g-internet-services-in-jammu-kashmir-during-covid-19-crisis/

151 Id. at para. 24, 25.
152 See,

Govt agrees to staggered restoration of 4G mobile internet in J&K before the Supreme Court 
#KeepUsOnline, https://internetfreedom.in/staggered-4g-restoration-j-k/
23, 2301); see also supra

153 Foundation for Media Professionals. v. Union 
Territory of Jammu and Kashmir & Anr

.

Foundation for Media Professionals v Govt. of 
UT of J&K and Anr (“FMP”).150 Disposing of the 
writ petitions, the Court constituted a three-

Ministry of Communications, Government of 

Territory of Jammu and Kashmir to “look into 
the prevailing circumstances and immediately 
determine the necessity of the continuation of 
the restrictions in the Union Territory of Jammu 
and Kashmir.” The Committee was also tasked 
with examining the appropriateness of less-
restrictive alternatives, including “limiting the 
restrictions to those areas where it is necessary 

a trial basis over certain geographical areas.”151

twenty districts in Jammu and Kashmir on a 
“trial basis,”152 although internet continued to 

The restoration of the internet improved 
the lives of the people of Kashmir, but it 
continued to impact the functioning of HRDs, 

download speeds.153 This greatly hampers HRDs’ 

Figure 6

Figure 7. A tweet by Azaan Javid, dated 



ability to communicate with the people they 
support, report on stories, upload evidence of 
government actions, conduct research using 
large publication databases, or engage in 
international information-sharing that relies on 
large data exchanges. 

it may have been easy to send messages or speak 
with people over the phone using encrypted 

154 Thus, it continued 
to be challenging to pitch, report, and send 
stories, especially for photojournalists.155 This 
is perhaps best illustrated by the photo in this 
tweet:156

154

155  Zargar, supra note 146. 
156 See ), 

status/1269295402785869826.   
157
158 supra note 157.
159 See ),

status/1347573323564109826.  

internet shutdown report by the Jammu 

spoke about the perils of communication 

trust and communication in an environment 
of surveillance paranoia, and the problems 
in getting information from people.157 As 

violence” in Jammu and Kashmir because they 
are regularly checked by the armed forces, and 

view their phone as a listening device for the 
state.”158 For instance, Habeel Iqbal, a lawyer 

photo with the text:159

“  won’t harm us in 
#Kashmir because we never had any 
privacy & shifting to @signalapp wont 
help either. They take your phone & write 
your keypad password on its back with a 
permanent marker. Even after 7 months 
of my questioning the scars remain on my 

Figure 8. A tweet by Adil Hussain, dated 

Figure 9. A tweet by Habeel Iqbal, dated 



Even though the full broadband connection 
was restored, broadband access was only 
available to a certain class of people with 
means in Jammu and Kashmir. Data collected 
by the Telecom Regulatory Authority of India 

subscribers (needed for mobile internet) 

line internet connectivity) of only a little over 
160 Even then, it was not always easy to 

get a new broadband connection, despite the 
lack of legal restrictions. One of the journalists 
interviewed for this report said that despite 

applying for a broadband connection, both with 

he had not been successful.161 A lawyer, whose 

Kashmir said that there was no service provider 
in their area and there was no possibility that 
his family would get a broadband or landline 
connection.162

lack broadband access, there are landline 
and broadband services available in Kashmir; 
however, they are not provided to everyone 
and their high cost could be an impeding factor. 

including journalists, are left without the ability 
to transmit their reports, photos, and videos 
that document human rights violations. 

160 Press Note No. 17/2020, at 14, 16  https://trai.gov.in/sites/default/
. 

161

162
163

compensation for our deprivation and losses.” See, ), 
.  

164  
shutdowns were directed in Sopore, Baramulla District. See, 

 See also, Foundation for Media Professionals writes to J&K Govt seeking compliance 
with Anuradha Bhasin, https://internetfreedom.in/foundation-for-media-professionals-

165 Dec. 
3, 2021), https://scroll.in/latest/1011995/jammu-and-kashmir-93-internet-shutdown-orders-issued-after-sc-order-on-
communication-restrictions.  

Restricted internet speeds continued until 

internet was fully restored in Jammu and 
Kashmir.163

shutdown orders continue to be promulgated 
in Kashmir, citing a “likelihood of misuse of 
data services by anti-national elements … to…. 
disturb the law and order situation.”164

alone it was reported that the Jammu and 

internet shutdowns.165 



uu Mehta, a prominent Indian political 
scientist, wrote in the context of the 

Kashmir that the government “thinks it is 

ation of India.”166 In other words, the kinds 
of digital repression Kashmiris have seen will 

India. 

After Jammu and Kashmir, the longest 
internet shutdown in India took place in 

broadband internet networks were suspended 

separate Gorkhaland.167 Internet shutdowns 
that are common in Jammu and Kashmir were 

166  Pratap Bhanu Mehta, The story of Indian democracy written in blood and betrayal, Aug. 6, 2019), 
https://indianexpress.com/article/opinion/columns/jammu-kashmir-article-370-scrapped-special-status-amit-shah-

.  
167 How Media beat the Shutdown in Darjeeling, Dec. 19, 2017), 

. See also, India’s 
Shutdown Numbers, https://internetshutdowns.in/

168

See, Helen Regan, Three dead in widespread protests 
across India despite bans on public gathering, https://edition.cnn.com/2019/12/19/asia/india-

; Citizenship Act protests: Why fear has gripped Muslims in this 
Indian state, .  

169

services in three areas around Delhi. See, India protests: Internet cut to hunger-striking farmers in Delhi
30, 2021), India cuts 
internet around New Delhi as protesting farmers clash with police, https://www.cnn.
com/2021/02/01/asia/india-internet-cut-farmers-intl-hnk/index.html.  

also experienced in many other parts of the 

168 and 
169 This 

section of the report contextualizes internet 
shutdowns from a macro-level perspective 
of the entire country. This section examines 
the background and impact of shutdowns 
in parts of India other than Jammu and 

and includes a review of the unique outlier 
status of Rajasthan, which has imposed the 
most shutdowns after Jammu and Kashmir. 

In response to political disturbances in 
Darjeeling, the government suspended 
broadband and mobile internet services 



accompanied by the shutdown of cable TV 
bandh’ (strike), and 

severe restrictions on movement.170 The city 
was pushed into a “state of virtual darkness.”171

The shutdown impeded communication and 

“Jio Hill”172—from where they could catch the 
Reliance Jio network from the neighboring state 

to attend press conferences, write stories, and 
go to Jio Hill to catch a strong enough network 
signal to send out his stories.173

170  GJM ends 104-day strike: All about Darjeeling crisis, Gorkhaland demand, Sept. 27, 2017), https://

; Darjeeling: Govt shuts down cable TV service, Aug. 10, 2013), https://
. 

171  No More Shutdowns, supra note 63. 
172  supra note 167.
173
174  These Are the 25 People Killed During the Anti-Citizenship Amendment Act Protests, Dec. 23, 2019), https://thewire.

in/rights/anti-caa-protest-deaths Anti-CAA protests: 393 people arrested, 244 cases registered in 
Assam violence, Dec. 23, 2019, 11:08 PM), 
arrested-244-cases-registered-in-assam-violence-1631001-2019-12-23; Shops vandalized, cars torched; curfew imposed in 
Shillong, Dec. 12, 2019), 

. 
175 India muzzles citizenship law protests, detaining thousands and shutting down Internet in several 

cities,  Dec. 19, 2019), 

Indian Govt Uses Internet Shutdowns To Curb Anti-CAA Protests — In UP, Delhi, Assam, and 6 Other 
States, ), 
protests/.

176 Dec. 
19, 2019, 2:44 AM), 

See, Our statement on the Delhi High Court’s dismissal of the PIL challenging 
internet shutdown in Delhi, 
litigation-challenging-internet-shutdown; Karan Tripathi, Delhi HC Dismisses Plea Challenging Internet Shutdown in Delhi 
Over CAA Protests, Dec. 24, 2019, 2:24 AM), https://www.livelaw.in/news-updates/delhi-hc-dismisses-plea-
challenging-internet-shutdown-in-delhi-over-caa-protests-151063. 

The tabling of the Citizenship (Amendment) 

the country, which on some occasions turned 
violent, damaged public property, and resulted 
in the deaths of protesters.174 In response, 
state governments across the country barred 
public assemblies and imposed restrictions on 

the internet was reportedly suspended by ten 
governments across the country: in the north 
(Delhi and Uttar Pradesh), northeast (Assam, 
Arunachal Pradesh, Meghalaya, Tripura), east 

(Madhya Pradesh), and west (Rajasthan).175 The 
orders varied in terms of whether the internet 
was suspended in the entire state or only in a 
few districts of the state. Amongst these, the 

capital, Delhi,176 and in Karnataka (in the city of 



Mangaluru),177 and questions were raised about 

both these places. 

Prajwal Bhat, a journalist, was reporting from 
the ground in Mangaluru during the shutdown 
and protests, where two people were killed when 

turned violent.178 There had been no advance 
notice of the shutdown and no expectation that 
any such order would be passed, and since it 

suspended in any part of the state, it caused 
“genuine shock.”179 As journalists, Bhat said, 
“we had no prior experience” of dealing with 
an internet shutdown, and “we didn’t really 
understand what would happen.”180 According 

shutdown and the movement restrictions put 
in place pursuant to the ongoing imposition of 

right to access information. He stated that 

177
Dec. 19, 2019, 12:12 PM), https://twitter.com/prajwalmanipal/status/1207710360507166720

178  Theja Ram, Mobile internet services suspended in Mangaluru city and Dakshina Kannada for 48 hours,  Dec. 
19, 2019, 11:06 PM), 
dakshina-kannada-48-hours-114410; All India People’s Forum et al., Police Excesses In Mangaluru On December 19, 2019: 
A Fact Finding Report  

.  
179

in Mangaluru, Dec 20, 2019), 

articleshow/72897924.cms 
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181  Id.
182  Internet Restored in Lucknow After Shutdown For Six Days over Violence During anti-CAA Protests, Dec. 25, 2019, 

8:16 PM), 
during-anti-caa-protests-2435995.html; Amid Nationwide Anti-CAA Stir, Internet Suspended for 45 Hrs in Major Cities of UP; 
Services Hit in Bengal, Dec. 20, 2019, 5:29 PM), https://www.news18.com/news/india/amid-nationwide-anti-caa-

. 
183  Twesh Mishra, Disconnected in UP as Mobile Internet remains Shut, Dec. 25, 2019), https://www.

. 

there was massive confusion and people were 
unable to understand what was happening on 
the outside.”181

In response to the anti-CAA protests in Uttar 
Pradesh (UP), India’s largest state, the internet 
was suspended by the government in multiple 
districts across the state, including its capital 
city of Lucknow, for six days, to check the 
spread of rumors and the incitement of violence 
through social media that may have exacerbated 
the law and order problem.182 

secretary of the organization Rihai Manch, said 
that internet shutdowns in UP should be viewed 
in the context of the state’s repressive policies, 
which often disproportionately target the 
state’s sizeable Muslim population.183 According 

partly because the internet had democratized 
access to information and exposed people to 
the realities of state oppression. By shutting 
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their reality, which is tied to their protected 
right to exercise free speech and expression.184 

In both Assam and Meghalaya, the internet was 
185 

In Assam, despite the internet shutdown and in 

in the capital city of Guwahati.186 Angaj Gautam, 
an Assamese lawyer, did not believe that the 
shutdown reduced people’s participation in the 
protests in any way. To the contrary, he believed 
that resentment against the internet shutdown 
“actually gave more impetus to the anti-CAA 
sentiment and increased the involvement of the 
youth,” who saw the shutdown as the state’s 
“way of rubbing salt in their wound (of anti-

in Assam on December 19, based on a ruling of 
the Gauhati High Court.187

petitioners’ submissions to the court, they laid 
out the impact of the internet shutdown on 
lawyers and judges alike:

“Electricity supply has been snapped 

pre-paid meters have been installed which 
can only be charged through the internet. 
It has been impressed on the court that the 

184 supra note 9. 
185

of the state till the High Court directed its restoration on Dec. 11, 2019. See

services were shut from Dec. 12, 2019 till Dec. 20, 2019. See, Anti-CAB protests: Mobile Internet, SMS suspended in Meghalaya, 

htm; Mobile internet services restored in Meghalaya, https://nenow.in/north-east-news/
.   

186  https://economictimes.

articleshow/72487251.cms

187 see also 
188 supra note 185, at 5. 
189  Id. at 7. 
190  Id. at 8. 
191  How to tweet during an internet shutdown, https://www.gadgetsnow.com/how-

to/how-to-tweet-during-an-internet-shutdown/articleshow/72888445.cms.

functioning of the court has been seriously 
interfered with in so much as the cause 
list cannot be accessed without provision 
of internet/mobile data services.”188 

The petitioners demonstrated that the entire 
legal community is impacted by internet 
shutdowns and is left unable to properly 
operate. The Court agreed with the petitioners 
and explained that while there are instances 
when shutdowns may be permitted under the 
Telegraph Act, the current shutdown should end 
because the government was unable to provide 
evidence that it was necessary to preserve “law 
and order.”189 The Court concluded that since 
the physical lockdown of the area had been 
lifted by the government, unless it could provide 
proof to the court that there were threats to 
law and order, the internet shutdown must also 
be lifted.190

Given the pan-national nature of the anti-
CAA protests, the internet shutdowns in 

simultaneous shutdowns have been ordered 

national conversation on pushing back against 
shutdowns, ranging from how to tweet during 
a shutdown191 to the apps (such as Bridgefy 
and FireChat) that should be downloaded to 



enable communication during a shutdown.192 
Incidentally, Bridgefy had become popular 
during the anti-government protests in Hong 
Kong.193 

been protesting in and around Delhi (in Punjab 
and Haryana), seeking a repeal of farm laws 
passed by the government. The protests had 
largely been peaceful, until violent clashes broke 

194 Citing public safety 
concerns, the government ordered a complete 

and around Delhi, with a temporary restriction 

circle.195 The shutdown was extended beyond 

Haryana.196

192  Here’s how you can tweet from your phone without internet, Dec. 31, 2019, 12:46 PM https://

; Dec. 19, 
2019, 2:59 PM), 

.
193 Honk Kong Protesters Using Mesh Messaging App China Can’t Block: Usage Up 3685%, Sept. 2, 2019, 

1:23 PM), 
; Internet shutdown in Delhi: Bridgefy is a messaging app doesn’t need Internet, 

Dec. 20, 2019, 9:30 AM), 
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194
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news/2021/2/4/us-urges-india-to-hold-dialogue-with-protesting-farmers; Geeta Mohan, US urges dialogue with farmers, 
access to internet, welcomes agricultural reforms, ), 
protest-us-dialogue-farmers-access-internet-agricultural-reforms-1765731-2021-02-04.  

198  Venkat Ananth, Tractor to Twitter: How farmers Developed their Social Media Plan to Convey their Views, 
), https://economictimes.indiatimes.com/news/politics-and-nation/tractor-to-twitter-how-farmers-developed-
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199

translation).

Department called for a dialogue between the 
government of India and the farmers, recognizing 
that “unhindered access to information, 
including the internet, is fundamental to the 
freedom of expression and a hallmark of a 
thriving democracy.”197

Unlike the spontaneous anti-CAA protests, the 
farmers’ protests were more organized and 
went on for much longer. The internet played 

around the protests. Arpan, a women’s activist 
involved in the protests, explained that social 
media, particularly through multiple Facebook 

to have their own channel of communication 
with their supporters back home in Punjab and 
Haryana, and abroad.198 It provided them a voice 

was partly responsible for the huge groundswell 
of support for the protests.199 Trolley Times, 
a biweekly, trilingual (English, Hindi, and 
Gurumukhi) newspaper that was circulated 

online, is another example of the importance of 



the internet.200 Trolley Times became a digital 
means for the farmers to accurately publicize 
their actions and demands so that they could 
confront misinformation being spread about 
them by other media sources. The internet 
also allowed the leaders of the protest to talk 
regularly with the protesting farmers through 

of highway. Given that not all of the farmers 
regularly read newspapers, the internet was 
often the protesting farmers’ main source of 
information.201 A robust social media presence 
was essential to generating news at the national 
level. The coverage of these protests in 
mainstream media was absent and inadequate, 
but “social media leads to news coverage. . . if 
a movement is not strong on social media, it will 
not be featured in the mainstream media.”202 

Other than Jammu and Kashmir, Rajasthan has 
experienced the greatest number of internet 

have ranged from stopping students from 
cheating on competitive exams to preventing 
the spread of false news that could incite 
violence.203 

However, one HRD explained that internet 

option of the local administration in Rajasthan, 
especially to stop protests and muzzle the voice 
of the people. During the farmers’ protests, 

200 How Trolley Times, voice of the farmers movement, came into being, ), 

cid/1804674; Mausami Singh, Trolley Times, I-T cell: Farmers swarm digital space, Dec. 20, 2020), https://www.
. 

201
See 

generally,
26, 2021). 

202

203 et al., Rising Internet Shutdowns in India: A Legal Analysis
The Legal Disconnect: An Analysis of India’s Internet Shutdown Laws

Rajasthan sees 3rd mobile internet shutdown in 3 weeks over exam, Aug. 6, 2018), 
.

204  CIS, supra note 5 at 73, at 76. 
205  Interview with Rajpal Sekhawat, supra note 202.

farmers were expected to march to the district 
204 Rajpal 

claimed that even the one-day shutdown was 

history of violence or communal tension, and 
the protests had been completely peaceful 
throughout the previous fortnight. Citing law 

down the internet in advance of a protest was, 

because accidents may happen.”205 



There is a growing perception amongst 
some activists that the government is 
using internet shutdowns as a tool to 
control the media narrative, suppress the 
local narrative, create propaganda, and 
shape public messaging.206 Arpan, who was 
associated with the farmers protest, said 

and the internet shutdown, her organization 
felt hamstrung in countering the government 

events to their supporters and the public, 
which was particularly necessary in the 
aftermath of the disinformation campaign 

206

See also, Ravi Krishnani, India: The world leader in internet shutdowns, 
https://edition.cnn.com/2019/12/14/opinions/india-world-leader-in-internet-

shutdowns/index.html; Raksha Kumar, India’s Media Can’t Speak Truth to Power, Aug. 2, 2019, 1:54 
PM), . 

207

See also, Interview with Anjali Sheoran, 

208
https://theconversation.com/india-farmers-protests-internet-shutdown-

; Joint statement against internet shutdowns to suppress 
farmers’ protests #KeepItOn, ), https://internetfreedom.in/joint-
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209
210 Kashmir’s Internet Siege, supra note 6 at 47.
211

11, 2021).

against the farmers on social media and on 
television.207 208

Access to the internet is one of their essential 
tools in combating the government’s 
narrative. Thus, an internet shutdown can 
hamper the reach of the on-the-ground 
narrative and cause underreporting of local 
issues,209

Kashmir shutdown report.210 Journalists incur 
an opportunity cost when they are forced 

stories and, combined with the surrounding 

stories may be missed.211



Internet shutdowns also make it harder for 
journalists to do the job of fact-checking and 

the internet, he could not ask his sources 
to send photographic/video evidence of the 
facts to which they testify.212 The problem is 
exacerbated if there is a curfew in the region 

emerge from other parts of the state.213  

Even if a journalist is able to collect enough 
information to properly report on a story during 
an internet shutdown, transmission of the story 

was a common experience shared by many of 
the journalists interviewed; on many occasions, 
they were forced to type out their reports using 

214 Another common experience 
involved journalists going multiple times on the 
same day to another district where the internet 
had not been suspended215 or trying to access 
a bordering state’s network (as with “Jio Hill” 

citizen journalists who rely on posting live and 

216 Describing his experience 
while reporting during an internet shutdown in 

“To send their news report to their bureau, 
journalists in the trouble-torn town were 
frantically searching for households with 
broadband connection, since the internet 
ban was applicable only on cellular 
networks and not on broadband. Kasganj 

212 supra note 210.
213

214 See also, 

215

216  Agrawal, supra note 140.
217  CIS, supra note 5 at 203-04. 
218  Interview with a journalist covering the farmer protests in Delhi, supra note 214.
219

being a small town with its population 

broadband connection proved tough.

This reporter himself had to cross the 
district border a few times to get access to 
internet so that he could send inputs to his 

task in itself. This reporter had to request 
police, anti-riot forces and a local leader 
to help with travel for the sake of work.”217

Thus, sometimes journalists must learn to 
“accommodate the inconveniences” of an 
internet shutdown, and “work around it,” just 
as protesters and activists must.218 

Internet shutdowns are ordered by the 

about the protests to other districts.219

on whether they are organizing or attending 
the protests. Communication amongst a smaller 
core group of organizers is still possible, though 
cumbersome, involving multiple phone calls or 

without the wide-ranging broadcasting abilities 



220

In close-knit communities and smaller towns, 
an internet shutdown may not prove to be 
such an impediment in mobilizing people for a 
protest. This is what happened in Assam, where 

shutdowns did not pose an insurmountable 
obstacle to local organizing.221 However, as 
Mantre Passah pointed out, in the case of a 
non-political and diverse group, such as his 

the suspension of the internet makes it more 

together.222

The activists interviewed for this report 
described the internet shutdown as rendering 
them unable to complete their basic functions 
as HRDs.223 A common thread amongst the 
activists and organizers was having to travel 
outside of an area to post updates on their 

to engage in such travel outside their districts, 
others were unable to utilize their social media 
until a lockdown was lifted. This meant that 
a great deal of human rights abuses recorded 
during the protests were not brought to the 
attention of the public until days or weeks after 
the incidents took place.224

However, while civil society organizations may 
be able to deputize people to go to another 
district to post updates and leaders may use the 

220

decided at the end of each meeting. 
221  Interview with Renu, supra note 219; see also supra ee also supra text 
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223 supra note 212.
224  Interview with Rajpal Sekhawat, supra note 202. 
225  Interview with Anjali Sheoran, supra note 201.
226
227  Interview with Rajpal Sekhawat, supra note 202; see also supra 
228 supra note 218.
229 supra note 9.

stage at mass rallies, individual protesters lack 
such capacity. They cannot immediately post or 
tweet about their experience.225 At the same 
time, based on his reporting, Darshan* was of the 
view that not all the farmers who participated in 
the farmers’ protests were as concerned about 
the shutdown because their primary focus was 
on mobilizing the movement and ensuring that 
they did not leave the venue disheartened. He 
also believed that many of the farmers he spoke 
to were not very technologically savvy and 
primarily used their phones to speak to their 
families or to read the daily press updates sent 

226

Many people, especially in smaller cities and 
rural areas, consume their news on social 

newspapers.227 Thus, according to Tarique, a 
human rights and social activist in Azamgarh, UP, 

the protesting masses to receive news about the 
outside world.228 

Finally, an internet shutdown also impacts the 
families of protesters who are concerned about 

in Lucknow, UP, and claims that her family was 
not informed of her arrest. According to Jafar, 
the internet shutdown further contributed to 
their fear and desperation because they were 

about her whereabouts.229



“

“

     As per the government 
instructions, the Internet 
services have been temporarily 
stopped in your area because of 
which you are not able to use 
these services. You will be able 
to use the Internet services 
once we get directions from the 
government.    230

This message was received on the phones of 
Jio users in Bhopal, Madhya Pradesh, informing 
them of an internet shutdown during the anti-
CAA protests. There was no prior notice of 
the shutdown, and the order was not easily 
accessible; nor were users provided any 
certainty about when the internet would be 
restored, thus causing them “panic,” “tension,” 
and “confusion.”231 In fact, the irony of internet 
shutdowns is that the people who are directly 

order, even if it was to be posted online. As Ansab 
Amir Khan wrote about his experience with the 
internet shutdown at Aligarh Muslim University 
after police, the Rapid Action Force, and the 
Central Reserve Police Force were deployed and 
a student hostel room was burned by tear gas 

no idea what was happening outside.” 232

and researcher from Jammu and Kashmir, the 

230

231
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), .  
232 A timeline of Protests at Aligarh Muslim University, As I Saw It, ), 

.  
233  Rajat Gupta, , 

),  
digital-dissent-154287. 

234  Interview with Mehroosh Shah, supra note 38; see also supra
235 supra note 8.
236 supra note 212; see also supra text 

see also supra
237 supra note 8.
238 supra note 218.

uncertainty created by internet shutdowns is 
intended to demonstrate the state’s power over 
its citizens:233 it transforms the internet into a 
“privilege” bestowed by the state that it can 
also take away.234 An internet shutdown, perhaps 
counter-intuitively, may thus “normalize” them, 
meaning that future shutdowns, “even though 

235

A few respondents interviewed for this report 
in fact mentioned that unlike in Kashmir, their 
internet shutdown lasted “only” for a few 
days.236

Further, internet shutdowns are often ordered 
by the state in conjunction with curfews and 

This two-pronged limitation is “inimical to any 
form of expression,” especially if its impact 
and enforcement activities are targeted at 
vulnerable people or minority communities.237

According to Tarique, by ordering an internet 
shutdown, the government is signaling that it 
prefers suppressing speech and protests rather 
than engaging in dialogue with protesters, 
especially when the protesters are from a 
minority community.238

Internet shutdowns impact litigation and 

several serious ways that impact administrative 
procedures, advocate submissions, and access 

of shutdowns on the judicial process and how 

these shutdowns.



Perhaps the best way to understand the impact 
of shutdowns on litigation is by looking at an 
individual case that demonstrates the challenges 
faced by lawyers and the judiciary. During the 

before the Gauhati High Court in Assam on behalf 
of his client, challenging the internet shutdown 
order in place in Assam and the constitutionality 

narrative for preparing the “List of Dates and 
Events” for the petition, without the ability 
to conduct online research. He was forced to 
physically go through the newspapers of the past 
weeks and the research that was already on his 
laptop pre-shutdown to determine, for example, 

discussed, how many parliamentarians voted in 
favor of it, when the protests in Assam began, 

promulgated in Assam. He kept the annexures 
to the Petition minimal, including only a copy of 

challenged. To prepare the substantive grounds 
for the challenge, he asked his friends to look 

Anuradha Bhasin (and 
were available online)239 and send them to him 

legal argumentation. He estimates that he was 
240

Angaj said that over the three days he spent 

was mostly down, working suddenly and 

minutes twice. During those brief periods, he 
downloaded the documents necessary for the 
annexures and tried to perform some online 

239 supra note 56.
240  Interview with Angaj Guatam, supra note 187. 
241 supra note 185. 
242  Interview with Angaj Guatam, supra note 187; see also supra 
243

Gautam Bhatia,  Judicial Evasion, Judicial Vagueness, and Judicial Revisionism: A Study of the NCT of Delhi vs Union of India 
Judgement(s) http://dx.doi.org/10.2139/ssrn.3637009; Gautam Bhatia, ‘O Brave New World’: The 
Supreme Court’s Evolving Doctrine of Constitutional Evasion https://

evasion/

court.

The listing and hearing before the court itself 

the court’s premises. However, the petitioners 

the Gauhati High Court directed the Assam 

pm.241

infrastructure of the court system—the display 
boards do not update online in real time, 
meaning that lawyers cannot estimate when 
their matter will be taken up; the cause list, 
case status, and case documents on the court’s 

for lawyers who have not downloaded the 
documents in advance; and communication and 
coordination between lawyers within a chamber 

able to send documents to their lawyers through 

shutdown.242

All respondents interviewed for this report were 
asked why they did or did not challenge the 
internet shutdown before courts. The responses 
received can be summarized as follows.

First, there is distrust in the judicial system, 
either because of (a) the inordinate delays; (b) 
“judicial evasion,”243 i.e., the failure of the court 
to decide the lis before it in a timely manner; 

court order. In support of these arguments, the 
respondents cited the courts’ delay in deciding 



the challenges to the CAA, the abrogation of 

Kashmir, and the habeas corpus petitions relating 
to the alleged illegal detentions in Jammu and 

244

activists that judicial challenges were not their 

protests, and raising citizen awareness, but 
some said that the lawyers should take up the 
relevant issues and go to court. Especially at the 
initial moment of the shutdown, HRDs are more 
concerned with pressing issues related to the 

about potential litigation.245 

Third, as some lawyers and activists pointed 
out, the problem with short internet shutdowns 

heard and decided, the internet has been 
restored and the case would likely be considered 
infructuous by the courts.246 For instance, the 
Delhi High Court dismissed a petition challenging 
the internet shutdown in Delhi on the ground 
that it had become infructuous.247 Chhatrapati 

Udaipur District Court to challenge the three-

reportedly been ordered without notice to the 
public. However, by the time the Court issued 
notice on his petition, the internet was restored, 

244
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This is what occurred in the Gauhati High Court 
case as well (as was discussed above). 

There was no subsequent hearing on his petition, 

the case.248 In this way, short shutdown orders 
end up creating a “false sense of normalcy,” 
under which the internet is restored but the 
underlying legal structure remains.249

Finally, there are serious reputational costs of 
going to court and taking on the government, 
especially for persons of marginalized and 
vulnerable communities; these persons must 
“pick and choose their battles” carefully.250 In 
some instances, the government has punished 
or persecuted HRDs for taking up litigation in 
courts on behalf of vulnerable communities. 
This persecution can take the form of false 
legal charges, being impugned by government 

potential security threat to the nation. 

lawyers do challenge internet shutdowns in 
courts, their challenges are typically successful. 
As described above, in Angaj’s case, the Gauhati 
High Court directed restoration of the internet. 

Anuradha Bhasin litigation, the 

terms of transparency and the publication of 
orders (even if no orders were promulgated for 

Kashmir).251 However, one must remember that 



the judiciary has been reluctant to recognize a 
right to access the internet and that no order 
has been decided by the courts requiring the 
government to lift internet restrictions. 



Based on a broad review of internet 
shutdowns orders, governments have 

and order, as a means of preventing the 

posts, and as a means of preventing communal 
or ethnic clashes.252 Thus, the question 
arises: do internet shutdowns help achieve 
the above-stated goals, and if so, at what 
cost? Consequently, is a “sensible” internet 
shutdown policy possible? At the outset, it is 
important to note that no analysis or review 
of this issue seems to have been conducted 
by the government of India.253

Many respondents, including  those from 
Jammu and Kashmir, believed that there 
could never be a sensible internet shutdown 
policy in practice because “internet 

dissent.”254 Regardless of which party is 
in power, the respondents believed that 
all governments try to control the public 
narrative and may use shutdowns as a tool to 
further their propaganda, shut down dissent, 
or respond to majoritarian sentiments.255

Allowing internet shutdowns to be part of 
the government toolkit will always be a 
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danger to robust public discourse.256  

shutdowns may be necessary to prevent 
violent communal or ethnic clashes, violent 
protests, and rumormongering, but should be 
ordered in a transparent manner, with due 
procedural safeguards. They acknowledged 
that in many cases social media can spread 

internet shutdowns should never be ordered 
preventively based on “perceptions of 
impending clashes.” However, if the situation 
reaches a certain threshold level of violence 
(due to, for example, ethnic clashes or the 
spread of misinformation), shutdowns should 

believed that the internet shutdown was 
correctly ordered in Meghalaya during the 
anti-CAA protests.257

of rumormongering, they are not worth the 
cost and collateral damage imposed on the 
people. In trying to evaluate whether a 
sensible internet shutdown policy is possible, 



certain questions need to be answered. Under 
international law, states can place limits on 
human rights, including on the freedom of 
expression, in times of national emergency, 
however those limits must be a) necessary to 
deal with an emergency, b) proportional to the 
emergency, c) prescribed by law, and d) non-
discriminatory. Furthermore, the situation 
must be severe; common criminal activity is 

shutdowns described above in this report would 
be assessed in accordance with these four 
questions to ensure that India is complying with 
its obligations under human rights treaties like 

is asked when assessing the legality of internet 
shutdowns under Indian constitutional and 
regulatory law, rather than international law. 

Much has been written about the legal 

justice, the Review Committee’s lack of real 
power, and the absence of a sunset clause.258 In 
addition, there is no judicial oversight over the 
government’s actions, which some commentators 

Court’s privacy decision in K.S. Puttaswamy v 
Union of India.259  In its unanimous decision, the 

was recognized by the Constitution and that any 
limitation on that right by the government must 
be put in place according to an established legal 
procedure. Despite this decision by the Court, 

in order to respect individuals’ right to privacy. 

Relatedly, concerns have been raised about the 
arbitrariness inherent in the implementation 
of shutdown orders.260 As discussed already, 
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Rajasthan has experienced the second largest 
number of internet shutdowns in the country, 

of preventing malpractice in competitive 

challenged before a High Court,261 very little 
pressure has been placed on the government 
to limit its shutdowns to severe or emergency 
circumstances. 

Anuradha Bhasin 
v. Union of India introduced certain procedural 
safeguards, such as requiring periodic reviews 

shutdowns, these do not seem to have had 

reasons have been used to justify the continuing 

Anuradha Bhasin.262 These range from the 
introduction of a (controversial) new domicile 

target political candidates and election workers 

263 All of 
this suggests that internet shutdown orders are 
inherently arbitrary.

Technology had summoned representatives 
from the Union Home Ministry, and Delhi 
and Bihar state governments to ask if they 

All the representatives were clueless, 
and did not know what metrics were used 



the Home Ministry and the two state 
governments maintained that internet 
shutdowns were essential to stop violence 
during riots and to maintain law and 
order—claims that have been repeated 
in the Republic Day shutdown orders as 
well—they could not establish a causality 
between internet shutdowns and curbing 
riots.”264

Empirical research done by Jan Ryzdak, an 
international expert on digital rights, found 
that in India internet shutdowns are “clearly 

costly when maintained.”265 He stated that 
removing access to social media “can turn a 
predictable situation into one that is highly 
volatile, violent, and chaotic”266 and that 
“violent mobilization seems to grow in intensity 
during blackouts.”267 Thus, at the very least, 
there is no empirical basis to support the 
argument advanced by the government that 

violence.
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Internet shutdowns are proliferating across India, so what was once a problem for Kashmiris 
who lost access to the internet for over a year is now a problem for anyone living in areas that 
might play host to protests or activists criticizing the government. The existing regulatory 
framework around internet shutdowns remains vague, opaque, and open to abuse by an 
increasing number of state and national politicians and police who see them as a way to 

discuss the requirement of an emergency situation that goes beyond normal law and order 
issues, internet shutdowns are now more commonly being used to deal with non-emergency 
situations that involve public criticism of the government. 

At best, policymakers are using shutdown tools to deal with day-to-day criminal issues, and 
at worst, politicians are using them to squelch any criticism of their governance. This poses 
a threat not only to India’s rule of law, but also to its democratic institutions and, most 
importantly for the purposes of this report, the human rights community. As described above, 
internet shutdowns severely impact almost every member of the human rights community, 

actors, to civil society actors who are unable to spread their messages to the community. 
Therefore, rather than allowing shutdowns to become a normal occurrence throughout the 
country, the following recommendations should be adopted to stop the stream of shutdowns 
and increase access to human rights, including the right to free expression and information.
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