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Quadrant Knowledge Solutions defines a user authentication solution as “software 

that verifies the identity of a user attempting to access a network or a resource 

by replacing legacy methods such as passwords with the exchange of credentials 

in the form of OTPs, biometric authentication hardware tokens, multi-factor 

authentication (MFA).” The authentication process works by matching a user’s 

access request with a set of identifying credentials in various formats, including 

those mentioned above. 

Ensuring access only secured and authenticated users is key to protecting 

organizations’ data from breaches and attacks. Fostering a culture of cyber hygiene 

to ensure secured access to organizational resources also aids in improving the 

organization’s security posture. Fostering such culture is very important, as the 

current cybersecurity scenario is witnessing various disruptions, such as the rise 

in digital transformation, ongoing geo-political tussle, and the consequent increase 

in the number of personal and unsecured devices accessing secure organizational 

networks that have added new vulnerabilities to organizations’ threat landscape. 

These factors are driving the rise in demand for user authentication solutions, 

as these solutions can enhance the access security of employees, partners, 

and customers to electronic or digital assets. User authentication solutions 

help organizations identify, authenticate, and authorize users in real-time. They 

also allow organizations to verify the identities of the users trying to access the 

organizational network and resources. User authentication technology leverages 

important elements of modern security, including cloud and network security and 

fraud prevention activities.

User authentication is a robust process that allows organizations to identify, 

authenticate, and authorize users connected to network resources. It provides 

secured access to the authorized users to the privileged resources, blocks 

unauthorized users in real-time, and helps stop system damages, account 

takeovers, new account takeovers, information theft, fraudulent transactions, and 

such other crimes. Additionally, user authentication helps manage user identity 

and access across cloud, mobile, and on-prem environments. User authentication 

allows organizations to enhance network, application and data security, reduce 

password threats and fraud, and maintain GDPR, PSD2, and other regulatory 

compliance.
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The new development of user authentication tools like social logins, password-

less authentication, Adaptive Authentication/ Risk-Based Authentication, etc., 

is expected to grow rapidly in the global market. Authentication methods such 

as password-based authentication (includes the password for each server, and 

an administrator maintains each username and password) and multi-factor 

authentication (includes two or more verification methods to provide secured 

access to resources like applications, online accounts, or a VPN). Certificate-

based authentication includes digital certificates to detect users and devices 

before providing access to resources, networks, and applications. Password-

less authentication like OTP and biometric authentication, which includes an 

individual’s unique biological traits to authenticate users’ access to physical 

and digital resources. Token-based authentication involves encrypted security 

tokens to authenticate users and provide secured access to websites, apps, or 

any resources without re-entering credentials each time. Adaptive authentication 

(risk-based authentication) offers an extra layer of multi-factor authentication 

protection based on the risk and access granted by the security administrator to 

manage user access. Additionally, adaptive authentication allows organizations to 

enhance data security, improve productivity, prevent fraud, reduce IT costs, and 

integrate APIs. 

Quadrant Knowledge Solutions’ SPARK Matrix: User Authentication, 2022 

research includes a detailed analysis of the global market regarding short-term 

and long-term growth opportunities, emerging technology trends, market trends, 

and future market outlook. This research provides strategic information for 

technology vendors to better understand the existing market, support their growth 

strategies, and for users to evaluate different vendors’ capabilities, competitive 

differentiation, and market position.

The research includes detailed competition analysis and vendor evaluation with 

the proprietary SPARK Matrix analysis. SPARK Matrix includes ranking and 

positioning of leading User Authentication Vendors with a global impact. The 

SPARK MatrixTM includes an analysis of vendors, including Boloro, Broadcom, 

Cisco, Deepnet Security, Entrust, Facephi, FaceTec, ForgeRock, Forticode, HID 

Global, IBM, ID R&D, Imageware, Intensity Analytics, i-Sprint Innovations, KOBIL 

GmbH, Microsoft, Nexus, Nuance, NuData Security, Okta, OneSpan, Ping Identity, 

PointSharp, Prove, RSA, SecureAuth, SecurEnvoy, Thales, Unisys, and Veridium.

Copyright 2022 © Quadrant Knowledge Solutions Private Limited        02 
For Citation, rmehar@quadrant-solutions.com

Knowledge Brief  



Copyright 2022 © Quadrant Knowledge Solutions Private Limited        03 
For Citation, rmehar@quadrant-solutions.com

Knowledge Brief  

Market Dynamics and TrendsMarket Dynamics and Trends

The following are the key market drivers as per Quadrant Knowledge Solutions’ 

User Authentication strategic research:

• User authentication solutions are evolving, becoming more robust and 

gaining traction with forward-thinking solution providers, specifically 

when user authentication vendors are expanding into multiple sectors 

by introducing new capabilities to monitor privileged users, meet 

different needs and requirements of organizations, and enable a 

robust response to advanced threats and enhance user experience.

• With the massive proliferation of unsecured BYOD, WYOD, and IoT 

devices across enterprises resulting increase in threats and data 

loss, there is an increasing focus on ensuring secure user access and 

protecting the privileged organizational resources. 

• The demand for user authentication solutions is increasing as 

organizations are providing access to employees as well as other 

persons outside the organization’s security perimeter, including 

contractors and remote vendors to the organizational network, 

applications, and databases. User authentication applications allow 

organizations to authenticate employees, remote vendors, and 

contractors in real-time to stop network security breaches and data 

losses. 

• The other market drivers for the growth of the user authentication 

market include continued investments in digital transformation projects 

leading to increased adoption of cloud and hybrid infrastructures, 

increased use of mobile and personal devices, remote working, and 

growing complexities of the global regulatory environment.

• Driven by the growing market opportunity, vendors are focusing on 

offering robust user authentication platforms to secure organizations’ 

networks, servers, data, websites, and applications from anonymous 

users. These platforms offer capabilities such as onboarding, 

authorization support, analytics, auditing and reporting, and SSO 

(Single Sign-On) for managing/facilitating user authentication in 

a holistic manner. With the continuous evolution and increasing 
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sophistication of user threats, vendors are rapidly adopting AI, ML, 

and new robust techniques to offer enhanced user authentication 

capabilities. Vendors are leveraging AI, ML, and other technologies to 

offer robust detection capabilities, automate API discovery, deep traffic 

visibility, reporting, threat detection, and cyberattack prevention.

• COVID-19-induced disrupted business scenarios, growth in remote 

working, and increased risk is driving significant investments in user 

authentication solutions. Organizations are focusing on providing 

continuous, dynamic, and real-time secured access to the users. 

  

• The emergence of stringent data privacy regulations such as GDPR, 

CCPA, and others is forcing businesses to adopt advanced security 

and compliance solutions to improve their defense strategies and 

comply with stringent regulatory requirements.

• Many leading user authentication platform providers are offering 

essential elements of modern security such as cloud and network 

security and fraud prevention activities. Also, vendors are offering 

an advanced form of multi-factor authentication (MFA), Adaptive 

Authentication (Risk-Based Authentication), to select the appropriate 

authentication method based on a user’s risk profile and update the 

type of authorization factors.

• Organizations’ interest in passwordless authentication is increasing, 

as it provides secured, passwordless access to applications or IT 

systems, allowing organizations to enhance user experience and 

increase security and simplify IT operations. 

• Organizations are looking for vendors offering continuous, real-time, 

and dynamic authentication to secure their networks and protect 

them from advanced threats. Additionally, the vendors are providing 

robust features, supporting diverse use cases, and have a presence 

in different verticals, including banking & financial services, retail, IT 

& Telecom, and such others.
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SPARK Matrix Analysis of the User SPARK Matrix Analysis of the User 
Authentication Market, 2022Authentication Market, 2022
Quadrant Knowledge Solutions conducted an in-depth analysis of the major User 

Authentication vendors by evaluating their product portfolio, market presence, 

and customer value proposition. User Authentication Market outlook provides 

competitive analysis and a ranking of the leading vendors in the form of a 

proprietary SPARK MatrixTM. SPARK Matrix analysis provides a snapshot of key 

market participants and a visual representation of market participants. It provides 

strategic insights on how each vendor ranks related to their competitors based 

on their respective technology excellence and customer impact parameters. The 

evaluation is based on primary research including expert interviews, analysis of 

use cases, and Quadrant’s internal analysis of the overall User Authentication 

Market.

According to the SPARK Matrix analysis of the global User Authentication Market, 

“Prove offers next-generation identity verification software to protect from identity 

theft and social engineering attacks by identifying individuals, operating with just 

a phone. Prove provides multi-factor authentication services which leverage 

deterministic biometric and environmental attributes using machine learning 

to detect users. Prove enables organizations to authenticate users passively 

based on their gait (unique walking style) through its GaitAuth technology. Prove 

GaitAuth operates with step-up or continuous authentication routines, as well as 

a factor in a 2FA/MFA solution. Prove GaitAuth allows organizations to correctly 

detect users with accuracy revealing the same as other biometric authentication 

methods, minimize the explicit authentication methods, continuously authenticate 

users without interrupting, and differentiate themselves from the competitors 

with passive authentication.’ The company, with a robust functional capability 

of its solution Prove GaitAuth, compelling customer references, comprehensive 

roadmap and vision, cloud-native platform, and high scalability, it has been 

positioned among the technology leaders in the 2022 SPARK Matrix of the User 

Authentication Market.”

https://quadrant-solutions.com/


Figure: 2022 SPARK Matrix™

(Strategic Performance Assessment and Ranking)
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Prove Capabilities in the Global User 
Authentication Market

Founded in 2008 and headquartered in New York City, New York, US. Prove offers 

next-generation identity-verification and authentication software to streamline the 

digital consumer journey and to protect from fraud vectors including identity theft 

and social engineering attacks by identifying individuals with just a phone. Prove’s 

authentication solution, Prove AuthTM delivers modern techniques that increase 

security and reduce friction, delivering a unified solution for omnichannel auth, 

password-less login, and/or a seamless second factor. 

Prove uses robust binding methods to initially register a Prove Key on the mobile 

device, after which that key can be used either in-app or from other channels (i.e.. 

Desktop, Call Center, or Retail). Prove Auth also delivers a FIDO2 compliant service 

to address browser-based experiences. Additionally, Prove acquired UnifyID in 

2015 for its GaitAuth technology which enables relying parties to authenticate 

users passively based on their physical gait biometrics (unique walking pattern). 

Prove’s multi-factor authentication services leverage deterministic biometric and 

environmental attributes using machine learning to detect users. 

Prove’s GaitAuth provides secure passive authentication and combines individual 

manner of walking with proprietary machine-learning algorithms to provide 

authentication without user intervention. Prove’s integrated authentication and 

risk solution will use gait in conjunction with many other factors to determine a 

holistic risk associated with the use of a device for authentication of a specific 

user. The Prove Auth SDK offers simple APIs to integrate all of these features into 

the user’s app, creating and training models for users. 

Prove Auth allows organizations to correctly authenticate users with a deterministic 

approach while minimizing the explicit authentication method, avoiding 

interruptions in the UX, and differentiate themselves from the competitors with 

passive authentication. Prove also allows users to improve push notification 

capabilities by leveraging contextual behavioral signals.

Knowledge Brief  



Copyright 2022 © Quadrant Knowledge Solutions Private Limited        08 
For Citation, rmehar@quadrant-solutions.com

Analyst Perspective

Following is the analysis of Prove capabilities in the User Authentication market:

• Prove offers a comprehensive suite of authentication services 

focusing on connecting a strong binding event to deterministic, 

cryptographic keys on the device. Prove acquired UnifyID in 2015 

for its GaitAuth technology, which is a motion behavioural biometric-

based authentication solution, which leverages motion sensors 

on users’ phones to provide user authentication. The solution can 

also combine with desktops. Some of the key differentiators of the 

company include motion-based behavioural biometrics based on gait, 

support for cross-channel authentication, runs in the background, 

false positive rate of 1:50,000, and providing contextual information 

from a few moments before and after the authentication request.

• Concerning geographical presence, Prove has a strong presence 

in the US and Canada followed by Europe, Asia Pacific, and Latin 

America. From the industry vertical perspective, the company has a 

presence across a wide variety of industry verticals, including banking 

& financial services, IT & Telecom, retail & eCommerce, govt & public 

sectors, healthcare & life sciences, and such others. From a use 

case perspective, Prove supports push authentication, behavioural 

biometrics, replacement 2FA, physical access, and promotion fraud 

detection.

• The primary challenges before Prove include the growing competition 

from emerging vendors with innovative technology offerings. These 

vendors have successfully gained a strong market position with 

increased penetration amongst small to mid-market organizations 

and are amongst the primary targets for mergers and acquisitions. 

Additionally, the company might face some challenges in expanding 

its presence across Canada, and Middle East & Africa markets due to 

the growing competition from other well-established players. However, 

with its sophisticated technology platform, comprehensive functional 

capabilities, robust roadmap, compelling customer references, and 

customer value proposition, Prove is well-positioned to maintain and 

grow its market share in the user authentication market.
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• Concerning technology roadmap, Prove is investing in contextual 

signals and model improvements and also cryptographic 

authentication with specific industry based use cases. Additionally, 

the company is focusing on increasing the number of customers, 

geographical presence, different industry verticals, and expanding 

use case support.


