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Executive Summary

As the global shift to transact digitally accelerates, rates of 
fraud continue to rise to unprecedented levels. In 2020, $28.6 
billion was lost to card fraud alone. Over the next ten years, it is 
estimated that the card and mobile payment industry will suffer 
fraud losses totaling $408.5 billion1. Rates of fraud continue to 
escalate despite an acute awareness of the issue across 
industries, substantial investments in fraud loss prevention, and a 
robust ecosystem of fraud prevention vendors.

1. As more transactions become digital, there will be both a greater volume of transactions and a 
larger pool of money in aggregate that is at-risk. The shift toward digital transactions as the 
primary way of conducting business gives bad actors both more opportunities and greater 
incentives. After congress raced to make hundreds of billions of dollars worth of Pandemic 
Unemployment Assistance payments available, for example, fraudsters quickly followed suit and 
siphoned off an estimated $87 billion dollars2.

2. Persistent data breaches and the ease of finding leaked PII records online makes it easier than 
ever for bad actors to assert victims’ correct information. From 2010-2020, there were more than 
10,000 data breaches reported in the US with more than 1.4 billion records leaked3.

3. Companies are competing heavily on user experience during customer onboarding and 
authentication and those that are not capable of minimizing friction while preventing fraud will 
lose out. According to a survey of 184 US financial institutions, new deposit account opening 
abandonment is over 50% and for lending products, it is even higher4.

Prove’s solution to overcoming the inherent limitations of RBA is two-fold:

1. First, Prove incorporates cryptography as a key component to authentication. Leveraging 
cryptography as the source-of-truth allows financial institutions, companies, and governments 
to trust that the data asserted by users is actually true. Phone numbers provide a ubiquitous 
way of using cryptography via SIM-card authentication and the biometric sensors on the 
device. 

2. Secondly, Prove uses machine learning and authenticated data to prove that the 
cryptographic key really belongs to the legitimate consumer and that the key is currently being 
held by the consumer - providing dynamic Assurance Levels and Trust Scores. Prove’s machine 
learning backed decisioning and intelligence platform is called PinnacleTM.

Prove’s solutions are able to provide up to a 20% relative increase on pass rates while holding fraud rates 
steady when compared to pure data-based solutions. Companies that fail to adapt a system that 
leverages a strong cryptographic truth, combined with Pinnacle’s advanced machine learning 
techniques processing diverse signals will continue the trend of spending more on fraud control while 
either experiencing higher fraud losses, being forced to introduce more friction or both.

While sub-optimal, industry players have had little choice but to accept fraud loss as a cost of 
doing business. Risk-Based Authentication (RBA) solutions currently employed have helped 
combat fraud losses, but their current efficacy is insufficient and reducing. Prove believes that a 
new paradigm is needed for the following reasons.

1) Nilson Report, Issue 1209 - December 2021: nilsonreport.com/upload/content_promo/NilsonReport_Issue1209.pdf 
2) Semiannual Report to Congress Office of Inspector General for the U.S. Department of Labor, Volume 86, April 1 – September 30, 2021: 
www.oig.dol.gov/public/semiannuals/86.pdf
3) Statista - Annual number of data breaches and exposed records in the United States from 2005 to 2020. 
www.statista.com/statistics/273550/data-breaches-recorded-in-the-united-states-by-number-of-breaches-and-records-exposed/ 
4) Cornerstone Research, Q4 2020: thefinancialbrand.com/112423/digital-banking-account-opening-sales-growth

https://nilsonreport.com/upload/content_promo/NilsonReport_Issue1209.pdf
https://www.oig.dol.gov/public/semiannuals/86.pdf
https://www.statista.com/statistics/273550/data-breaches-recorded-in-the-united-states-by-number-of-breaches-and-records-exposed/
https://thefinancialbrand.com/112423/digital-banking-account-opening-sales-growth
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Assessing Risk: 
From Raw Data to Machine Learning

The state of the art methods in risk management 
have evolved from using raw data (like credit 
reports) and complex, difficult to manage business 
rules to adopting sophisticated machine learning 
techniques. Most sophisticated companies 
currently use some form of “Risk Based 
Authentication” which utilizes machine learning 
techniques and data to understand the level of 
risk behind a particular transaction. The primary 
focus of this evolution has been to try to extract 
the maximum power out of data by utilizing 
increasingly sophisticated data science tools and 
bringing more varied types of data to the table. 
Under this paradigm, adding new types of data, 
such as IP addresses, historical transaction 
velocities, and consumer spend profiles can be 
well utilized by the machine learning tools to 
increase the accuracy of the risk prediction. 
Although this newer RBA-centric approach has 
been successful, it has a clear fundamental limit. If 
the data that is presented to the system is fake, 
fraudulent or misrepresented in some way, the 
system cannot possibly come to an accurate risk 
assessment. 

This core issue is greatly exacerbated by the 
prevalence of data breaches. The Government 
Accountability Office estimates that 148 million US 
consumers’ data was leaked during the 2017 
Equifax breach5, rendering knowledge based 
authentication ineffective. In addition to the 
Equifax breach, other well publicized breaches 
(such as Home Depot and Target) have intensified 
the problem of leaked PII. This has seriously 
weakened the assumption that the right person is 
presenting the right information. Additionally, the 
increasing dominance of the digital channel has 
meant that more and more transactions are not 
occurring face to face, which makes it easier for 
bad actors to present false information or 
impersonate others.

For all transactions, it is necessary for companies to conduct a risk 
assessment. This risk assessment can come in many forms - from 
judging the willingness and ability of the individual to pay back a 
loan to assessing whether the customer is really the person they 
say they are. A company's success is often built on its ability to 
accurately assess this risk with minimal customer impact as it 
affects not only losses due to fraud but also a customer’s 
willingness to do business with that company. 

As a specific example, consider the pulling of a 
credit score. In order to pull a credit score, a 
consumer simply needs to present their PII data. It 
is tacitly assumed that only the actual consumer 
would know this information. However in a digital 
environment where PII data is easy to access due 
to the prevalence of large data breaches such as 
the Equifax data breach, this is not a reasonable 
assumption. If the bad actor has the victim's PII 
data, then the credit report will be pulled based 
on the victim's information, and the bad actor can 
utilize that information to impersonate the victim. It 
should be noted that the credit score itself is not 
wrong - it is simply that the authentication of the 
individual requesting the credit score failed. Bad 
actors often then use their ability to access 
victims’ profiles to add fake data (such as a 
fraudulent address), creating synthetic identities 
that can be used to further harm the victim. 

Many attempts have been made to solve this 
challenge utilizing more data attributes. For 
example, a common technique is to examine the 
IP address of the request to see if it previously had 
anomalous behavior or been associated with the 
consumer. While these techniques work to some 
extent, they are all based on looking at velocity of 
data elements which means that the first time a 
particular element is seen it will not appear risky. 
This approach often devolves into an arms race 
between the bad actors and the risk analysts with 
fraudsters trying harder and harder to mimic the 
consumer’s data in order to fool the systems. In 
addition, the prevalence of mobile transactions 
often make the older methods of tracking this 
behavior obsolete, as you cannot rely on stable 
patterns of IP addresses (since mobile IPs are 
dynamically assigned) or the consumer always 
using the same device.

5) GAO: After Equifax Breach, KBA No Longer Effective: www.bankinfosecurity.com/gao-after-equifax-breach-kba-no-longer-effective-a-12641 

https://www.bankinfosecurity.com/gao-after-equifax-breach-kba-no-longer-effective-a-12641
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Prove’s Approach:
From Data-Driven M/L to Cryptographic M/L
The core challenge associated with pure M/L driven systems is that they can only be as trusted as the data 
that is ingested into the models. Cryptographic authentication is needed in order to ensure that the data 
being fed into machine-learning systems is truly tied to the consumer and not a bad actor. Prove 
accomplishes this by ensuring that the identity of the consumer is cryptographically authenticated prior to 
trusting the information that is being submitted. This can be done using a variety of methods - for example, 
by requiring the consumer to prove possession of a known phone number. In order to confirm that the 
known phone number is actually tied to the device being used, Prove uses the SIM-card's existing 
authentication with the cellular network. This cryptographic authentication is silent and yet trusted to charge 
trillions of dollars to billions of people every day. Phone numbers are particularly well suited to act as a base 
for the cryptographic authentication as they can reliably be tied back to consumers and are ubiquitous. As 
an example, Prove can easily stop the bad actor from pulling a victim's credit score even if the bad actor 
knows all the relevant information about the victim. This is done by forcing an authentication to a known 
cryptographic key (such as a phone number) into the transaction flow. This is the reason Prove has focused 
significantly on phones and phone numbers as a means of authentication. However, this overall approach is 
not limited to phones or phone numbers but rather the usage of a cryptographic key tied to a person.

While the use of cryptographic keys does protect the transaction from many types of attacks, there are still 
several serious challenges that need to be overcome in order to prevent bad-actors from beating this 
system. Ultimately this comes down to answering two questions - and the answering of those two questions is 
where Prove focuses our machine learning capabilities.

These two questions are:

• How do you ensure that the cryptographic key belongs to the legitimate consumer?
• How do you know the key has not been stolen (either physically or digitally)? 

Prove answers the first question by building a strong “binding” process and associates every 
cryptographic key with an “assurance level” which tells you how closely that key is bound to the 
consumer. The binding process is typically run one time per key, as it is bound to the consumer. The 
section entitled “Assurance Levels” below explains how this process works and shows some 
evidence of the power of this technique.

We answer the second question with our “Trust Score” which measures the real-time reputation of 
the key. Since this reputation can change moment to moment (e.g. a bad actor could “steal” or 
compromise the key at any moment) this needs to be assessed at every transaction. The section 
below entitled “Trust Score” explains how this functions in more detail.

Figure 1: 
Pairing of Cryptographic 
Key and Person as a 
Prove Identity Token

Prove represents the 
pairing of a cryptographic 
key and person as a Prove 
Identity Token (PIT) and 
attaches both Trust Score 
and Assurance Levels as 
shown in Figure 1 at right.

EVENT 
STORE

Trust 
Score(s)

Assurance 
Level

Transaction
(Sign-up)

Transaction
(Login)

Transaction
(Password 
 Reset)
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By analyzing a live customer implementation of this system, Prove determined that using the above 
methodology can result in a dramatic difference in pass rates when compared to a traditional RBA 
system (without cryptographic proof of possession). Figures 2-5 that follow are based on the analysis of 
nearly 200,000 customer transactions from January to April 2021 and 1,000+ fraudulent transactions from 
June 2019 to June 2021.

The following graphs show the fraud rate versus pass rates when comparing an authentication model 
utilizing cryptography plus Machine Learning (“Cryptographic Authentication Model”), versus using the 
same model without utilizing cryptography (“RBA Model”) and shows how customers can achieve much 
higher pass-rates while holding fraud constant.

Figure 2: 
Cryptography + Machine Learning vs. RBA 
Alone: Impact on Fraud Rate vs. Pass Rate

Figure 2 at right, shows that when holding 
the acceptable fraud rate to 3.3bps, a 
combination of cryptography and 
Machine Learning is expected to provide 
an 92% pass rate versus the 77% 
achieved by RBA alone6.

"With the help of Prove's cryptographic 
authentication model, Synchrony has 
achieved a substantial increase in approved 
accounts, through higher completion and 
approval rates, with only a fraction of the 
fraud, when compared to our legacy 
approach. Importantly, Prove has contributed 
to a more streamlined customer experience, 
reduced fraud and provided a significant 
uplift in revenue."
- Mylene Pedone, SVP of Digital Credit & 
Authentication at Synchrony 

Figure 3: 
Impact of Cryptography + Machine 
Learning Model on Fraud Captured in 
Risky Population

Figure 3 at right, shows the fraud 
capture rate versus the review rate as 
an alternative way of illustrating the 
power of adding cryptography to 
machine learning. It shows that the 
cryptographic authentication model 
with machine learning can achieve a 
fraud capture rate of 57% versus the 
RBA’s 45% within the 10% riskiest portion 
of the population.

6) Data tested and evaluated in this paper is specifically from the mobile channel of Synchrony where the users apply for credit cards via Mobile 
apps.
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Assurance Levels: 
Binding the Cryptographic Key to the Consumer

A common mistake made by companies implementing a form of cryptographic authentication such as an 
SMS OTP is to not sufficiently validate that the key actually belongs to a consumer. For example, oftentimes 
a consumer is simply asked to input their phone number in order to receive an SMS OTP. While completing 
the SMS OTP will establish possession of a phone number, how do you know it’s the consumer’s phone 
number and not simply the phone number of a bad-actor?

Prove answers this question by calculating an “assurance level” which describes the degree of association 
between that key and a particular consumer. The Assurance Level is most useful when a consumer uses 
their token at a new Relying Party. Both the identity and the key are new to the RP, but the Assurance 
Level is used to accelerate the treatment of the new customer.

Phone number based authenticators provide the clearest example. 
Consider the following four examples:

1. Most consumers have a primary mobile device that they use to access various services, make 
and receive phone calls and SMSs etc. This phone is used in a consistent way on a daily basis

2. Many consumers also have other devices in their household, either secondary or belonging to a 
spouse or other family member. They occasionally use this device to access services or make 
phone calls - however usage is much more inconsistent

3. Some consumers also have a VoIP or landline phone that is used by many people across their 
household. This phone is rarely used and mostly just receives phone calls from telemarketers and 
grandparents

4. Many consumers also have a variety of old phone numbers that they are no longer associated 
with but were at one time. Examples may include previously used mobile phone numbers, old 
landlines or house numbers or even their parents or siblings phones. These phones may be very 
loosely associated with the consumer but the consumer would never use that phone number

Each of these examples illustrate a different assurance level. If the consumer was to try to use the phone 
number from the first example as an authenticator it could be used in very high risk use-cases (given that 
the Trust Score at the time of transaction was high), whereas if the consumer were to use the phone 
described in the fourth example it would not be authenticated.

Prove uses its comprehensive event store and its Pinnacle machine learning to separate a token into levels 
AL0-AL3 with higher numbers representing that the consumer is more closely tied to that token and thus 
that cryptographic key. An AL3 token (such as the one described in example 1) is suitable for even the 
riskiest of situations. A key part of our mission is to continue advancing, or decrementing the assurance 
levels of our tokens through the events we ingest in order to reach billions of AL3 tokens across the globe.

In order to advance our tokens, we utilize the following type of information:

• How long has this token been associated with the consumer?
• How frequently do we see this token used?
• How is this token used (e.g. bank logins or social media browsing)
• Are there any events that indicate this token is no longer associated with this person (phone 

disconnected or large change versus normal velocity)
• Has there been an ID Verification attached to this token?
• Phone Token - Does this phone number make or receive phone calls or SMS?



8©Prove Identity, Inc. All Rights Reserved. Proprietary & Confidential

Prove’s M/L system outputs a “Trust Score” based on the type of authenticator that was used to perform 
the transaction along with the history of events tied to that token. Prove can check explicitly for signs that 
the key has been tampered with by looking for real-time SIM swaps, malware, or other signs of tampering, 
While this is critical for stopping many fraud attempts it is not enough to stop all. 

The first category of fraud events is particularly hard to catch as legitimate users will lose and/or need to 
replace their keys so some process must exist to allow them to do so. Bad actors often try to exploit these 
systems. For this reason, newly issued cryptographic keys are often trusted much less than older ones at the 
outset.

Prove’s event-based data handling platform is extremely useful at accelerating this speed at which you 
can trust a key. Since Prove ties out all previous events to tokens we are able to build a profile of the 
expected behavior of a particular key and compare the behavior of the newly issued key to the older 
one. If these behaviors line-up, then the newly issued key can quickly rebuild to a high level of Trust.

In particular, Prove expresses this confidence in the form of a number between 0-1000, known as Trust 
Score which communicates to customers how sure they can be that the right consumer is holding the 
cryptographic key.

Figure 4: 
Impact of adding Assurance Levels to Cryptography 
+ Machine Learning Model on Fraud Rates of the 
Risky Population 

Figure 4 at right shows the impact of taking into 
account the Assurance Levels of a transaction 
when an authentication occurs. It shows that you 
can catch around 40% of the remaining fraud 
among the riskiest 10% of the population. This 
demonstrates the need to combine cryptographic 
authentication with a measure of the Assurance 
Level of a transaction in order to minimize the fraud 
rate while passing as many transactions as possible.

Trust Score:
Determine Whether the Right Person is Using the Key
One of the critical items we must calculate to determine whether or not a particular transaction should be 
trusted is whether the cryptographic key used in the transaction is really being held by the right person. A 
bad actor could attempt to take over the key in several different ways:

• Provisioning a new key and impersonating a victim who lost (or replaced) their current key
• Physically stealing the key (such as the mobile device or hardware authenticator)
• Digitally stealing the key by performing an action such as a SIM swap or putting malware on device

Prove divides the Trust Score into three ranges:

• High (630-1000) - High confidence that the right consumer is holding the key. Should accept for 
high-risk use-cases such as money movement

• Moderate (300-629) - Moderate confidence that the right consumer is holding the key. Should 
accept for moderate risk use-cases such as login or low-dollar money movement.

• Low (<300) - Low confidence that the right consumer is holding the key. Prove sees active signs of 
risk and this key should not be accepted at this time.
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As an example - a mobile phone number that has been owned by the same individual for several years and 
is routinely used for authentication would have a very high trust score. Whereas a Non-Fixed VoIP number 
(such as a Google voice number) which has been seen to make many failed authentication attempts over 
a short-period of time would have a very low Trust Score.

See below for more examples of signals that can either increase or decrease the trust level of a key as well 
as a graph showing the predictive power of the Trust Score among transactions which have gone through a 
cryptographic authentication.

Increase:
• Length of time this key has been used 

(Proven Tenure)
• Recent authentication behavior conforms 

with past profile
• Seen in similar environment to past (e.g. 

same WiFi network)
• Near known devices or location
• Gait biometrics on device matches 

previous profile

Decrease:
• Short tenure, with no or few 

authentications
• Unusual amount of recent risky 

authentications (e.g. password resets)
• Key reported lost or stolen
• Recent SIM swap detected
• Malware detected on device 

(roadmap signal)

Figure 5: 
Impact of adding Trust Score to 
Cryptography + Machine Learning Model 
on Fraud Rates of the Risky Population

Figure 5 at right, shows the impact of 
taking into account the Trust Score of a 
transaction when an authentication 
occurs. It shows that you can catch 
around 40% of the remaining fraud among 
the riskiest 10% of the population. This 
demonstrates the need to combine 
cryptographic authentication with a 
measure of the Trust Score of a transaction 
in order to minimize the fraud rate while 
passing as many transactions as possible.

Storing and Tracking Events (Prove Identity Network)
As described in the above sections, calculating Assurance Levels and Trust Scores must rely on both 
historical and real-time data and signals in order to ensure that the cryptographic authentication is secure. 
This section describes Prove’s approach to gathering and collecting the data needed to make these 
assertions, which forms our Prove Identity Network (PIN).

The core of any machine-learning system is the data and signals it has access to. This is the primary reason 
why machine-learning is typically seen as a privacy threatening enterprise. However, Prove’s use of data 
and signals reduces the need to store and utilize sensitive PII data such as SSN or national ID and instead 
focuses on storing the metadata associated with authentication events that we see throughout our 
platform in order to develop the patterns that correspond to expected behavior for each of our tokens.
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Year Events Ingested
2021 20.94B

2020 12.76B

2019 10.01B

We do this by utilizing our tokens as the primary keys by which all event data is stored. When an event 
passes through our systems, we store only a few key pieces of information in order to build a pattern of 
typical behavior for that token. These data elements are:

1. The ID of the token
2. The type of event that occurred
3. The timestamp of the event
4. The source of the event
5. Feedback on whether the event was successful or a failure
6. Any other event specific data such as the Trust Score or Assurance level associated with the event

By viewing data through the lens of events that occur on tokens with a common set of attributes 
associated to them, we have developed a scalable system where our M/L algorithms and models can 
interpret events of all kinds when attempting to find the relevant patterns that we are searching for utilizing 
both the Trust Score and Assurance Levels. This system allows more sophistication in pattern identification 
and event handling. For example, Prove can now continuously add new event types as we learn more 
and more about what events are most relevant to meeting our goals.

Figure 6: 
Examples of Event Types that Prove Ingests into PIN

In addition to ingesting and storing these events in order to bring machine learning to bear on the 
challenges listed below, it is also critical to understand whether or not a token remains valid or needs to be 
revoked. In addition to allowing consumers or customers to revoke tokens, Prove also automatically 
revokes (and creates) tokens as part of the event management process. As an example, if a phone 
number is permanently disconnected, then Prove will automatically revoke the tokens associated with that 
phone number as that phone number will shortly be reassigned to a new individual. As another example, if 
a device-based token (such as a FIDO2 key) is known to be compromised (malware on the device, 
device reported stolen, etc), then Prove would also revoke that token across the whole PIN.

Figure 7: 
Number of Annual 
Events Prove has 
Ingested into PIN

• TokenID: ABC
• EventType: Port 
• EventTime: 2022-01-15 12:03:23
• Source: Indian Porting Authority
• Success: True
• Old Carrier: X
• New Carrier: Y

Phone Number Porting

Event 1

• TokenID: ABC
• EventType: Mobile Authentication
• EventTime: 2022-01-16 15:12:42
• Source: Banking Login
• Success: True
• Client Vertical: Banking

Authentication

Event 2

• TokenID: ABC
• EventType: Phone Ownership Verification
• EventTime: 2022-01-03 09:23:00
• Source: Retail Signup
• Success: False
• PersonaID: 123
• Name Score: 15
• Address Score: 45

Verification

Event 3
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Passive Versus Active Authentication: 
Prove’s Authentication Waterfall

Not all cryptographic keys and authentication methods are created equal. In general, there are two types 
of authentication methods: active and passive. Active methods require the consumers to take an intentional 
action in order to authenticate. Examples of active authentication include entering in a one-time password 
(OTP), or presenting your face or fingerprint to a biometric sensor. Passive authenticators, by contrast, occur 
in the background without the user taking an authentication specific action. 

In general, Prove prefers passive authentication methods to active ones for two reasons:

1. Passive authentication methods provide a better, more frictionless user-experience.
As authentication methods require greater manual interactions (e.g. keystrokes, clicks, 
document scans etc.) time to complete a process increases. As length of time increases, 
abandonment increases. According to a recent study, 63% of consumers abandoned a digital 
banking application in 2020. One of the main reasons cited for abandonment was the length 
of time required to complete.7

2. Passive methods provide less of an attack surface for social engineering attempts. When an 
authentication process necessitates an explicit user action there is always the possibility that a 
bad-actor uses this to social engineer the customer. Examples include a bad actor pretending 
to be a bank and asking for a one-time-password, or asking the user-to complete a biometric 
in order to allow access to an account.

This being said, a central challenge with authentication is that different users may only have access to a 
small subset of authentication methods during a transaction. For example, a user may initiate a transaction 
on their laptop and thus be unable to use a passive phone-number based authentication method. 

Because of this challenge and our preference for passive authentication methods, Prove provides an 
“authentication waterfall” which enables a user to achieve the highest possible success rates in completing 
some form of cryptographic authentication. This waterfall starts by attempting passive methods and then 
moves to active methods if it is not possible to use a passive method. As has been underscored throughout 
this paper, cryptographic authentication is critical to securing transactions and as such providing a wide 
range of authentication methods is critical to achieving the best possible results.

Figures 8-9 below show evidence about the impact of using passive authentication methods on both 
completion rates and fraud performance. Figure 8 is based on the analysis of 25,000+ customer transactions 
from March 2022. Figure 9 is based on 115,000+ possession checks that are associated with the transactions 
presented in Figures 2-5.

Figure 8: 
Completion Rates of Active vs. Passive 
Authentication

Figure 8 at right, highlights the process 
completion rate difference between 
those users presented with an active 
authenticator (in this case Prove’s Instant 
Link) versus a passive authenticator 
(Prove’s Mobile Auth). It shows a roughly 
15% relative improvement on completion 
rate when using a passive authenticator.

7) The Battle to Onboard 2020: The impact of COVID-19 and beyond: 
www.signicat.com/blog/the-battle-to-onboard-2020-the-impact-of-covid-19-and-beyond 

https://www.signicat.com/blog/the-battle-to-onboard-2020-the-impact-of-covid-19-and-beyond


12©Prove Identity, Inc. All Rights Reserved. Proprietary & Confidential

Figure 9: 
Fraud Rates of Active vs. Passive 
Authentication 

Figure 9 at right shows the difference in 
fraud rates between a population that used 
an active authentication method versus a 
passive authentication method as part of 
the transaction flow. It shows that the fraud 
rate is approximately 25% higher when an 
active authentication method was used.

Standard Configuration
The sections above provide an overview of the Prove M/L process and how Prove utilizes it to achieve up 
to 20% relative increase in pass rates while holding fraud constant. However, all this terminology of 
“Tokens”, “Trust Score”, “Assurance Levels”, etc., may make some worry that implementing such a solution 
will be very complicated. For example, how would one decide whether to allow only AL3 or AL1-AL3 for a 
particular use-case, or set a particular Trust Score threshold? 

To address this challenge, Prove has developed a “standard configuration” which applies to virtually all 
use-cases. This standard configuration takes in a few key implementation considerations, such as the risk 
level of the use-case, the channel and whether or not KYC/AML checks need to occur and provides a 
comprehensive guide to implementing that particular use-case in order to achieve the highest pass rate 
while drastically reducing fraud. 



13©Prove Identity, Inc. All Rights Reserved. Proprietary & Confidential

Summary

Pure machine learning driven RBA solutions are only as trustworthy as much as the data that it ingests. 
Prove ensures data integrity by focusing its machine learning efforts (Pinnacle) on two primary areas:

• Ensuring that the cryptographic key belongs to the consumer. Prove builds a strong binding process 
when a consumer first associates or binds a new cryptographic key to themselves. Every 
cryptographic key is provided with an Assurance Level which indicates how closely that key is tied to 
the consumer token and thus that cryptographic key.

• Ensuring that the cryptographic key has not been stolen. Prove measures the real-time reputation of 
a key with a “Trust Score,” which is based on the type of authenticator that was used to perform the 
transaction along with the history of events tied to that token that was used to perform the 
transaction along with the history of events tied to that token.

Prove Identity Network (PIN) is privacy-preserving and self-learning:

• Prove’s approach to process and store data is privacy-preserving. By tokenizing authentication 
events and the metadata associated with these events, the Prove Identity Network (PIN) never stores 
or uses sensitive PII. 

• PIN provides a cohesive & comprehensive ecosystem that leads to sophisticated M/L and optimal 
pattern recognition and event handling. As PIN continues to scale, the number of high assurance 
tokens will multiply and in turn, increase the overall trust and system performance.

Prove has developed a standard configuration which applies to nearly all use-cases: 
This standard configuration incorporates a few key implementation considerations in order to achieve 
the highest pass rate while drastically reducing fraud.

By pairing cryptography with machine-learning informed by verified data, Prove achieves up to a 20% 
relative increase in pass rates while holding fraud constant compared to traditional RBA systems.

Prove favors passive authentication methods over active authentication:
 
• Passive authentication methods provide a better, more frictionless user-experience.

• Passive authentication reduces the attack surface, reducing the likelihood of social 
engineering attempts.

• Prove provides an “authentication waterfall” which enables a user to achieve the highest 
possible success rates starting with passive methods and moving to active methods.
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Appendix 1: 
Prove’s M/L Principles

Machine learning (M/L) is an essential part of Prove’s 
products and services and it is interwoven throughout 
everything that we do. Machine learning at its core, is simply 
using data signals and evidence to identify patterns that 
would otherwise remain hidden. Prove’s machine learning 
process is intimately tied into our PIN platform which is the 
source of the information and signals that are fed into our 
machine learning algorithms. 

Prove’s M/L framework focuses on the PRO methodology while continuing to maintain Prove’s 
core values of preserving explainability and privacy. The core tenets of this platform are:

1. Privacy protection: Utilize privacy-preserving tokens instead of PII as the core entities upon 
which machine learning is performed.

2. Behavioral features storage: Tenure and velocities are the key elements for distinguishing 
fraudulent behavior from good behavior. Keeping track of all events tied to a token and when 
those events took place is critical to our performance.

3. Recognizing important events: Authenticated events separate a real person from an attacker 
conducting a transaction and are vastly more valuable than unauthenticated events. Due to 
massive data breaches and the wide-availability of personal data you should always assume 
the attacker knows all of the victim’s information. In other words, “security through obscurity” is 
vulnerable.

4. Self-Learning & Profile Creations: Learn from every transaction, building profiles of expected 
behavior and updating our risk assessment in real-time. Doing this will enable us to distinguish 
between the victim and an attacker, especially in cases where a previously used 
authenticator is unavailable.

5. Rely on Human Intelligence & Expertise: 
• Machine learning is a tool for understanding patterns in the data- it can and should be 
compared to heuristic models and expert judgment when building customer-facing 
products, favoring simple and explainable solutions where possible. This can help prevent 
unintended bias due to bad data. Garbage in, garbage out. 

• By studying the method by which an attack is perpetrated, we can understand how to stop 
that attack. Machine-learning alone is not sufficient. It will only tell you what patterns are 
observable in the data that is available - not which data might be useful to prevent the 
attack.

6. Transparency to the end consumer: 
Consumers should be able to view, understand and affect how Prove views them. It is critical 
that consumers have a way to be able to “revoke” access to their data and prevent 
unwanted usage.
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