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Objectives

To host a web server in the azure cloud behind the checkpoint firewall.

Lab Environment

Virtual Labs using Azure cloud: Ubuntu Server 20.04 LTS, CloudGuard standalone FW.

Azure Services used

Virtual Networks

IP route tables / User Defined Routes
Ubuntu Server 20.04 VM

CloudGuard Standalone Firewall VM (CPFW)
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Network Topology

The Azure cloud network is designed in the following way: -

1. Virtual Network — 10.0.0.0/16
a. Frontend subnet- 10.0.0.0/24:
i. CPFW External interface’s Private IP —10.0.0.4/24
b. Backend subnet- 10.0.1.0/24:
i. CPFW Internal interface’s Private IP— 10.0.1.4/24
c. Web subnet-10.0.2.0/24:
i. Ubuntu Server 20.04 VM Private IP —10.0.2.4/24
ii. Azure Route table — Web-RT
2. CPFW External interface’s Public IP —138.91.124.27
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Configuring a Virtual Network

1. Goto Azure Marketplace > Search “Virtual Network”.
2. Select “Virtual Network” > Click on “Create”
3. Select a resource group for your Virtual Network if you have created one already. | have
already created one: “myVNET”.
4. If you have not created a resource group, you can simply select the “create new” link next
to the “resource group” field and give a name to it.
Give the name of the Virtual Network. | have given the name as “myVNET”.
Give the region of the VNET as “East US”.
Click on “Next”
We give the IP address range of the Network as “10.0.0.0/16”.
We are going to divide this network into 3 subnets —
a. Frontend —10.0.0.0/24, this is the subnet where firewall’s external interface will
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reside in which will be used to communicate with the internet.
b. Backend —10.0.1.0/24, this is the subnet that will connect the Firewall’s internal
interface with the internal networks.
c. Webnet —10.0.2.0/24, this is the internal subnet in which our Ubuntu web server
will reside in which will be hiding behind the internal interface of our Firewall.
10.To create these subnets, select “Add Subnet” button.
11.The subnet configurations are shown in the image below:




Basics  IP Addresses Security Tags Review + create

The virtual network’s address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).

IPv4 address space

10.0.0.0/16 10.0

The subnet’s address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual
network.

Add subnet [ Remove
D Subnet name Subnet address range NAT gateway
10.0.0.0/24
10.0.1.0/24

10.0.2.0/24

I Use of a NAT gateway is recommended for outbound internet access from a subnet. You can deploy a NAT gateway and assign it to
a subnet after you create the virtual network. Learn more

12.Leave the rest of the settings as default and click on “Next” till you reach “Review + create”.

' Validation passed

Basics  IP Addresses  Security Tags  Review + create

Azure for Students
myVNET

myVNET

East US

10.0.0.0/16

Frontend (10.0.0.0/24),Backend (10.0.1.0/24), Webnet (10.0.2.0/24)

Disabled

Basic

13.Wait for the validation to pass and click on “Create”.




14.To view all the subnets that had created, go to Resource groups > Select “myVNET”
resource group > Select “myVNET” virtual network > Subnets.
myVNET | Subnets

Virtual network

NTA

|- Subnet - Gatewaysubnet () Refresh | oY

<7 Overview

S Activity log

Access control (IAM) Name T, IPva T Available IPs T

@ Tags F i 10.0.0.0/24 = 250

Diagnose and solve problems Backend 10.0.1.0/24 - 250

: 10.0.2.0/24 - 250
Settings

<% Address space

& Connected devices

<+ Subnets

Deploying CloudGuard CPFW

1. Go to Azure Marketplace > Search for Check point firewall.

2. Select “CloudGuard Network Security - Firewall & Threat Prevention” and then Select the
“CloudGuard Single Gateway” plan.

3. Select the Azure Subscription that you have taken.

4. If you haven’t made a resource group for the Check Point firewall then you can create one
by selecting “create new” option and give a name to the resource group (in my case, it will
be “CPFW-rg” as shown in the image below.)

5. Give aregion for your firewall. | have selected “East US” since my account subscription is of
East US region.

6. Give the name for your Firewall VM. | have given CPFW.

7. Select Authentication type as “Password” and give the password for your CP firewall’s
admin account. Please remember this password as this the only way we can get access to
the checkpoint web interface.

8. Select “Next”.
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Project details
Select the subscription tcknanage deployed resources and costs. Use resource groups like folders to organize and

manage all your resources.

Subscription © (@ Azure for Students

" Resource group ~ € (New) CPFW-rg

Instance details

Region East US

Please follow the Check Point Reference Architecture for Azure.

VM Name CPFW

Authentication type Password

(O) ssH Public Key
Password

Confirm password

9. Select the latest Check Point CloudGuard version.

10.Select the license type.

11.Give the installation type as Standalone.

12.Give “Allowed GUI clients” as “0.0.0.0/0” which means that anyone can access the Check
Point firewall. (Do this setting only in a testing environment, we need this setting right now
since we need to make some basic configurations on our firewall from the web interface
first.)

13.Leave the rest of the settings as default and Select “Next”.




Basics  Check Point CloudGuard settings  Network settings ~ Review + create
Check Point CloudGuard version () | R81.10

License type @ Bring Your Own License

Virtual machine size 1x Standard D3 v2

4 vcpus, 14 GB memory

Installation type (O Standalone

Default shell for the admin user Jetc/clish

Allowed GUI clients | 0.0.0.0/0
Bootstrap script (

Allow download from/upload to Check
Point C

Additional disk space (GB)

Enable CloudGuard metrics

14.Select the Virtual Network that we had created, “myVNET”.
15.Select the same frontend subnet and backend subnet that we had created before as shown
in the image below:

Basics  Check Point CloudGuard settings Network settings  Review + create

Configure virtual networks

Virtual ne rk * @ myVNET

Frontend subnet * (@ Frontend (10.0.0.0/24)

| Backend (10.0.1.0/24)

16.Now select “Next”.
17.Review all the configured settings and wait for the validation to pass. Then Select “Create”




W Validation Passed

Check Point CloudGuard settings

Azure for Students
CPFW-rg

East US

CPFW

Fkedkd ek kdk

R81.10

Bring Your Own License
Standard_D3_v2
Standalone

Jete/clish
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18.To view the Check Point Firewall we deployed, go to Resource groups > “CPFW-rg” resource

group.

) CPFW-rg

®] Overview
Activity log
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19.As we can see, we have the CPFW VM, Internal interface of Check Point: “CPFW-eth1” and
the External interface of Check Point: “CPFW-eth0”.
20.As you can see, our internal interface has only a Private IP (10.0.1.4) and no Public IP.
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| o] ‘ Ctrl+ <« > Move \ [i] Delete () Refresh Disable accelerated networking

I Overview Essentials
Bl Activity log Resource group (move) : CPFW- Private IP address
Access control (IAM) Location : East US Public IP address
Subscription (move) : Azure for Students Private IP address (IPv6) : -
& Tags
Subscription ID : 706ea93e-5030-4a94-bec7-c1cff71d39ba Public IP address (IPv6) :
Settings Accelerated networking : Enabled Attached to

& IP configurations Tags (edit)
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21.However, our External interface on the other hand has Private IP (10.0.0.4) and Public IP
(138.91.124.27) as well.

Move Delete Refresh Disable accelerated networking
Essentials
B Activity log
: EastUS

Access control (LAM)

# Tags
: 706ea93e-5030-4a94-bec7-c1cff71d39ba

Settings ng : Enabled

@ IP configurations

# DNS servers

Now we will be configuring our firewall via the Gaia Web interface of the firewall.

Configuring the initial setup of CPFW from web interface

Browse to the Public IP of the CPFW (138.91.124.27) via the browser.

Enter the admin credentials that we had configured for Firewall and login.

Download the Smart console from the CP web interface.

While that downloads, go to IPv4 Static Routes and verify if there is a default route to the
internet so that our CPFW and Internal networks can reach the internet.

5. Asyou can see from the image below, by default, Azure has configured a default route via
10.0.0.1 which is the IP of the Azure router in 10.0.0.0/24 Frontend sub-network.
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Microsoft Azure

cpfw

Network Management * IPv4 Static Routes
View mode: | Advanced
® IPv4 Static Routes
Overview
= & Network Management | Add

&% Network Interfaces

Destination Address Next Hop Type Local Scope Gateways (Priority) Monitored Protocols

& ARP ;
5 Default Normal 60 N/A 10.0.0.1 (None) None No
& w DHCP Server

168.63.129.16/32 Normal 60 off 10.0.0.1 (1) None No
169.254.169.254/32 Normal 60 Off 10.00.1 (1) None No

& Hosts and DNS

& IPv4 Static Routes

& NetFlow Export
= ¥ system Management

o Proxy

¥ Time

¥ Cloning Group

¥ snvp

£ Job Scheduler

¥ Mail Notification Page [1 | of1 Displaying 1- 3 of 3

‘

o Messages %

. Side note: By default, whenever we create a virtual network or even a sub-network in
Azure, the 1t IP of the network is reserved for the Azure router, 2" and 3™ IP is reserved for
the Azure DNS services, the last IP (x.x.x.255) is reserved for the broadcast address. So, if
you notice the IP addresses of the interfaces of the CPFW, they always start with “x.x.x.4”
by default.

. So now, our internal webserver can reach the internet or in other words, our firewall is able
to route outbound traffic.

But there is something missing in this Static Route configuration. If External users want to
reach our Ubuntu Web Server’s IP, then traffic will first flow to the Public IP of our CPFW ->
Azure router in 10.0.0.0/24 Frontend subnet -> Private IP of our CPFW-external interface ->
Private IP of our CPFW-external interface -> Azure router in 10.0.1.0/24 Backend subnet ->
Webserver.

. So, we need to configure a static route to our Webserver’s subnet 10.0.2.0/24 via 10.0.1.1
(Azure router in 10.0.1.0/24 subnet).

IPv4 Static Routes

| Add || Edit | Delete |
Destination Address Next Hop Type Rank Local Scope Gateways (Priority) Monitored Protocols Ping Comment
Default Normal 60 N/A 10.0.0.1 (None) None No
10.0.2.0/24 Normal 60 Off 10.0.1.7 (None) None No
168.63.129.16/32 Normal 60 Off 10.0.0.1 (1) None No
I 169.254.169.254/32 Normal 60 Off 10.0.0.1 (1) None No

10. Save these changes.




Configuring the policies on CPFW

1. Login to your CPFW Public IP via the smart console using the same admin credentials that
we used previously.

. l . 1- admin

SmartConsole

& - | 138.91.124.27 -

Read Only Demo Made @

[=] Check Point LOGIN >

3. We will need to turn on the implicit rule for allowing DNS queries over UDP by going to

Menu > Global Properties > Firewall > Enable “Accept Domain Name over UDP” and select
“Before Last” so that the DNS query will be allowed before the “Clean up rule” (Last rule) is
processed.

Global Properties

| B FireWall
MAT - Network Address | Select the following properties and choose the position of the rules in the Rule Base

Authentication

] - First
- VPN M Accept control connections:
o ldentity Awarenass . —
. Re;he e [/] Accept Remate Access control connections: First
i User Directory
|-QeS [w] Accept SmartUpdate connections First
Carrier Security
UserAuthority ZIAccept IPS-1 management connections: First
User Accounts
ConnectControl [V Accept outgoing packets originating from Gateway Before Last v
Stateful Inspection
i Logand Al Accept outgoing packets originating from Connectra gateway. | BeforeLast
+ OPSEC i : N ’ ) ’

Security Management Ac| . y 1
o 2 Point online senvices Before Last
Non Unique IP Address F and higher)

- Proxy z s
Ps [ Accept RIP First

UserCheck -
Hit Count I [v| Accept Domain Name over UDP (Queries): Before Last v I
Advanced

¥ N ; scripts - 17

Status Name Version Active Blades Hardware CPU Usage

GATI \E
Ene & cpfw |10004  R8LI0 = w B Openserver @

5. Make sure that all the necessary blades such as: Firewall, IPS, Anti-Bot, Anti-Virus blades
are enabled by going to General Properties > Check the blades in Network Security and
Custom Threat Prevention section.




Check Point Gateway - cofw

General Properties

[ Network Management Machine
| NAT

. . | Black v
HTTPS Inspection Name: ‘ cpiw ‘ Color: ac
st 1Pv4 Address: | 10004 Resolve from Name
1 1CAP Server

Anti-Bot and Anti-Virus

IPv6 Address: ‘ ‘
Platform Portal
UserCheck ot
Mail Transfer Agent
IS
 Logs Secure Internal Communication Trust established | Communication
Optimizations
Hit Count Platform -
(] Other
Hardware: |Open server » | Version: |RB1.10 05: |Gaia R Get

2 Network Security (1) @ Custom Threat Prevention (3) = Management (3)

SandBlast:
@ ‘Custom Threat Prevention D Threat Emulation

f:\ Autonomous Threat Prevention D Threat Extraction

Threat Prevention:
PS

Anti-Bot
Anti-Virus

9 Anti-Virus

Anti-Virus protection leverages real-time intelligence and
in-depth heuristic analysis to block viruses, worms and other
malware at the gateway.

Go to Network Management > Get Interfaces with Topology.

Check Point Gateway - cpfw

- General Properties

[ Network Management

| +% Getnterfaces. * | ™ Edit [ Action

E8 MNAT

| HTTPS Inspection

. HTTP/HTTPS Proxy Name Topology IP

[ ICAP Server 5

£ plstform Portal 44 etho External 10.0.0.4/24
- Mail Transfer Agent 4 ethi This network  10.0.1.4/24

Now, we need to our CPFW to know all the sub-networks that hide behind the
“10.0.1.0/24” subnet.

Select “eth1” interface > General > Topology > Modify > Leads To > Override > This Network
> Specific > Select “New” > Address range. Give the range as (10.0.1.1 — 10.0.2.255)




Topology Settings

4 items available

Ant-spoof

New Address Range

Leads To GE) - Internal_Subnets
This Network (Internal) @ LEE Enter Object Comment
* Override
Internet (External) a“
® This Network (Internal) el IPv4
IP Add behind this interface: %
Sl b b bt NAT First IP address: 10.0.1.1
Not defined x
Network defined by the interface IP and Net Mask Last IP address: * 10.0.2.255_{_
Network defined by routes
* Specific | No item selected. i IPv6
Interface ke | Q Search.. REW First IPv6 address:
= None Nelwcl:»k\
Security Zone Last IPv6 address:
® Usarderihid 2 All_Internet NewoikGioup
| Address Range
Specify Securi: & CP,defawLOfﬁce,Mc
According to topi & IPv6_Link Local Hosts Groups € Add Tag

Interface: eth Qe
E - ethi
Enter Object Commen
s
carieral General
QoS I 1Pv4: 10.0.14 / 24
Advanced I /
Topology
Leads To: Internal_Subnets (Internal)
Security Zone:  None
Anti Spoofing:  Disabled
Modify...
& Add Tag
OK Cancel

9. Select “OK” for all the settings.

10.1f any device in our internal networks wants to reach the internet, they will need to do so by
hiding behind the external interface of our CPFW. So, we will need to enable “Hide NAT”.

11.Go to NAT > Select “Hide internal networks behind the Gateway’s external IP.”

Check Point Gateway - cpfw

- General Properties

- Metwork Management
H NAT

HTTPS Inspection

Hide internal networks behind the Gateway's external IP

12.Now if an external user tries to access my CPFW Public IP on port 80 (http), the request
should get Natted to my Webserver’s Private IP address.

13.We are now going to configure a NAT rule for this.

14.Go to Security Policies > Access Control > NAT > Select “Add a rule above” option.




15.

_ - = 3 = 2 Acions~
+ Access Control

*= Add rule atrgve m

*S  Add rule to top

I\g Policy No. Name Orig

378 NAT Automatic Generated Rules : Machine St

Automatic Generated Rules : Machine Hi
~ Threat Prevention = i -
Automatic Generated Rules : Address Rai .= Add rule to bottom

W Custom Policy Automatic Generated Rules : Network Static NAT (No Rules)

-

Configure the NAT rules as shown below:
Original Source Original Destinati... Original Services Translated Source  Translated Destin... Translated Services Install On Comments
1 WebNAT * Any M private-CPFW-IP & http = Original B Webserver = Original # Policy Targets
2 sshNAT M My PC M private-CPFW-IP ':é Remote Deskt.. = = Original ™ Webserver % ssh % Policy Targets

Automatic Generated Rules : Machine Static NAT (No Rules)

Automatic Generated Rules : Machine Hide NAT (No Rules)

Automatic Generated Rules : Address Range Static NAT (No Rules)

Automatic Generated Rules : Network Static NAT (No Rules)

Automatic Generated Rules : Address Range Hide NAT (No Rules)
~ Automatic Generated Rules : Network Hide NAT (3-4)

3 Automatic Rule: & CP_default Off.. & CP_default Officc % Any = Original = Original = Original * Al
CP_default_Office_Mo
de_addresses_pool

4 Automatic Rule: & CP_default Off.. % Any * Any &  CP_default Officc = Original = Original * All

CP_default Office Ma
de_addresses_pool

Manual Lower Rules (No Rules)

16.Why are we Natting the Private IP of the Ext-interface of CPFW to Private IP of Webserver?

17.

18.

Shouldn’t we NAT the Public IP of CPFW-ext to Private IP of Webserver?

The reason is because Public IP of CPFW-external interface is already being Natted to
Private IP of CPFW-external interface by the Azure router in the “10.0.0.0/24” Frontend
subnet)

Since my Webserver doesn’t have a Public IP, | cannot access it via SSH from Putty. If | do a
normal “Destination NAT” where | only NAT the Public IP of my CPFW to the Private IP of
my Webserver over SSH, then | will be able to access my Webserver which is hidden behind
the CPFW, but | will lose SSH access to my CPFW console which is also on port 22.

So, the solution here is to use “Port Address Translation” or PAT where | can translate the
request going to the Public IP of RDP port (3389) on my CPFW to Private IP of my
Webserver on SSH port (22). This way | have access to both of the devices.

19.The network objects present in the NAT rules configured above is shown in the images

below:




“omment Enter Object Comment

E . Private-CPFW-IP E . Webserver

Enter

General Machine Feneral Machine
Network Management IPv4 address:  [10.0.04 ) JRGSDNE fomnee Network Management IPv4 address: * ‘,100:?'4' _| | Resolve from name
NAT IPv6 address: NAT IPv6 address: *
Advanced tf Advanced
Servers Servers
Groups @ Add Tag Groups & Add Tag
OK Cancel 0K I,} Cancel

20.Now go to Access Control > Policy. Configure the access policies in the following way:

' om X |2 = @ Install Policy N, [ Actions~ Y
Source Destination Services & Applications Action

1 Allow incoming HTTP traffic *  Any B Pprivate-CPFW-IP *  Any @ htip @D Accept Log
‘i‘ https

2 Allow SSH from my IP = iy PC * Any * Any ':é Remote_Desktop_Pr... @ Accept B Log
% ssh

3 Internet rule: Allow outgoing & Webnet * Any * Any & icmp-requests D Accept B tog
HTTP traffic @ https
@ nhttp

4 Cleanup rule * Any * Any * Any * Any @ Drop B Log

21.The network objects used in the image above is shown below:

e SIE
Webnet
E 2 My PC A O Obiel Corment

Enter Object Comment
“

1Pv4
“ General
Cenerl Machine NAT Network address:  10.0.2.0
¢ Net mask: 255.255.255.0
Network Management IPv4 address:  |103.147.1.186 Resolve from name
Broadcast address:
NAT IPv6 address: el aselb sl
® Incuded

Advanced Not included
Servers IPv6

Network address:

Prefix:

Groups @ Add Tag
Groups & Add Tag

[» OK Cancel [ oK Cancel

22.We will configure a Threat Prevention policy to make our Internal networks more secure.
23.Go to Threat Prevention > Custom Policy. Configure the policy as per the image below:

+§" T 0 Llu, [_‘_,’ Actions = ﬁ Changes...

Protected Scope Protection/Site/File/Blade Action Install On
k1 " Threat Prevention rule *  Any = N/A g Strict t g g u .'_; @ Log % Policy Targets
i Packet Capture
2 Forensics

24.Now Publish and Install the Policy.




Deploying Ubuntu Web Server

1. Go to Azure Marketplace > Search for Ubuntu Server 20.04 LTS and select the Ubuntu web
server.

2. Select the resource group for your Ubuntu Web Server. | have selected “myVNET” resource
group since | don’t have any Virtual Machines occupying that resource group. You can also
choose to create a separate resource group for the Ubuntu web server if you wish to do so.

3. Give the VM name as “Webserver”.

4. Give region as “East US”

5. Select the size as “Standard B2s”. | have selected this option since it is the most economical
option available.

6. Select the Authentication type as “Password”.

7. Enter the username and password that you will use to login to the web server.

8. Leave the rest of the settings as default and click on “Next” till you reach “Networking” tab.

Instance details

Virtual machine name * (O Webserver
Region * (© (US) East US
Availability options (O No infrastructure redundancy required

Security type © Standard

Image * @ @ Ubuntu Server 20.04 LTS - Gen2

Azure Spot instance (O |_|

Size * (@ Standard_B2s - 2 vcpus, 4 GiB memory (32,187.87/month)




Administrator account
Authenticatic (D) SSH public key

Password

markashwin13

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * (O None

Allow selected ports

SSH (22)

9. Now, select the virtual network that we had created in the beginning which is myVNET.

10.Select the subnet that we had created specifically for our webserver which is “Webnet”.

11.Leave rest of the settings as default including the default Public IP that is given to us by
Azure as we will be needing this IP to make some initial configurations to the server and
then we will disable the Public IP of the server so that we can hide our web server behind
the Public IP of the Firewall.

12.Now click on “Next” till you reach the “Review + create” tab.




Basics Disks Networking Management Advanced Tags Review + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control ports,
inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * ®© myVNET

Webnet (10.0.2.0/24)

Public IP (new) Webserver-ip

None
Basic

Advanced

Public inbound port ( None

Allow selected ports

SSH (22)

. This will allow all IP addresses to access your virtual mac

13.Now wait for the validation to pass and select “create”.

" Validation passed

Webnet (10.0.2.0/24)
(new) Webserver-ip
Off

No

Disabled

Basic (free)
Off

Disabled
Off
Image Default

You will be able to find the Ubuntu VM in the “myVNET” resource group.




Configuring Ubuntu Web Server

1. Go to the Public IP of the Ubuntu VM which is in the “myVNET” resource group.

Type Ty

Location T

Virtual network East US
Virtual machine East US
Public IP address East US
Network security group East US

ak Network interface East US

Disk

Copy the Public IP address of the Ubuntu VM.

@ Webserver-ip =

Public IP address

East US

@ Associate Dissociate Move Delete Refresh

vy # Upgrade to Standard SKU - Microsoft recommends Standard SKU public IP address for production workloads —
B Activity log
Essentials
Access control (IAM)
group (move) = m SKU
& Tags
? Tier

Settings S T : 0 Y IP address

% Configuration : 706ea93e-5030-4a94-bec7-c1cff71d39ba

i1 Properties

Locks.

: Basic
: Regional

: 20.121.8.205

Open Putty.exe client and login using ssh to the Public IP of Ubuntu with username and
password that we had configured before deployment and then select “Open”.

&8 puTTY Configuration ? X

Category:
~| Session Basic options for your PuTTY session
Logging
—| Terminal
Keyboard Host Name (or IP address) Port
Bell markashwin13@[20.121.8 205 |22

: Fealures -
Window Connection type:

Appearance @®ssH () Seal () Other: Telnet ©
Behaviour

Specify the destination you want to connect to

| Translation Load, save or delete a stored session
] Selection

: —Colours
Connection
Data
Proxy
@ SSH
Serial
Telnet
Riogin
SUPDUP

Saved Sessions

Default Semhgs | Load

Delete

Qlose window on exit: )
(Cimways (O Never (@) Only on clean exit

About Help Open Cancel

4. As you can see, we have successfully logged in.




@? markashwin13@Webserver: ~ L =4 (| x

5. Now we are going to run some commands to setup this web server.
# sudo apt update
# sudo apt upgrade
# sudo apt-get install apache2
# sudo systemctl start apache2
# sudo systemctl enable apache2 [So that the web service starts at boot by default.]
These commands are going to update our Ubuntu system, install and start the Apache2
web service on it.
6. To check if the Apache web service is running run the following command:
# sudo systemctl status apache2

7. Ifit says “Active”, then you are good to go.




8. Now we are going to disable the Public IP of the Ubuntu Web server since we don’t need it
anymore. (We will be accessing the webserver via our CPFW’s Public IP)
9. Goto “myVNET” resource group > “Webserver-ip” which is the public IP of the ubuntu web

server.
@ Webserver-ip = -

Public IP address
@ Associate <. Dissociate Move v [i] Delete Refresh

= bt # Upgrade to Standard SKU - Microsoft recommends Standard SKU public IP address for production workloads —

B Activity log

Essentials

Access control (IAM)
group (r ) g J SKU : Basic
# Tags
d : East US ier : Regional
Settings | il z 0 en > address : 20.121.8.205

& Configuration : 706ea93e-5030-4a94-bec7-c1cff71d39ba
™

1.1 Properties

Locks

10.Select “Dissociate” which will disable the public IP.

We are only going to need the Private IP of the webserver for communication.

Configuring routing on the “Webnet” subnet using IP route tables

1. Now by default, whenever we create a new subnet, Azure has “System routes” in place
which connects all the various subnets within a virtual network. So therefore, | don’t need
to configure routing between the various subnets that | had created since Azure’s System
routes already handle that for me. But, since we need traffic from our Webserver’s to
traverse via our Check Point FW so that we can monitor traffic and protect the server, we
need to override the System routes in place with our own “User Defined Routes” (UDR).

2. UDR’s help us gain more control over the routing of traffic of a specific subnet that it is
associated with. The way we can define user defined routes is with the help of IP Route
tables in Azure. If you wish to know more about System routes and User defined routes in
Azure, check out this reference link: https://docs.microsoft.com/en-us/azure/virtual-
network/virtual-networks-udr-overview

3. To add an IP route table for our Webserver, go to Azure marketplace and search for “Route
tables”.

4. Select “Route tables” and click on “Create”.

5. Now select a resource group for this Route table. | have selected “myVNET” resource group
that | had created earlier (If you don’t have a resource group for this you can simply click on
“Create new” near the “Resource group” field)




6. Give the name of the Route table as “Web-RT”.
7. Leave the rest of the settings as default and select “Next” till you reach “Review + create”

Create Route table

Basics Tags  Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Azure for Students

myVNET

Instance details

8. Wait for the validation to pass and select “Create”

& Validation Passed

Basics Tags Review + create

TERMS

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the offering(s) for support, b|\||ng and other transactional

activities. Microsoft does not provide rights for third-party offerings. See the Azure v Terms for additional
details.

Azure for Students
myVNET

East US

Web-RT

Yes

9. Now, go to the “Web-RT” route table that we had configured in the “myVNET” resource
group and click on “Routes”




7 3 Web-RT | Routes

& Overview !
1 74 Next hop IP address

B Activity log Name T, Address prefix

Access control (IAM) No results.
# Tags

/? Diagnose and solve problems

Settings
# Configuration

& Routes

10.We are going to add 2 routes: -
a. 1 route for communication within the “10.0.0.0/16” Virtual network

b. 1 route for communication with the internet (0.0.0.0/0) via our CPFW internal

interface gateway.

Ty  Address prefix T,  Next hop type T, Next hop IP address

IntraVNET 10.0.0.0/16 Virtual appliance 10014
To_Internet 0.0.0.0/0 Virtual appliance 10.0.1.4

11.We need to attach this Route table to our “Webnet” subnet.
12.To do this, go to “Subnets” on the left pane > Click on “Associate”. Add the “Webnet”

subnet and select “OK”.
¢-> Web-RT | Subnets
Route table
— Associate
& Overview

Address range T, Virtual network T

B Activity log Name 1.

Access control (IAM) 10.0.2.0/24 myVNET

13. Now our Webserver will be able to communicate with all the devices in the “myVNET”

Virtual Network and the internet.




Testing our Ubuntu Web Server Connectivity

1. Now, browse to the Public IP of our CPFW using http service.
2. Thelink in my case is: http:// 138.91.124.27

cure | 138.91.124.27

YouTube » (465) How to Be an...

& i 1389112427 4 oo x® :

@ HDOnline HDO - W... YouTube » (465 HowtoBean. ® PrimeVideo @ Wireshark: Packet A, # Batch 13 - Virtual A ISCP... v D TryHackMe | Learni, »  (530) Full Ethical Ha.. L B Other bookmarks Reading list

Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator,

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tocls. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/Jetc/opache2/

[-- apache2.conf

) ‘-- ports.conf

-- mods-enabled

[-- *.Lload

-- *.conf

-- conf-enabled
-- *. conf

- sites-enabled
-- *.conf

= apache2.conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server.

. ports.conf is always included from the main configuration file. It is used to determine the
listening ports for incoming connections, and this file can be customized anytime.

+  Configuration files in the mods-enabled/, conf-enabled/ and sites-enabled/ directories contain
particular configuration snippets which manage modules, global configuration fragments, or
virtual host configurations, respectively.

«  They are activated by symlinking available configuration files from their respective *-available/
counterparts. These should be managed by using our helpers azenmod, a2dismod, a2ensite,

4. Let’s try to access our Webserver console via SSH on port 3389 with the help of Putty

% PuTTY Configuration ? X

@ markashwin13@Webserver: ~ i O X

Category:

= Session Basic options for your PUTTY session
Logging
= Terminal
| Keyboard Host Name (or IP address) Port
-~ Bell [1389112427 |[s38d |
Features
& Window Connection type:
. -Appearance (®SSH (D) Serial () Other: Telnet ¥
- Behaviour

Specify the destination you want to connect to

Translation Load, save or delete a stored session
. [ Selection

*-Colours
=I Connection

Data

- Proxy

FH SSH

= Serial
Telnet

- Rlogin
SUPDUP

Saved Sessions

| Default Settings Load
Save

Delete

Close window on exit:
(Oaways () Never

Only on clean exit

About Help Cancel




5. Let’s try to access our CPFW console via SSH on port 22 with the help of Putty

8 puTTv Configuration 7 X || #B138.91.124.27 - PuTTY - O X
Category:

—| Session Basic options for your PUTTY session
Logging

= Terminal
Keyboard Host Name (or IP address) Port

-Bel [13891.12427 [22
Features

= Window

- Appearance ®ssH (Oseral ()Other: Telnet v
Behaviour

Specify the destination you want to connect to

Connection type:

Translation Load, save or delete a stored session

Selection

Colours

i Connection
Data
Proxy

H SSH
Serial
Telnet
Rlogin
SUPDUP

Saved Sessions

|Default Settings Load
Save

Delete

Close window on exit:
(OAways  (ONever () Onlyon clean exit

6. As you can see, we are able to get console access via SSH on the respective devices

properly. This means, our PAT and Destination NAT policies are working perfectly.
7. Let us take alook at the logs to verify this from our SmartConsole.

G| G Q O AlTime - : Lo src:"My PC" X

Sh st 100 results (1.1 sec)

n
(]

150 results

Today, 3.03.42 PM 3 & cphy Remote_Desktop_Pra.. 2 Standard
Today, 3.02.51 PM 3 & cphw https (TCP/443) 1 Allow incoming... Standard
* & cphw 1 Allow incoming, 10.0.0.4
$ & i 1 Allow incoming... Standard s Traffic Accepted from L1186 to 10.0.04
Today, 2.54.16 PM 3 @ cphy My PC 1 Allow incoming...  Standard ccepted from 103.147 to 10.0.04
Todzu 2 £40¢ ous P Ay OF 1101 147 i " T R PE SO0 T PR o § TR VT LT 7T V-




8. SSH to our Webserver on RDP port 3389:

Log Details — 0 x
@ Accept A v K
Remote_Desktop_Protocol Traffic Accepted from 103.147.1.186 to 10.0.0.4

Details Matched Rules
Origin eEacpfw Xlate (NAT) Destination IP Webserver (10.0.2.4)
Time (© Today, 3.03.42 PM Xlate {NAT) Source Port 0
Blade gezFirewall Xlate (NAT) Destination P... 22
Product Family O Access NAT Rule Number 2
Type *\, Connection NAT Additional Rule Nu..
Traffic Actions
Source @ My PC (103.147.1.186) I

I Report Log Report Log to Check Point
Source Port 58386
Source Zone External

More

Destination-7one Interal Id 2693254b-7448-e7fe-6231-2¢f600000...

Service Remote_Desktop_Protocol (TCP/3389) Id Generated By Indexer false
Interface & etho i true
Destination @ cpfw (10.0.0.4) SRR 1
Nat Rule Uid Oeac0f16-8df8-4770-9f01-ac99b7f25d...
Pol i(_\/ Db Tag {6207AD16-F287-6F49-B63E-6ADABC...
Action D Accept more
Policy Management cpfw Logid 0
Policy Name Stindard Log Server Origin cpfw (10.0.0.4)
Policy Date Today, 2.58.38 PM Description Remote Desktop_Protocol Traffic Acce...
more
Layer Name Network

Access Rule Name Allow SSH from my IP

Testing the Threat Prevention blade for our Ubuntu Web Server

1.

| tried to launch a basic Reconnaissance attack on the Ubuntu Web Server hiding behind the
CPFW with the help of nmapAutomator tool from my Kali Linux VM.

| used the following command on my Kali VM for conducting the Recon attack:

# ./nmapAutomator.sh -H 138.91.124.27 80 -t Recon

/home/kali/thm/nmapAutomator
ator. sl 138.91.124.27 80 Recon

1 on 138.91.124.27

STATE SERVICE

open ssh

open http

open bgmp

open https
ms-wbt-server

22/tcp
80/tcp
264/tcp
443/tcp
3389/tcp open




3. Once the Attack started, | went to the SmartConsole on my PC and looked for the Threat

Prevention blade logs.

4. As you can see, our Check Point that was deployed in Azure was successfully able to defend

against many critical vulnerabilities with the help the Threat Prevention blades available.

B.
Today, 5.45.22 PM ¢
Today, 5.45.21 PM |
Today, 5.45.21 PM €

€

Today, 5.45.20 PM

(X K X K J >

Today, 5.45.20 PM

Source

My PC (103.147....
My PC (103.147....
My PC (103.147....
My PC (103.147....

(m}
['11!

My PC (103.147....

Destination

cpfw (10.0.0.4)
cpfw (10.0.0.4)
cpfw (10.0.0.4)
cpfw (10.0.0.4)
cpfw (10.0.0.4)

Attack Name
SSL Enforcement Violation

Scanner Enforcement Violation

Web Server Enforcement Violation

SSL Enforcement Violation

Scanner Enforcement Violation

Protection Name Resource
Secure Sockets Layer (SSL) Version 2.0
Nmap Scripting Engine Scanner Ov...  http://138.91
Web Server Exposed Git Repository I... http://138.91
Secure Sockets Layer (SSL) Version 2.0

Nmap Scripting Engine Scanner Qv...  http://138.91

5. A detailed view of one of the logs:

Log Details

' Prevent

Prevented web server exposed git repository information disclosure originating from 103.147.1.186 against 10.0.0.4

Details Matched Rules
Time (9 Today, 5.45.21 PM
Blade 'ﬁf IPS
Product Family Threat
Type ElLog
Policy
Action ' Prevent

Access Rule Name
Threat Prevention Rule ID
Threat Prevention Policy

Policy Date

Threat Prevention Policy ...

Policy Name

Policy Management

Allow incoming HTTP traffic
F851ACAD-CAA9-4753-AF6B-3359627BDD26
Standard

Today, 2.58.38 PM

Today, 4.03.42 PM

Standard

cpfw

Threat Profile

Threat Prevention Rule N...

Threat Prevention rule

Strict

Add Exception

Protection Details

Add Exception...

Severity

Confidence Level
Attack Name
Attack Information
Performance Impact
Protection Name

Protection Type

m Critical

s High

Web Server Enforcement Violation

Web Server Exposed Git Repository Information Disclosure
Medium

Web Server Exposed Git Repository Information Disclosure

O IPS

Traffic

Source @ My PC (103.147.1.186)
Service http (TCP/80)

Source Port 60670

Bytes (sent\received)
Interface

Destination

19.8 KB\ 143.3 KB
4 etho
@ cpfw (10.0.0.4)

Suppressed Logs

Packet Capture Unique Id

Packet Captures
Packet Capture

Threat Wik

Advanced Forensics Details

Method

Actions

More

Id

Id Generated By Indexer
First

Sequencenum
Description URL

Log ID

Reject 1D Kid

Ser Agent Kid

Last Update Time
Db Tag
Log Server Origin

Tags

87

time1647432921.id4a3d9240.blade02 |
more n
src-103.147.1.186.cap

i Packet Capture

Go to Threat Wiki

GET

2693254b-7448-e7fe-6231-d4d900000002
false

false

2

GIT_EXPOSED_help.html

2

6231d4d9-1-4b259326-fee74874

Other: Mozilla/5.0 (compatible; Nmap Scripting Engine; ht...
more

2022-03-16T12:16:22Z
{6207AD16-F287-6F49-B63E-6ADABCFOF099}
cpfw (10.0.0.4)

Vendor_Git
Product_Web_Servers
Threat_Year_2015
Threat_Prevalence_True
Protection_Type_Vulnerability
Product_Prevalence_Common I
Tuning_Non_Configurable
Protocol HTTP
Direction_SERVER

less.







