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EMERGENCY MANAGEMENT USE CASE 
 

Research Title: Countering misinformation and disinformation using Local 
Emergency Planning Committees in disasters requiring technical or 
scientific risk communications 

Author(s): Bradley A. Trefz and David H. Bierling 

Description: This research provides tools and best practices to emergency managers 
and public information officers to counter misinformation and 
disinformation and improve risk communications and public compliance 
with emergency directives in technological disasters and emergencies. 
Research is based on prior research into past disasters that presented 
technical and scientific risk communication challenges, informal 
information-sharing networks that develop in emergencies and disasters, 
and the ways emergency managers can utilize LEPCs or other trusted 
sources to supplement and support official messaging in a disaster or 
emergency to improve community compliance with emergency and 
public health directives involving technological or scientific risk 
communications in high-risk, high-anxiety, low-knowledge situations 
subject to significant misinformation or disinformation.     

When Applied: This work applies to any disaster or emergency involving the conveyance 
of technical or scientific information related to hazardous materials, 
chemical, biological, radiological, or nuclear (CBRN) incidents, 
pandemics and public health emergencies, and cyber incidents. 

Who Applies: This work applies to county judges, mayors, governors, local and state 
emergency management coordinators, Local Emergency Planning 
Committees (LEPCs), local and state emergency response agency public 
information officers (PIOs) and public affairs officers (PAOs), Joint 
Information Centers (JICs), school districts, oil and gas industry, pipeline 
companies, chemical facilities, nuclear and radiological facilities, 
medical service providers, media organizations, and city, county, and 
state public health officials.  

Disaster Type: This work covers disasters involving technological hazards (hazardous 
materials/CBRN), public health emergencies, and cyber incidents. 

Infrastructure
Affected: 

Communications and information technology (i.e., social media, reverse 
911 and emergency notification systems, and local media organizations – 
print, radio, and television) 

Industry 
Affected: 

Oil and gas industry, chemical industry, hazardous materials 
transportation (pipeline, railroads, and roadway carriers), military and 
national defense, media organizations, and medical service providers 

Where 
Applied: 

Local, state, and national 

Agency 
Affected: 

This work impacts the Texas Division of Emergency Management-
Technological Hazards, Texas Commission on Environmental Quality 
(TCEQ), Texas Department of State Health Services-Radiation Control 
Program (DSHS-RCP), Texas Railroad Commission, Texas General 
Land Office, Environmental Protection Agency Region 6, Tribal 
Emergency Planning Committees and Tribal Emergency Response 
Commissions (TERCs), local and county Offices of Emergency 
Management (OEMs), and LEPCs and LEPC member organizations.  

VOAD 
Affected: 

Yes, if they participate in their LEPC.  

Who/What 
Affected: 

All citizens, local emergency managers, PIOs/PAOs, LEPCs, and media 
organizations 

How Affected: Improvements in the communication of technical risks to communities 
and citizens that affect compliance with emergency directives 
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Timing of 
Application:  

Before, during, and after a disaster/emergency 

Critical Points: Provides systems and methods to reinforce and coordinate emergency 
communication that leverages trusted sources within a community when 
high-risk, low-knowledge, high-anxiety emergencies arise that involve 
risk communication of technical and scientific information in an 
environment subject to significant misinformation and disinformation.  

What Benefit: Benefits of this work include improved compliance with emergency 
directives by the public and community resilience in high-risk, low-
knowledge, high-anxiety situations subject to misinformation and 
disinformation. 

Where Used: In Joint Information Centers, Emergency Operations Centers, Incident 
Command Posts, and cities/counties with functioning LEPCs 

Additional 
Research: 

Additional research includes tests of the effectiveness of different 
systems and methods of improved risk communication and message 
coordination during exercises or real-world emergencies and disasters 
involving local JICs and functioning Local Emergency Planning 
Committees working against the spread of misinformation and active 
disinformation efforts within the community. 

Additional 
Information: 

https://hazmattransport.tti.tamu.edu; http://www.macromorphic.com/   

Expert 
Contact: 

Bradley A. Trefz, 202-494-8027, b-trefz@tti.tamu.edu 

Original 
Research: 

– Barbour, Joshua B., David H. Bierling, Paul A. Sommer, Bradley 
A. Trefz, (2020), “Risk communication infrastructure and community 
resilience: does involvement in planning build cross-sector planning 
and response networks?”, Journal of applied communication 
research. 48(1):91-113, 
https://doi.org/10.1080/00909882.2019.1704828; 

– Trefz, Bradley A., David H. Bierling, Andrew Christjoy, and Joshua 
B. Barbour (2022), “Building Risk Communication Infrastructure by 
Bolstering Emergency Managers’ Formal and Informal 
Communication Networks,” in Communication and Catastrophic 
Events: Strategic Risk and Crisis Management, Hoboken, NJ: John 
Wiley & Sons, 
https://onlinelibrary.wiley.com/doi/book/10.1002/9781119751847;  

– Trefz, Bradley A., David H. Bierling, and F.A. Williams (2019), 
Local Emergency Planning Committee Guide: Revitalizing and 
Improving Texas LEPCs for Local Preparedness, Texas A&M 
Transportation Institute for Texas Division of Emergency 
Management, https://assets-global.website-
files.com/5fcfde680bd548c23d797aef/ 
605901a5ffc916add3e4ac5a_2019_10_10_LEPC_Guide-with-
Cover_compressed.pdf ;  

– Trefz, Bradley A., David H. Bierling, and Andrew Christjoy (2021), 
Hazardous Materials and Train Derailment Emergency Planning 
Guide for School Districts and Community Colleges, Produced by 
Texas A&M Transportation Institute for Texas Division of 
Emergency Management, 
https://hazmattransport.tti.tamu.edu/hazmat-and-train-derailment-
emergency-planning-guide-for-school-districts/#documents  
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What Risks: Improper coordination of emergency messaging in a disaster or an 
emergency may result in miscommunication or issuance of conflicting 
directives or risk information from different levels of government or 
agencies within government, as observed during the COVID-19 
pandemic and other emergencies like the Anthrax attacks of 2001. While 
this research and the proposed methods to address such situations attempt 
to alleviate some of these issues, no method can eliminate such risks, and 
attempts to address such situations may require adaptation based on 
lessons learned that include miscommunication or other messaging 
coordination errors that arise in exercises or real-world emergencies.   

Partner 
Agencies/Juris

dictions: 

Texas Division of Emergency Management-Technological Hazards, 
Texas Commission on Environmental Quality (TCEQ), Texas 
Department of State Health Services-Radiation Control Program (DSHS-
RCP), Environmental Protection Agency Region 6, and one or more 
local office(s) of emergency management (OEM) and LEPC(s) 
representing varied capabilities in different geographic regions subject to 
technological risks and emergencies in rural, urban, and suburban areas.   

 




