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From Cloak of Invisibility, 
to Chain of Custody, to 

Personal Oracle

A brief overview of digital identity



2 Arm Limited © 20192 © 2020 Arm Limited (or its affiliates)

70%
of the world’s population 
uses Arm technology
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The Architects of 
Global Possibilities

Focused on freedom and 
flexibility to innovate
- Technology reused across multiple applications

With a partnership based
culture & business model

- Licensees take advantage of learnings from a 
uniquely collaborative ecosystem

licenses, growing by 
100+ every year

1,690+

Industry leaders and high-growth 
start-ups; chip companies and OEMs

500
licensees

Arm-based chips shipped  
to-date

155+bn

Arm-based chips shipped in 
2019

25+bn 
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The global leader in the development 
of licensable technology
- R&D outsourcing for semiconductor companies
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Total Computing 
Experience

Arm defines the pervasive intelligence 
shaping today’s connected world, 
transforming solutions everywhere 
compute happens.

As the foundation of a global ecosystem of technology innovators, we 
empower the world’s most successful business and consumer brands 
with computing everywhere. 

Total Computing experience. 
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1993 

Username

Password

My first digital identity
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Authentication Michael

********
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Source: Doom® - Bethesda.net

To play 
Doom

Why?
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The Point of Identity Systems is to Manage Resources

Grant access to resource

(yes/no)
Attribute A

Attribute B

Attribute C

Policy 
Decision 

Point
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2019 – New World of Apps

source: RiskIQ source: App Annie State 

of Mobile 2020

8.9
Million Apps in App 
Stores Worldwide 

in 2019 

204 
Billion App Downloads

in 2019 
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… of Big Data 

298
584

1,426

4,909

* Data Age 2025: The Digitization of the World. IDC and Seagate

Dec. 2018 https://www.seagate.com/our-story/data-age-2025/

https://www.seagate.com/our-story/data-age-2025/
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…and Data Trails, of Ourselves, 
Across All the Apps We Use
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S E C U R I T Y/ U S A B I L I T Y   
I S S U E S

• Honey pots of passwords
• Surveillance

DATA  T R A I L S
• Correlation, identification  
• Secondary storage and usage
• Behavioural Nudging
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Technology Response 

Cloak of Invisibility
D I S S O C I AT E  S E N S I T I V E  
DATA  F RO M  O N L I N E  
A C T I V I T I E S

Sign in with …

Self-sovereign Identities

Platform COVID Bluetooth APIs
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Policy Response – Chain of Custody
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But, I think we need something more, because…

What  i s  the  resource  
that  needs  manag ing  
here  in  th is  new 
wor ld?
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Fundamental Change in Nature of Computing

Direction 
Manipulation
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Fundamental Change in Nature of Computing 

Intention 
Driven, 
needs 
Context 

and Data

P r e d i c a t i v e  a n d  a u t o m a t e d  d e c i s i o n - m a k i n g  s y s t e m s
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Economic Issue
The valuable resource now is our spending, our relationships

External/3rd party oracle

Wo u l d n ’ t  i t  b e  
g o o d  t o  h av e  a  
p e rs o n a l  o ra c l e  
t o  n av i gat e  
t h e  n e w  d i g i ta l  
l a n d s c a p e  ?
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X
Digital trail/self $ value
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What is a personal oracle – one perspective 

A c t s  o n  o u r  
b e h a l f  a n d  
ex t e n d s  o u r  
c o n t ro l

E n s u r i n g  w e  a re  
t h e  m a i n  
b e n e f i c i a r y

I nv o l v e s  u s  i n  
d e c i s i o n  m a k i n g P E R S O N A L  O R A C L E
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Arm’s role

Key Future Challenges

• How do we address privacy concerns while still 
enabling analytics

• How do I convince consumers that their data does 
not leave their device?

• How do I control and protect data I have given 
someone else?

• How do we make it widely accessible to developers

• How do I prove that my system is trustworthy

Architecture support for Secure 
Enclaves that are:

• Secure – protects data and 
applications in use

• Attestable – Providing 
assurance, Emphasis on HW 
and Firmware provenance

• Dynamic – flexible workloads 
and accessible to developers

What’s needed
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Looking forward

Additional Industry and 
Policy collaboration 

Industry Collaboration 

Assurance for
TrustWorthy AI

Policy
Research and Data Points 
to guide

https://www.arm.com/blogs/blueprint/arm-ai-trust-manifesto
https://confidentialcomputing.io/
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https://www.arm.com/blogs/blueprint/arm-ai-trust-manifesto
https://confidentialcomputing.io/
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Thank You
Danke
Merci
谢谢

ありがとう
Gracias

Kiitos
감사합니다

धन्यवाद
شكرًا

ধন্যবাদ
תודה
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www.arm.com/company/policies/trademarks

© 2020 Arm Limited (or its affiliates)


