DeviceSHIELD
Actionable Device Intelligence

With sophisticated fraud tools such as app cloners and GPS spoofers now widely
available, businesses are struggling to deal with fraudulent users effectively.
Without requiring any personally identifiable information (PII), DeviceSHIELD generates
risk intelligence in real time - so businesses can take action against malicious devices.

The DeviceSHIELD Advantage
Detect Every Malicious User
Distinguish fraudulent users from
genuine customers with
unparalleled precision.

Unparalleled Technology
Autonomous Risk Intelligence®

Continuously evolving, our AI engine
performs pattern recognition to provide
actionable device intelligence in real time.

SHIELD Sentinel

Drive Sustained Growth

Receive clear signals from
complex scenarios to focus on
driving sustained growth.

DeviceSHIELD's core feature is the only
technology to continuously profile risk
throughout a user session and isolate the
exact moment a user becomes fraudulent.

Tailor your Fraud Strategy

Global Intelligence Network

Use as a standalone solution or in
conjunction with existing antifraud systems.

Our network of over 7 billion devices and
500 million user accounts enhances the
Autonomous Risk Intelligence technology,
allowing it to detect threat patterns that
have never been seen before.

Superapps

E-commerce &
Marketplace

Loyalty &
Cashback

On-Demand
Services

Ride-Hailing

E-wallets

Online Gaming

Banking

How It Works

DeviceSHIELD deploys in minutes. Compatible with any native mobile or web application, it is easily
integrated via SDKs or Javascript to provide actionable signals within milliseconds.

Actionable Signals

Persistent Device ID

Device Risk Score

Malicious Tool Indicators

A unique device
identifier that stays
constant throughout
any number of user
sessions.

An intuitive risk metric
that assigns a
numerical value to each
device interaction based
on its level of risk.

The tools found in
each user session,
such as emulators,
app cloners, and GPS
spoofers.

About Us
SHIELD is a mobile-first risk intelligence company. We help world-leading enterprises build trust and
safety by stopping fraud and abuse. Trusted across all continents by enterprises such as Razer, Alibaba,
and BEAT, we protect over seven billion devices and 500 million user accounts every year.
For more information, visit shield.com
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