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KrakenD is used worldwide
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1,800,000 KrakenD servers running last month

Last update: May 2021
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Case Study

https://www.krakend.io/case-study/rappi/
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Product Detail

Case Study hepsiburada i
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KrakenD Overview
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KrakenD became LF Project, Lura

KrakenD Framework
Core Service

_JLinux
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Projects = Join=  Resources =  Research  Events = LFXTools  Training

KrakenD Becomes Linux
Foundation Project

KrakenD framework becomes the Lura Project and gets home at Linux Foundation where
KrakenD CE KrakenD EE , ’ i
it will be the only enterprise-grade API Gateway hosted in a neutral, open forum

(Community) (Enterprise)

SAN FRANCISCO, May 11, 2021 - The Linux Foundation, the nonprofit organization

enabling mass innovation through open source, today announced it is hosting the Lura
Project, formerly the KrakenD open source project. Lura is a framework for building

Application Programming Interfaces (API) Gateways that goes beyond simple reverse

0, 0,
¢ 95 A) Features * 100A’ Features proxy, functioning as an aggregator for many microservices and is a declarative tool for
. FELE 7|SX Y . S Zato|= 7&K ovsating andpelits
IL A o
O Qé_ﬁﬁ 7| Exl ‘.L-I(%AOI-) (o|_|ﬁ Ed ﬁ —)FO'" III'% Partners include 99P Labs (supported by Honda and The Ohio State University), Ardan
H | _g_) Studios, Hepsiburada, Openroom, Postman, Skalena and Stayforlong
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Distribution

Cloud native On-prem

m
l===I r Docker container ' Mac OS X

aWS Run on AWS Marketplace
v" Start an Amozon ECZ instonce with krakend pre-installed

/S Run on Azure @ Ubuntu or Debian

Linux generic

64 b

Redhat, CentOS or Fedora

Source

Build KrakenD of

KrakenD



Simple deployment (stateless)

*  Version control(e.g. Git repository)% =S¢t
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KrakenDesigner
@ Dashboard

/& Service configuration

A

) Service Discovery and hosts

£ Endpoints

T sk
/v1/basket
/v1/basket
@D /v!/basket
/vi/catalog
Iv1juser

/vi/splash

-

N 8§ §8 8 § R R

/v1/wharehouse/r (&

+ Add endpoint
U Security options

& OAuth
&, Security headers

[ Logging and metrics
& KrakenD Emulator

& Documentation

~

& designer.krakend.io

KrakenDesigner

Logging

Choose what is the reporting level you would like to see and where to log.

Level Logging prefix
[ ERROR 3] [KRAKEND]
The reporting level, from more to Prepend a string before the the log
less verbosity lines
[ Enable Logstash
Message format
logstash :

The format of the log record

Send logs to...
(7] syslog - Send logs to syslog
@ stdout - Send logs to standard out

TIGELF

Metrics

The metrics middleware listens in a new address and exposes a
/__stats/ endpoint with all the KrakenD metrics.

") Disable /__stats/ endpoint - Metrics won't be published but still
collected.
(") Disable proxy - Skip any metrics happening in the proxy layer

Opencensus {Zipkin, InfluxDB, Prometheus, Jaeger, Stackdriver and more)

The Opencensus middieware provides several integrations to export tracing
and metrics to different backends. Select all the metric integrations you
want to enable and configure below:

") Logger - Will use your Logger settings to expose the metrics

) Zipkin - Distributed tracing system

| Jaeger - Distributed tracing system

) InfluxDB - Time series database

) Prometheus - Monitoring and alerting toolkit

AWS X-Ray - Analyze and debug production, distributed applications

| Google Stackdriver - Logs, metrics, traces, and other signals
Global settings for all metrics
Sample rate Reporting period

100 $ % 1 < seconds

Percentage of requests you want to Time between sent reports to the

sample (0-100). backend

AWS X-Ray configuration

Region Your service version
e.g: eu-west-1 egl123

"] Use credentials from ENV

AWS Access Key AWS Secret Key
e.g:eu-west-1 eg: 123

KrakenD



What problem do we solve?

Consume use-cases in a microservice-based ecosystem
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Solving shared concerns

f
Catalog
»“ Aggregation “ Transformation 3
3¢ Traffic Management ‘.‘ Ll Monitor & Analytics
& Authentication "’. B Documentation < : m
& Services Connectivity P GitOps Audit
@& Security
. J
@

Authentication

OSC krakenD
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Solving shared concerns - Cont.

r&

#| gt (Aggregation) 2t (Transformation)

S 9| BackendZ5 H SE =S F2stof Tt SE ILOH B3} (XML, JSON, etc.). Backend & Z&F EE=
T ZastHeo et 2HE

E 2| =| 22| (Traffic Management)

User rate limit, concurrent calls, bot detection, access

DLEHZE YU 2M (Monitor & Analytics)
21, 0 Eg], EBf0|A0f CHS 3rd-Party A| A H &

control % validation, IP Filtering, mirroring
’ ! ELK, Jaeger, Grafana, X Saas S St 24

215 (Authentication) = M2} (Documentation)

End-User & Machine to Machine: JWT, Client credentials, OpenAPI Import 5! Export. Postman config files XI-&

Oauth2, OpenlD, API-Keys, Basic Auth, mTLS 4

MH|A HA (Services Connectivity)

Service discovery, circuit breaker, load balancing, pub/sub, GraphQL,

GitOps ZHAl (Audit)

M A Ol Configuration X Stateless A A £ Version HAEZ

[E e | L
gRPC, SOAP, transport adapter, Async agents... AA"ElS S0 HA 2 Audit0] XA 3}
H Ok(security)

TLS 1.2 & 1.3, clickjacking protection, XSS protection, CORS,

Memguard for secrets, mTLS...

OSC krakenD



Transform, Aggregate, Remove data from BE services.

Monitoring Security Throttling Proxy QoS
- Logging - SSL - Rate limiting - OAuth - Concurrent calls
- Stats - Security policies - User quota - Protocol Translation - Cirquit Br_eaker Backend services
- Load Balancing - Grained timeout
IM a @ = * fcart —
| o— e |
) L J N s —x
Cart.ap.com
/checkout fstock —=o
—
=0
enouse.api.com
Apps forders —_—
. . —
: {3 Y e —
. E o* </> NRance. api Y
Cache Aggregation  Manipulation Filtering Decoding
- Caching headers - Merge sources - Transform - From JSON, XML...

{1 _‘4 1 ‘.
a0 oaw Bliteh widdfewane!
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Proxy with APl Gateway capabilities (&

/catalog/*

/pricing/*

L Client callsO|] A2t AH|AQ}1:1 = THE
One client call = One backend call

Ha ¥ D

GEER Y

Pricing
Stock

Authentication

KrakenD



/frontpage

{aggregated response}

{
"catalog": {},
“promos": {},
"pricing": {}
}

Cata\log

Promotions

” Basket

i

Stock

Authentication

RISECHD



KrakenD Enterprise Only Features

KrakenD

Wildcards URL Rewrite E2E Testing
API-Keys Basic Auth Multiple IdP
9 Client redirects Virtual Hosts GeolP
OpenAPI Postman IP Filtering
Global rate-limit Instana/NewRelic WebSockets
Static Server HTTP Logger API Analytics
Plugin

OSC Core

Catalog

Promotions

Basket

Payments

Authentication

KrakenD



Aggregation of multiple requests v v

Vnrtuol endpomts / BFF {create a contract that does not exist in the v v
KrakenD CE vs EE

Request and Response manipulation v v

Data filtering and injection v v

Concurrent calls (increment backend pressure in exchange for better v v

KrakenD CE KrakenD EE Carensa ies r mer ackenda pi ure | X nge for €
(free) (enterprise) =
Throughput and number of nodes Unlimited Unlimited HETP: Coche headars (for: CON) ¥ ¥
A Multiple encodings, content types, and translation (XML, JSON, v v

Commercial Support v/ RSS, noop)
Security fixes and updates v Cookie, query-string, and headers forwarding v v/
Chat/Slack support v Fake backend (/__debug/ endpaint) W v
Video call support v Transformations with Lua scripting v v
Issue prioritization v Noop proxy v A
Requests of hotfixes v Conditional request and response validation (CEL) v v/
Direct access to KrakenD core architects v JSON Schema request and response validation v Y/
Training available 7 Extensible by Lua scripting v v
Enterprise functionality v Extensible with Go plugins v 7
Tailor-made plugins v A

Backend response caching v v
Onboarding available v

Traffic shadowing/mirroring v v

" hi KrakenD CE | KrakenD EE

Dashb s and gr ical tools Sequential proxy (chained requests) v/ v
API Editor integrated with the development environment (KrakenD v Stub/Static data v/ 4
Studio)

Virtual Hosts v
Visual configuration generator (KrakenD Designer) v v

Static file server (including remote SFTP) v
Monitoring dashboard - Metrics, Tracing, and Alerting v

gRPC plugin generator v
Token revocation (JWT, Bloomfilter client) v

Avuthorization and authentication Kr °k"'"? CE Krpl:an 23
Swagger / OpenAPI specs generator v (free) (ontarpee)

Basic authentication v
gRPC plugin generator

API KEY authentication v
w Functionalities Kfu:?:el)) CE K:::;;?zss
OAuth2 - Client credentials grant v/ 7 . KraKen D



Authorization: JWT token signing

Authorization: JWT token validation

KrakenD CE
(free)

TLS for HTTPS and HTTP/2

Restrict connections by host
Clickjacking protection

MIME-Sniffing prevention

Cross-site scripting (XSS) protection
HTTP Strict Transport Security (HSTS)
HTTP Public Key Pinning (HPKP)
Token revocation listener

Token revocation client

Cross-origin resource sharing (CORS)

Services connectivity Kral(x:;l)) CE

SRV DNS service discovery (Kubernetes, Mesos, Haproxy, AWS...)
Services Load Balancing

WebSockets

gRPC backends

SOAP backends

Event-driven/Async services (publish and subscribe)

Lambda functions

KrakenD CE | KrakenD EE
Tieitic Honogement

Rate limit (from users to KrakenD)

Backend rate-limit (from KrakenD to your services)
Circuit breaker and Bursting

Cluster-wide shared rate limit (Redis backed)

Bot detector

v

v

v

v

v

v

v

v

v

v

v

akenD EE
(enterprisa)

v

v

v

v

v

v

Granular timeouts

KrakenD CE | KrakenD EE
Obscrvabilltu

Logging
Metrics

Tracing exporters

KrakenD CE | KrakenD EE

Jaeger tracing

AWS X-Ray metrics and traces

Zipkin tracing

Graylog/GELF logging

Elastic Logstash

Prometheus metrics

InfluxDB metrics

Google StackDriver metrics, logs, and events
Instana

New Relic

Datadog

Etcd service discovery

Maxmind's GeolP

AMQP/RabbitMQ (consumer and producer)
Azure Service Bus Topic and Subscription
Google Cloud PubSub

NATS

Apache Kafka

AWS SNS

AWS SQS

Opencensus agent (e.g: Azure Monitor)

v/

v

v/

v

v

v

v

v

v

v

v

v

<~

‘akenD



More components and features... (open source)

https.//github.com/devopsfaith/krakend-contrib

Enterprise components

KrakenD Studio

KrakenD Developer Portal

KrakenD Management Portal

KrakenD Enterprise Plugins

KrakenD gRPC plugin generator

- KrakenD Dashboard

OSC KrakenD


https://github.com/devopsfaith/krakend-contrib

Observability

Visualize the entire ecosystem from a central place

OSC KrakenD



3rd-party Integration

- Q@ X

Authentication
ZIPKIN ANS XRsy . .
N A S, Monitoring
O influxdb r’:Geran -gvi-"r-:xw theus Logglng
¥ patADOG & JACCES . Documentation

. bt INSTONA

Queue

Serverless

OPENAPI

INITIATIVE

Swagger.

..without vendor

lock-in.

okta
& o
8= v, ¢ AuthO

3EJWT

Multiple 3rd party
integrations

Plug and play integrations with
best-standard solutions, instead of
offering all-in-one product or
applying vendor lock-in. Plug-in
Krakend to your existing solutions

KrakenD



1-click export of logging, metrics and traces

-0 X ®

ZIPKlN

Google Stackdriver AWS X-Ray

influxdb 15 Grafana  %Prometheus

@ DATADOG "T‘;.’::-’ JA E G E R Q Azure Monitor
- INSTANA

OSC krakenD



Enable monitoring

9 B8 KrakenD -

Router requests (last minute) Backend Requests

KrakenD - E : ¢ Q T Refresh every 1m

Proxy Requests

-

L

182 A
&

Router resy

1815 1820 1825 1830 18:35 18:40

= [2.0/users/{{ Nick}) c: folse. e false = /_debug/supu c: false. e false = /shop/campaigns json c: false. e false

/ = /8hop/products json c: faise. & false — /user/schedule/((Id]).res c: faise. e false - /user/((id)).1ss ¢ false. e faise
fusers/({ Nick)} c- faise. ¢: false — /2. 0/users/({Nickj) c: false. & true  ~ /_debug/supu c- false. e true
1818 1820 1825 1 = /8hop/campaigns Jaon c: faise. & troe  ~— /shop/products json c: false. e true  — /user/schedkle/(( I} res c: faise. e tros
o 0, P/ - foK. wn fabOMo/ 3w fipinth fuser/{{idlhras c false. e true  fusern/{{ Nick}) c faise. e:true  /2.0/users/{{ Nickl) ¢ true. e: false
Router requests (last minute) Backend Requests
20 18

1815 18
w200 == 500

1818 1820 1 1830 18 1840
= [20/users/{{Nick)} == /_cebug/supy == /shop/campaigns json = /shop/products json — /user/schedule/{{Id}).res
Juset/{{id]}rss — fusers/{{ Nick})

KrakenD




INSTANA

© krakend-test

Summary  Flow

Inbound Calls

111,323

Calls

Calls @ Errors

22,001

Top Endpoints

" krakend-test

P W Go

Performance

INSTANA

GET /github/kpacha

Trace Start Time
2019-04-01
12:03:45

Timeline

Application

T GET /github/kpacha Trace 10: 783e6a4141355909

/1 2019408-3120:04:37 to 2019-04-02 12:13:38 (1d 16h 9m)

Calls Latency

<1ms

Colorize by

Endpoint

845y : /github/user
805y : pipe-/gRhubyiuser
460y : backend-/_ debug/{{.user})/[{ user]}
4111 /_cebugh)
7274 - backend-/-_cebug/{{user)}
858y : /_debug/|
471y : backend-/_debug/{{user})/[{.user])
4100 : /_debug/))
473y : backend-/__debug/{{ user)V/{{ user}
4174 /_dedugly)
648y : backend-/_debug/{{.userf}
59732 /_debug/)
730, : backend-/_debug/{{.user})
663y : /_debug)

71920 9%

KrakenD



Competitive Analysis

8 &F4 H
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Comparison -

kAlS

o= KrakenD Kong ‘
Z| X Release 20164 20114
Lo o Kong Db-less mode=
= EHXFA == =S < Y
TESHS AP| Gateway Only (Binary + Config) Kong Gateway + Datastore * 10(1@mmutab|hty§
FOHK| o
OOl Ef Layer A= Cassandra EE= PostgreSQL * X| 2 &| = PluginOf|
HNgtol U=
Opensource Apache2.0/Enterprise Apache2.0/Enterprise
INE=TA = Go Language NGINX / LUA
On-Premise x| & x| &
21 7HAuthorization) X & E

22| Ul Dashboard

Designer, Studio (Enterprise)
7| E} 3rd-Party Logging, Metrics, Tracing &1 A|

Konga GUI (LEAA

Enterprise Edition: Ul X| &l
s 3,479 requests/sec 1,753 requests/sec
ESES) =2 d5, O¥et 715, ¢l 2 e d Eotds, #2180y, 2 AHEAE
NGINX Proxy 7|HtO 2 2 7{2 AEH
Zod Eeil10l 2502 AXgos
LS DLEHES 28t 3rd-party He 75 2 Z7|E-O Azt &8
End-Point2} Backend 1:1 & © £ Aggregation
0| 7HIQ.
Scalability

2 =2y (2= o8 8l3)

Custom Plugin

Go, CEL, Martian Transformation, LUA

& KrakenD



Comparison - Features

Feature KrakenD D 0
Multi-region with linear scalability 7/ Extensible by Lua scripting 4 4
Stateless and independent nodes v/ Extensible with Go plugins 4
Database-backed configuration (scalability bottleneck) v Backend response caching v v
Immutable configuration 7 Monitoring dashboard - Metrics, Tracing, and Alerting 4 4
GitOps administration v Stub/Static/Mock data v

Proxy capabilities 7/ 7/ Basic authentication 4 4
Client rate limit 7/ 7/ API KEY authentication 4 v
Backend rate limit v OAuth2 - Client credentials grant 4 4
Circuit breaker v v Authorization: JWT token signing 4

Virtual endpoints / BFF (create a contract that does not exist in v Authorization: JWT token validation / /
the backend) User database v
Micro frontend views 4 Clickjacking protection v
Aggregation of multiple requests v MIME-Sniffing prevention v

Request and Resp pulation (single backend) v v Cross-site scripting (XSS) protection v

Request and Resp ipulation (multiple backends) v HTTP Strict Transport Security (HSTS) '

Aggregated Request and Resp ipulation (multi) 4 HTTP Public Key Pinning (HPKP) v

Monitoring - Metrics, Tracing, and Alerting v v Event-driven/Async services (publish and subscribe) v

Token revocation (JWT, Bloomfilter client) v v Async Agents ( [ sofq w/ webhooks) v

Bloom Filter (criteria-based bulk token revocation) v WebSockets v v
Multiple encodings, content types, and translation (XML, JSON...) v s REST to gRPC v v/
JSON Schema request and response validation v v Bot detector 4 4

OSC krakenD



Comparison —

ntegration

Integrations KrakenD Kong
Lambda functions v v
Jaeger tracing v

AWS X-Ray metrics and traces v

Zipkin tracing v v
Graylog/GELF logging v

Elastic Logstash 7

Prometheus metrics v
InfluxDB metrics

Google StackDriver metrics, logs, and events v

Instana v

Datadog v v
Etcd service discovery 4 v
Maxmind’s GeolP v
AMQP/RabbitMQ (consumer and producer) v

Azure Service Bus Topic and Subscription v

Google Cloud PubSub v

NATS v

Apache Kafka v

AWS SNS v

AWS SQS v

Opencensus agent (e.g: Azure Monitor) v

KrakenD



Stateless vs
Stateful
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Stateless (KrakenD)

STATELESS Gateway— 1HI*01I EH'CE

I_

- dE7} Conflguratlonoi oD H SYDpB2t
S MEIE 2ot CiE L E 0'|| CH 3t

I‘IEE OI- J.LlRO‘l
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STATEFUL Gateway= 2|5 DBO|| & EHE
MNYSHDCHE L EQF S ]5E 2 pB §10]
Gateway’/| S&ISHA| X2 . E 2+ Al DB
SHE0| =t 1 HE| 2| M 2 A0 =
&7t Ead
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A gateway Is not the new monolith

KrakenD

* % % % %

L= E 7t Coordination 22 QI
S7|ct Ee Qs

Cha=3t (Zero complexity)

Cis 2| 0of ciet O]+ 83
MAM 43t (configuration)
= #HO| (Immutable) Q1 Z 2}

EtAl Gateways

Stateless . Stateful

= E 7t Coordination 22

HO|H s7|=t 2

Datastore”} Source of truth 9

B2 RFS)

= =]

CtE 2| M 0f| X| A A
g

o
HE 7t 43t (configuration)

* % % % % %

DB-LESS != stateless %
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Performance
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Benchmarks

KrakenD
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Benchmark Overview

# Hardware specs
1. | Amazon EC2 (c4.2xlarge)

2. | Amazon EC2 (c4.xlarge)

3. | Amazon EC2 (m4.large)

4. | Amazon EC2 (t2.medium)

5. | Amazon EC2 (t2.micro)

6. | MacBook Pro (Aug 2015) 2,2 GHz Intel Core i7

Requests second
10126.1613 reqs/s
8465.4012 reqs/s
3634.1247 reqs/s
2781.8611 reqs/s
2757.6407 reqs/s

18157.4274 reqs/s

Average response
9.8ms
11.7ms
27.3ms
351.3ms
35.8ms

55ms

OSC
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70.000 regs/sec

On commodity hardware
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Without KrakenD

Web transactions histogram «l v
9%

~30% responses under 300ms
~60% responses between 300-1250ms
7% ~10% responses over 1250ms

8%

6 %
5%
4%
I%
2%

1%

O
Dms 250 ms 500 ms 750 ms 1000 ms 1250 ms 1500 ms 1750 ms
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With KrakenD (concurrence=3)

Web transactions histogram «!  ~
20 %

~35% responses under 100ms
17.5 % ~55% responses between 100-300ms
~10% responses over 300ms

15 %

12.5%

10 %

7.5 %

5%

25 %

Dms 5S50ms 100ms 150ms 200ms 250ms 300ms 350ms 400ms 450ms 500ms 550 ms
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KrakenD

?hank you

Do you have any questions:



mailto:sales@krakend.io

Pricing Structure
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KrakenD Plans

TE g5 Starter Pro Unlimited
MH[A 2= APIs, AFE XY, Transaétions —’FAThroughput, X| < (Region), Unlimited Unlimited e
LEY core
2= 4 E Unlimited
Deployment Production .= & = or
10 Containers 30 Containers Unlimited
Non-Production ' = <= (Dev, QA, Stage) Unlimited Unlimited Unlimited
Enterprise-Only 7| & X| & % v v
Features =2 Fix X HI0IE v v v
Z E ™ X0 (Participation) v v
7|5 2 =2| (Feature Prioritization) v
Basic Support (Online Document, Email Support) \% \% \%
(CSM, Slack, Video Call, TrPorSgI]:;r:oiltjiT:gest Practice & Assistance) Ceredl v v
Ot7| 5l 2! Configuration Review v v
Support Response Time (Business Hours) 72 A2t 24 A| 7t 8 Al Zt
Direct Contact = (7| =X| & &) 1 5 15
Product Onboarding (1 Week Professional Service £ 2}) 174 1~370 &
Training Optional Optional \%
Custom Software Agreement \Y
Professional Service (Daily Charge) Optional Optional Optional
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