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ENGINEERING

HIX|0F= - ZHH0]H ~F2 3rd-Party MH|A SES M Cl/CD mfo|Z2tel D= HE

HAES XI5 Y SHALE ol &8 A MlohE 2HEolA Crefet HIAE
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oiCHat=l =2l2| X Ojo| Z2fQI0|M M= HIAE X|&

0,
€ Jenkins &) GitLab o ¢ Bamboo 9

circleci
GitHub Actions

/ s N 7 ~N

Code Build Unit Prod Non-Prod Staging Production
Tests Traffic Traffic
z ) Capture Replay
A
\ 4\ 7 N\ ,

- /

Speedscale Traffic
@ Capture, Analysis and
Replay System
\ J

M| AE EF (Ol5 8 ds) HE - FMO | AP XHE

Production tZH2| E{TIS WS Al

=N
T
>4

ol
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Identify Generate Run

HAE iy =2l  Ats HAE Q48 i
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Identify

Speedscale / payment / Traffic Viewer

20

Service name: payment

v

[m]

2021-08-13 12:27:11 - 2021-08-13 12:42:11 v

R TN R SRR N

Traffic filters Filter traffic that matches the following characteristics. 0 active filters

Traffic

Date *

Aug 13, 2021 12:41:15 PM
Aug 13, 2021 12:41:15 PM
Aug 13, 2021 12:41:15 PM
Aug 13, 2021 12:41:15 PM

Aug 13, 2021 12:41:06 PM

Direction = Tech %

out DynamoDB
out DynamoDB
in JSON
in JSON
out Plaid

Info  Request Response

Headers  Body

Actual Q
1 { |
2 “accounts": [
3 i
4 "account_id": "Qdxep7X95mHvIExxJNRmMSPrMx4VBALtKRGWSP",

Operation %

POST
POST
POST
POST

POST

Host %

dynamedb.us-east-1.amazonaws.com:443
dynamodb.us-east-1.amazonaws.com:443
payment:8080
payment:8080

sandbox.plaid.com:443

Location %

’
’
forder
Togin

[accounts/get

v

+ Generate a Traffic Snapshot

Status %
200 v
200 A
200 N
200 v
200 ~

& Download
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Generate : XI= HAE A

e APIEZiHS HAEHO|AR gt

e HOFEZ mZIO|E|, TimestampSS
YOI0|E

e = Call of CHsh S& =2

o o

"ATZIE T £ AXO 0| HAE H0|AE

A= 2451 Replay?t HAHO 2 SXOIES

EHZAL =9 HO|HE M=o =2 tHA "

Create a traffic snapshot X

Snapshot name

[ Payment Load Test ]

Token Config

http_standard v

Filter settings

Service is payment

Time range is Aug 6, 2021 2:26:19 PM - Aug 6, 2021 2:41:19 PM
Cluster is gke_speedscale-demos_us-centrall-c_demoz
Namespace is microservices

Direction is Inbound (in)

Close Create the traffic snapshot

Confidential Information © 2021 Speedscale, Inc. All Rights Reserved. www.speedscale.com @ SPEEDSCALE



L IR
Run : StH Xl HAE 2td=iH 1 2

L — — O

ot

o Of0O|3Z AH|A O|Eg EX

e AP| EZfTIE Mock MH|AZ Hist

dynamodb.us-east-1.a...

port: 443 messages: 602 -}

o [CfOF 2! 28 @HAER0]H

suipe api.stripe.com

port: 443 messages: 345 -]

o payment ~, payment " 56 api.hubapi.com
Service X ~
port: 8080 messages: 772 % < port: 443 messages: 197 9

@ sandbox.plaid.com

port: 443 messages: 52 -]

ll9|—‘?'—*1 Hl % HAI_I %Ell--é-l'ozi (M OCk) H |‘g‘% Ij:ll-—+—*| 9 |J_’_ . ) 3 discovery.googleapis.c...

port: 443 messages: 49 -]
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L IR
Traffic ViewerE £5t 4|0|E| 24X

Service name: payment v (9 2022-05-1118:50:33 - 2022-05-1119:05:33 + Generate a Traffic Snapshot

Cluster is prod-decoy Namespace is microservices

1

Y, Open filters

v

nbound - AN\MN'\/\AMA./\/\/V\AAAA/V\A Gutbound AM/W\AM/\J\A/\AA«AAA/\«
0 o

Service Map Interactive traffic map of the selected service.

© pament [  payment _
Traffic
Date * Di.. + Tech = Operation = Host = Location =
May 11, 2022 7:05:04 PM out Plaid POST sandbox.plaid.com:443 /accounts/get
May 11, 2022 7:05:04 PM in JSON POST payment:8080 /accounts

Info  Request Response Tags

Headers Bedy Raw

Actual O
1 {
2 "accounts”: [
3 {
4 "account_id": "Qdxep7X85mHv16xxJNRmsPrMx4VBAItkRGWEPR",
5 “balances": {

~
BB vmamocbs-sast-L.. pore 443 i 88 551§ +
- % apihubapl.com a -
e splstripa cam port s s 1 @0 &
& dicoverysontlaspisce.. pot 4 s 8 5 @
- sandnonpiaitcom .
maema -
Duration % Status =
158ms 200 v
159ms 200 ~

t

..

C|HHA B! Root Cause M S
2|5t API
2= 7ts7d(Observability)

ST WEIYS SOl BHlAE U

MockE K= AN

Postman 22t
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L RS
Speedscale Cloud2| EafT A

Traffic

Repla =

Include

Include
Include

Include
Include

@ Include

Direction 2

Inbound

Outbound

Outbound

Outbound

Outbound

Outbound

Protocol =

http

tls

https

https

https

httos

BIAE H[O|A 8

AMH|A Mock
s dd

o payment

PayloadE &

xl__lx_” jl_*|*0.| port: 443 requ

[elxely
o=

. dynamodb.us-east-1.amazonaws.co...

- B6 (52%) -

.‘)‘o api.hubapi.com

. payment

Service

pert: BOBO requests: 108

Host 2 Port /' &
payment 8080
172.20.76.78 443
sandbox.plaid.com 443
discovery.googleapis.com 443
api.stripe.com 443
api.hubapbi.com 443

[ View traffic

pert: 443 reg : 33 (23%) a

i api.stripe.com

port: 443 requests: 12 (8%) -

3 discovery.googleapis.com

port 443 requests: 8 (5%) -

@ sandbox.plaid.com

port 443 requests:

172.207678

port: 443 requests: 2 (1%) ™

Technology Requests <
HTTP HTTP Auth HTTP Auth Basic
JSON  OpenTracing  Bearer -
TLS 3
Plaid TLS HTTP JSON 4
HTTP JSON TLS GCP 9
HTTP Auth  JSON  Stripe  TLS =~ _9_ 7
w _I_
Bearer HTTP
HTTP Hubsnot JSON TS 18

1
&
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HTTP/1.1 200 OK HITP/ 1.1 200 OK

Date: Sun, 18 Oct 2019 08:56:53 GMI' Date: Sun, 18 Oct 2019 08:56:53 GMI

Server: Apache/2.2.14 (Wn32) Server: Apache/2.2.14 (Wn32)

Record-Tinestanp: [ Sat, 20 Nov 2019 07:16:26 GMI' Record-Tinestanp: |[<CURRENT TIME + OFFSET>

SSN: |555-12-7840 SSN: | <REPLACEMENT- PATTERN>

Content -Length: 44 Content - Length: 44

Connection: close Connection: close

Content - Type: text/htm Custom Eﬂig |:-”O||_:_-| Content - Type: text/htm
ALO|
H Hd
BODY: {status: “RECEI VED’, usernane: [“Nate”, BODY: {status: “RECEI VED’, usernane: <USERNAME>,

o = =
O[O|E HEE ot 2S5
order-id: [“52-3059”F order-id: “3059”}
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Or=31 Replay Configuration

Speedscale /

l:-” O | E-I %EO-”*‘I ID: standard v ® Copy ID Clone test config
2 R0t O0[H
*'I EH v ® Copy ID Clone test config ' Assertions Replay rules Goals Advanced
es  Goals Advanced Replay rules configure how the Generator sends requests to your Service Under

Generator simulates inbound requests and the Responder simulates the backen

percentage of overall responses that are sent back with the specified conditions
Assertions allow you to specify validations you would like to perform on the respc

subsets of traffic to apply Assertions to. Generator

+ Add a rule A'liE AE ol
Number of traffic copies 5 count O o -”—— =

Subset Assertions C h a OS E-” AE %

Request wait between calls

All traffic Vs + Add a assertion —I-l OH E-I'o -OII-_
@ HTTP Status Code Zero wait time o
Replay X|&#

All traffic / -+ Add a assertion As recorded

@ HTTP Headers
All traffic / + Add a assertion (@) Fixed time between requests 1000 ms
@ HTTP Response Cookies
Al trafric Va + Add a assertion Duration

@ HTTPR Bod,
esponse Body Replay traffic continuously for 10 s
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Use Case : SREE2| d5HS

Replay Results

Performance

71.45ms 97.90% SRE %% AIZ'-E*(GoIden Signa|5)

Latency @ 71.45ms

Throughput @ 4510tps

00:00:29
® 200ms Goal

® 75ms Average

) -~ © 269ms 95th Percentile y
oy S0l @ 335ms 95th Percentile

® 55tps Throughput
®——0—€ cick and drag to z00m.

e Throughput

CPU @ 887.27millicpu Memory @ 353.53mb

e Success Rate

———————" o
—s ~e e *~— ——5— 93— 43
e —o—35 o P a— ]
200

e Saturation

Latency Summary by URL
URL = Average Response Time & 95th percentile of R/T 3 99th percentile of R/T & Average TPS & Count

hitp://payment:80/balance 204.06 358.50 416.50 553 785
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. IS
AXLIA 215

Use Case

i

Call 83

[ ] [ ]
> o
o Kl
ox
MI
1%

[ ]
rd
ox
oot
o
1>
e

[ ]

O
oA
ot
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Assertions

Time ¢

Aug 13, 2021
6:39:25 AM

Aug 13, 2021
6:39:25 AM

Aug 13, 2021
6:30:25 AM

Aug 13, 2071
6:39:25 AM

Aug 13, 2021
6:39:25 AM

Aug 13, 2021
6:39:25 AM

Info  Requi

Expected

CHC TR T RN

Msg D 3 Operation 3 URL 3

22 POST /login

25 POST Nlogin

25 POST login

26 POST /login
POST /login

34 POST /payment

st Response

Headers  Body

“CardDetails": {

*CardID": "afd28d5-012¢-4912-2968-b3618be4caf3’,

*Code": "0 - Approved’,
“CreditCardNumber*: "4539598902254132°
“CreditCardType™: "VISK",
“Currency’; “TND",
*Price”; 17.45
3
“Location™: {
*IPVA"; "66.235.90.34",
“Latitude": 18468155,

*LocationiD™; "1223686-ea21-4786-a762-3549f{bSedse",

*Longitud

26.655136,

status &

@ Fail

@ Fail

@ Fail

@ Fail

@ Fail

@ Fail

T

Actual

E

Assertion type &

Status Code

Status Code

Body JSON

8ody JSON

Status Code

Body JSON

“CardDetails": {
“Gardip’

Q
Expected 2
200
200

5/5 Lines Match

5/ Lines Match

200

18/19 Lines Match

"afd2f8ds-012¢-4912-2968-b3618be4cotd’,

"Code": "36 - Restricted Card - Pick Up",

“CreditCardNumber
“CreditCardType™: "VISA,
“Gurrency”: “TND",
*Price”; 1745

b

“Location®: {

“Longitude": -26.665136,

"4539598902254132",

Actual 3

2/5 Lines Match

2/5 Lines Match

18/19 Lines Match

SPEEDSCALE



Cl Integration Continuous Resiliency

. for Kubernetes
Clintegrations Soll AH2&2 L0 LM S24R0] 2S

Quenkins O AgaitLab

. i circleci
) Cl Pipeline _ ) ‘
&) © ©
Build Unit Integration Review Staging Production
Tests Tests
| J
Related Code  \_ o J
Repl Intelligent -
@) e R @)
— — . Turn-key
]] | 1] | integration tests
Generator Your Service Responder
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Speedscale 7}X|

Engineers SRE [ DevOps Pros Executives
— — =
— = o
_c

W v

-

HIAE A XHS 3} o E2EE|AE 37 £
o AN B A I

o XiEot=EISLO A
Production Ztof Of|&t
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Enterprise EQt 7| 8

CCPA

Cl[O|E HOF ® CCPA ® GDPR

Ecin THE XA

Clole & HHeh X|H

LI 0|A Replay =

Speed Cloud &0|M 2= Tenant H|O|E{= H2|E|0] £t

SOC 2 Compliant - Vanta, Prescient§2 2 2E{ 2tAH(Audit) WS \
p—

AWS Foundational Tech Review - Qualified by AWS

Qualified
AWS Well Architected Framework \ Software
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TI2HA}

=

2E Al

Use Case

Benefit

§S Nylas

3rd-party APIE A|Z2{|0|d &t Ciot

A SH

HAES 2h=0t0]

HERO| F7[=t 45 30t

ookel-

hict-piost.

o T3] FotH|

AEZ
AH|A MockZ2 Soff &~

0%

A2 Non-Production
=C 20| Al FEZ ShESt] H|AE

BH2|X}HQUM0| XIS SISl Contract | CIIE 7|7} 5t Matx| D £Ct AHSXe!
grOfers HAE E2E H|IAE JtS3H 7
_ I A 2S0|H QEAA EB Bt
N Traffic ViewerE £3l K8s2] l,qiﬂ Reqluest ol Responsfoﬂrlzjﬁér
digib | = > -
igibee 00|22 A{H|A C|H A EINSM st
Mo

SZ0AM

174
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Traffic Replay2| 7X]

J|Z HAE 23 Speedscale A8 &3
g HAE 2 SAIZH/ MH|A/AZZIE 52t
7|5 HAE 24 TARZ/MH[A/AZRIE ey
Service Mock 7194 40A[2H/AH[A =3}

OH EL
A S TEHE

=7

ofl

12|

XA (Continuous)

a2 81912 0|32 MH|A (XEH2 = J7t)
o1 4H| 5+ FTE 1-2 FTE

ATEQ|H H|IE

$0 (LEAA)

$TBD per year
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Study HEHE FH2 501 SHELIL) ©

4

374 oHo|| APl A= 30x EHRA2LEA/NVMOPEINE ZHUE|AZ HASI D A2 2tAS fISF SE 2R
= -

SEALE

[e N e)

&2 M: Speedscale2 £l Office 365, GoogleS O|H|Y HH &t E2fTlg

Nylase= HitEH| 4785H= Saas

AT | AEIOf| CHSH I IO As HiX|Ot3 a8
X2 26,0007HL KO A | A&Hlof| Cel L Elofl A ot=2

Case ‘Speedscale2 J|g/E HE £ Hf= ez 1ZE9f Ofi’/E’/Xf HSIE
O/Fof H=LiCt Eﬂﬂ”’ Replay= 02 o Jt"”’*‘*0/177 w20y 11249/ J[cHof

RecordingStl =& LHOj| 12k

=
O7HC| 'Y gt ALIZ[2E P22 Edots ECiT Replay 2|52 o AlIAR AE

o
olE 1097He| APl 2HE ® X =3t Non-Production 22{AE 2H40f|M Production =&2| BI2E|AEE W2 H| 3
o

Gmail, Microsoft Exchange, 119t2| 3rd-Party H|E X[=G10]| 3"-party S2{0f| Lol AF
Outlook. com, Yahoo! S0

B AL

Why Speedscale: Nylas= £ =82 API Callg f&5t= 3-party 2|E4E Production 2H30{| A2k

A AEZ|X|

B3 = UAOL} Speedscale?| E2fE Replay FrameworkXt 222 E H|0|E {05t
DHS £ THA} HYZ 0| 2K I}X| A|LIZ|2Z Pre-Production SHAO||A] Se8iSh 2 Q| &
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Speedscale 4 &

HAEE 2ot

HIAE 4971 AH|A A2 SEI

HH| MH|A ﬁbﬁl o
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Speedscale S HHA|

Step 1 Step 2 Step 3

Sidecar, Proxy, MHE|A A IHE Cl mjo| e}l Q

PCAP % Logs 52 mote Q|st Eafm QIsto 2 X|AEO|

£ API Call 2= *"' =M 51 21Zfof 4|o[ AlLI2[2 Replay
OrAZ(Masking)
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AtO|E3}(Sidecar) OFZ |EIA

Speedscale Datastore

A

Cust Kub tes Clust
[&\ Data maskerH @ Forwarder} ustomer Kubernetes Cluster

A

—-P[ &2 Proxy A -{ &2 Proxy B

—

-P[ &2 Proxy C

[ QO Service A ] [ QO Service B ] [ QO Service C ]
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HIAE O

i@ Snapshot Speedscale Datastore
& Configuration

, — — : Customer
[ ' Operator} [ D Forwarder} Speedscale ! Kubernetes
| Namespace Cluster

[ Generator \

*[@ Responder]

Test
Namespace

N\
[ Collector | I
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HTTP/1.1 200 OK

N [
Record-Tinestanp:  Sat, 20 Nov 2019 07:16:26 GMI' Eth’aCt Header Date Offset ]
BODY: {status: “RECEI VED’, usernane: °
_;(
order-id: “52-3059” Extract JSON Insert Text
4_\
request £= Ci|O|Ef et H2tE OI0|HE 5
responseZ £ E IXof &

Bytes =&

Confidential Information © 2021 Speedscale, Inc. All Rights Reserved. < SCALE



L IR
x|

e Traffic Capture
o Kubernetes: Operator, Sidecar (also compatible with istio)
o Desktop: Docker proxy for Linux and MacOS

e Data Analysis
o Protocols: HTTP/S (1.1 & 2.0), GraphQL, gRPC, JSON, S3, SOAP, XML
o Authentication: API Key, Basic Auth, Cookie, JWT, OAuth
o DBMS: Elasticsearch, DynamoDB, MongoDB, Postgres
o Messaging: AWS SQS/SNS, Twilio, Slack, RabbitMQ
e Replay
o Assertions: Status Code, Schema, Body (line-by-line), Headers
o Generator: Functional, Load [ Stress Testing
o Responders: Simulate third-party and internal API /| DBMS
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