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Addresses full API lifecycle 

management operations. Open, 

extensible, customizable.

200K APIs for 20K Orgs

Hybrid integration platform for 

quick, iterative integration of any 

application, data, or system.

6 Trillion Transactions/yr

Federates and manages identities 

across both cloud service and 

enterprise environments.

100M identities managed

Common Architecture, Common Code Base, Open Source

WSO2 API MANAGER WSO2 IDENTITY SERVERWSO2 ENTERPRISE INTEGRATOR

WSO2 Integration Platform
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Product leader in LC: Access 
Management and Federation 

Innovation  leader in LC: CIAM

Overall in LC: Identity API platforms  
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사용자

106M
0 ~ 600 동시처리 (TPS)

사용자

6M
0 ~ 400 동시처리 (TPS)

사용자

20M
0 ~ 1,000 동시처리 (TPS)

•

•
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WSO2 
Identity & Access 
Management

Highlights

•

•

•

•

•

11



12

Service providers External Apps

Google Apps

Request processor

Response generator

SAML SSO

OAuth

OpenID-connect

Passive STS

Inbound Provisioning

SCIM

SOAP

Inbound Authenticators

Outbound Provisioning

Federated Authenticators

SAML SSO

OAuth

OpenID-connect

Passive STS

Facebook

Yahoo

Google

Microsoft

SCIM

SOAP

Google

Salesforce

Authentication framework

IN

SP to Local 
Claims Mapping

Local to IdP
Claims Mapping

OUT
Local to 

SP 
Claims 

Mapping

IdP to 
Local

Claims 
Mapping

JIT
Provisioning

Provisioning Framework

User Store Manager

LDAP AD JDBC

Local Authenticators

Username /
Password

IWA
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항목 설명

System Requirements • 4 vCPUs 

• 4 GB RAM

• 10 GB Disk Space

Environment compatibility • User Store

o RDBMS (Oracle, PostgreSQL, MySQL, MS SQL, etc)

o An LDAP such as OpenLDAP

o Active Directory

Required applications • Java SE Development Kit (JDK)
o Oracle JDK 8 or JDK 11 
o OpenJDK 8 / OpenJDK 11

• Web Browser (Management Console 접근용)

https://is.docs.wso2.com/en/5.11.0/setup/environment-compatibility/
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https://store.wso2.com/store/assets/isconnector/list


Deployment Patterns
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1. 최대 동시 Login 요청 : 200 Concurrent Logins @ 1,000ms Response Time
2. 평균 Login 요청 : 50 Concurrent Logins @ Avg. 300ms Response Time
3. Worst Case Login 요청 : 300 Concurrent Logins @ 2,000ms Response Time
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# Requirement Compliance Level of Compliance Response

15.0 Developers

15.1 Architecture

15.1.1 Provide a diagram of the product architecture and explain. Reference:

https://is.docs.wso2.com/en/latest/get-started/architecture/

15.1.2 Is the solution built within a microservices architecture? No

15.1.3 Support for serverless architecture patterns No The WSO2 Identity Server itself needs to be run on a stable server. It can

be scaled up and down but there are limits of reliablity if it is scaled down

too low and license/subscription fees to pay if it is scaled up beyond

what is agreed to in a contract.

Identity Server will have no problem working with serverless applications.

15.1.4 Support for ETL patterns Yes With recommended

third party tool

Support with WSO2 Enterprise Integrator

15.1.5 Support for connecting and extending to legacy systems and apps through an

Identity Gateway (proxy-based federation pattern)

Yes With recommended third party toolProxy-based federation support is part of the WSO2 Identity Server

roadmap.

However, WSO2 has provided similar solutions for customers using plug-

ins for Nginx and other proxy servers that can transform standard

protocols such as SAML 2.0, OpenID Connect and others to legacy

protocols supported by the respective application.

15.1.6 Support for private-by-design and privacy-by-default principles. E.g. pseudonymized

primary identifier of user.

Yes Out-of-the-box As a leading open source Identity and Access Management (IAM)

product, WSO2 Identity Server has been designed and architectured

based on well known "Secure by Design"  and "Privacy by Design"

principles.  All privacy features are enabled in the product as the default

options to comply with "privacy-by-default"  principle. The product uses

up-to-date algorithms and frameworks for all cryptographic operations

such as data encryption, signing, and hashing.

References:

[1] https://is.docs.wso2.com/en/latest/learn/consent-

management/#privacy-by-design

[2] https://is.docs.wso2.com/en/latest/compliance/general-data-

protection-regulation/#privacy-by-design-and-privacy-by-default

15.1.7 What are the classifications of data that is handled by the system? If Personally

Identifiable Information (PII) is handled by the system, what measures are taken to

protect customer data privacy and other data that is deemed sensitive?

WSO2 Identity Server broadly handles 3 types of data: user data,

configuration data and transaction data. The measures that are built into

the product to protect customer data privacy is listed in '#13 Data

Privacy' under 'Functional Requirements', and the measure that are built

into the product to protect sensitive data is listed in '#20 Security' under

'Non-functional Requirements'.

15.1.8 What ports and protocols does the product use? Please provide a table detailing the

necessary ports, directions, etc.

Reference:

https://is.docs.wso2.com/en/5.11.0/references/default-ports-of-wso2-

products/

15.2 Extensibility and Customizability

15.2.1 Ability to extend or customize the solution for unique business use cases or and/or

integration with 3rd party systems

Yes With extensions Numerous extension points and flexible plug-in model that will allow

customization of certain aspects of the product if required to meet

unique business use cases.

Reference:

https://is.docs.wso2.com/en/latest/develop/extending-the-identity-

server/

15.2.2 Ability to support a custom identity federation protocol Yes With extensions References:

[1] https://wso2.com/library/articles/2017/04/writing-a-custom-

inbound-authenticator-for-wso2-identity-server/

[2] https://is.docs.wso2.com/en/latest/develop/writing-a-custom-

federated-authenticator/#writing-a-custom-federated-authenticator

15.2.3 Ability to support a custom authentication mechanism Yes With extensions Reference:

https://is.docs.wso2.com/en/latest/develop/writing-a-custom-local-

authenticator/

15.2.4 Ability to support custom claims extension Yes With extensions Reference:

https://is.docs.wso2.com/en/latest/develop/writing-a-custom-claim-

handler/

15.2.5 Ability to support a custom adaptive access control function Yes With extensions Reference:

https://is.docs.wso2.com/en/latest/develop/writing-custom-functions-

for-adaptive-authentication/

15.2.6 Ability to support a custom captcha implementation Yes With extensions

15.2.7 Ability to support a custom authorization rule in the log-in flow Yes With extensions

15.2.8 Ability to support a custom just-in-time account provisioning listener in the

federated log-in flow

Yes With extensions

WSO2 Customer Identity and Access Management RFI Template -  Non-Functional Requirements



THANK YOU

wso2.com

http://wso2.com/
https://www.linkedin.com/company-beta/66028/
https://twitter.com/wso2
https://www.youtube.com/user/WSO2TechFlicks?sub_confirmation=1
https://www.facebook.com/WSO2Inc
https://plus.google.com/102978163165933210309



