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‘ Sanjiva Weerawarana

To the Cloyds and Beyond —
2 Fueled by $90 Million in Growth

Capital from Goldman sachs
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Ny Goldman Sachs

----------------------------------------------------- Open Source
Over 800 Employees e deployment. faster e to mrket Asset Management Invests

50% Engineering _ 77777777777

777777777777777777777777777777777777777777777777777777777777 OUR WAY IS OPEN SOURCE =
EAM >

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ded in 2005
"""""" Foun Toba Capi Today, we Stand on the Cusp of an inflection point in WsS02’s jomney. Iam
Close to 700 Customers Backed by Cisco, Goldman Sachs, and To
ALK !

2020 Backediby(Chco Coldman sachs end Toba Cop thrilled to announce that we have Secured $go million in financin from
round the viorld (150 newin 2026 Backed by Cisco, Goldman " ’ g

MPANY » Soldman Sachs. This new investment means our original visjon continues to

SUCCESS STORIES - 1ave an enduring burpose, and we could not be more excited to pe backed by

such a strong institution.




WSO02 Integration Platform

Common Architecture, Common Code Base, Open Source

WSO02 APl MANAGER WS02 ENTERPRISE INTEGRATOR WSO02 IDENTITY SERVER

Addresses full API lifecycle Hybrid integration platform for Federates and manages identities
management operations. Open, quick, iterative integration of any across both cloud service and
extensible, customizable. application, data, or system. enterprise environments.

200K APIs for 20K Orgs 6 Trillion Transactions/yr 100M identities managed

WS,
Open Banking
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100% LEAA
(Apache 2.0
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urx-g IAM EEH% xo o -ﬂ- g}xl-kl . .
xS SAETEE 7 °o ° Overall in LC: Identity API platforms

HAMIA +1271(100M)2] Identity 22|

+180 2= 48174 51 +500 7|2 Product leader in LC: Access
Management and Federation

24*7 7|2 XA MH| A

=28 212 (USA, UK, Germany, Brazil, Innovation leader in LC: CIAM
Australia, Sri Lanka)




Industry Recognition

20194 KuppingerCole Analysts2| Access Management and Federation20f Leader M7, 20204
=7| Forrester Wave Customer Identity and Access Management &0F Strong Performer 47

THE FORRESTER WAVE™

Customer Identity And Access Management

Q4 2020

Stronger
current
offering

Weaker
current
offering
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Weaker strategy

Strong
Performers

P Stronger strategy

sKuUppingercoie

ANALYSTS

Leader in KuppingerCole Leadership
Compass, 2019 Access Management
And Federation

*...WS02 Identity Server APIs shows strength in
interoperability with a large number of other IAM, CIAM,
and [Daa$ platforms in these markets as well
integrations with CRM and other Saa$ systems. Overall,
WS02 has i ly made imp inits
Identity Server and has moved it in a positive direction.”
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Information Banking & Healthcare Telecommunication Aviation, Government
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Identity Federation & SSO

Identity Bridging

Strong and Adaptive
Authentication

Identity Provisioning
& Administration

WSS,

@ Authorization
AP| & Microservices Security

0 Privacy Regulation Compliance




QEAA IAM2EA WSO2 Identity Server &H
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WSO02
Identity & Access
Management

Highlights

ZX0l |dentity Federation
M 2¥(Adaptive) 215 7|5
API2} Microservices &0t X| &
JHES 25 o7 | BN 2 H| =L A
2FAE Y S8 Connector

HE} A X

ZiE|olL ElstH el 3

Multi-Factor 915 9

Identity Server
WSO2 Identity Server

=S A st QEAA JHHAM £22MO2
Identity Federationz Single Sign-On (SSO)0fl | X 3}%|0f
UAELICH ZEHHQI 7| &X| @4 MH[AE H[ZSIK| 2 S2 (Adaptive),
AP| E212 M| 3L}
4 B
| I |
Self-service ?E:ag?::;? API calls
! 1 1 o v
User L Social login ~ —» -E —in
provisioning \
Identity Server f
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— Service providers

salesforce

~— Inbound Authenticators —

SAML

=
&

B

\ 4

~ Authentication framework

— IN

SP to Local Local to IdP
Claims Mapping Claims Mappin

A 4

_ Federated Authenticators _

SAML SSO

OpenlD-connect

—OouT

u

OpenlD-connect

est essor
0

Passive STS

se generator

— Inbound Provisioning —

Google Apps

\ 4

SCIM
SOAP

\ 4

Local to Id

Claims
Mapping

SP Local JT
Claims

Mapping

P to

Provisioning

Username /
Password

IWA

- Local Authenticators

Provisioning Framework

g User Store Manager
1 1 1
1 1 1

A

Passive STS

— External Apps—,

Facebook

Yahoo
Google

Microsoft

o

— Outbound Provisioning —

SCIM
SOAP
Salesforce

Google

A 4
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INSTALLATION OPTIONS

m AWS Cloud Formation

g; Docker Compose

ml Windows X64
B Installer msi

} Puppet

iy
HELM
A

Kubernetes

Helm

Ubuntu
Installer deb

Zip Archive

sl X}
%

Docker

CentOS
Installer rpm

MacOs
Installer pkg
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Prerequisites - x| @ AALSt

s EE
System Requirements « 4vCPUs
« 4 GBRAM

« 10 GB Disk Space

Environment compatibility  + User Store
o RDBMS (Oracle, PostgreSQL, MySQL, MS SQL, etc)
o An LDAP such as OpenLDAP
o Active Directory

Required applications « Java SE Development Kit (JDK)
o Oracle JDK 8 or JDK 11
o OpenJDK 8/ OpendDK 11
* Web Browser (Management Console M2 £

o

https://is.docs.wso2.com/en/5.11.0/setup/environment-compatibility/

__ WS®,
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Identity Server

@ Home

Identity
&' Users and Roles
© Add
22 List
% User Stores.
© Add
52 List
& claims
© Add

22 List

' Canfigure ' Monitor

-

Service Providers
© Add
22 List
@ Resident

) Identity Providers
© Add
12 List

@ Resident

Tools

Entitlement
Manage
14 Workflow Engagements
© Add
22 List
& Workflow Definitions
© add
52 List
Challenge Questions
© Add
22 List
[ Email Templates
© Add
& List
. Keystores
© Add
22 List

% Consent Purposes

Identity Server Mana

WSO02 Identity Server Home

Welcome to the WSO2 Identity Server Management Consale

Server
Host

Server URL
Server Start Time
System Up Time
Version

Repository Location

Operating System
05 Name

0S5 Version

Operating System User
Country

Home

Name

Timezone

Java VM
Java Home
Java Runtime Name

Java Versi

Java Vendor
Java VM Version
Reglstry

DBMS

DBMS Ver:

DBMS Driver

DBMS Driver Version

gement Console

localhost

local:{ fservices |

2019-10-22 15:22:23

0 day(s) 3 hr(s) 15 min(s) 11 sec(s)

5.9.0

file:/Users/somindagamage/ product_is/wso2 docs/wso2is-5.9.0 2/repository/deployment/server/

Mac 05 X

10.15

[T
{Users/somindagamage
somindagamage

Asia/Colombo

JLibrary/Java/JavaVirtualMachines/jdk1.8.0_211 jdk/Contents/Home jre

Java(TM) SE Runtime Environment
1.8.0_211
Oracle Corporation

25.211-b12

H2
1.4.199 (2019-03-13)
H2 JDBC Driver

1.4.199 (2019-03-13)

Signed-in as: admin

Management Console

rbon.super | Sign-out Docs | About

15




New Ul (Beta)

Select Application Type
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User Self-care Portal

[ e it e

Ws% USER PORTAL Ayesha Dissanayaka o

@ Overview Welcome, Ayesha Dissanayaka

Manage your personal information, account security, and privacy
A Personal Info

& Security
Complete your profile Account activity
You are currently logged in from the following
device
“Your profile completion is at 90%
. 3 out of 3 mandatory fields completed @ fs';:i’crl:;gd’:e:sw%fmnds
ago
° 2 out of 3 optional fields completed @
Manage account activity
Account security Consents control
Settings and recommendations to Control the data you want to share
help you keep your account secure with applications
Update account security Manage consents
WSO02 Identity Server © 2020 English (US) ~ Privacy

17




Analytics, Alerts 3! Audit-Trail
Analytics ¥ DL|HZ AR =

WSO02 Identity Server O

Analytics dashabord

<<thrift>> "' <<db query>>

18




Analytics, Alerts 2! Audit-Trail (#%)

Analytics ¥ 2LIHZ CHA|[EE

TOTAL LOGIN ATTEMPTS

Timestamp Tenant Domain

12/7/2016, 11:30:38 carbon.super
AM

19



HAH =291 10| x|

SECURE ACCESS LOGIN
USERNAME

=

PASSWORD Password

NEW USER

FORGOT PASSWORD?
FORGOT USERNAME?

WELCOME TO GLIFE!

GLife, the Grantham University portal, provides faculty, staff and students with 24/7, single s|
""""""" b o mmrmmes smmoems—o=ts == =ydent account information.

@ Trimble

this time technology and netwo

Sign in to Profile

Email address

Password

iBOH

m L0

LOGIN
& Email Address
@ Password

Request an account
Forgot password?

Login Tips

For Company and Participating Franchises

L\cnmmc

Your username and password are the same used to log in to
‘ your Panera Network.

Sign in

Stay signed in

__ WS®,

‘ S Sign in with Google

Password
Forgot password?

Create new Trimble ID

OR

Here's how you can easily access that information:

* Ask your ger for your A iate ID Numb

¢ Use the buttons below

Forgot Username

Forgot Password

First Time User




WSO2 Connector 2AE0{ (+50 Connectors)

Register

OZ Store @sgnn

@ IS Connectors <4 Ssubmit your Connector My bookmarks

v

Refine by IS Connectors ¥ Sort by : Date/Time

o, E E
Office 365 Nuxeo MongoDB SCIM2

CASQUE SNR AWS User Sto Office365 Pro Nuxeo MongoDB Use SCIM 2.0 Outt Private Key JW

© Category

@ federated authenticator

@ federated authenticator &
provisioning connector

= P

inbound authenticator
local authenticator CASQUE SNR

L]
[
@ oauth 2.0 grant type
[ )
[

oauth client authenticator
provisioning connector
@ user store

Distributed Mz WS02 WS02
Vv1.0.0 Vv1.0.0 V1.0.0 V1.0.0 V1.0.0 Vv1.0.0 Vv1.0.9
© Support Level

® Version Support

n
B v [* =N

Mutual TLS Client Hibenticatir e Pinterest

https://store.wso2.com/store/assets/isconnector/list

__ WS®,



https://store.wso2.com/store/assets/isconnector/list

Deployment Patterns




Deployment I{El #1
_@_ ................ .

1
1
1
<<sticky session>> i
| <<DMZ>>
H <<l AN>>
r-———»~fr——— - — I— ————— 1
r—— - - 1T — — —— — — 1
I I
I _ I
Elastically
I Scaled I
| Node |
I I
I - I
| T s cutarss)
Lo 1 =<<IScluster>>,
i
i

I
I
L
I
I
_I

| <<Identity Database>> <<User Directory>>

«  WSO02 Identity Server HA 74
o XA 10t :2 Active/Active ==

o TPS 7|dt2t&: £hel I E0of| M 22 34M

o AWS/Azure/Google App Engine EE=
K8S/Docker & OpenShifts 7€ 0|

Z|CH S Al Login 4 : 200 Concurrent Logins @ 1,000ms Response Time
™ Login 8% : 50 Concurrent Logins @ Avg. 300ms Response Time
Worst Case Login 84 : 300 Concurrent Logins @ 2,000ms Response Time

wN =

/\' 23



Deployment OHE #2

<<DMZ>>
<<LAN>>
F—— - r-— -4 - - - - - 0—-"—_-— = al
| g || T T
| I
|
: Elastically I :
Scaled
| <<ldentity Database>> | Node |
I | (.
L ! I
I i ilover [
I E (. ) Il
i
I I""'I ------------------------------------ ! <<|Sc|us[er>>| I
| I e el
| <<User Directory>> | |
b —— doh e e e e A o — -

.}

___________________________________________________________

WSO02 Identity Server 3 Analytics HA 714

o XA #H1Qk:2 Active/Active =E +2
Active/Passive Analytics ==
2 7
o TPS7|gt =tz B Analytics ==
225 3,000 O[HIE X2
o Analytics 2 & +H2E S X| /K]

oto
Lo

il

/\' 24




WS

nHelADTZ 2 IAMAHIM RFE= FR 7|5 W3
o M A

Identity Federation, SSO, Adaptive MFA 3! M|% (Fine-grained) EZ2& 0 X[ &

¥

o
Hok sl TEtO[H Al £

EH0|0 SEN U

|dentity Federation
BZEX#

Nl 2 MHE S

. pan §
[} H

ol 4=

Multi-tenant Identity 2{|0]0{ X|Z

H[0{(Access Control) 3 H2 2/ (Access Delegation) =&

| HX

- 1 O

0z

22IRE, On-Prem, 5l0|E2|E &td S R 2d=tE X

+407H <= QIE{H|0| A 3l +507H Connectors Z42 Identity T2 3 NS

Crefor L0 22X A

)

=R a2
S &84

A
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WS02 Customer Identity and Access Management RFI Template - Non-Functional Requirements

Discovery Questions

Level of Compliance

15.0  Developers

15.1  Architecture

15.1.1 Provide a diagram of the product architecture and explain. Reference:

is.doc: 0

15.1.2 Is the solution built within a microservices architecture? No

15.1.3  Support for serverless architecture patterns No The WS02 Identity Server itself needs to be run on a stable server. It can
be scaled up and down but there are limits of reliablity i it is scaled down

° B . P b l P . P . e X ‘I too low and license/subscription fees to pay f it is scaled up beyond
what is agreed to in a contract.
usiness rroblem ain Points /o s

Identity Server will have no problem working with serverless applications.

1514 Support for ETL patterns Yes With recommended  Support with WSO2 Enterprise Integrator

M

Ii third party tool
L o 1515 i h thir based federati

Support for connecting and extending to legacy systems and apps through an Yes
Identity Gateway (proxy-based federation pattern) roadmap.

rtis part of the WS02 y

« IDZHE UF /¥ Phase /48 Launch €% /
=0

However, WSO2 has provided similar solutions for customers using plug-
ins for Nginx and other proxy servers that can transform standard
protocols such as SAML 2.0, OpeniD Connect and others to legacy

protocols supported by the respective application.

WSS,

"~ :i . . 15.1.6 Support for private-by-design and privacy-by-default principles. E.g. pseudonymized Yes Out-ofthe-box Ass\esdm \denmvsnd Access (1AM)
° D l t o _ l d h b d primary identifier of user I
eployment FEl (on-premise/clou ra, B o non s D iy b et
ring All
. pnans to comply with "privacy-by-default” pnnclp\e The product uses
VM/Container s s e
such as data encryption, signing, and hashm N
References:
x e | e [1] https://is.d
° H A 0 | sgl- R?Al- OI‘ management/#privacyby-design
o [21https://is.d 4
rotecti by-di -and privacy-by-default
7 What are the classifications of data hat s handled by the system? f Personally eniySever roadyhandies 3 ypes of o ser dta
15.1.7 Whe the classificatic f d: that is handled by the 12 If P l WSOZ\d Se broadly handles 3 f d: d:
. (=] . Identifiable Information (1) is handled by the system, what measures are taken to that are built into
° Pre-production Z & (d ev. test. stagin etc) Drotetcustomer data iy an other dta ot o doemed sencive? e oGt toprotec olomet doa eyl ted 15 0ots
b 3 3 Privacy’ under 'Functional Requirements’, and the measure that are built
into the product to protect sensitive data s listed in#20 Security under
| ‘Non-functional Requirements'.
. (=] 15.1.8 What ports and protocols does the product use? Please provide a table detailing the Reference:
*  multi-datacenter HA/ DR 2 Q& -
- necessary ports, directions, etc. https://is.docs.wso2.com/en/5.11 f
u atacente = :
152 Extensibility and Customizability
. 1521 Ability to extend or customize the solution for unique business use cases or and/or Yes With extensions  Numerous extension points and flexible plug-n model that will allow
ith 3rd party systems customization of certain aspects of the product if required to meet
° T t d t t l t l integration witl
argeted user e (Internatl/externa unie business use cases
Reference
https://is.doc: 0: -the-identity-
L o
o  JlsaTAe SSO, MFA, et e
[e) o e . g. 5 5 e C 1522 Ability to support a custom identity federation protocol Yes Withextensions  References:
(1] https://wso2. 2017 o
inboun r-wso2-identity-server,
[2] https://is.d 9.
o [CHA 2 (PC/Web, Mobile, etc) i C
1523 Ability to support a custom authentication mechanism Yes Withextensions  Reference:
https://is.d p/writing focal
I R O E authenticator,
° A t U 'i x-” U AI- II- E ] H 'I L 1524 Ability to support custom claims extension Yes Withextensions  Reference:
ctive User &= ser ogin i dis doss usc? —
handler/
M M 15.2.5 Ability to support a custom adaptive access control function Yes With extensions Reference:
/ Day) / £t SA| Logins / W= SA| Logins / 7|CH W+ wesans
for-adaptive-authentication,
1526  Ability to support a custom captcha implementation Yes With extensions
orct 7 x orct 7 15.2.7 Ability to support a custom authorization rule in the log-in flow Yes With extensions
e 4 15.2.8 Ability to support a custom just-intime account provisioning listener in the Yes With extensions
rop=Ral il rop=Ra il 5 Aty o s j proviionny

federated log-in flow

26




THANK YOU

WS02.com


http://wso2.com/
https://www.linkedin.com/company-beta/66028/
https://twitter.com/wso2
https://www.youtube.com/user/WSO2TechFlicks?sub_confirmation=1
https://www.facebook.com/WSO2Inc
https://plus.google.com/102978163165933210309



