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Overview

•	 Over 309,000 cases of fraudulent conduct were recorded between January and September 2022 – up 17% on the same period last year and up 11% 
        on pre-pandemic levels.

•	 Identity fraud cases are up 34% (210,886 cases) on the same period for 2021 and up 23% on pre-pandemic levels. Although most identity fraud cases 
are online, there have been increases in cases through dealer and retailer channels.

•	 Misuse of facility accounts for nearly a fifth (52,299 cases) of cases with a large proportion in relation to misuse of bank accounts which show 
        intelligence indicative of mule activity.

•	 Facility takeover accounts for 8% (27,858 cases) of cases with the telecoms and online retail sectors heavily targeted, and a significant increase in 
        takeover of plastic cards accounts.

•	 False applications are up 45% (17,777 cases), mainly impacting the banking sector but there are increases in the asset finance, loans and mortgage 
        sectors.

•	 225 individuals were recorded for internal fraud – up 25% on the same period last year (+45 individuals). Most cases were in relation to false                
employment application (unsuccessful) and dishonest actions.

*references to same period of 2021 refer to 9 months of 2021
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National Fraud Database cases 



Identity fraud 

•	 There were 210,886 cases of identity fraud – up 34% on the same        
period in 2021 – which accounted for 68% of cases recorded to the    
National Fraud Database.

•	 86% of cases were through online channels, but increases were      
identified through dealer and retailer channels.

•	 The telecoms sector has seen a significant increase during 2022          
recording a 455% increase (+26,286 cases) in the targeting of mobile 
phone products. This is mainly through fake phone dealer and upgrade 
scams.

•	 The plastic card sector has also seen an increase this year, recording a 
133% increase (+16,687 cases) in the targeting of personal credit cards 
(92%) and personal store cards (5%). However, personal pre-paid cards 
have also seen an 82% increase (+759 cases).

•	 Every age group has seen an increase in identity fraud, however the 
most significant increase is for those aged 31-40 years (up 41%).

•	 There has been a 38% increase in the number of companies                      
recorded as victims of impersonation. This mainly involved                        
telecom products (49% - all mobile phone products), as well as loans                
(21% - mainly company loans unsecured) and asset finance products 
(19% - mainly asset finance hire purchase products). 



Misuse of facility

•	 Over 52,000 cases of misuse of facility were recorded in the first nine 
months of 2022 – down from the same period in 2021 – but still 	
accounting for nearly a fifth of cases recorded to the National Fraud 
Database.

•	 Misuse of facility cases continue to impact the bank account sector 
(84%), with 68% of misuse of facility cases related to bank accounts 
holding intelligence indicative of money mule behaviour.

•	 Misuse of loan products showed a 208% increase in the volume of	
cases (+1,304 cases) and are also up 37% on pre-pandemic levels. 
These increases are across personal loans unsecured products 
(+157%) and personal loans deferred credit (+460%).

•	 Notably, there has been a 50% rise in fraudulent faster payments 	
transactions and a 42% increase in evasion of payment.

Money mules focus

Of the bank accounts recorded for misuse of facility, 68% of cases have 
intelligence that indicate mule activity. A large proportion are in relation 
to personal current accounts (87%), but there has been a 39% increase 
in personal savings accounts. Overall, 43% of cases are filed within six 
months. Those aged between 21-30 years make up the majority of those 
recorded for this type of behaviour (41%).



Facility takeover

•	 There were nearly 28,000 cases of facility takeover - an 8% reduction 
compared to 2021, but volumes are up 20% on pre-pandemic levels. 
Facility takeover accounts for 8% (27,858) of cases.

•	 64% of cases are through online channels and 26% through telephony 
channels. Of note, there are increases through dealer and retail 	
channels.

•	 45% of cases relate to online retail, with 27% in relation to telecoms 
products, however, there has been a significant increase in facility 	
takeover on plastic card products (+44% increase, +1637 cases).

•	 Overall, most filing reasons are in relation to unauthorised security/
personal details change (30%), as well as unauthorised dispatch of 
goods instruction (20%). Unauthorised facility delivery instruction has 
increased by 503% (+11,443 cases – mainly seen by the telecoms and 
online retail sectors).



False application

•	 There were nearly 18,000 cases of false application, up 45% on last 
year. Although a large proportion of cases are through online channels, 
there has been a 17% increase in the use of broker channels. 

•	 False applications are mainly impacting the banking sector, but there 
have been increases across a number of sectors.

•	 False applications on bank accounts have risen 85%, with personal 
accounts seeing 41% increase (+3,845 cases) and company accounts 
seeing a 713% increase (+492 cases).

•	 Mortgages have seen a 42% increase (+379 cases), with a 48% rise in 
false applications on personal mortgages (+398 cases).

•	 Loans have also seen a 37% increase (+257 cases), particularly on 	
personal loans unsecured with a 46% increase (+268 cases).

•	 34% of filing reasons were in relation to false documents, 21% in 	
relation to undisclosed address with adverse and 13% in relation to 
altered documents. False employment income has also seen a 366% 
increase (+575 cases).

•	 There has been a 51% increase in those aged between 21-30 being filed 
for false application and a 38% increase in those aged between 31-40 
years.



Insider threat

•	 225 individuals were recorded to the Internal Fraud Database – up 25% on last year (+45 individuals).

•	 Most cases relate to false employment application (unsuccessful)(117 cases) and dishonest actions (97 cases). 

•	 Most individuals worked in a contact centre (42%), which is up 22% on 2021. This is followed by those working within a branch (40%).

•	 Most individuals recorded for dishonest conduct were aged between 21-30 years (45%), however there has been a 52% increase in those aged 31-40 
years.

•	 Most individuals had been in employment for 2-5 years (39%) when dishonest conduct was identified.
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