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Education that gets you hired

Diploma Program | Course Length: 70 Weeks
ABM College’s Cybersecurity Diploma Program is a 70 week course designed to prepare 
students with the necessary skills and knowledge to have a successful career in the 
cybersecurity industry. Students learn cybersecurity online, ending the diploma course with a 
5-week practicum designed to allow students to translate their in-class education into 
real-world work experience. The extensive cybersecurity diploma course will give students in-
depth knowledge on how to safeguard digital information and gain expertise on developing, 
implementing, and planning how to best mitigate cyber risk. The course covers all the 
fundamental bases of cybersecurity from learning modules in cybersecurity fundamentals, 
network and computer security, computer science cryptography, to security analysis. The 
course provides students with the fundamental knowledge and skills to become proficient in 
cyber risk assessment. 

Cybersecurity



Engaging Course Material 
Our dedicated expert Instructors teach 

students innovative solutions for real 
industry problems through hands-on 

training in computer basics, programming, 
configuration and using scripting 

languages such as Python, PHP, jQuery 
and JavaScript.

Creative Portfolio Creation 
Students are encouraged to utilize the 
knowledge and experience they gain 

in class to build their portfolio with 
cybersecurity experience in a creative 
and effective way to impress potential 

employers and get them hired.

Combined Course Value
Students gain valuable skills, 
techniques and knowledge in 

computer fundamentals, scripting and 
programming, and cryptography so 

they can enter into a variety of careers 
post-graduation.

Program Description
In today’s world, we rely on the internet and digital devices to 
do just about everything. The evolving workplace is marked by 
digitization where there is a dependency on computer networks 
containing sensitive information like intellectual property, financial 
data, and personal information. Cloud-based networks play an 
integral part in daily life but have become more susceptible to 
cyber attacks, which directly impact the effective operation of 
businesses and organizations.

Unauthorized access or exposure to this information can be dire, 
resulting in an increase in the need to protect information and 
the systems used to process and store it. This has led to the high 
demand for cybersecurity professionals and specialists and has 
created various career paths for students to explore within the 
industry.

Our industry-experienced cybersecurity Instructors provide 
students with all the tools and skills they need to transition 
seamlessly into the cybersecurity field and excel in their careers. 
Students are immersed in cybersecurity theoretical principles 
and practical competencies required to confidently enter the 
workforce post-graduation.

Length of Program
65 Weeks In-Class
5 Weeks Practicum
70 Weeks Total

Learning Options
Online

Class Availability
Evening



Mature Admission
Students must meet ALL of these criteria:

1. At least 18 years of age prior to admission (BC residents
must be 19 years of age)

2. Score of 20 or higher on Entrance Exam (Scholastic
Wonderlic)

3. Completed English 20-1 or equivalent with minimum score
of 50%

4. Successful interview with ABM College Administration
5. If student’s first language is not English, Canadian Language

Benchmark of 6 with SLE Language Evaluation Test
(Accuplacer).

Career Opportunities
• Cybersecurity Specialist
• Cybersecurity Agent
• Information Security Analyst
• Security Consultant
• Cybersecurity Analyst
• Cybersecurity Advisor
• Information Security Specialist

Cybersecurity

Who Should Enrol?
Those who excel in the cybersecurity industry tend to be modest, 
passionate and diligent, with an inquisitive focus on attention to 
detail, and an urge to learn, explore and troubleshoot problems 
persistently and patiently. If you are a dedicated problem-solver 
who is drawn to technology, this could be the career for you.

Admission Requirements
Standard Admission
Students must meet ONE of these criteria:

Alberta High School Diploma or equivalent with minimum score 
of 50% in English 20-1 on verified transcript

-OR-
General Equivalency Diploma (G.E.D.), plus successful interview 
with ABM College Administration, and if student’s first language 
is not English, Canadian Language Benchmark of 6 with SLE 
Language Evaluation Test (Accuplacer).

Contact Us
For more information and enrollment, contact an Admissions Advisor:

Calgary:

Call: (403)719-4300 or Toll Free: 1-800-840-9680
Email: info@abmcollege.com
Address: 112 28 Street SE, #200 Calgary, AB T2A 6J9



Course Components

1. Introduction to Computers (20 hours)
This course introduces students to computer systems. Students learn the technical features of a computer, computer
hardware and software components, and computer system architecture.

2. PC Computer Service: Hardware (50 hours)
The physical components of a computer, such as screens, monitors, and hard disks, need maintenance as they can
become damaged or deteriorate over time. Through this module, students will be ingrained in the servicing and repair of
PC hardware and its peripherals like fans, hard drives, keyboards, and printers to ensure the smooth running of the system.

3. PC Computer Service: Software (50 hours)
Students learn how to solve software-based PC issues relating to operating systems (OS). The course will teach students
how to configure new software, update existing ones, troubleshoot, and fix software problems pertinent to installed
applications, viruses, malware, and network/internet problems to improve the performance of a PC system.

4. Scripting and Programming (60 hours)
In this module, students learn scripting languages such as Python, PHP, jQuery, and Javascript used to automate web-based
processes, like adding dynamic content to enhance the functionality of applications and web pages. Students will be up-to-
date in programming languages such as HTML and CSS codes to instruct computers on how to display a website.

5. Windows Client Operating System Configuration (65 hours)
This course provides students with the knowledge and training to configure windows operating systems, such as Windows
11 Enterprise, Windows 11 IoT Enterprise, Windows 10 Enterprise, and Windows 10 IoT Enterprise on PCs and portable
devices, which allows software such as Windows Office Suite to function. Students also learn Windows 365 configuration 
for cloud-based use.

6. Windows Devices Configuration (70 hours)
The aim of this course is to continue building on the knowledge of Windows OS configuration, including how to configure
windows apps and devices. Students explore the methods and technologies to develop device management policies,
data loss prevention, and improving Windows OS and other integrated Azure features.

7. Windows Server: Installation and Storage (70 hours)
Students learn the features of Windows Server 2019, including how to install and upgrade it to a newer version. Students
will be taught network load balancing (NLB) and its implementation. They will also learn how to configure local storage
systems on Microsoft Windows Server 2019 machines and gain competency in providing technical support and
troubleshooting existing installations.



Course Components

8. Linux Fundamentals (50 hours)
This course introduces students to Linux programming, a platform dedicated to making applications, interfaces, programs,
and software for use in servers, computer architecture, and computer security systems. The main focus of this module is for
students to get comfortable creating applications, interfaces, programs, and software using Linux code and learn about

the Linux Kernel to help them use, imitate, and develop Linux legally.

9. Microsoft Visio (60 hours)
This introductory course to Microsoft Visio ensures students feel confident using the diagramming and vector graphics
application to create easy-to-understand visuals to present data using flowcharts, organizational charts, floor plans,
workflow, and network diagrams.

10. Active Directory Infrastructure (60 hours)
This module gives students a thorough understanding of Active Directory Infrastructure and how to use it on Windows 
domain networks to create a centralized register that stores complex ecosystems of users, computers, file servers, 
applications, printers, e.t.c. so that users can find and access them securely with the correct authority.

11. Computer Science Cryptography (50 hours)
As computer systems have become complex and more vulnerable to hacking, cryptography has become more vital in 
computer science to safeguard data. This course covers how to enhance cybersecurity by using cryptographic techniques 
such as making a readable message unintelligible and then converting it back into a readable format. Students will also 
explore the four foundational pillars of cryptography - confidentiality, non-repudiation, integrity, and authentication.

12. Internet Communication Protocols (75 hours)
This course ensures students develop a comprehensive understanding of how internet protocols (IP) transmit and receive 
data so that computer network devices like servers, routers, and endpoints can communicate, regardless of the differences 
in their infrastructures, designs, or standards. Students will study different types of internet protocols, including TCP/ IP, 
HTTP, FTP, IMAP, e.t.c.

13. Cisco Networking: Routing and Switching (60 hours)
Students are introduced to the basic function of network communications - routing and switching. The course covers how a 
Cisco router connects different networks and how a switch connects multiple devices together to create small-to-medium 
business networks, including wireless local area networks (WLAN) and security concepts. Students are equipped with the 
knowledge of how to install, configure, operate, and troubleshoot medium-size routed and switched networks. The course 
will also give students the foundational knowledge needed for the Cisco Certified Network Associate (CCNA) Routing 

and Switching certification program for entry-level network engineers.



14. Network + (75 hours)
This course will introduce students to the theory of networks and develop a firm understanding of network types, network 
applications, and network architecture. This module prepares them with the skills needed to set up, configure, critically 
analyze, and evaluate network systems.

15. Network and Computer Security (90 hours)
Students gain insight into the multitude of technologies, devices, processes, rules, and configurations designed to protect 
the integrity and accessibility of computer networks and data through the use of software and hardware technologies. 
The course covers security management tools and applications needed to secure computer networks from growing cyber 
threats as network architecture is becoming more sophisticated. Students will learn network security types and the physical, 
technical, and administrative controls needed to safeguard computer networks.

16. Windows Server - Networking (50 hours)
Students learn to utilize, configure and manage advanced networking services and features in Windows Servers.

17. Securing Windows Server (80 hours)
Students learn about configuration hardening checklists and how to use them to ensure network security and windows 
systems remain secure at all times to prevent breaches and safeguard information.

18. Cybersecurity Fundamentals (90 hours)
This module introduces students to the key concept of Cyber Security, which is based on three fundamental concepts, 
known as The CIA Triad: Confidentiality, Integrity, and Availability.

19. Mobile Device Security (70 hours)
Mobile device security refers to the measures in place to ensure sensitive information is stored and transmitted by and 
between laptops, tablets, and other electronic portable devices. Students become familiar with the threats associated with 
wireless computing devices and how to keep unauthorized users from accessing information.

20. Security Analysis (80 hours)
In this module, students learn to analyze data to monitor and implement proactive security measures to identify potential 
threats to the system or weak points.

21. Resume Writing and Professional Skills (25 hours)
Students work with one of ABM College’s professional career counselors to develop and optimize a professional resume 
to put forward for employers. Additional support in job searching, interview techniques, and other career transition skills 
are offered to ensure students have the best possible work prospects.

Course Components



22. Practicum (200 hours)
This component requires students to be placed in a 5-week cybersecurity position, where they will gain innovative, hands-
on experience and translate the skills they have learned in class.

Course Components
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