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AI-based facial blurring 
and de-identification in 
Fulcrum photos
Fulcrum’s no-code SaaS platform streamlines mobile data 
collection, automates workflows, and provides data-driven 
insights. By using AI to automatically identify and blur out 
faces in photo fields, Fulcrum makes it easy to protect 
privacy when collecting data.

Fulcrum preserves privacy by 
automatically blurring faces
Many Fulcrum users need to take photos for projects such as safety 
and quality inspections, property surveys, and environmental data 
collection. But sometimes, those photos include faces—and pictures of 
faces are considered personally identifiable information (see sidebar). 
Failing to protect privacy in images can result in fines and sanctions. 

With other solutions, users need to manually review photos to find 
faces and blur them. There are two ways to make that happen. 

 ⊲ Send the photos to a central database, un-blurred—which can be a 
privacy issue

 ⊲ Capture the photos independently from the initial inspection or 
survey, blur them manually, and reconcile after the fact—which is 
slow, labor-intensive, and error-prone

Regardless of the method, organizations would need to have a 
process in which users who are trained in using graphics software load 
up the original photos, blur the faces, and re-attach the photos to the 
appropriate record.

Faster with Fulcrum
Fulcrum’s de-identification or “face blur” feature uses AI to 
automatically detect faces in photos taken in the Fulcrum app, blurring 
them so faces aren’t identifiable.

LEGAL REQUIREMENTS
Any organization that collects data must 
consider the legal and ethical issues 
surrounding personal data or personally 
identifiable information (PII). According 
to regulations such as GDPR and CCPA, 
this is any information that relates to an 
identified or identifiable living individual 
(EU), or that can be used to distinguish or 
trace an individual’s identity, either alone 
or when combined with other data (US). 
A person’s face in a picture is PII.

When organizations capture 
alphanumeric PII, like Social Security 
Numbers, they protect it by storing it in 
special fields that only authorized people 
can access. 

Unlike SSNs, though, many photos 
aren’t intended to capture PII. Database 
managers would dramatically reduce the 
value of photos if they placed blanket 
restrictions on shareable photos because 
they might contain PII.

Instead, each photo should be screened 
for faces before being stored, so there 
is no PII left to see in those photos when 
users access them.

NOTE: This document should not be considered 
legal advice. If you have legal questions, consult a 
lawyer with privacy expertise for your region.

https://www.fulcrumapp.com/
mailto:info@fulcrumapp.com


Copyright © 2021 Spatial NetworksVisit us @ fulcrumapp.com info@fulcrumapp.com

Datasheet

 ⊲ It’s faster than manual scanning, which eliminates the need for skilled 
inspectors to spend time reviewing photos to find faces 

 ⊲ It’s secure, preventing syncing of the record until the de-identification 
process is complete—no identifiable faces get sent to the server

 ⊲ It’s accurate, using cutting-edge artificial intelligence technology to find faces 
even in profile or in complex photos

 ⊲ It avoids complex and error-prone manual reconciliation processes

Not every situation is the same, so Fulcrum provides different levels of 
configurable security for face blurring: For example, administrators can configure 
Fulcrum to allow users to save the original, un-blurred photo to the device’s 
gallery, independent of Fulcrum, so the photo is preserved but never travels to 
Fulcrum servers—or they can configure Fulcrum to prevent the user from saving 
the original photo at all. 

Other photo features
Facial blurring is only the latest in a set of powerful photo-oriented features. 
Other capabilities include

 ⊲ Annotations, which enable users to draw directly on photos

 ⊲ Automatic, AI-based optical character recognition that enables Fulcrum to 
identify objects as well as text on signs, labels, and other artifacts

 ⊲ Bar code and QR code reading for fast, accurate data entry without 
transcribing numeric codes

 ⊲ Automatic location tagging of photos to ensure that you know exactly where 
every picture was taken

 ⊲ Other multimedia options, such as video and audio fields

With Fulcrum, using photos in data collection, workflow automation, and 
reporting has become easier than ever—without sacrificing the privacy of other 
people in the area.
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