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Le evoluzioni dei sistemi di protezione delle
infrastrutture

Con l'introduzione delle reti LAN nella seconda meta degli anni 1970 e l'aumentare
della connettivita tra queste, favorita dalla diffusione dei primi router a partire dai primi
anni 1980, cominciarono a emergere i primi problemi di sicurezza riguardanti gli accessi
non autorizzati ad una rete.

Una delle prime soluzioni adottate consisteva nell'impostare all'interno dei router le
liste di controllo degli accessi (ACL) che consentivano di stabilire quali pacchetti
accettare e quali scartare sulla base dell'indirizzo IP.

Questo approccio diventd sempre meno utilizzabile quanto piu aumentavano gli host
connessi alla rete Internet.

Per cercare di contrastare le intrusioni, alla fine degli anni 1980 vennero introdotti i
primi firewall.
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Stateless Packet Filter Firewall

La prima generazione fu quella dei packet filter
firewall o stateless firewall, il cui primo esemplare
venne sviluppato nel 1988 dalla Digital Equipment
Corporation.

Il loro funzionamento consisteva nel filtrare il traffico
secondo un insieme di regole basate su alcune
informazioni presenti nell'header dei pacchetti.

Questi semplici filtri, usati spesso all'interno dei
router e degli switch, potevano essere aggirati
utilizzando I'lP spoofing e non riuscivano a rilevare le
vulnerabilita nei livelli del modello OSI superiori al

terzo.
Sec-lab.com
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Stateful Packet Filter Firewall

ATsT
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La seconda generazione di firewall introdusse, Bell Laboratories
rispetto alla prima, la possibilita di salvare e e
monitorare lo stato di una connessione. St ek
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Un firewall di questo tipo consentiva la formulazione di regole in grado di bloccare pacchetti
fasulli, cioé non appartenenti ad alcuna connessione attiva, ma non garantiva la protezione da
attacchi che sfruttavano vulnerabilita nei livelli superiori del modello OSI. Inoltre erano sensibili
anche ad attacchi di tipo DoS che puntavano a riempire la tabella dello stato delle connessioni.
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Application Firewall

La crescita di Internet portd alla diffusione degli _fg 49,;
attacchi inseriti all'interno del traffico web, ai quali G

sia la prima generazione di firewall che la seconda m 5%
non erano in grado di far fronte. Non avevano infatti A ; Mail Hub
la capacita di individuare le minacce all'interno del @

traffico in quanto riuscivano a classificarlo e =
semplicemente sulla base della porta e del

protocollo.

Il problema portd allo sviluppo degli application firewall (anche detti proxy firewall o
application gateway), una nuova generazione di firewall in grado di offrire protezione fino al
livello applicativo (livello 7) del modello OSI.

Sec-lab.com
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Antivirus (inizi)

Anche il mondo degli antivirus iniziava a muovere i primi
passi, con il rilascio sul mercato di G Data AntiVirusKit,
considerato il primo antivirus commerciale, McAfee
VirusScan, scritto da un giovane John McAfee, e NOD32,
scritto da due programmatori slovacchi che in seguito
avrebbero fondato la ESET.

Tali soluzioni, tuttavia, si limitavano ad effettuare I'analisi di
un file solo sulla base di firme di virus noti, pertanto
richiedevano costanti difficoltosi aggiornamenti (spesso
distribuiti via floppy disk) ed erano facilmente aggirabili con
lievi modifiche al codice del virus.

Sec-lab.com
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infrastrutture

Antivirus (dal 1990 ad oggi)

Nel corso degli anni 90-2000, gli antivirus vennero
modificati al fine di riconoscere sempre piu tipologie
di minacce (allegati via mail, pagine aperte via
browser, rootkit, ecc.) ed iniziarono a debuttare le
prime soluzioni basate su motori «euristici», in grado
di identificare i software malevoli solo sulla base del
loro comportamento.

Tali soluzioni, nella seconda meta degli anni 2010, si
evolsero nei primi approcci completamente
«signature-less», che includevano l'uso di behavioral
detection, artificial intelligence, machine learning e
cloud-based file detonation, allo scopo di
incrementare sempre di piu il rilevamento di minacce
0-day.
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Le evoluzioni dei sistemi di protezione delle
infrastrutture

Seppure i sistemi di sicurezza prima menzionati abbiano fatto notevoli passi avanti dal
loro debutto ad oggi, alcuni problemi rimangono ancora oggi aperti:

1. Come identifichiamo un evento di data exfiltration, che non consiste
nell’'esecuzione di malware oppure exploit applicativi (per esempio, il caso del
dipendente infedele)?

2. Come possiamo rilevare un dispositivo compromesso (per esempio, un dispositivo
loT) oppure un nuovo dispositivo estraneo aggiunto sulla rete?

3. Come possiamo investigare un’attivita sospetta passata, per determinare se c’e
stato un data breach?
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La protezione tramite intelligenza artificiale e

machine learning di Darktrace

Se soluzioni basate su regole e firme offrono una qualche
protezione contro minacce pre-identificate, la realta e che
gli attacchi eludono continuamente queste soluzioni e
ottengono l'accesso alla rete.

Darktrace, alimentata da un machine learning
“unsupervised”, risponde a queste minacce prima che si
trasformino in crisi.

L'applicazione di intelligenza artificiale alle sfide di cyber
defense ha segnato un cambiamento fondamentale nella
nostra capacita di proteggere i sistemi di dati e le
infrastrutture digitali fondamentali.

Ai team della sicurezza sotto stress offre la possibilita di
rimanere al passo con il panorama delle minacce in
continua evoluzione.

DARKTRACE
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La protezione tramite intelligenza artificiale e
machine learning di Darktrace

La cyber IA e tecnologia di auto-apprendimento che, come il sistema immunitario
dell’'uomo, apprende “in corsa d’opera” dai dati e dalle attivita che osserva in situ. Cio
significa fare miliardi di calcoli basati sulla probabilita alla luce di evidenze in continua
evoluzione.

Questa capacita di auto-apprendimento consente alla cyber IA di scoprire pattern rari e
precedentemente mai visti, tra il caos dell’attivita quotidiana, all’interno dei sistemi
digitali di un’organizzazione. Rilevando lievi deviazioni dal “pattern of life”
dell’organizzazione, € in grado di distinguere gli amici dai nemici ed evidenziare
minacce o attacchi informatici reali che altrimenti non sarebbero notati.

Poiché sta emergendo una nuova generazione di minacce informatiche, alimentata da
IA offensiva, la risposta indipendente guidata dall’lA sara fondamentale per reagire con
la precisione e la velocita necessarie. Questi attacchi alla velocita delle macchine
saranno contrastati solo da difese guidate dall’lA, che potranno essere un passo avanti,
consentendo alle persone di avere tempo prezioso per aggiornarsi.
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Le tecnologie principali di Darktrace sono tre:

* Enterprise Immune System

@ Cyber Al Analyst

ENTERPRISE
IMMUNE Y/ PARKTRACE

Aumenta l'aspetto umano Risposta autonoma

* Darktrace Antigena

e Cyber Al Analyst

CLOUD & SaaS EMAIL CLIENT NETWORK

Sec-lab.com
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La protezione tramite intelligenza artificiale e
machine learning di Darktrace

L’Enterprise Immune System e una tecnologia IA di auto-apprendimento
che rileva nuovi attacchi e minacce interne nella loro fase iniziale.

LUEnterprise Immune System utilizza un machine learning “unsupervised” e I'lA per
comprendere tutto cid che riguarda l'organizzazione. Osservando gli utenti e i
dispositivi, i cloud container e i flussi di lavoro, apprende “in corso d’'opera” tutto cio
che € normale per l'organizzazione.

Diversamente dagli approcci tradizionali che fanno affidamento su blacklist, regole e
firme, I'approccio “immune system” apprende dai dati, creando una comprensione su
misura e in evoluzione degli ambienti digitali. Questo approccio esclusivo consente a
Darktrace di rilevare le minacce informatiche piu sofisticate e furtive che altri strumenti
non sono in grado di rilevare.

Indipendentemente da una nuova specie di ransomware o un attacco interno
emergente, I'Enterprise Immune System rileva la minaccia nelle primissime fasi.
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La protezione tramite intelligenza artificiale e
machine learning di Darktrace

Darktrace Antigena e la prima soluzione al mondo di Risposta autonoma.

Darktrace Antigena entra in azione contro le minacce informatiche in corso,
arrestandone il percorso prima che si verifichi qualsiasi danno. Fondamentale per la
difesa contro minacce in rapido movimento come i ransomware, Antigena reagisce in
pochi secondi, dando al team della sicurezza il tempo di attivarsi senza interrompere le
operazioni aziendali quotidiane.

Le sue decisioni autonome sono:

* presein tempo reale

* aggiornate ripetutamente attraverso |'‘osservazione continua delle minacce non
appena si diffondono

* informate da comportamenti combinati, non da singoli punti di dati

* basate su un‘ampia comprensione di dispositivi e persone all'interno
dell’'organizzazione
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La protezione tramite intelligenza artificiale e
machine learning di Darktrace

Cyber Al Analyst é una tecnologia che sfrutta la migliore esperienza degli
analisti della sicurezza di prim’ordine per automatizzare maggiormente il
processo di indagine e incrementare I'analisi della sicurezza.

Imparando da un ampio set di dati creato da migliaia di implementazioni IA in tutto il
mondo, la tecnologia esegue un’indagine qualificata alla velocita delle macchine,
garantendo un significativo risparmio di tempo per I'analisi della sicurezza.

Cyber Al Analyst e in grado di correlare intelligentemente punti dati eterogenei
all'interno del business digitale, aiutando i team della sicurezza a indagare piu
velocemente e in modo piu efficace sulle minacce.

Cyber Al Analyst conduce indagini approfondite prima che qualsiasi cosa sia portata
all'attenzione dei team umani della sicurezza, consente di scartare gli eventi a bassa
priorita o innocui fin dall’inizio, nonché di presentare in qualsiasi momento solo pochi
incidenti ad alta priorita.
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Darktrace: demo dell’interfaccia grafica
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Darktrace: esempi di attacchi reali rilevati

1. Come identifichiamo un evento di data exfiltration, che non consiste nell’esecuzione
di malware oppure exploit applicativi (per esempio, il caso del dipendente infedele)?

Test #1: simulazione di data exfiltration, upload su Mega.nz di una cartella compressa di
progetti aziendali

progetti.zip

progetti.zip Properties

[ General [ Secuty [ Detads | Previous Versions |

i

L s

Type of file: Compressed (zipped) Folder (.zip)
Openswith: [ Windows Explorer EO\ango

Location: C:\Users\Andrea\Desktop
Size 4 .90 GB (5,268,953.088 bytes)
Size ondisk: 4.90 GB (5,268,955.136 bytes)
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Darktrace: esempi di attacchi reali rilevati

Test #1: simulazione di data exfiltration, upload su Mega.nz di una cartella compressa di

progetti aziendali

T el
R N O ¢ =
I © MEGA 1% x |+ Q : rdmrnae Qg O =
New Folder File Upload Folder Upload
CcC ® © & https://mega.nz/fm/zMtnFLDI
@
&
X
Y Welcome to MEGA.pdf
D2%) 1 left —
q- 12:15
@ 4 |§] progettizip GB 8.8 MB/s 'TA




Darktrace: esempi di attacchi reali rilevati

Test #1: simulazione di data exfiltration, upload su Mega.nz di una cartella compressa di
progetti aziendali

Device Event Log (VDI: andrea)

Tue Sep 22 2020, 12:47:00

Tue Sep 22, 12:14:20 VDI: andrea connected to ' mega.nz [443]
Tue Sep 22, 12:14:20 VDI: andrea connectedto s mega.nz [443]
Tue Sep 22, 12:14: VDI: andrea connected to ' mega.nz [443]
Tue Sep 22, 12 VDI: andrea connected to ' mega.nz [443]
Tue Sep 22, 12:13:40 VDI: andrea was still connected to @' ocsp.int-x3. letsencrypt.org [80]
tly unusual connection compared with similar dex ernally on port 80
Tue Sep 22, 12:13:40 >0ST Request With No GET —/
Tue Sep 22, 12:13:40 @ Hostname Connection With No DNS Lookup — Hostname with no DNS [80]
Tue Sep 22, 12:13:36 VDI: andrea was still connected to " mega.nz [443]
Tue Sep 22, 12:13:34 VDI: andrea was still connected to &' g.api.mega.co.nz [443]
Tue Sep 22, 12:13:33 VDI: andrea was still connected to &' eu.static.mega.co.nz [443]
Tue Sep 22, 12:13:31 VDI: andrea connected to ' ocsp.comodoca.com [80]
A slightly unusual connection compared with similar de nally on port 80
Tue Sep 22, 12:13:31 VDI: andrea connectedtor eu.static.mega.co.nz [443]
Tue Sep 22, 12:13:31 VDI: andrea connected to ' g.api.mega.co.nz [443]
Tue Sep 22, 12:13:31 VDI: andrea connectedto ' ocsp.comodoca.com [80]
A slightly unusual connection compared with similar devices externally on port 80
Tue Sep 22, 12:13:31 VDI: andrea connectedtor incoming.telemetry.mozilla.org [443]
Tue Sep 22, 12:13:31 @ Hostname Connection With No DNS Lookup — Hostname with no DNS [443]
Tue Sep 22, 12:13:31 Hostname Connection With No DNS Lookup — Hostname with no DNS [443]

Tue Sen 22 12:12:31 @ Hnstname Connactinn With Nn DNS | nnkiin — Hostname with na DNS [201
T s e ses s WA W RATENA S Nt S Laena s g e ey

Tue Sep 22, 12:13:30 VDI: andrea connected to ' mega.nz [443]
Tue Sep 22, 12:13:30 VDI: andrea connectedto ' mega.nz [443]
Tue Sep 22, 12:13:30 VDI: andrea connectedto @ ocsp.int-x3.letsencrypt.org

Iue Sep 22, 12:13:28 VUL: andrea was stll connected to [ wWww.goog Le. com [443]
Tue Sep 22, 12:13:28 ® Hostname Connection With No DNS Lookup — Hostname with no DNS [443]
Tue Sep 22, 12:13:26 VDI: andrea connectedto’ ocsp.pki.goog [80]

Tue Sep 22, 12:13:26 VDI: andrea connected to ' www.google.com [443]

Sec-lab.com
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Test #1: simulazione di data exfiltration, upload su Mega.nz di una cartella compressa di
progetti aziendali

A Breach Log

g+’ VDI: andrea

Tue Sep 1,00:00:00 - Thu Sep 24, 10:47:46

Device Event Log (VDI: andrea)

ay External Data Transfer Tue Sep 22 2020, 12:47:00
25 MiB External Data Transfer (Client)
Involve ! xternal IP
Outgoing t
rom virtual desktop,not mobile

Tue Sep 22, 12:15:00 VDI: andrea breached model Unusual Activity / Unusual External Data to New IPs
Tue Sep 22, 12:14:59 » Unusual Activity 38% due to External Data Transfer from VDI: andrea
Tue Sep 22, 12:14:58 VDI: andrea was still connected to 7 gfs262n344. userstorage.mega. co.nz [443]
protocol, not STUN Tue Sep 22, 12:14:58 VDI: andrea was still connected tor" gfs262n344. userstorage.mega. co.nz [443]
Arecent small increase in outgoing data volume externally on port 443
D Tue Sep 22, 12:14:58 VDI: andrea was still connected tor" gfs262n344. userstorage.mega. co.nz [443]
0 94.24.36.54 Tue Sep 22, 12:14:58 VDI: andrea was still connected to ' gfs262n344. userstorage.mega. co.nz [443]
ASN AS205809 MEGA Limited A small increase in data being sent to public IPs
100 nal IP Tue Sep 22, 12:14:58 VDI: andrea was still connected to ' gfs262n344.,userstorage.mega.co.nz [443]
A small increase in data being sent to public IPs Tue Sep 22, 12:14:58 VDI: andrea was still connected tor’ gfs262n344. userstorage.mega. co.nz [443]
o/from Spain Tue Sep 22, 12:14:54 VDI: andrea connected to’ safebrowsing.googleapis.com [443]
Tue Sep 22, 12:14:54 ©® Hostname Connection With No DNS Lookup — Hostname with no DNS [443]
Tue Sep 22, 12:14:53 VDI: andrea was still connected to ' mega.nz [443]
Tue Sep 22, 12:14:53 VDI: andrea was still connected to ' mega.nz [443]
Tue Sep 22, 12:14:53 VDI: andrea was still connected to' mega.nz [443]
Tue Sep 22, 12:14:53 VDI: andrea was still connected to ' mega.nz [443]
Tue Sep 22, 12:14:53 VDI: andrea was still connected to ' mega.nz [443]
Tue Sep 22, 12:14:48 VDI: andrea connectedtor’ gfs262n344.userstorage.mega.co.nz [443]
A recent small increase in outgoing data volume externally on port 443
Tue Sep 22, 12:14:48 VDI: andrea connected to gfs262n344.userstorage.mega.co.nz [443]
Tue Sep 22, 12:14:48 VD! andrea connected to @' gfs262n344.userstorage.mega.co.nz [443]
Tue Sep 22, 12:14:48 VDI: andrea connectedto’ gfs262n344.userstorage.mega.co.nz [443]
A small increase in data being sent to public IPs
Tue Sep 22, 12:14:48 VDI: andrea connectedto gfs262n344.userstorage.mega.co.nz [443]
Tue Sep 22, 12:14:48 1 andrea connected to o' gfs262n344.userstorage.mega.co.nz [443]
Tue Sep 22, 12:14:48 andrea connected to @' mega.nz [443]
Tue Sep 22, 12:14:48 : andrea connected to &' mega.nz [443]

Tue Sep 22, 12:14:48 andrea connected to &' mega.nz [443]
Sec-lab.com B : Bl o e o
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Test #1: simulazione di data exfiltration, upload su Mega.nz di una cartella compressa di
progetti aziendali

¥+ VDI: andrea

W VUi aluica

Tue Sep 1,00:00:00 - Thu Sep 24, 10:47:46 -

Unusual Activity / Unusual Ext: ta to Ney = Device Event Log (VDI: andrea)

Unusual Activity Tue Sep 22 2020, 12:47:00

Strength 38%

Matching metrics display External Data Transfer Tue 2,12:15:00 DI: andrea breached model Unusual Activity / Unusual Extemal Data to New IPs
: . Tue Sep 22, 12:14:59 » Unusual Activity 38% due to External Data Transfer from VDI: andrea

25 MiB External Data Transfer (Client) : S

I' “Tép ‘H” ‘fj;;;“l 2 Tue Sep 22, 12:15:00 VDI: andrea breached model Unusual Activity / Unusual External Data to New IPs
- ‘443 L Tue Sep 22, 12:14:59 # Unusual Activity 38% due to External Data Transfer from VDI: andrea

fod4-24.36.04 Tue Sep 22, 12:14:58 VDI: andrea was still connected to @' gfs262n344.userstorage.mega.co.nz [443]

To port 443 Tue Sep 22, 12:14:58 VDI: andrea was still connected tor’ gfs262n344.userstorage.mega. co.nz [443]
= e Hlic IPs Tue Sep 22, 12:14:58 VDI: andrea was still connected tor” gfs262n344. userstorage.mega.co.nz [443]
lo 94.24.36.54 Tue Sep 22, 12:14:54 VDI: andrea connectedto @ safebrowsing.googleapis.com [443]

AGN P Tue Sep 22, 12:14:54 © Hostname Connection With No DNS Lookup — Hostname with no DNS [443]
ASN AS205809 MEGA Limited Tue Sep 22, 12:14:53 VDI: andrea was still connected to ' mega.nz [443]
AR asassictasaal D Tue Sep 22, 12:14:53 VDI: andrea was still connected to ' mega.nz [443]

Tue Sep 22, 12:14:53 VDI: andrea was still connected to ' mega.nz [443]

22/09/2020 e s

Tue Sep 22,12:14:48  ~ VDI: andrea connected to @’ gfs262n344.userstorage.mega.co.nz [443]
A recent small increase in outgoing data volume externally on port 443

Tue Sep 22, 12:14:48 VDI: andrea connected to@ gfs262n344.userstorage.mega.co.nz [443]

Tue Sep 22, 12:14:48 VDI: andrea connectedto ' gfs262n344.userstorage.mega.co.nz [443]

Tue Sep 22, 12:14:48 VDI: andrea connectedto @ gfs262n344.userstorage.mega.co.nz [443]
A small increase in data being sent to public IPs

Tue Sep 22, 12:14:48 VDI: andrea connected to = gfs262n344.userstorage.mega.co.nz [443]

Tue Sep 22, 12:14:48 VDI: andrea connected to gfs262n344.userstorage.mega.co.nz [443]

Sec-lab.com o
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2. Come possiamo rilevare un dispositivo compromesso (per esempio, un dispositivo 1oT)
oppure un nuovo dispositivo estraneo aggiunto sulla rete?

Test #2: simulazione di port scan tramite Nmap da un dispositivo recentemente
compromesso

rootakali:/home/kali# nmap

Nmap 7.80 ( https://nmap.org )

Usage: nmap [Scan Type(s)] [Options] {target specification}

TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254
-iL <inputfilename>: Input from list of hosts/networks
-iR <num hosts>: Choose random targets
—exclude <hosti[,host2][,host3], ... >: Exclude hosts/networks
—excludefile <exclude_file>: Exclude list from file

HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online — skip host discovery
-PS/PA/PU/PY[portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes

Sec-lab.com
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Test #2: simulazione di port scan tramite Nmap da un dispositivo recentemente
compromesso

Sep21 10:28

root@kali: ~

:~# nman -vvvy -A --ton-norts=100 -n -Pn -T2 102 168

:~# nmap -vvvv -A --top-ports=100 -n -Pn -T3 192.168.
Starting Nmap 7.80 ( https://nmap.org ) at 2020-09-21 10:28 CEST

L MEE+ | nadard 1581 crrinte far cranninag

NSE: Starting runlevel 2 (of 3) scan.
Initiating NSE at 10:28

Completed NSE at 10:28, 0.00s elapsed
NSE: Starting runlevel 3 (of 3) scan.
Initiating NSE at 10:28

Completed NSE at 10:28, 0.00s elapsed
Initiating SYN Stealth Scan at 10:28
Scanning 192.168 [100 ports]
Discovered open port 3389/tcp on 192.168,

Nicenuarad anen nart 111/fen an 107 1A8
ANALAGLANG 21V JLEALLI Pval @b AW eU

Scanning 192.168 [100 ports]
Discovered open port 3389/tcp on 192.168.
Discovered open port 111/tcp on 192.168
Discovered open port 993/tcp on 192.168

Discovered open 22/tcp on 192.168
Discovered open 80/tcp on 192.168
Discovered open 8080/tcp on 192.168,
Discovered open 21/tcp on 192.168,
Discovered open 199/tcp on 192.168
Discovered open 1025/tcp on 192.168.
Discovered open 8888/tcp on 192.168,
Discovered open 554/tcp on 192.168.
Discovered open 143/tcp on 192.168.
Discovered open 8009/tcp on 192.168,

Sec-lab.com




Se‘t;.ur..itglab Darktrace: esempi di attacchi reali rilevati

cYe

Test #2: simulazione di port scan tramite Nmap da un dispositivo recentemente
compromesso

= Device Event Log (10.9.9.5)

Mon Sep 21 2020, 10:29:00

Darktrace osserva
'attivita, ancora non
segnala nulla di
sospetto

Sec-lab.com
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Darktrace: esempi di attacchi reali rilevati

Test #2: simulazione di port scan tramite Nmap da un dispositivo recentemente

compromesso

L'attivita inizia ad
essere evidenziata
mediante diversa
colorazione nell’Event
Log

= Device Event Log (10.9.9.5)
Mon Sep 21 2020, 10:29:00
Mo 21,10:28:13
Mon Sep 21
Mon Sep 21, 10:28:13

Mon Sep 21, 10:28:13

Mon Sep 21,10:28:13
Mon Sep 21, 10:28:13
Mon Sep 21

Mon Sep 21, 10:28:13
Mon Sep 21, 10:28:13

Mon Sep 21, 10:28:13
Mon Sep 21, 10:28:13

10.9.9.5 failed to connect to 192.168.

led to connect to

for a failed

led to connect to

ailed connec 21
10.9.9.5 failed to connect to
10.9.9.5 failed to connect to

nto 192.168
nnect to

nection to 1
92,168, [2000]

192,168, [8443]
192,168, [10000]

on port 10
192.168.
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CYBER SECUR

Test #2: simulazione di port scan tramite Nmap da un dispositivo recentemente
compromesso

A Breach Log
Device / Network Scan
Mon Sep 21, 10:28:14 - 10:28:15

Description:

7 = Device Event Log (10.9.9.5)

5 New Internal Connectivity Mon Sep 21 2020, 10:29:00
Outgoing traffi

have tag Security Device
A slightly unusual time for a faile jon to 192.168 on port 6
TCP protocol Mon Sep 21, 10:28:14 10.9.9.5 failed to connect to 192.168. [6000]
From desktop, not mobile Mon Sep 21,10:28:14 5 breached model Device / Network Scan
Destin foes not have tag Security Device Mon Se; 10.9.9.5 breached model Device / Network Scan - Low Anomaly Score
11 New Failed Internal Connections Mon Sep 21 2 due to Internal Connections to Closed Ports from 10.9.9.5
Source does not have tag Security Device Mon S 10:2 .9.9.5 breached model Device / Network Scan - Low Anomaly Score
Outgoing traffic Mon Sep 21, 10:28: .9.9.5 breached model Device / Network Scan
With Unique port Mon Sep 21, i .9.9.5 failed to connect to 192.168. [5800]
o/trom the 2 A slightly unusual time for a failei jon to 192.168
Using the TCP protocol Mon Sep 21,10:28:13 10.9.9.5 failed to connect to 192,168, [5666]
1 desktop, not mobile or DNS server or router or proxy server Mon Sep 21,10:28:13 10.9.9.5 failed to connect to 192. 168. [5101]
Unusual Activity A slightly unusual time for a fai nt on port 5101
Strength 75% > 34 Mon Sep 21, 10:28:13 10.9.9.5 failed to connect to 192.168. [5051]
1 desktop, not mobile Mon Sep 21,10:28:13 10.9.9.5 failed to connect to 192.168. [5000]
ce does not have tag Admin slightly unusual time for a failed 192.168. on port 5000
1ing metrics display Internal Connections to Closed Ports Mon Sep 21,10:28:13 10.9.9.5 failed to connect to 192.168. [3986]

led

A slightly unusual time for a fai

Mon Sep 21, 10:28:13 10.9.9.5 failed to connect to - o [4899]

on port 3986

Sec-lab.com
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)sel_lcurj_tl,_lglab\ Darktrace: esempi di attacchi reali rilevati

Test #2: simulazione di port scan tramite Nmap da un dispositivo recentemente
compromesso

Device / Network Scan

Description

5 New Internal Connectivity
Outgoing traffic = Device Event Log (10.9.9.5)

i 10t have tag Security Device
Mon Sep 21 2020, 10:29:00 Vs
23 #

WS "

T_CP ’ o) . A slightly unusual time for a failed connection to 192.168, on port 6001
y desktop t mOblle MONnSep £1, 1U.48014 «J.9.0 1alled 10 Connect 10 19<£. 100. [oVuUj

D¢ on does not have tag Security Devit Mon Sep 21, 10:28:14 9 5 breached model Device / Network Scan

11 New Failed Internal Connections Mon Sep 21,1 .9.9.5 breached model Device / Network Scan - Low Anomaly Score

Source does not have tag Security Device Mon Sep 21 due to Internal Connections to Closed Ports from 10.9.9.5
. Mon Sep 21,1 .9.9.5 breac r el i -

Outgoing traffic Mon Sep 21 hed mode Dev!ce/NetworkScan Low Anomaly Score

: Mon Sep 21, 10:28:14 .9.9.5 breached model Device / Network Scan

oy Mon Sep 21,10:28:13 10.9.9.5 failed to connect to 192.168. [5800]

Mon Sep Z1, 1U:28:13 10.9.9.5 Talled 10 CONNECT 10 19Z. 1o8. (EXV]

ocol :
A slightly unusual time for a fai tion to 192.168. on port 5101

From desktop, not mobile or DNS server o Mon Sep 21, 10:28:13 10.9.9.5 failed to connect to 192.168. [5051]
=R Mon Sep 21,10:28:13 10.9.9.5 failed to connect to 192.168. [5000]
Unusual ACtIVIty A slightly unusu: 1e for a nto 192.168 on port 5000

St h 75% > 34 % 5 Mon Sep 21, 10:28:13 10.9.9.5 failed to conr . 16 [3986]
A slightly unusual time for a fail ection t 68. on port 3986
Mon Sep 21, 10:28:13 10.9.9.5 failed to connect to 192.168. [4899]

Sec-lab.com
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CYBER SECURITY

Test #2: simulazione di port scan tramite Nmap da un dispositivo recentemente
compromesso

Device Event Log (10.9.9.5)

Mon Sep 21 2020, 10:29:00

Mon Sep 21, 10:28:38 10.9.9.5 failed to connect to 192.168. [444]
A slightly unusual time for a failed connection to 192.168 on port 444

Mon Sep 21, 10:28:38 10. .5 failed to connect to 192.168. [8443]
Mon Sep 21, 10 10. .5 failed to connect to 192.168. [8000]
Mon Sep 21, 10 10. .5 failed to connect to 192.168. [8000]

10. .5 connected to 192.168. [443]

10. .5 failed to connect to 192. i [631]

10. .5 failed to connect to 192. - [6001]

10. .5 failed to connect to 192. .4 [8443)

Ao 6ae A1 4n.00.90 an 16~ 1o rinecl

Mon Sep 21, 10:28:38 © SSL Protocol Error — Invalid SSL seen - protocol violation [443]
New activity

Mon Sep 21, 10:28:38 Mozilla/5.0 (compatible; Nmap Scripting Engine; http

Mon Sep 21, 10:28:37 10.9.9.5 failed to connect to 192.168. [8443]

Mon Sep 21, 10:28:37 10.9.9.5 failed to connect to 192.168. [515]

A slightly unusual time for a failed connection to 192.168 on port 515
Mon Sep 21, 10:28:37 10.9.9.5 failed to connect to 192.168. [543]

A slightly unusual time for a failed connection to 192.168 on port 543
Mon Sep 21, 10:28:37 10.9.9.5 failed to connect to 192.168. [631]
Mon Sep 21, 10:28:37 10.9.9.5 failed to connect to 192.168. [6000]
Mon Sep 21, 10:28:37 10.9.9.5 failed to connect to 192.168. [8443]
Mon Sep 21, 10:28:37 10.9.9.5 failed to connect to 192.168. [81]

A slightly unusual time for a failed connection to 192.168 on port 81

D0 O WVWWWYWWVO
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CYBER SECUR

Test #2: simulazione di port scan tramite Nmap da un dispositivo recentemente
compromesso

A Breach Log

Device / Attack and Recon Tools

Mon Sep 21, 10:28:40 - 10:28:41

Description

= = Device Event Log (10.9.9.5)
€ t Mozilla/5.0 (compatible; Nmap Scripting Engin..
Outgoing traffi

{TTP method GET

RI /favicon.ico Mon Sep 21, 1U:28:4U

0 192.168. Mon Sep 21, 10:28:40

Source doe ag Security Device Mon Sep 21, 10:28:40

r false Mon Sep 21, 10:28:40

Mon Sep 21, 10:28:40

Mon Sep 21, 10:28:40

Mon Sep 21, 10:28:40

Mon Sep 21, 10:28:39

Mon Sep 21, 10:28:39

Mon Sep 21, 10:28:39

Mon Sep 21, 10:28:39

Mon Sep 21, 10:28:39

Mon Sep 21 2020, 10:29:00

Y.5 Talled 10 CONNECT 10 1YZ. 168, 18443)

9.5 failed to connect to 192.168. [5800]

9.5 failed to connect to 192.168. [8080]

9.5 failed to connect to 192.168. [5800]

9.5 failed to connect to 192.168. [5800]

9.5 breached model Device / Attack and Recon Tools
9.5 breached model Device / Attack and Recon Tools [80]
9.5 failed to connect to 192.168. [8000]

9.5 failed to connect to 192.168. [5800]

9.5 failed to connect to 192.168. [8443]

9.5 failed to connect to 192.168. [5800]

9.5 failed to connect to 192.168. [995]

ly unusual time for led connection to 192.168, on port 995
.9.5 failed to connect to 192.168.

9.5 connected to 192.168.

9.5 connected to 192.168.

9.5 failed to connect to 192.168 [8443]

9.5 failed to connect to 192.168 [5800]

9.5 failed to connect to 192.168 [8443]

9.5 failed to connect to 192.168 [5800]
.9.5 failed to connect to 192.168 [8080]

©©obbboE

©wowoo

Mon Sep 21, 10:28:39
Mon Sep 21, 10:28:39
Mon Sep 21, 10:28:39

Mon Sep 21, 10:28:39
Mon Sep 21, 10:28:39

Sec-lab.com Mon Sep 21, 10:28:39
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securitylab

CYBER SECV

Test #2: simulazione di port scan tramite Nmap da un dispositivo recentemente

compromesso

Device / Attack and Recon Tools

Description

10.9

Connection

Ser ac

{TTP method GET

Rl /favicon.ico

To 192.168.

0 doe ave tag Security Device
false

VIOn Sep 41, 10U.45:4U
Mon Sep 21, 10:28:40
Mon Sep 21, 10:28:40
Mon Sep 21, 10:28:39

Sec-lab.com

= Device Event Log (10.9.9.5)

Mon Sep 21 2020, 10:29:00

Mon Sep 21, 10:28:4U Y.Y.5 Tailed 10 cONNeCt 1o 19Z.
Mon Sep 21, 10:28:40 9.9.5 failed to connect to 192.
Mon Sep 21, 10:28:40 9.9.5 failed to connect to 192.
Mon Sep 21, 10:28:40 .9.9.5 failed to connect to 192.
Mon Sep 21, 10:28:40 9.9.5 failed to connect to 192.
Mon Sep 21, 10:28:40 9
Man San 21_10:08:40 a

108,
168.
168.
168.
168.
.5 breached model Device / Attack and Recon Tools

18443)
[5800]
[8080]
[5800]
[5800]

5_hraachad madal Navina / Attank and Danan Tanle [an]

1U9.Y.9.D rax:go 10 ConNnNect 1o 1LY<Z. 100, |98UU]
10.9.9.5 breached model Device / Attack and Recon Tools
10.9.9.5 breached model Device / Attack and Recon Tools [80]
10.9.9.5 failed to connect to 192.168. [8000]

VOGP 21, TUIL05Y O P R LTV S
Mon Sep 21, 10:28:39 10.9.9.5 connected to 192.168.
Mon Sep 21, 10:28:39 .9.9.5 connected to 192.168.
Mon Sep 21, 10:28:39 .9.9.5 failed to connect to 192.
Mon Sep 21, 10:28:39 +9.9.5 failed to connect to 192.
Mon Sep 21, 10:28:39 .9.9.5 failed to connect to 192.
Mon Sep 21, 10:28:39 .9.9.5 failed to connect to 192.
Mon Sep 21, 10:28:39 .9.9.5 failed to connect to 192.

(e

[443]

[443]
[8443]
[5800]
[8443]
[5800]
[8080]




securityiab Darktrace: esempi di attacchi reali rilevati

Test #2: simulazione di port scan tramite Nmap da un dispositivo recentemente
compromesso

A BreachLog

Compromise / Multiple Kill Chain Indicators
Mon Sep 21,1029:00 - 102901

Descrip

Device Event Log (10.9.9.5)
Mon Sep 212020, 10:29:00

To 192.168.

Mon Sep 21, 10:29:00 10.9.9.5 failed to connect to 192.168
Outgoing tr

Mon Sep 21 10.9.9.5 failed to conn

a9 Proxy

Model
e Device / New Device with Attack Tools 10.9.9.5 failed to connect to 192,168

10.9.9.5 failed to conn 192.168

10.9.9.5 failed to connect to 192,168

port @
10.9.9.5
192,168,
Outgoing tr
Mon Sep 21,
Mon Sep 21, 3
on Sey breached mo /Multiple Kill Chain Indicators
M 1 fhed modsl Compromise / Multiple Kill Chain Indicators
Mon Sep 2 +9.9.5 failed to connect to 192.168.
Mon Sep 21, 10:28:59 +9.9.5 failed to connect to 192.168.
Mon Sep 21, 10:28:59 .5 failed to
Mon Sep 21, 10:28:59 10.9.9.5 failed to connect
Mon Sep 21 9.5 failed to connect to 192.168.
Mon Sep 21 +9.9.5 failed to connect to 192.168..
Mon Sep21, 10.9.9.5 failed to connect to 192.168.
Mon Sep 21 9.5 failed o connect t
102.168. Mon Sep 21,
Outgoing traffi Mon Sep 21,
d e tag Proxy ep 21
n Sep 21,
Mon Sep 21
Mon Sep 21
Mon Sep 21,
192.168 Mon Sep 21, 70:2 led to connect to 192.168.
Outgoing traff Mon Sep 21 nnected to 192.168.
ource does n al time for a connection to 192.168
Mon Sep 21, 10.9.9.5 failed to connect to 192.168.

19 Proxy

Device / Attack and

Outgoing traff
i N 19 Proxy
Model =

sual Activity / Unusual Activity from New De

Model

vice / Suspicious Network Scan Activit

slightly unusual time for a failed conne
Mon Sep 21, 10 192.168
Mon Sep 2 .9.9. o 10 192.168

192.168

Sec-lab.com
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Test #2: simulazione di port scan tramite Nmap da un dispositivo recentemente
compromesso

A BreachLog

Compromise / Multiple Kill Chain Indicators

» Device / Bruteforce Activity SR )

0 Mon Sep 21 2020, 10:29:00
9.9.5
Mon Sep 21, 10:29:00 +9.9.5 failed to connect to 192.
Mon Sep 21, 10:29:00 +9.9.5 failed to connect to 192
ge Device / New Device with Attack Tools Mon Sep 21, 10:29:00 .9.9.5 failed to connect to 192.
Mon Sep 21, 10:29:00 +9.9.5 failed to connect to 192.
= Mon Sep 21, 10:29:00 9.9.5 failed to connect to 192,
Mon Sep 21, 10:29:00 9.9.5 failed to connect to 1
Mon Sep 21, 10:29:00 .9.9.5 failed to connect to 192.
Mon Sep 21, 10:29:00 9.9.5 failed to connect to 192.
Mon Sep 21, 10:23:00 9.9.5 failed to connect to 192.
Mon Sep 21, 10:29:00 10.9.9.5 failed to connect to 192, 3
MON Sep Z1, 1U:29:00 10.9.9,5 Talled 10 CoNNect 10 192, 168 [031]

80 Mon Sep 21, 10:29:00 10.9.9.5 breached model Compromise / Multiple Kill Chain Indicators

age Device / Attack and Recon Tools

s Mon Sep 21, 10:29:00 10.9.9.5 breached model Compromise / Multiple Kill Chain Indicators
0 -n -Pn -T3 192 .168. ; Mon Sep 21, 10:28:59 10.9.9.5 failed to connect to 192,168. [8080]
it 2020-09-21 10:28 CEST £ ssage Unusual Activity / Unusual Activity from New Device O SaR 2O BRI R R T

8443 Mon Sep 21, 10; 9.9.5 failed to connect to 192.168. [25)
) ) N i Mon Sep 21, 9.9.5 failed to connect to 192.168. [8080]
Mon Sep 21 +9.9.5 failed to connect to 192.168.. [631]
Mon Sep 21, 9.9.5 falled to connect to 192.168. (631)

Mon Sep 21 9.9.5 failed to connect to 192.168.

Mon Sep 21,1 9.9.5 failed to connect to 192.168..

Mon Sep 21,70:28:59 -9.9.5 failed to connect to 192.168.

Mon Sep 2 9.9.5 failed to connect to 192.168.

0 : ° Mon Sep 21 9.9.5 failed to connect to 192.168.
10.9.9.5 Mon Sep 21, 70:28: .9.9.5 failed to connect to 192.168.
9.9.
9.

9.
9.
.9.
9.

192.168 Mon Sep 21 failed to connect to 192.168.
Outgoing traffic Mon Sep 21, 10:28:59 10.9.9.5 connected to 192.168. [445]
ource does not have ta A slightly unusual time for a connection to 192.168

Mon Sep 21, 10:28:59 16.9.9.5 failed to connect to 192.168.
Aslightly unusual time for a failed connection to 192.168. %% % on port 389

seC'Ia b.Com Mon Sep 21, 10:28:59 10.9.9.5 failed to connect to 192.168 [8443]

10:28:59 10.9.9.5 failed to connect to 1 [8000]
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Darktrace: esempi di attacchi reali rilevati

3. Come possiamo investigare un’attivita sospetta passata, per determinare se c’é stato
un data breach?

Test #3: investigazione di un avviso di SMB Bruteforce, al fine di determinare gli
avvenimenti successivi

msf auxiliary( ) = info

: SMB Login Check Scanner
auxiliary/scanner/smb/smb login
Metasploit Framework License (BSD)

: Normal

Provided by:
tebo <tebo@attackresearch.com>
Ben Campbell <eat meatballs@hotmail.co.uk>
Brandon McCann 2knox" <bmccann@accuvant, com>
Tom Sellers <tom@fadedcode.net>

Basic options:
Name Current Setting

ABORT_ON_LOCKOUT false yes Abort the run when an account lockout is detected

BLANK PASSWORDS false no Try blank passwords for all users

BRUTEFORCE SPEED 5 yes How fast to bruteforce, from © to 5

DB_ALL_CREDS false no Try each user/password couple stored in the curren

database

DB_ALL_PASS false no Add all passwords in the current database to the 1
ist

DB ALL USERS false no Add all users in the current database to the list

DETECT_ANY_AUTH true no Enable detection of systems accepting any authenti
catlon

PASS FILE no File containing passwords, one per line
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ecurityiab Darktrace: esempi di attacchi reali rilevati

Test #3: investigazione di un avviso di SMB Bruteforce, al fine di determinare gli
avvenimenti successivi

A Breach Log

Device / SMB Session Bruteforce = Device Event Log (10.9.9.5)

Tue Sep 22, 13:48:28 - 13:48:29 Tue Sep 22 2020, 13:53:00
Descri
1ue Sep 2z, 13:48:3U 10.9.9.5 CONNECTEATO 1YZ. 108, 243, 10V [44b]
Tue Sep 22, 13:48:30 © NTLM Login Fail — aozt [445]
Tue Sep 22, 13:48:30 © SMB Session Failure — aozt [445]
Tue Sep 22, 13:48:30 © SMB Session Failure — aozt [445]
Tue Sep 22, 13:48:30 © NTLM Login Fail — aozt [445]
Tue Sep 22, 13:48:30 © SMB Session Failure — aozt [445]
Tue Sep 22, 13:48:30 © NTLM Login Fail — aozt [445]
10.¢ 5 Tue Sep 22, 13:48:29 10.9.9.5 connected to 192.168.223.100 [445]
31 SMB Session Failure Tue Sep 22, 13:48:29 10.9.9.5 connected to 192.168.223.100 [445]
) Tue Sep 22, 13:48:29 © SMB Session Failure — ao [445]
Tue Sep 22, 13:48:29 © NTLM Login Fail — ao [445]
Security Device Tue Sep 22, 13:48:29 © NTLM Login Fail — ao [445]
0 Security Device Tue Sep 22, 13:48:29 © SMB Session Failure — ao [445]
age advertising ’ Tue Sep 22, 13:48:28 10.9.9.5 connected to 192.168.223.100 [445]
client_hostname=WORKSTATION domain=CENTER mec.. Tue Sep 22, 13:48:28 10.9.9.5 connected to 192.168.223.100 [445]
Tue S 1 8 9.5 bre: el ' Device / SMB Session Bruteforce
Outgoing t A Tue Sep 22, 13:48:28 @ SMB Session Failure — advertising [445]
e doest g Security Devic Tue Sep 22, 13:48:28 10.9.9.5 breached model Device / SMB Session Bruteforce [445]
Security Device Tue Sep 22, 13:48:28 © NTLM Login Fail — advertising [445]
e adals Tue Sep 22, 13:48:28 © SMB Session Failure — a0 [445]
et Unance =5 Tue Sep 22, 13:48:28 © NTLM Login Fail — ao [445]
client hostname=WORKSTATION domain=CENTER mec. Tue Sep 22, 13:48:27 10.9.9.5 connected to 192.168.223.100 [445]
- Tue Sep 22, 13:48:27 10.9.9.5 connected to 192.168.223.100 [445]
Tue Sep 22, 13:48:27 © SMB Session Failure — advertising [445]
Tue Sep 22, 13:48:27 © NTLM Login Fail — advertising [445]
Tue Sep 22, 13:48:26 10.9.9.5 connected to 192.168.223.100 [445]
Tue Sep 22, 13:48:26 10.9.9.5 connected to 192.168.223.100 [445]
Tue Sep 22, 13:48:26 © NTLM Login Fail — advertising [445]
Tue Sep 22, 13:48:26 © SMB Session Failure — advert [445]
Tue Sep 22, 13:48:26 © NTLM Login Fail — advert [445]
Tue Sep 22, 13:48:26 © SMB Session Failure — advertising [445]
Tue Sep 22, 13:48:25 10.9.9.5 connected to 192.168.223.100 [445]
Tue Sep 22, 13:48:25 10.9.9.5 connected to 192.168.223.100 [445]
Tue Sep 22, 13:48:25 © NTLM Login Fail — advert [445]

SMB Session Failure

Sec-lab.com
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Darktrace: esempi di attacchi reali rilevati

Test #3: investigazione di un avviso di SMB Bruteforce, al fine di determinare gli

avvenimenti successivi

Device / SMB Session Bruteforce

Description:

86 % new o
Outgoing t

tag Security Device
ge advertising

client_hostname=WORKSTATION domain=CENTER mec..

SMB Session Failure
OQutgoing t >
Source ¢ tag Security Device

e tag Security Device

ent details client_hostname=WORKSTATION domain=CENTER mec..

Sec-lab.com

= Device Event Log (10.9.9.5)

Tia €am 22 2090 _12-£2-0n

1ue Sep 2z, 13:48:3U
Tue Sep 22, 13:48:30
Tue Sep 22, 13:48:30
Tue Sep 22, 13:48:29
Tue Sep 22, 13:48:29
Tue Sep 22, 13:48:29
Tue Sep 22, 13:48:29
Tue Sep 22, 13:48:29
Tue Sep 22, 13:48:29
Tue Sep 22, 13:48:28
Tue Sep 22, 13:48:28
Tue Sep 22, 13:48:28
Tue Sep 22, 13:48:28
Tue Sep 22, 13:48:28
Tue Sep 22, 13:48:28
Tue Sep 22, 13:48:28
Tue Sep 22, 13:48:28
Tue Sep 22, 13:48:27

Tue Sep 22, 13:48:26

Tue Sep 22, 13:48:26

Tue Sep 22, 13:48:26

Tue Sep 22, 13:48:26

Tue Sep 22, 13:48:26

Tue Sep 22, 13:48:26

Tue Sep 22, 13:48:25

Tue Sep 22, 13:48:25
Tue Sep 22, 13:48:25

© NILM Login Fail — aozt [445)
© SMB Session Failure — aozt [445]
© NTLM Login Fail — aozt [445]
10.9.9.5 connected to 192.168.223.100 [445]
10.9.9.5 connected to 192.168.223.100 [445]
@ SMB Session Failure — ao [445]
@ NTLM Login Fail — ao [445]
@ NTLM Login Fail — ao [445]
@ SMB Session Failure — ao [445]
10.9.9.5 connected to 192.168.223.100 [445]
10.9.9.5 connected to 192.168.223.100 [445]
10.9.9.5 breached model Device / SMB Session Bruteforce
© SMB Session Failure — advertising [445]
10.9.9.5 breached model Device / SMB Session Bruteforce [445]
@ NTLM Login Fail — advertising [445]
© SMB Session Failure — ao [445]
@ NTLM Login Fail — ao [445]
10.9.9.5 connected to 192.168.223.100 [445]
10.9.9.5 connected to 192.168.223.100 [445]
10.9.9.5 connected to 192.168.223.100 [445]
@ NTLM Login Fail — advertising [445]
© SMB Session Failure — advert [445]
© NTLM Login Fail — advert [445]
© SMB Session Failure — advertising [445]
10.9.9.5 connected to 192.168.223.100 [445]

10.9.9.5 connected to 192.168.223.100 [445]
@ NTLM Login Fail — advert [445]




Darktrace: esempi di attacchi reali rilevati

securitylab

Test #3: investigazione di un avviso di SMB Bruteforce, al fine di determinare gli
avvenimenti successivi

= Device Event Log (10.9.9.5)

Tue Sep 22 2020, 13:53:00

1ue Sep 22, 15:48:30 10.9.9.5 CONNECTEATO 1YZ. 10B. 243, 100 1345]
Tue Sep 22, 13:48:30 © NTLM Login Fail — aozt [445]

Tue Sep 22, 13:48:30 © SMB Session Failure — aozt [445]

Tue Sep 22, 13:48:30 © SMB Session Failure — aozt [445] & New Packet Capture File

Tue Sep 22, 13:48:30 © NTLM Login Fail — aozt [445]

Tue Sep 22, 13:48:30 © SMB Session Failure — aozt [445]

Tue Sep 22, 13:48:30 © NTLM Login Fail — aozt [445]

Tue Sep 22, 13:48:29 10.9.9.5 connected to 192. 168.223.100 [445] -~

Tue Sep 22, 13:48:29 10.9.9.5 connected to 192.168.223.100 [445] IP: 10.9.9.5

Tue Sep 22, 13:48:29 © SMB Session Failure — ao [445]

Tue Sep 22, 13:48:29 ® NTLM Login Fail — ao [445] 3
Tue Sep 22, 13:48:29 © NTLM Login Fail — ao [445] From Tue Sep 22, 13:4

Tue Sep 22, 13:48:29 © SMB Session Failure — ao [445]

Tue Sep 22, 13:48:28 10.9.9.5 connected to 192.168.223.100 [445]
Tue Sep 22, 13:48:28 10.9.9.5 connected to 192.168.223.100 [445] Ti Tue Sep 22 13:52:37
Tue 10 breached model Device / SMB Session Bruteforce X

Tue Sep 22, 13:48:28 © SMB Session Failure — advertising [445] New Packet Capture File
Tue Sep 22, 13:48:28 10.9.9.5 breached model Device / SMB Session Bruteforce  [445]
Tue Sep 22, 13:48:28 © NTLM Login Fail — advertising [445] - iin
Tue Sep 22, 13:48:28 © SMB Session Failure — ao [445]

Tue Sep 22, 13:48:28 © NTLM Login Fail — ao [445] From
Tue Sep 22, 13:48:27 10.9.9.5 connected to 192.168.223.100 [445]

Tue Sep 22, 13:48:27 10.9.9.5 connected to 192.168.223.100 [445] To
Tue Sep 22, 13:48:27 © SMB Session Failure — advertising [445]

Tue Sep 22, 13:48:27 © NTLM Login Fail — advertising [445]

Tue Sep 22, 13:48:26 10.9.9.5 connected to 192.168.223.100 [445]

Tue Sep 22, 13:48:26 10.9.9.5 connected to 192.168.223.100 [445]

Tue Sep 22, 13:48:26 © NTLM Login Fail — advertising [445]

Tue Sep 22, 13:48:26 © SMB Session Failure — advert [445]

Tue Sep 22, 13:48:26 ©® NTLM Login Fail — advert [445]

Tue Sep 22, 13:48:26 © SMB Session Failure — advertising [445]

Tue Sep 22, 13:48:25 10.9.9.5 connected to 192.168.223.100 [445]

Tue Sep 22, 13:48:25 10.9.9.5 connected to 192.168.223.100 [445]

Tue Sep 22, 13:48:25 @ NTLM Login Fail — advert [445]

Sec-lab.com




Darktrace: esempi di attacchi reali rilevati

Test #3: investigazione di un avviso di SMB Bruteforce, al fine di determinare gli
avvenimenti successivi

File Edit View Go Caplure Analyze Stalistics Tolephony Wireless Tools Help

AE i @m T RC Q &=

No Time ~ Source Destination Protocol_Lengtf info
2168273460 16.9.9.5 B2 522 llegotiate Protocal Resgonse

6284 16.9.9.5 192.168,223.108 76 52962 - 445 [ACK] Seq=63 Ack=253 Win=30336 Len=8 TSval=3777075753 TSecr..
6285 3 10.9.9.5 192.168.223.160 245 Session Setup Request, NTLNSSP_NEGOTIATE
6286 699 158,223,100 10.9.9.5 S R Error: STATUS HORE PROCESSING REQUIRED, NTLMSSP
6267 187. 7 2 - 445 [ACK] Seq=238 ACK=501 Win=31360 Len=b TSval=3777675784 Tec.
6288 3 10.9.9.5 192.168,223.160 Session Setup Request, NTLNSSP AUTH, User: CENTER\Andrea
5289 7 5005 s s tup Response, Error: STATUS_LOGON FAILURE

16.9.9.5

10,9

5 Win=31360 Len=8 TSval=3777675817 TSec
6291 y .168,223. e

6202 % g e Session Logoff Response, Error: STATUS_USER SESSION DELETES

5203 .9.5 1 .22 52962 - 445 [ACK] Seq=778 Ack=745 Win=31360 Len=p TSva

2 5 [
9.5 K Negotate pratocol fequ

3994 88,223, 19.9.9.5 5 2 Meostata Pratical Mkapons

3905 8 9.5 223 70 52064 - 45 [ACK] Seqi63 Ack 25 W11=30336 Len=9 Toval=3777075878 Tsecr.

3996 9.5 32 23.100 S Shasion Setup Reauset, NTLNGS?

3997 88.223. 19.9.9.5 Session Setup Response, Error: STATUS NORE PROCESSING. REQUIRED, NTLMSSP.

3098 .9.9.5 223, 52964 445 [ACK] Seq=238 ACk:5D1 Win-31360 Le TSVa1=3777075912 TSec.

3 5.3 385 . S 5 tup e Al 0

75 8,223,100 g 1 Setup Response
ien. 170575 52964 - 435 [AGK] 564706 ACK=676 WLr=31360 Len=0 TSva1=3777675043 TSec
188305950 9.9.5 192.16 2 Tree Cannect Request Troe: \\17.108 273.106\edmins
188.305950 i 5o 5 Tree Connect Response, Error: STATUS ACCESS_DENTED
188.305050 .9.9.5 192.168.223.160 52964 - 445 [ACK] Seq=830 ACK=753 Win=31350 Len=0 TSval=377775975 TSec. ===
5 188428365 9.5 23.108 190 Tree Connect Request Tree: \\192.168.223.106\IPCS —
188.428366 192 5 5 Tree Connect Response j=|
4997 188428366 .9.9.5 223 9 445 [ACK] Seq=950 ACk=B37 Win=31360 Len=0 TSval=3777676065 TSec. —
4808 188.561333  16.9.9.5 92.168.223. s Session Logoff Request pray
4669 188,561334 (223, 18.9.9.5 £ 2 Session Logoff Response
4010 188,561334  16.9.9.5 .168.223. TcP 170 S2aes - aas [ACK] Seq=1022 Ack=909 Win=31360 Len=0 TSval=3777676638 TSe.
Frase 3091 838 bytes on wirs (434 bits), 538 bytes captired (1304 bits)
Ethernet 11, Src e B e
80240 Varcual LAk,
Intérnet Protocol Version 4, Src 9.5, Dst: 192.168.223.100
Transatssion Control Protocol, SrcPort: shona, Dt port: 4, S
NetBIOS Session Servicy
K2 (Servar Message Siock Pratocol versian 2)
» SMB2 He:
} Session Setup Request (6¥01)

238, Ack: 591, Len: 468

- + 11 80
o 06 06 06 00 00 00
® fo 08 0 08 00
2 0600000000 9§
& 00 00 00 00 00
o 06 66 00 08 00 X x
8 82 01 6c 04 82 [ 1
5 0000 00 18 00 HNTLHSS P
o 0508 00 0c 08§ X
o 01000016 00 * 6
Sec—lab com 10 80 010000356 B X s
. 2 200 BW o oph BB
of 5 c2 b6 O 31 9 +g 51
1F €357 05 40 fe 4a ic 896501010000 0000 WI) e

@ 7 DCIP_20200922114737_20200922115237_10_9_9_5_cmyFiD.pcap Packets: 6332 - Displayed: 6332 (100.0%) Profile: Default




‘SEC‘U(,tgbb Darktrace: esempi di attacchi reali rilevati

Test #3: investigazione di un avviso di SMB Bruteforce, al fine di determinare gli
avvenimenti successivi

N apply a RE
Time e Destination Protocol Lengtr info =
5269 187.420466 102,186,228, 1%6.9.9.5 B2 422 liegotiate Protocol Response ™
M - . = = = = j—
288 187.672379 10.9.9.5 s 223, SMB2 538 Session Setup Request, NTLMSSP_AUTH, User: CENTER\Andrea
89 187676379 192.1868,223,108 .9.9. SMB2 147 Session Setup Response, Error: STATUS_LOGON_FAILURE

6290 187676379 9.9, 192.168,223.108 70 52962 ~ 445 [ACK] Seq=706 ACK=668 Win=31360 Len=D TSval=3777675817 TSec
87.800587  10.9.9. 192.168,223.160 3 142 Session Logort Request

800587 % 10.9.9.5 £ 147 Session Logoff Response, Error: STATUS_USER SESSION DELETED

890587 i 192.168,223.100 70 52962 ~ 445 [ACK] Se Win=31360 Len=0 T5v

52961 - 345 [MZK] Seq 238 ADK 591 Nlr\‘31369 Len=8 TSval=3777675912 TSecC.

.9.9. ession Setup Response
192.168.223.100 52964 - 445 [ACK] Seq=786 Ack=676 Win=313608 Len=0 TSval=3777675943 TSec
192.168.223.168 94 Tree Connect Request Tree: \\192.168.223.1066\admin$
1°2 ch 223 16.9.9.5 Tree Connect Response, Error: STATUS_ACCESS_DENIED
16.9.9.5 192.168.223.168 52964 - 445 [ACK] Seq=830 Ack=753 Win=31368 Len=0 TSval=3777675975 TSec.
10. .5 192.168.223.168 Tree Connect Request Tree: \\192.168.223.100\1PCS

192.168,223.100 19.9.9.5 Tree Connect Response
. 428366 .9.9. 192.163»234100 TCP 52964 - 445 [ACK] SeQ=959 Ack=B37 Win=31368 Len=0 TSVal 3777876065 TSec.

4808 188.561333

16.9.9.5 192.168.223.168 S4B2 m Session Logoff Request —
4009 188,561334  192.168.223.108 18.9.9.5 £ 142 Session Logoff Response
4010 198.561334  16.9.9.5 192.168.223.100 TCp 70 52964 - 445 [ACK] Seq=1022 Ack=009 Win=31360 Len=0 TSval=3777676638 TSe -

Feasa S 536 bytas oo uire (IS4 BIET] 538 B
Ethernet 11, Src =
80210 Vartual LA, == =
Tncernet hrotocod Verston 4, src 9.5, Dst: 192.168.223.100

Transatssion Control Protocol, Src Port: siond, et Port: 45, Seq: 236, Ack: 591, Lens 48
NetBIOS Session Servicy

K2 (Servar Message Siock Pratocol versian 2)

» SMB2 He:

} Session Setup Request (6¥01)

captured (4384 bits)
e e

i A "
- g o — sueo
ansaouenasoue\@a 0G 00 00 06 0 06 00 00
B 60 82 B0 60 66 6 6 0B 6 ff fe 0O 09 68 96
8 50 3 o o0 54 0 24 o1 00 00 06 0 00 00 06 9§
60 00 90 60 60 69 60 00 00 06 19 0G 06 00 00 06
66 00 90 09 66 66 58 00 78 B1 6 00 00 09 68 06 X x
000 a1 82 61 74 39 82 01 70 a2 B2 01 bc 04 62 3 1
61 68 de 54 4c 40 53 53 50 00 03 00 00 00 18 00 HNTLKSS P
18 90 40 90 €0 60 92 00 42 08 53 09 00 09 Oc 06 X
6c 00 2a 81 60 60 6c 00 Oc 00 36 01 00 00 16 06 - * 6
Sec_lab com 1600 42 6190 80 10 60 16 06 56 01 00 08 35 B2 B X 5
. 88e23aef8d70fa23 OCOr9223b033 10 b i p# 88
2b 67 c7 a7 01 b5 €D ef 40 01 35 2 b6 Je 31 9c  +g 51
1f 357549 fedadc 896501 0100000606 WIJ e

@ 7 DCIP_20200922114737_20200922115237_10_9_9_5_cmyFiD.pcap Packets: 6332 - Displayed: 6332 (100.0%) Profile: Default




Darktrace: esempi di attacchi reali rilevati

securitylab

Test #3: investigazione di un avviso di SMB Bruteforce, al fine di determinare gli
avvenimenti successivi

DCIP_20200922114737_20200922115237_10_9_9_5_cmyFjD.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A omiRE e

Qe Qi

. ~ Source Destination Protocol Lengtt Info

4006 266.820025  10.9.9.5 192.168.223.100 B2 172 Find Request File: SWB2_FIND_ID_BOTH_DIRECTORY INFO Pattern:

4897 266.821625  192.168.223.160 16.9.9.5 TP 1518 445 - 52970 [ACK] =

4098 266.621025  192.168.223.160 10.9.9.5 TCP 1518 44¢ 2970 [ACK]

4099 206.621075  192.168.223.100  10.9.3.5 TCP 1518 445 - 52070 [ACK] Seqe19631 Ack o TSval-112448068

100 206.80105  192.160.223.100 10,995 T ; 2 T o uio=ce

4101 266.821025 192, 163 223.160 10.9.9.5 SMB:

102 266. 82203 9.5 195186203100 TCP

4103 266822034 10.9.9.5 1921160122000 TeP 70 52970 - 445 [ACK] Seq=3574 Ack=23958 Win=07824

4104 266.822034 19.9 9.5 192.168.223.160 Tce

4105 267086563 10.9.9.5 1921682231100 SHB: 230 Create Request File: Confidential docs

1106 267 087563 192 X R X X ) S TR TS .

4107 267087564 10, 193.168.223.100  TOP :

4108 267.203680 m.e.s s 192.168.223.160 SMB: 226 Create RESpOﬂSG lle: onfidential | ocs

i gg; 2ateru B avz dasiy 22 e Bt 10l 70 52970 - 445 [ACK] Seq=3734 Ack=24114 Win=99848
e 5 1

162 Close Request File: Confidential_docs
198 Close Response

10.9.9.5
192.168.223

4114 268.409145 10.9.9.5 192 168 223.100 SMB!
5 :
iiia g atoids  d0es 0 e 1o 70 5297 —~ 445 [ACK] Seq=3826 Ack=24242 Win=10278
17 269 74645 10,995 192.109.723.100  SUB v : :
4118 260.747424  199.166.223.100  10.9.9. 230 Create Request File: Confidential_docs
4119 269.747424 10.9.9.5 192.168.223.100 TCcP : s N
120 260.674415  10.9.9'5 wase2a00  siefl 226 Create Response File: Confidential docs
1212600875418 103.186.223.100  10.9.9.5 e
122 260875418 1021166.223.100  10.9.9.5 T 70 52970 - 445 [ACK] Seg= 3986 Ack=24398 Nln—10572
4123 269.875418 192.168.223.100 10.9.9.5 SMB!
4124 269.875418 10.9.9.5 192.168.223.100 TCP =5 0 l 0 g0 Nl
125 260 676417 1019195 1921160203100 Toh = : .
1126 270006387 10.9.9.5 1921160.203.160 B2 172 Find Request File: Confidential docs SMB FIND_ID_BOTH DIRECTORY_INFO P
4127 270.007391 192,168.223.100 10.9.9.5 SMB2 147 Find Response, Error: STATUS_NO_MORE_FILES
4128 270.008388  10.9.9.5 192.168.223.160 TP 70 52070 - 445 [ACK] Seq=4190 Ack=27661 Win=112000 Len=0 TSval=3777896460
4129 270151008 10.9.9.5 1016012231100 B2 162 Close Request File: Confidentiai. docs
4130 270152051 192.166.223.100 _ 10.9.9.5 S8 19 Closo Response -

30 bytes oo wire [3840 Bite). 2% Dytes captired (b0 biks)

Internet Protocol Version 4, Src: 10,
Transaission Control Protocol, src Port:
NotBIOS Sess

SHB2 (Server Nessage Block Protocol version 2)
» SMB2 Hea

} Create Reauest (0x05)

192.168.223.100
Dst Port: 445, Seq: 3574, Ack: 2398, Len: 160

EEen |

IEEFIS3E EELATEEE - /) .

1 B0 B0 60 0B U B5 B 01 le B0 00 66 00 60 80

60 00 14 63 00 G0 00 60 00 00 00 00 80 00 05 80

ERuscosmasmERBEE oo

Eeossicofossases 9

60 00 00 60 00 06 60 00 60 00 00 00 60 00

BRnummas axmxnens

60 00 01 60 00 78 60 22 0O 00 00 6O 06 GO 00 w0 &

60 00 43 60 6f B0 6e 00 66 00 69 00 64 66 65 60 Con fide
opnnenps emsmngsn Sooin

Sec-lab.com - il 2

O 7 DCIP_20200922114737_20200922115237_10_9_9_5_cmyFjD.pcap Packets: 6332 - Displayed: 6332 (100.0%) Profile; Default
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Test #3: investigazione di un avviso di SMB Bruteforce, al fine di determinare gli
avvenimenti successivi

278 Create Request File: Conrldent)al docs\Confidential doc_1. docx
226 Create Response File: Confldentlal,docs\Confldentlal doc_1.docx
Adm 20 ™ RE | &= 78 52970 - 445 [ACK] Seq=7551 Ack=58106 Win=184832 Len=0 TSval=3777101186 TSecr=112456301

— — 179 GetInfo Request FILE_INFO/SMB2_FILE_ALL_INFO File: Confidential_docs\Confidential_doc_1.docx
L ly e O 376 GetInfo Response

"1 iza7 0 onsis Fro TR 70 52970 - 445 [ACK] Seq=7660 Ack=58412 Win=184832 Len=0 TSval=3777101217 TSecr=112450314

File Edit View Go Capture Analyze Statistics Telephl

333 200. 008340 msss e 187 Read Request Len: 11367 0rf:e Flle. Confidential docs\Confidential doc_1.docx

o dmduse 10985 1921682 Sl84ds ) Zasitnziband eno1ass TSvalol12dseads TSecroa777101240 17ce o
Gais g srises 10905 1165 703100 M2 79 getino Request ms"m/suaz G i T =

s oo doess o lnmimae w1 ?258"’ A6 AT 5eq-7660 AcK=SBAL2 Win164832 Leneo Tova1=3T7TI0217 Tocr-iizesasis =

335 200 dosscs 10552 153468223 100 B 07 Renecaen oL 3700 AR R MR R Lot T TR

192.168.223.160 187 Read Request Len:11367 Off:9 File: cam‘menuai uocs\cum‘menmai doc_1.
10 5 1518 70 [ACK] S¢ 84 7 Win=6630. 144;

777101249 [TCP segment o

4 [ACK]
1518 445 ~ 5297@) [ACK]

289. Len=1448 segment .
- . . . Tce 1518 445 - 52970 [ACK] 66304 Len=1448 TSva! segment of..
4252 289.403359 192.168.223,160 TCP 1518 445 - 52970 [ACK] 77 Win=66304 Len=1448 TSva, e segment Of..
4253 289.403359 192.168.223.160 TCP 1518 445 — 52970 [ACK] Seq=67100 Ack=T777 Win=66304 Len=1448 TSval=112450325 TSecr=3777101249 [TCP segment of..
) 4254 289.403359 192.168.223.160 SNB2 1385 Read Response
4255 289.403359 10.9.9.5 TCP 78 52976 ~ 445 [ACK] Seq=7777 Ack=59860 Win=184832 Len=0 TSval=3777101249 TSecr=112450325
4256 289.403359 9.,0.6 Tce 70 52970 -~ 445 [ACK] 84192 Les TSval=3777101249 TSecr=112450325
4257 289.403359 10.9.9.5 TCce 78 52976 ~ 445 [ACK] 81376 Le TSval=3777101249 TSecr=112450325
4258 280.403359 10.9.9.5 TCP 70 52070 - 445 [ACK] Se: 78560 Le TSval=3777101249 TSecr=112450325
4259 289.404366 0 9.9.5 TCcP 70 52870 ~ 445 [ACK] Seq=7777 Ack=69863 Win=175872 Len=0 TSval=3777101249 TSecr=112456325
4260 289.742199 .9.9.5 SNB2 162 Close Reguest File: Confidential docs\Confidential doc_1i.docx
4261 289.742199 192 168 223 160 SNB2 198 Close Response
289.742199 TCP 78 &979 — 445 [ACK =7860 Ack=69991 Win=184832 Len=0 TSval=3777101334 TSecr=112450360
» Frane 4248: 1518 bytes on uire (12144 bits), 1518 bytes captured (12144 bits)

, Ethernet 11 src 5 o e o i o e
=
(6 73b859d2alfiBe2b bdb7138f 9f e8 2821 sY + (! 1448
di 4f 3e 7a f9 ©5 00 00 ff ff 03 00 50 4b 83 04 14 0>z PK
ol 0B 06 00 68 66 66 00 21 08 ef 93 f6 7d 66 02 00 ! 3
TG 09 67 67 00 00 11 00 G0 OO 77 6f 72 64 2f 64 6T g word/do
JO 63 75 6d 65 6e 74 2e 78 6d 6c a4 95 c9 Be db 30 cument.x ml- n @

16 86 ef 65 fa Be 02 ef Oe a5 cd 71 1c 21 72 dO qitr . .
36 60 99 43 61 23 4e CT 05 40 51 12 61 6e 20 69 6m-C #N- -MQ-an 1 VI enza I
2b ee d3 77 a8 5 72 91 2290 e3 13 97 e1 7C 3 +-W-or- " |

Of 47 1c dd dd bf 4a 11 ed 98 75 5c ab 8¢ 25 17 G J u\- %

31 8a 98 a2 3a e7 aa cc do af 97 1f 9339 8a 9c 1 : 9
2723274220 96 a1 3d 73 e8 7e 1 F9 0350 0d '*'B+ = s~ -] I
€6 9a 6 25 53 Je 02 84 72 60 6d 68 86 2a ef 4d  nXS> - rimh-* M a a reac J
8a b1 a3 15 93 c4 5d 48 de ad 76 ba 0 17 54 4b NV TK
ac 8b 82 53 86 6b 6d 73 7c 19 27 71 33 33 56 53 S-kms | 'q33VS
€6 1c cd fb 46 04 Be 38 d4 el eB eb 38 5a be 49 Fo 8 - BZnl
Sec-lab.com 0d ce 91 38 c5 b4 22 d6 b3 d7 9 21 df 2a d2 86 [ IO
c0 20 30 16 da 4a e2 6169 4b 2c 80 dd 6o cd 04 9B )6--J-al -1 .
d¢ 86 78 be e6 82 fb 3d ed e2 59 8f d1 19 da 5a 95 = Y.z P S RS T s

© 7 DCIP_20200922114737_20200922115237_10_9_9_5_cmyFiD.pcap




Darktrace: esempi di attacchi reali rilevati

securitylab

Test #3: investigazione di un avviso di SMB Bruteforce, al fine di determinare gli
avvenimenti successivi

= Device Event Log (10.9.9.5)

Visualizzazione
semplificata degli
avvenimenti
tramite Event Log

Sec-lab.com

Tue Sep 22 2020, 13:53:00

10995

Tue Sep 22, 13:52:20
Tue Sep 22, 13:52:28
Tue Sep 22, 13:52:28

Tue Sep 22, 13:52:04
Tue Sep 2

Tue Sep 22, 13:51:57
Tue Sep 22, 13:51:55

Tue Sep 2
Tue Sep 22, 13:51:49
Tue Sep 22, 13:51:49
Tue Sep 22, 13:51:46
Tue Sep 22,13:51:34
Tue Sep 22,13:51:33
Tue Sep 22, 13:51:33
Tue Sep 22,13:51:33
Tue Sep 22, 13:51:29
Tue Sep 22, 13:50:47
Tue Sep 22, 13:50:47
Tue Sep 22, 13:50:47
Tue Sep 22, 13:50:46
Tue Sep 22,13:50:46
Tue Sep 22, 13:50:46
Tue Sep 22, 13:50:46
Tue Sep 22, 13:50:46
Tue Sep 22, 13:50:46
Tue Sep 22, 13:50:45
Tue Sep 22, 13:50:45
Tue Sep 22, 13:50:45
Tue Sep 22, 13:50:45

Tiia San 22 135044

445

(=]

3 SMB Read Success — share=\\192.168.223.100\Downloads
Confidential_docs\Confidential_doc_11.docx version=smb2 account=Andrea [445]

23.100\Downloads
fil rsion=smb2 account=Andrea [445]
d w

10.9.9.5 was stil connected to 192.168.223.100 (445]
© NTLM Login — andrea [445]

10.9.9.5 connected to 192.168.223.
10.9.9.5 was still connected to 192.168,223.100 [445]
o SM sion Suct — Andrea [445]
DCE-RPC Bind — RequestedServi ve, SecAddr: \PIPE\srvsvc, status: SUCCESS
© NTLM Login — andrea [445]
10.9.9.5 connected to 192,168, 223,100 [445]
10.9.9,5 was still connected to 192.168,223.100 [445]
© SMB Session Success — Andrea [445]
© DCE-RPC Bind — RequestedService: srvsve, SecAddr: \PIPE\srvsve, status: SUCCESS [445]
© NTLM Login — andrea [445]
10.9.9.5 connected to 192.168. 223.100 [445]
10.9.9.5 connected to 192.168. 223.100 [445]
© SMB Session Success — Andrea [445]
© NTLM Login — andrea [445]
10.9.9.5 was still connected to 192.168.223.100 [445]
10.9.9.5 connected to 192.168.223.100 [445]
5 SMB Session Failure — Andrea [445]
© NTLM Login Fail — andrea [445]
© SMB Session Failure — Andrea [445]
© NTLM Login Fail - and
10.9.9.5 connected to 192.168. 223,100 [445]
10.9.9.5 connected to 192.168. 223.100 [445]
10.9.9.5 connected to 192.168. 223.100 [445]
© NTLM Login Fail — www-data [445]
© SMB Session Failure — www-data [445]
10.9.9.5 connected to 192.168. 223.100 [445]
SMB Session Failure
© NTLM Login Fail — w
© NTLM Login Fail — www-data [445]
& SMR Saceinn Faliira — www-rata [445]



Securg \ Darktrace: esempi di attacchi reali rilevati

Test #3: investigazione di un avviso di SMB Bruteforce, al fine di determinare gli
avvenimenti successivi

= Device Event Log (10.9.9.5)

Tue Sep 22 2020, 13:53:00

10995

Tue Sep 22, 13:52:28

© SMB Read Success — share=\\192.168.223.100\Downloads
file=Confidential_docs\Confidential_doc_1.docx version=smb2 account=Andrea [445]

sual time for this activity hi

file=Confidential_docs\Confidential_doc_10.docx n=smb2 account=Andrea [445]

10.9.9.5 was still connected to 192. 168.223. 100 [445]
© NTLM Login — andrea [445]

e © SMB S Su — Andrea [:
Visualizzazione : e bl
semplificata degli Tue Sep 22, 13:50: 10.9.9.5 connected to 192. 168. 223.100 [445]
: o Tue Sep 22, 13:50: © SMB Session Success — Andrea [445]
avvenimenti Tue Sep 22, 13:50: ® NTLM Login — andrea [445]
P Tue Sep 22, 13:50:46 10.9.9.5 was still connected to 192.168.223.100 [445]
tramite Event Log Tue Sep 22, 13:50:46 10.9.9.5 connected to 192.168.223.100 [445]

& smi St — Anarea (a45]
© NTLM Login — andrea [445]
10.9.9.5 was still connected to 192.168.223.100 [445]

ession Failure — Andrea [445]
© NTLM Login Fail — andrea [445]
© SMB Session Failure — Andrea [445)
© NTLM Login Fail - andrea [445]

Tue Sep 22, 13:5 10.9.9.5 connected to 192.168.223.100 [445]
Tue Sep 22, 13:50:46 © SMB Session Failure — Andrea [445]

Tue Sep 22, 13:50:46 © NTLM Login Fail — andrea [445]

Tue Sep 22, 13:50:46 © SMB Session Failure — Andrea [445]

Tue Sep 22, 13:50:46 © NTLM Login Fail — andrea [445]

Tue Sep 22, 13:50:45 10.9.9.5 connected to 192.168.223.100 [445]
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Darktrace: esempi di attacchi reali rilevati

(Re-analisi) Test #2: simulazione di port scan tramite Nmap da un dispositivo
recentemente compromesso

Device Event Log (10.9.9.5)

Mon Sep 21 2020, 10:29:00

VION Dep £1, 1UiLYUU . 181180 10 CONNECT 10 1YZ. 100, 1031]

Mon Se; , 10:29:00 .9, failed to connect to 192.168. [25]

Mon Sep 21, 10:29:00 . .5 failed to connect to 192.168. [8080]

Mon Sep 21, 10:29:00 .9.9.5 failed to connect to 192.168. [8443]

Mon Sep 21, 10:29:00 .9.9,5 failed to connect to 192.168. [8443]

Mon Sep 21, .9.9.5 failed to connect to 192.168. [631]

1 10. Compromise / Multiple Kill Chain Indicators
10:29:00 Y Compromise / Multiple Kill Chain Indicators

, 10:28:59 failed to connectto 192.168. [8080]

Mon Sep 21, 10:28:59 failed to connect to 192.168. [631]) 2 New Packet Capture File

Mon Sep 21, 10:28:59 failed to connect to 192.168. [8443]

Mon Sep 21, 10:28:59 failed to connect to 192.168. [8000]

Mon Sep 21, 10:28:59 failed to connect to 192.168. [8080]

Mon Sep 21, 10:28:59 failed onnect to 192,168, [25]

Mon Sep 21, 10:28:59 failed to connect to 192.168.

Mon Sep 21, 10:28:59 failed to connect to 192,168,

Mon Sep 21, 10:28:59 failed to connect to 192.168.

Mon Sep 21, 10:28:59 = failed to connect to 192.168.

Mon Sep 21, 10:28:59 .9.9.5 failed to connect to 192.168.

Mon Sep 21, 10 B .5 failed to connect to 192.168.

M Sep 21,10:28:59 . 5 failed to connect to 192.168.

Mon Sep 21, 10:28:59 5 failed to connect to 192.168.

Mon Sep 21, 10:28:59 »9.9.5 failed to connect to 192.168.

Mon Sep 21, 10:28:59 S failed to connect to 192.168.

Mon Sep 21, 10:28:59 .9.9.5 connected to 192.168

on t

(LT BT BT B Y

[C TR T

Create
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(Re-analisi) Test #2: simulazione di port scan tramite Nmap da un dispositivo
recentemente compromesso

DCIP_20200921082741_20200921082941_10_9_9_5_XlopOx.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

OmRE QenEF

<Ctrl-/>

Possibilita di

analizzare
I'attacco
esattamente Frane 6979 78 bytes on wire (624 bits), 7 7Bytes captured (624 bits) -

Ethernet II, Src: W s

802.1Q Virtual LAN, = l‘ i

Internet Prutocol Versmn 4, Src: 10.9.9.5, Dst: 192.168. m=
T rol Protocol, Src Port: 58600, Dst Port: 23, Seq: @, Len: @

come avvenuto

]
T
T

P

RN |
pars
s
i
IR
L}
kb=
IR
»
.
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(Re-analisi) Test #2: simulazione di port scan tramite Nmap da un dispositivo
recentemente compromesso

DCIP_20200921082741_20200921082941_10_9_9_5_XlopOx.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN mEBR A« ET N5

(W[Apply a display filter .. <Ciri-/>

Destination 7 | ? £ )
70 46620 — 445 [ACK] Seq=1 A

78 58660 - 23 [SYN] S

64 . 3 @
Possibilitd di
analizzare
I'attacco :
esattamente FFRS BETOT 78 BTG G T

»
» Ethernet II, Src: Fewss ssss B s
» 802.1Q Virtual LAN, B¢ 1l

» Internet Protocol Version 4, Src
» Transmi Control Protocol,

come avvenuto

T i1l . R Ll B " -

- e o - =

—_— T - " =

= = o R -
= i
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(Re-analisi) Test #2: simulazione di port scan tramite Nmap da un dispositivo
recentemente compromesso

Sec-lab.com

Possibilita di
analizzare
I'attacco
esattamente
come avvenuto

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

84 s
8483 29.335092 70 52744 - 89 [ACK]

-+ 5 29.349992 9. HTTP 1 HTTP/1.1 484 Not
8486 20.319992  16.9.9.5 Tcp 70 52752 - 89 [ACK]
8489 29.427880  10.9.9.5
8490 29.427880  192.168. W 1
8491 29,432881 10.9.9.5

8492 29.432881 192,168,
8493 29.432881 10.9.9.5
Erame 8484: 667 bytes on wire (5496 bits), 687 bytes captured (5496 bits)
Ethernet I1, Src: & - . — - —

ne
862.1Q Virtual LAN, -

Internet Protocol Version 4, SFC, 19.9.9.5. Dst: 192,168, %

Transmission Control Protocol, Src Port: 52752, Dst Port: 80, Seq: 1, Ack: 1, Len: 617
Hypertext Tr ocol

» POST. HTTP/1.1\r\n
» Content-Length: 441\r\n
Host 192268, 1~ iarn
Connection: close\r\:
User-Agent : anllla/S 0 (compatible; Nmap Scripting Engine; https://nmap.org/book/nse.html)\rin

Full request URT: http://192.168 /59K

- - :pPO ST /sdk
Gd a 43 O Ge 74 65 6e  KTTP/1.1 - Conten
3a 20 34 34 31 6d 6a 48 t-Length : 441 H

63 68 65 60 61 2d 69 6o GOLAMLS
78 6d 6c Ge 73 3a 73 6f  stance"
3a 2 27 73 63 68 65 64 ap="http ://schem

O 7  DCIP_20200921082741_20200921082941_10_9_9_5_XIopOx.pcap

am RE Q =w R A
W [tep.port. [x] >
No. Time ~ Source Destination Protocol Lengehinfo

8475 29.210024 10.9.9.5 7B 52744 - 80 [SYN] Seq—D l«'ln 29290 Lgnﬂc) MNSS5=1460 SACK PERM=1 TSval=3752

8476 20.210024  192.168. [ B Tor 78 80 - 52744 [SYN, ACK] S 1 Win=8192 Len=0 MSS=1460 WS=256 SACK P

8477 20.210025  10.9.9.5 Tcp 76 52744 - 80 [ACK] Seqe1 Acket Vins20352 Loxcb. Tovalo3Té2 444630, Teeer-oa

8478 29.292498 10.9.9.5 HTTP 284 OPTIONS / HTTP/1.1

8479 29293495  192.168. W 1 HTTP 295 HTTP/1.1 200 OK

8480 20.206495  10.9.9.5 Tcp 76 52752 99 [SYN] Seq=0 Win=29200 Len=b HSS-1450 SATK PERN=L TSval-37524

8481 20.296497  192.168 1 S i-8152 Len o NSS-1460 WS-255 SACK P —

9312 Len=0 TSva 44061 TSecr=983.
327 Wincacass Lencd vsm alszumn TSecr.

K_P..

Packets: 10562 - Displayed: 294 (2,8%) Profile: Default

752444074 Tsec.. —
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(Re-analisi) Test #2: simulazione di port scan tramite Nmap da un dispositivo
recentemente compromesso

DCIP_20200921082741_20200921082941_10_9_9_5_XlopOx.pcap

No. Time. ~ Source Destination Protocol Lengtt Info

SATSZS,ZIQOgd 16.9.9.5 — - i - ‘.ﬁh ” — — . ——
ke fAAA_SA_AnnTA annn e ans_sen terrn A0S ABTIANE L ATTOLL o

g:zg §§’§§§§§§ §3igx§é5 . Frame B484: 687 bytes on wl.re (5496 bits), 687 bvtes caplured (5496 bits)

840 20.296495 10.9.9.5 Ethernet II, Src: # it ot - Ll o g 2
8481 29.296497 192.168. 802.1Q Virtual LAN, & . =

8482 20.206497  10.9.9.5

Internet Protocol Version 4, Src 10.9.9. 5 Dst: 192,163, 98

8483 29.335092
8484 29.348990 Transmssmn can(rol Pratocol Src Port: 52752, Dst Port: 80, Seq: 1, Ack: 1, Len: 617

(vvvwww

2
8486 29.349992
8489 29.427880 10.9.9.5
8499 29.427880 192.168 L]

gth: 441\r\n
Host: 192.168. \r\n
Connection: close\r\n

8491 29.432881 10.9.9.5
8492 29.432881 192.168,

> feg N 4 BA93 29 43288x 12'.9 9,5 ’
Possibilita di B s e

» Ethernet 11, User-Agent: Mozillas5.6 (compatible; Nmap Scripting Engine; https://nmap.org/book/nse.html)\rin
'} » 802.1Q Virtual Lm, Ar\n
anallzzar e ; %’)i:2:?2JQZ‘ZE:L!?’?Z?JJ'§;c’po [Full request URT: http://192.168 /50K]
- rtext Tr e 'R",{",,'u THTTD ronnact 1737
attacco Host: 152-108. i~ IAran TTMIETrETri™ : i i
Connection: close\r\n - - s - - - » . & F
User-Agent: Mozil1a/5.6 (compatibl
esattamente = T e T LT ;- pPO ST /sdk

48 54 54 59 2r 31 2e 31 0d Pa 43 G6f G6e 74 65 6e  HTTP/1.1 - .Conten
( 74 2d 4c 65 6e 67 74 68 3a 20 34 34 31 6d ©a 48 t-Length : 441 H
76 6f 73 74 3a 20 31 39 32 2e 31 36 38 2e E ost: 192 .168. «

r—p—

come avvenuto

45 54 54 5 2 31 20 91 60 0a 43 4 % ©d Ba 43 6f 6e 6e 65 63 74 69 6f Ge 3a 28 - -Conn ection:
e W tasT At 63 6c 6f 73 65 0d ©a 55 73 65 72 2d 41 67 65 be close U ser-Agen

% % 6d 0a 43 of O 60 65 63 74 74 3a 20 4d 6f 7a 69 6c 6c 61 2f 35 2e 30 20 28 t: Mozil 1a/5.8 (

63 .

Sabe BC 1366 0 btk 7388 2 63 GF 64 78 61 74 69 62 6¢ 65 3b 20 de G6d 61 78  compatib le; Nmap
[ 63 of od 70 61 74 09 62 6¢ 63 3b ct 20 53 63 72 69 78 74 69 Ge 67 20 45 6e 67 69 6e  Scripti ng Engin
v it R B e L L 6 65 3b 20 68 74 74 70 73 3a 2f 2f Be 6d 61 70 2e e; https ://nmap.

of 72 o7 2¢ 62 6f Of 6b 2f oe 73 ©f Bf 72 ©7 2f 62 67 GF 6b 27 Ge 73 65 2e 68 74 6d  org/book /nse.htm

Sc:28 9d Da-od Gerac 13 Bf 6179 6C 20 ©d Ba ©d 0a 3c 73 6f 61 70 3a 45 6e 76 65 1) <s oap:Enve

£ 6c 6f 70 65 20 78 6d 6c 6e 73 3a 78 73 64 3d 22 lope xml ns:xsd="
68 74 74 70 3a 27 2r 77 77 77 2e 77 33 2e 6 72 http://W ww.w3.or
120 67 2f 32 30 30 31 2f 58 4d 4c 53 63 68 65 6d 61 g/2001/X MLSchema
22 20 78 6d 6c 6e 73 3a 78 73 69 3d 22 68 74 74 ™ xmlns: xsi="htt
70 3a 2r 27 77 77 77 2e 77 33 2e 6F 72 67 2r 32 p://ww. w3,0rg/2
38 30 30 31 2f 58 4d 4c 53 63 68 65 6d 61 2d 69 6e ©HL/XMLS chema-in
£ 73 74 61 Be 63 65 22 20 78 6d 6c 6e 73 3a 73 6f stance" xmlns:so
61 70 3d 22 68 74 74 79 3a 2r 2r 73 63 68 65 6d  ap="nhttp ://schem

6c 6f 70 65 20 78 6d 6c e 73 3a 7|
68 74 74 79 3a 27 2 77 77 77 2e 1|
67 2f 32 30 30 31 2f 58 4d 4c 53 o
22 20 78 6d 6c 6e 73 3a 78 73 69
70 3a 2r 2 77 77 77 28 77 33 2e
30 30 31 2f 58 4d 4c 53 63 68 65
73 74 61 be 63 65 22 20 78 d 6c
61 70 3d 22 68 74 74 70 3a 2f 2f 7|
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Una nuova era di minacce informatiche:

lo spostamento verso la rete auto-apprendente e auto-difendente basata sulla
Intelligenza Artificiale e Machine Learning

Corrado Broli : Country Manager Darktrace ltalia
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Come I'Al puo aumentare la cyber security delle
mail

Mariana Pereira : Director soluzioni Email Security Darktrace UK
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Grazie per |'attenzione

Domande?



