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As the rate of digital transformation continues to 
increase, so too will the cybersecurity spending 
required to address the increased attack vectors it 
creates. A report by Gartner estimates that global 
cybersecurity spending will reach over $900 billion 
by 2023, a $100 billion increase from 2022. 

In 2022, we ran an anonymous survey asking 
cybersecurity industry leaders how they’re preparing 
their budgets in response to changing economic 
climates, increasing risk of cyber attacks, and their 

organization’s overall security posture. Leaders from 
education, finance, technology, government, and 
more participated  to contribute valuable insight to 
the survey.

To help you gain a better understanding of how your 
peers are managing their spending, we compiled 
a short report of our data here, including which 
cybersecurity areas were being prioritized, which 
threat vectors were most important to defend 
against, and overall company and IT team sizes.

72% of respondents anticipated their organization’s 
cybersecurity budget increasing over the next 3 
years.

Of the businesses that project expanded 
cybersecurity spending in their budgets, they 
predicted an average increase in budget of 70% 
over the next three years. Of that group, 28% 
predict at least a 100% increase in their company’s 
cybersecurity budget.
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73% of organizations that responded reported 
cybersecurity budgets of over $100k, while about 
one-third of the respondents had cybersecurity 
budgets totaling over $500k.

Given Gartner’s estimate that global cybersecurity 
spending will be over $900B by 2023, we can expect 
these budgets to continually increase.

Cybersecurity Spending Survey 2022

Here are the five main takeaways:

72%

33% of organizations 
had budgets >$500k

72% anticipate an 
increase in budget
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Despite larger company sizes (over 40% of 
the survey results had company sizes of over 
1,000 people), 82% of respondents employed 
cybersecurity teams with 10 or fewer people, which 
could speak to the labor shortages and difficulty 
hiring cybersecurity professionals in this market. 

When asked to rank the most concerning threat 
vectors in the future, third-party risk topped the list 
with over 70% viewing it as a major risk factor. 

Unsecured networks and cloud hacking were ranked 
second and third to round out the top 3.

When asked to rate the strength of their company’s 
security posture, we found that non- UpGuard 
customers had just a rating of 3.1 out of 5. 
Comparatively, UpGuard customers had much more 
confidence in their organization’s security posture, 
with an average rating of 3.9 out of 5.

Many responses with lower confidence scores 
mentioned that they had just discovered the need 
for cybersecurity, as awareness of their own 
vulnerabilities and attack vectors were still maturing. 
Only 26% of non-customers rated their company’s 
security posture as at least a 4 out of 5, while over 
80% of UpGuard customers scored themselves a 4 
or better.

Third-party risk 

Cloud Hacking

Unsecured Networks

Top 3 most concerning threat vectors were

3.9 / 5

3.1 / 5

UpGuard 
Customers

Non-UpGuard 
Cusomers
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Conclusion
The majority of respondents from Cybersecurity Spending Survey 2022 plan to increase their 
cybersecurity spending, despite 82% already having teams up to 10 cybersecurity personnel.

This relationship suggests security teams are struggling to keep up with increasing cybersecurity 
demands, a trend likely driven by the increased complexity of managing growing third-party risks in 
the threat landscape.

To solve this problem, a scalable vendor risk management solution should be implemented, ideally 
with an internal and external attack surface monitoring feature. Such a solution can detect security 
threats linked to the three most concerning attack vectors troubling organizations - third-party risks, 
unsecured networks, and cloud solution vulnerabilities.

The additional option of leveraging managed services will also allow organizations to scale their 
cybersecurity efforts cost-effectively, without the financial and logistical burden of having to grow 
an internal security team. This will allow even small cybersecurity teams to multiply their threat 
management efforts, while keeping projected cybersecurity budgets dampened.

About UpGuard
UpGuard is a global leader in third-party risk and attack surface managment solutions. UpGuard helps 
organizations manage their cybersecurity risk with an integrated platform that combines third-party 
risk management, vendor risk management, security questionnaires, threat intelligence, and instant 
security ratings to give businesses a comprehensive view of their security posture.

Address your open vulnerabilities and attack surface by booking a free demo today!
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Questions? We have answers.

Know your vendors. Secure yourself.

We're here to help, send us an email at: 
sales@upguard.com

Looking for a better, smarter way to protect 
your data and prevent breaches?

UpGuard offers a full suite of products for 
security, risk, and vendor management teams.
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