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Can You Trust Your Vendors?
Independent external assessments of vendors can reveal some of their 
operational and security practices and even their risk of suffering a data 
breach.

The limitation of such assessments, however, is that they only evaluate the 
perimeter of an IT ecosystem. For a complete risk assessment, vendors 
need to answer a series of questions about their security methods to give 
partners visibility into the internal environment handling their sensitive data.

This is usually a time consuming manual process. Each vendor questionnaire 
needs to be composed, sent, tracked, and reviewed.

For companies with several, hundreds, or even thousands of vendors this 
operation quickly becomes a logistical impossibility that cannot be afforded 
given the current third-party risk climate.

"Third-party software vulnerabilities was the 
5th most costly data breach attack vector in 
2021."
Source: Cost of a Data Breach Report 2021 by IBM and the Ponemon 
Institute

Supply chain attacks and third-party breaches are mitigated by responding 
to vendor questionnaire data, without this effort, vendor questionnaires are 
meaningless.

Achieving sufficient bandwidth to address third-party risks based on vendor 
assessment responses requires a solution that can streamline and rapidly 
scale the complete end-to-end process of questionnaire management.
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The UpGuard Platform  
UpGuard no only performs continuous attack surface monitoring for all vendors, they 
also integrate the questionnaire process to create an intuitive repository of vendor 
assessment data.

UpGuard offers a selection of prepared questionnaires that cover all of the primary 
areas of third-party risk. 

UpGuard Vendor Risk has 21 security questionnaires in its questionnaire 
library:

1. CyberRisk 
Questionnaire: 

Provides a comprehensive assessment of an 
organization's security posture, from their policy 
framework right down to their technical controls. 
It comprises four sections: Security and Privacy 
Programs, Physical and Data Center, Infrastructure, 
and Web Application.

2. ISO 27001 
Questionnaire:

Assesses an organization's security posture against 
the ISO 27001 standard with risks mapped against 
ISO 27001 domains. It is also suitable for the 
assessment of APRA CPS 234 requirements.

3. Short Form 
Questionnaire: 

A condensed version of the CyberRisk 
Questionnaire, designed to be sent to smaller 
organizations. It focuses on the information security 
risks smaller organizations are typically exposed to, 
such as their back up process and email security 
concerns, while avoiding areas where small 
organizations are typically less mature (such as their 
information security policy framework).
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4. NIST 
Cybersecurity 
Framework 
Questionnaire:

Assesses an organization's security posture against 
the NIST Cybersecurity Framework.

5. PCI DSS 
Questionnaire:

Assess an organization's adherence to the twelve 
requirements of PCI DSS.

6. California 
Consumer Privacy 
Act (CCPA) 
Questionnaire:

Assesses whether a vendor is compliant with 
the personal information disclosure requirements 
outlined in CCPA.

7. Modern Slavery 
Questionnaire:

 Designed to identify modern slavery risks, address 
identified risks, and highlight areas requiring further 
due diligence. 

8. Pandemic Short-
Form Questionnaire:

A concise questionnaire designed to help you assess 
the impact of any current or future pandemics.

9. Pandemic Long-
Form Questionnaire:

A more detailed questionnaire designed to help 
you assess the impact of any current or future 
pandemics.

10. Security and 
Privacy Program 
Questionnaire:

Focuses solely on an organization's security and 
privacy program.

11. Web Application 
Security 
Questionnaire:

 Focuses solely on an organization's web application 
security controls.

http://www.upguard.com


www.upguard.com 4

12. Infrastructure 
Security 
Questionnaire:

Focuses solely on an organization's infrastructure 
security controls.

13. Physical and 
Data Centre Security 
Questionnaire:

Focuses solely on an organization's physical and 
data centre security controls.

14. COBIT 5 
Security Standard 
Questionnaire:

Assesses compliance against the Control Objectives 
for Information and Related Technologies Framework 
created by ISACA.

15. ISA 62443-2-
1:2009 Security 
Standard 
Questionnaire:

Assesses compliance against the ISA 62443-2-
1:2009 standard for industrial automation and 
control systems.

16. ISA 62443-3-
3:2013 Security 
Standard 
Questionnaire:

Assesses compliance against technical control 
system requirements associated with the seven 
foundational requirements (FRs) described in IEC 
62443-1-1.

17. GDPR Security 
Standard 
Questionnaire:

Assesses compliance against the personal 
information disclosure requirements outlined in 
the European Union's General Data Protection 
Regulation (GDPR).

18. CIS Controls 7.1 
Security Standard 
Questionnaire:

Assesses compliance against the best practice 
guidelines for cybersecurity outlined in 20 CIS 
Controls.
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19. NIST SP 
800-53 Rev. 4 
Security Standard 
Questionnaire:

 Assesses compliance against the security and 
privacy controls required for all U.S. federal 
information systems except those related to national 
security.

20. SolarWinds 
Questionnaire:

Designed to help you assess your vendors that may 
use SolarWinds.

21. Kaseya 
Questionnaire:

To help you determine if you or your vendors 
were exposed to the sophisticated supply chain 
ransomware attack.
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Web Application Security
For vendors providing a service through a web application, UpGuard provides a 
questionnaire that covers every surface of web application and data storage risk. 

With this assessment, you can gather the following intelligence:

• Does the web application use 
proper encryption to protect client 
traffic?

• Is the authentication mechanism 
used to access sensitive data 
secure?

• What vendors are used by the 
application? (Cloud providers, for 
example)

Get Total Coverage with Questionnaires

Why it Matters
The questionnaires provided by UpGuard cover every area of third-party risk, from web 
applications to physical security. Total coverage is important because a vendor risk 
assessment that fails to account for a risk vector is incomplete, creating vulnerability 
blindspots that negate the efforts of security assessments.

Because of their breadth of coverage, UpGuard’s questionnaires are flexible enough to 
adapt to each business and comprehensive enough to collect the specific data that matters 
to each unique Third-Party Risk Management program.

The application of UpGuard’s assessments to all of the primary categories of network 
security is explained below.

• Does the application contain 
known vulnerabilities with available 
exploits?

• Do the operational methods of the 
vendor minimize the risk of data 
exposure? (For example, do they 
test their configurations as part of 
the deployment process?) 
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Infrastructure Security
For vendors that will be hosting data or services in their data center, UpGuard 
provides a questionnaire that validates network and server technology and 
processes. 

The Infrastructure Security questionnaire gathers the following intelligence:

Physical & Data Center Security 
Cybersecurity has to encompass old-fashioned physical security to protect assets 
against theft and fraud from both insiders and attackers.

This UpGuard questionnaire details the vendor’s physical security practices and 
measures the risk of their access control, answering questions like:

• Does the web application use 
proper encryption to protect client 
traffic?

• Does the vendor have a network 
policy that protects customer data?

• Are best practice network defenses 
in place and properly configured?

• Are vendor facilities exclusive, or 
shared with other tenants?

• How are technological assets 
secured against theft and 
tampering?

• How are servers hosting customer 
data and services hardened against 
attack?

• Is access to customer data 
within the vendor limited to the 
appropriate people?

• What are the vendor’s backup and 
recovery methods?

• Is the vendor data center local, in 
the cloud, or hybrid?

• Does the vendor have a written 
security policy for office facilities?

• What parts of the data center are 
outsourced if any? 
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Security and Privacy Programs 
While the other questionnaires focus on operational practices and technology, this 
questionnaire helps businesses understand what active measures their vendor takes 
to protect customer assets from cyber-attacks and misuse.

This UpGuard questionnaire can answer important questions about vendor risk 
mitigation and security controls, including:

• Does the vendor perform internal 
and/ or third-party audits of 
systems and data?

• How does the vendor manage risk in 
their vendors?

• What does the vendor do in the 
event of a data breach?

• Does the vendor have a resilient 
change management process?

• Are best practices followed 
regarding internal access controls 
and least privilege?
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Custom Questionnaire Builder by 
UpGuard
For highly-specific risk evaluations, UpGuard offers a custom questionnaire builder

Custom questionnaires are vendor security questionnaires that you can design 
yourself. These assessments are ideal for highly specific third-party risk 
requirements. 

For example, when the SolarWinds breach occurred, organizations evaluating their 
security needed to ask their vendors a specific set of questions that could not be 
addressed through standard frameworks.

By combining custom questionnairves with pre-designed risk assessments, third-
party risk management is further optimized. Common third-party risks can be 
evaluated at speed with pre-designed questionnaires and nuanced vulnerabilities 
can be targeted with custom questionnaires.

Custom Questionaties can either be a modification of an existing template or built 
from a blank canvas.

http://www.upguard.com


www.upguard.com 10

Vendor Contacts
Create email contacts for each vendor 
within UpGuard to track contact points for 
questionnaires and other communication. 

Questionnaires are sent per contact, so 
different questionnaires can be given to 
different people at the same vendor if, 
for example, different teams handle web 
applications and physical security. This 
granularity ensures that everybody does only 
the necessary work relevant to the relationship 
at hand.

Questionnaire Results
Completed questionnaires are stored in 
UpGuard for each vendor, and available for 
review at any time. 

When viewing a completed questionnaire, the 
same feedback given to the vendor is available 
for review, so the risks of that vendor can be 
better understood, along with what it takes to 
fix them. 

Answers that don’t meet security best practices 
or otherwise introduce security risks are clearly 
flagged and categorized into three severity 
levels.

Stored and Recorded

UpGuard supports all of the critical features of vendor risk management in a 
single platform.

Security Ratings
UpGuard continuously scans all internet-facing 
domains linked to vendors to keep their risk 
profiles up-to-date.

Every vendor is ranked using CSTAR, UpGuard’s 
risk scoring engine, and given a security score 
between 0-950. 

The score provides a high-level overview 
of vendor risk, while also offering you the 
option of drilling down to finer risk details and 
advanced remediation suggestions.

Recorded and Tracked Over 
Time
UpGuard acts as an automated system of 
record for vendor security assessments 
and third-party due diligence. In the event 
of a third-party breach or data leak, these 
assessments can be used in forensics to 
understand vendor claims and practices. 

UpGuard tracks vendors over time, showing 
the trends and trajectory of their risk profile. By 
retaining questionnaires for the entirety of the 
vendor relationship, UpGuard is able to detect 
variance in vendor status, so that changes in a 
vendor’s reported practices and policies don’t 
go undetected.
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Auto-renewal

Manual renewal is unsustainable

While an initial questionnaire is crucial 
to determine whether a vendor 
relationship is feasible, refreshing 
questionnaires at regular intervals 
helps ensure that the most up-to-
date information is available and that 
changes to the initial acceptable 
questionnaire are noted and 
understood. 

But renewing questionnaires at scale 
is a considerable administrative effort 
that’s usually pushed the bottom of 
the priority list during busy periods 
- a dangerous habit given that most 
compliance regulations require regular 
reassessments. 

Third-Party Risk 
Management

Though many logistical frustrations are 
irradicated with a vendor questionnaire 
management solution, it’s only a 
single component of third-party risk 
management. Addressing the entirely of 
the third-party attack surface requires 
a three-pronged approach:

To efficiently address the entirety of 
the third-party attack surface, a three-
pronged approach is required:

• Targeted security questionnaires

• Security ratings

• Vendor tiering

How UpGuard Helps
UpGuard tracks all questionnaire renewal dates and automatically sends each vendor their 
designated questionnaires by the renewal due date, completely removing the frustrations of 
manual tracking
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Security ratings

Security ratings or cybersecurity ratings are a data-driven, objective, and dynamic 
measurement of an organization's security posture.

Just as credit ratings and FICO scores aim to provide a quantitative measure of 
credit risk, security ratings aim to provide a quantitative measure of cyber risk - the 
higher the security rating, the better an organization’s security posture.

With UpGuard, an organization's security rating can range from 0 to 950 and is 
based on an analysis of 70+ attack vectors including:

• Susceptibility to man-in-the-middle attacks

• Insecure SSL/TLS certificates

• SPF, DKIM, and DMARC settings

• HTTP Strict Transport Security (HSTS)

• Email spoofing and phishing risk

• Vulnerabilities

• Malware susceptibility

• Network security

• Unnecessary open administration, database, app, email and file sharing ports

• Exposure to known data breaches and data leaks

• Vulnerable software

• HTTP accessibility

• Secure cookie configuration

• Results of intelligent security questionnaires
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Security ratings confirm the legitimacy of security questionnaire responses 
and also help security teams track remediation efforts for all discovered 
risks third-party vulnerabilities.

Vendor Tiering

Security ratings or cybersecurity ratings are a data-driven, objective, and dynamic 
measurement of an organization's security posture.

The basic vendor tiering structure is comprised of three levels :

• Tier 1

• Tier 2

• Tier 3

Where Tier 1 represents high-risk vendors.
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Each vendor’s classification is primarily determined by the data collected from 
highly-targeted questionnaires. Other factors, such as varying risk appetites and 
personal preference, can also play a pivot role 

Vendor tiering is important because organizations struggle to manage a Third-Party 
Risk Management Program across an expanding vendor network.

Limited internal resources prevent new vendors from receiving the necessary 
security attention they require. As a result, procurement contacts remain weak and 
fail to filter out preventable inherent risks during digital transformation.

Eventually, the necessity of scaling business processes overlaps with expended 
cybersecurity resources resulting in risk assessments being completely overlooked 
during onboarding.

With supply chain attacks on the rise, security teams cannot continue to forsake 
vendor due diligence.
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Vendor tiering helps security teams distribute their efforts more efficiently, helping 
them focus a majority of their efforts on critical vendors posing a higher risk to 
security postures, such as vendors at a high risk of a ransomware attack. Because 
this relieves the burden of responding to all security issues with equal vigor, more 
bandwidth becomes available for managing security assessments for new and 
existing vendors.

The symbiotic relationship between vendor questionnaires, security ratings and 
Vendor Teiring fuels a highly efficient Third-Party Risk Management Program:

Security questionnaires determine the risk classifications of each vendor, a vendor 
tiering strategy creates more bandwidth for security assessment management, and 
security ratings track overall improvements in vendor attack surface resilience.
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Conclusion
UpGuard consolidates and automates the vendor assessment process to document, 
understand, and explain the possible ways in which an organization’s data and 
technology can be damaged by third parties.

By performing a comprehensive technical assessment and providing integrated 
questionnaire services, UpGuard allows vendors to be managed at scale without 
special technical knowledge while also providing technical users with the details 
they need to effectively mitigate specific third-party risks.

When used alongside security ratings and vendor tiering strategies, vendor 
questionnaires contribute to a holistic approach to third-party risk management. 
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Questions? We have answers

Know your vendors. Secure yourself.

We're here to help, shoot us an email at 
sales@upguard.com

Looking for a better, smarter way to protect 
your data and prevent breaches?

UpGuard offers a full suite of products for 
security, risk and vendor management teams.
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www.upguard.com 
 
+1 888-882-3223

650 Castro Street, Suite 120-387, Mountain View CA 94041 United States

© 2021 UpGuard, Inc. All rights reserved. UpGuard and the UpGuard 
logo are registered trademarks of UpGuard, Inc. All other products or 
services mentioned herein are trademarks of their respective companies. 
Information subject to change without notice.

mailto:sales%40upguard.com?subject=UpGuard%20VendorRisk
https://hubs.ly/H0tPCQC0
https://hubs.ly/H0tPCQz0

	Button 4: 
	Button 3: 


