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Understanding Vendor 
Risk: Types and Threats 
Learn the different types of Vendor Risk and the possible threats faced 
by your vendors and, by extension, your organization.
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Introduction
Engaging third-party vendors for the provision of goods 
and services is not a new concept for all businesses. 
Organizations can tap into specialization, cost savings, 
and access to global talent and tools by using vendors. 
As organizations globally have more third-party vendors, 
the risk posed by these vendors increases.   This has led 
organizations to assess and measure vendor risk.

Vendor risk management (VRM) is important because 
managing vendor risk is fundamental to cybersecurity, 
ensuring business continuity and maintaining regulatory 
compliance. A robust VRM program can help organizations 
understand their vendor risk profile and mitigate third-
party and fourth-party risk rather than relying on incident 
response.

As businesses increase their use of outsourcing, VRM 
and third-party risk management become an increasingly 
important part of any enterprise risk management 
framework. Organizations are entrusting more of their 
business processes to third-parties and business partners, 
so they can focus on what they do best. This means 
they must ensure third-parties are managing information 
security, data security and cyber security well. The risk of 
cyber attacks and data breaches from third-party vendors 
must be identified and mitigated.
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Six Types of Vendor Risk

1. Cybersecurity risk The risk of exposure or loss resulting from a cyber 
attack, data breach or other security incident. This 
risk is often mitigated by performing due diligence 
before onboarding new vendors and ongoing 
monitoring over the vendor lifecycle.

2. Operational risk The risk that a third-party will cause disruption 
to the business operations. This is generally 
managed through contractually bound service level 
agreements (SLAs). Depending on the criticality of 
the vendor, you may opt to have a backup vendor in 
place to ensure business continuity. This is common 
practice for financial institutions.

3. Legal, regulatory 
and compliance risk

The risk that a third-party will impact your 
organization's compliance with local legislation, 
regulation or agreements. This is particularly 
important for financial services, healthcare and 
government organizations as well as their business 
partners. 

4. Reputational risk The risk arising from negative public opinion 
caused by a third-party. Dissatisfied 
customers, inappropriate interactions and poor 
recommendations are only the tip of the iceberg. 
The most damaging events are third-party data 
breaches resulting from poor security controls.
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5. Financial risk The risk that a third-party will have a detrimental 
impact on the financial success of your organization. 
For example, your organization may not be able 
to sell a new product due to poor supply chain 
management. 

6. Strategic risk The risk that your organization will fail to meet its 
business objectives because of a third-party vendor.

Knowing the types of vendor risks is important, but 
when you know the possible specific threats your 
vendors face, there are things you can do to keep your 
organization safer.
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Possible Threats Faced by 
Vendors

Susceptible to Man-in-the-middle Attacks
When a vendor is susceptible to MitM attacks, organizations should be more cautious about 
entering data on that vendor’s website. Use unique passwords for their services so that if a 
password is intercepted, it can’t be reused for other purposes. Companies may choose to 
deliver their information through email or over the phone rather than

filling out forms online to avoid the chance at exposure. Financial transactions, such as credit 
card payments should not be made over websites vulnerable to this type of attack.

UpGuard would 
detect:

• HTTP Strict Transport 
Security not enforced

• Secure cookies not used

• SSL not available
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Easily Identifiable 
Vulnerabilities
By default, many websites announce 
information about themselves, including what 
kind of software they are powered by, and even 
what version of that software is being run. This 
narrows attack windows for malicious actors, 
now enabled to find specific exploits they know 
will work.

When a vendor has exposed headers, it’s 
usually because nobody knows they are 
exposed. Smaller vendors can be notified to 
the exposure, as best practices recommend 
obscuring them on all systems. If vulnerable 
software is being advertised, businesses should 
limit their interaction with the affected website 
as much as possible.

Vulnerable to Cross-site 
Scripting
Cross-site scripting (XSS) is a method of 
attack that uses stored cookies to impersonate 
a person to a website. Cookies store 
authentication tokens; unprotected cookies can 
put those tokens into the hands of an attacker.

If a site is not using HttpOnly cookies, 
cookies should be destroyed after each 
use. This is a simple matter for all modern 
browsers, and a minor process step that can 
save a lot of trouble in the long run by never 
allowing authentication tokens to be misused. 
Additionally, using a private mode in the 
browser can prevent cookies from persisting.

UpGuard would detect:

• ASP.NET version header 
exposed

• Server information header 
exposed

• X-powered-by header 
exposed

UpGuard would detect:

• HttpOnly cookies not used

http://www.upguard.com
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DNS Is Susceptible 
to Man-in-the-middle 
Attacks
DNS is the mechanism that translates human-
readable addresses like www.upguard.com 
into computer-readable IP addresses like 
10.10.102.45. The problem is that DNS can 
be hijacked, and the human address can 
be pointed to a fraudulent IP address, with 
a dummy website set up, which gathers 
credentials and other information from people 
who go there.

DNSSEC is a mechanism specifically designed 
to prevent this type of attack; however, it’s use 
is not as widespread as it should be. Vendors 
who don’t use DNSSEC are at a greater risk for 
DNS hijacking. Most businesses use what are 
called Extended Validation (EV) certificates for 
their websites.

EV certificates don’t just encrypt traffic. 
They validate the website owner and can’t be 
spoofed by malicious redirects. EV certificates 
display a green bar and the name of the 
company in the browser, so it’s easy to double-
check that a vendor’s site is legit.

UpGuard would detect:

• DNSSEC not enabled

Unnecessary Ports Open
Every digital service runs on a specific port. 
There are some ports, like 80 and 443, that are 
usually open to the internet. However, there are 
many more ports that should not be exposed 
to the internet at all, because doing so poses 
a major security risk. While some ports, like 
those for mail services, may be open by design, 
others, like database ports, should never be 
publicly accessible

Many of the largest and most damaging 
cyber attacks only affect those systems with 
dangerous ports open to the internet. For 
example, the WannaCry and Petya ransomware 
attacks required Microsoft SMB ports to 
be internet-accessible. If your vendor has 
dangerous ports open, the data they handle for 
you might be at risk. If possible, limit datasets 
to anonymous and non-sensitive information. 
The risk of internet-facing ports can be 
mitigated through careful configuration, but 
they should raise a red flag that extra caution is 
needed.

UpGuard would detect:

• Remote Administration

• User Authentication

• Database, Mail, VOIP

• Ransomware Susceptibility
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UpGuard would detect:

• Vendors have a score below 
600

Vendors Have Potential 
Security Risks
UpGuard scores vendors from 0-950. Those 
with scores below 600 can be considered 
risky. In general, there are some best practices 
that can be followed when working with risky 
vendors to help protect your organization and 
customers.

You can reduce risk when working with an 
insecure vendor by limiting their access as 
much as possible. Following the principle of 
least privilege, they should be able to use only 
those resources which they absolutely need 
to perform their function. If they handle data, 
they should be given the minimal subset of data 
necessary. This limits the scope of a potential 
breach. Furthermore, employees can be warned 
that this vendor has substandard cybersecurity, 
and that communications from them, services 
on their website, and documents received 
should be treated cautiously, and not implicitly 
trusted. Usernames and passwords to services 
with these vendors should be unique, and not 
reusable within your organization.

Domain at Risk of Being 
Hijacked
Internet domains must be regularly renewed to 
function. The cadence depends on the hosting 
provider, but it’s often enough that domain 
hijacking is a real problem.

If a business fails to renew their domain before 
it expires, a malicious actor can pick it up as 
soon as it’s available and host a fraudulent 
page, tricking people who think they are still 
going to the authentic domain.

UpGuard detects when a domain is about to 
expire, so organizations can be on alert, and 
complete their renewals in a timely fashion. 
Communicating this to the vendor can get 
them to renew it, or at the very least inform 
you of their process for doing so. If one of your 
vendors faces imminent expiration on their 
domain, employees should take caution around 
using services related to that domain around 
the expiration date, until proper renewal can be 
verified.

UpGuard would detect:

• Domain expiring soon
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Malware Detected
Blacklists and other mechanisms for 
quarantining dangerous sites help protect 
organizations against sites that have a 
reputation for malicious activity.

If your vendor shows up on these lists, that’s a 
major problem. It means that traffic from their 
web space has been shown in the past to be 
malicious. Asking the vendor why they are on it 
and what they are doing to fix it can help offer 
perspective, but doing digital business with 
providers on these lists carries a very high risk.

UpGuard would detect:

• Suspected malware 
provider

• Suspected phishing page

• Suspected of unwanted 
software

Emails Can Be 
Fraudulently Sent
Phishing attacks use email to impersonate 
someone, usually an authority figure, to try and 
trick an employee into transferring funds or 
disclosing sensitive information. These attacks 
are much more likely to succeed when an 
organization doesn’t take measures to verify 
and sort email before it reaches an inbox.

When a vendor fails to have protection against 
phishing emails, all employees should be put on 
guard for emails from that company. Without 
SPF, DKIM, and DMARC, an attacker can spoof 
an email to make it look like it was sent from 
the vendor. Education about phishing in general 
and especially from the vendor’s domain will 
help keep people vigilant with unsecured 
vendors.

UpGuard would detect:

• DMARC not enabled

• SPF not enabled
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Conclusion
Proactive steps can be taken to mitigate the risks vendors pose. Proper vendor risk management 
steps when working with vendors and limiting what they can do, helps insulate your organization in 
the event of a third-party breach. Vendor risk management can work to identify and mitigate risks 
with third-party vendors. Vendors can be a source of significant cyber security threats as they 
often provide access to customer data such as payment card information, personally identifiable 
information (PII), protected health information (PHI) and more. When vendors are operating with 
lax security controls or not following industry best practices, those same pieces of sensitive data 
the organization is trying to protect end up easily accessible by the wrong people. Vendor risk 
assessment is an important part of that process, but finding a way to remediate those risks helps 
improve the security of your organization and the whole system.

Under the right circumstances, the organization can even influence the vendor to remediate their 
issues, helping all their customers be more secure. Digital business is an ecosystem, and the overall 
health must be maintained for each piece to keep functioning.
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Questions? We have answers

Know your vendors. Secure yourself.

We're here to help, shoot us an email at 
sales@upguard.com

Looking for a better, smarter way to protect 
your data and prevent breaches?

UpGuard offers a full suite of products for 
security, risk and vendor management teams.
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