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Executive Summary
This report identifies the most prevalent cyberattacks that 
threaten businesses globally. The mechanics of malicious 
threats are explained and the different categories of 
cybercriminals are outlined to help you understand the 
motivations fueling cyber attacks.

To monitor and effectively defend against these cyber 
threats, we have included a list of suggested security 
KPIs business leaders and security experts can use to 
strengthen their security posture.

Recommendations discussed in this report include:

• Key metrics to track security posture

• Executive reporting to demonstrate cyber threat 
resilience to board members

• Cyber threat identifiers

• Security metrics for non-technical staff

• Cyber threat origins overlooked by most businesses
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Is your business at risk?
Cybercriminals are continuously cultivating their breaching tactics 
with innovative methods of defense penetration. 

If your business is unaware of the security threats prowling the 
internet, it's only a matter of time before you fall victim to a cyber 
attack, which globally cost businesses $600 billion (according to 
Center for Strategic and International Studies (CSIS)). 

To most effectively defend your business, you need to Identify all 
of the vulnerabilities currently exposing your sensitive data and 
establish cybersecurity KPIs to track your security posture over time.

$600bn
Cyber attacks and security threats cost 
businesses $600 billion annually.

$3.92m
The average cost of a data breach.

What is an attack 
vector?

In cybersecurity, an attack vector is a path 
or means by which an attacker can gain 
unauthorized access to a computer or 
network to deliver a payload or malicious 
outcome. Attack vectors make your 
business vulnerable to a wide spectrum of 
cyberattacks.

Attack vectors can also be exploited to 
gain access to sensitive data including 
personally identifiable information (PII). 
With the average cost of a data breach at 
$3.92 million, it pays to think through how 
to minimize potential attack vectors and 
prevent crippling data breaches.
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What is the difference between an attack 
vector, an attack surface, and a data breach?

Attack vector A method of gaining unauthorized access to a network or 
computer system.

Attack surface The total number of attack vectors an attacker can use to 
manipulate a network or computer system or extract data.

Data breach Any security incident where sensitive, protected, or 
confidential data is accessed or stolen by an unauthorized 
party.

How do attackers exploit attack vectors?

In general, attack vectors can be split into passive or active attacks:

Passive Attempts to gain access or make use of information 
from the system without affecting system resources. 
Examples include typosquatting, phishing and other social 
engineering-based attacks.

Active Deliberate attempts to alter a system or affect its 
operation. Examples include malware, exploiting unpatched 
vulnerabilities, email spoofing, man-in-the-middle attacks, 
domain hijacking, and ransomware.

Cyber attackers usually integrate characteristics from both categories of attack 
vectors.

http://www.upguard.com
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Here is a simplified summary of a cyber 
attack process:
1. The attacker identifies a potential target.

2. The attacker gathers intelligence about the target using 
social engineering, malware, phishing, OPSEC, and automated 
vulnerability scanning.

3. The Attacker uses this information to identify possible attack 
vectors to either create or use existing tools to exploit them. 

4. The Attacker gains unauthorized access to the system to steal 
sensitive data or install malicious code.

5. The Attacker monitors the victim’s network to continuously steal 
information or use the victim’s computational resources.

Important tip

One often overlooked attack vector is a business’s third and 
fourth-party vendors and service providers. It doesn't matter 
how sophisticated your internal network security is, if your 
vendors have access to sensitive data they are a great risk to 
your organization if they’re breached. 

http://www.upguard.com
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Where do cyber threats come from?
Cyber threats come from numerous threat actors including:

Hostile nation-states National cyber warfare programs create 
emerging cyber threats ranging from 
propaganda, website defacement, 
espionage, disruption of key infrastructure 
to loss of life. 

Hostile nation-states pose the highest 
risk due to their ability to effectively apply 
technology and tools against the most 
difficult targets like classified networks and 
critical infrastructures.

Terrorist groups Terrorist groups are increasingly using 
cyberattacks to damage national interests. 

They have a lower propensity to pursue 
high-value targets due to their sophomoric 
cyber-attack capabilities. Terrorist groups 
may develop into substantial cyber threats 
as more technically competent generations 
join their ranks. 

Natural disasters Natural disasters present a cyber threat 
because they can disrupt your key 
infrastructure just like a cyber attack could.

http://www.upguard.com
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Corporate spies and 
organized crime 
organizations

Corporate spies and organized crime 
organizations pose a risk due to their ability 
to conduct industrial espionage to steal 
trade secrets or large-scale monetary theft. 

These groups make a profit by attacking the 
key infrastructure of competitors, stealing 
trade secrets, or breaching blackmail-
worthy material.

Hacktivists Hacktivist’s activities range across a 
spectrum of political ideas and issues. 
Most hacktivist groups are concerned 
with spreading propaganda rather than 
damaging infrastructure or disrupting 
services. Their goal is to support their 
political agenda rather than cause maximum 
damage to an organization.

Disgruntled insiders Disgruntled insiders are a common source 
of cybercrime. Insiders often don't need 
a high degree of computer knowledge to 
expose sensitive data because they may be 
authorized to access it.

Insider threats also include third-party 
vendors and employees who may 
accidentally introduce malware into internal 
systems. Targeted insider threats could 
involve logging into a secure S3 bucket, 
downloading its contents, and sharing the 
breached sensitive data online.

http://www.upguard.com
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Hackers Malicious intruders could take advantage of 
a zero-day exploit to gain access to data. 
Hackers may break into information systems 
for a challenge or bragging rights. In the 
past, this required a high level of skill. 

Today, automated attack scripts and 
protocols can be downloaded from the 
Internet, equipping novel hackers to 
perform highly sophisticated cyberattacks.

Accidental actions of 
authorized users

An authorized user may forget to correctly 
configure S3 security, causing a potential 
data leak. Some of the biggest data 
breaches have been caused by poor 
configuration rather than hackers or 
disgruntled insiders.

http://www.upguard.com
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The 17 common cyber threats to your 
business

Common business cyber threats include:

1. Malware Malware is software that does malicious tasks on a 
device or network such as corrupting data or taking 
control of a system.

2. Spyware Spyware is a form of malware that hides on a device 
providing real-time information sharing to its host. 
This enables cyber criminals to steals sensitive data 
like bank details and passwords.

3. Phishing attacks Phishing is when a cybercriminal attempts to lure 
individuals into relinquishing sensitive data such as 
personally identifiable information (PII), banking, 
credit card details and passwords.

4. Distributed denial 
of service (DDoS) 
attacks

Distributed denial of service attacks aim to disrupt 
a computer network by flooding it with superfluous 
requests to overload the system and prevent 
legitimate requests from being fulfilled.

5. Ransomware Ransomware is a type of malware that denies access 
to a computer system or data until a ransom is paid.

6. Zero-day exploits A zero-day exploit is a flaw in software, hardware 
or firmware that is unknown to the party or parties 
responsible for patching the flaw.

http://www.upguard.com
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7. Advanced 
persistent threats

An advanced persistent threat is when an 
unauthorized user gains access to a system or 
network and remains there without being detected 
for an extended period of time.

8. Trojans A trojan creates a backdoor in your system, allowing 
the attacker to gain control of your computer or 
access confidential information.

9. Wiper attacks A wiper attack is a form of malware designed to wipe 
the hard drive of the computer it infects.

10. Intellectual 
property theft

In an intellectual property theft cyber attack, a 
business’s intellectual property is breach and 
exfiltrated.

11. Data manipulation Data manipulation is a form of cyberattack that 
doesn't steal data but aims to modify it to make it 
harder for an organization to operate.

12. Data destruction Data destruction is when a cyber attacker deletes 
important internal business information.

13. Man-in-the-
middle attack (MITM 
attack)

A MITM attack is when an attack relays and possibly 
alters the communication between two parties who 
believe they are communicating with each other.

14. Drive-by 
downloads

A drive-by download attack is a download that 
happens without a person's knowledge. These 
attacks often involve the autonomous installing of a 
virus, spyware, or malware.
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15. Malvertising Malvertising is the use of online advertising to 
spread malware.

16. Rogue software Rogue software is malware that is disguised as real 
software.

17. Unpatched 
software

Unpatched software is software that has a known 
security weakness that has been fixed in a later 
release but not yet updated.

http://www.upguard.com
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Why are cybersecurity 
metrics important?
Key performance indicators (KPIs) are an effective way to measure 
the success of your cybersecurity program and aid in decision-
making. 

According to PwC, just 22 percent of Chief Executive Officers believe 
their risk exposure data is comprehensive enough to form decisions. 
A figure that, alarmingly, hasn't changed in 10 years. The EY Global 
Information Security Survey supports statistic saying that only 15% of 
organizations admit their information security (InfoSec) reporting fully 
meets their expectations.

Cyber threats are constantly evolving and the processes and 
technology needed to prevent them need to adapt accordingly. 
You need to have measures in place to frequently assess the 
effectiveness of the defences protecting your business.

This is important for two reasons:

1. Analysis of KPIs, key risk indicators (KRIs), and security 
postures provides a snapshot of how your security team 
is functioning over time. This helps you better understand 
the measures that are working and what need improving.

2. Metrics provide quantitative evidence to board members 
that you take the protection and integrity of sensitive 
business information very seriously. 

http://www.upguard.com
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Critical cybersecurity KPIs to monitor

Below are examples of clear metrics you can track and present to your stakeholders:

Level of 
preparedness

How many devices on your network are fully patched 
and up to date? Vulnerability scans and vulnerability 
management is one of the 20 CIS Controls that can 
reduce the risk of vulnerability exploits.

Number of 
unidentified devices 
on internal networks

Employees can introduce malware and other cyber 
risks when they introduce their devices to your 
network. Likewise, seemingly innocuous Internet 
of Things devices that support business processes 
could be compromised by cyber attackers.

Number of intrusion 
attempts

How many times have bad actors attempted to gain 
unauthorized access?

Number of security 
incidents

How many times has an attacker breached your 
information assets or networks?

Mean Time to Detect 
(MTTD)

How long do security threats go unnoticed? MTTD 
measures how long it takes your team to become 
aware of indicators of compromise and other 
security threats. 

Mean Time to 
Resolve (MTTR)

What is the mean response time for your team to 
respond to a discovered cyber attack? This metric 
is a great measure of the quality of your incident 
response plan.

http://www.upguard.com
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Mean Time to 
Contain (MTTC)

How long does it take to close identified attack 
vectors?

First party security 
ratings

Security ratings are often the easiest way to 
communicate metrics to non-technical colleagues 
through an easy-to-understand score. UpGuard 
gives your company a simple A to F letter grade 
based on 50+ criteria including network security, 
phishing risk, DNSSEC, email spoofing, social 
engineering risk, DMARC, risk of man-in-the-middle 
attacks, data leaks, and vulnerabilities. 

Security ratings can feed into your cybersecurity risk 
assessment process and identify which information 
security metrics need attention. 

Average vendor 
security rating

The threat landscape for your organization extends 
beyond your borders and your security performance 
metrics must do the same. This is why a vendor 
risk management and a robust third-party risk 
management framework is required. 

UpGuard's Executive Summary Report provides 
you with instant access to your average vendor 
rating over the last twelve months, as well as your 
distribution of vendor ratings. 

Access management How many users have administrative privileges? 
Access control and the principle of least privilege are 
simple, cost-effective methods of reducing privilege 
escalation attacks.

http://www.upguard.com
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Patching cadence How long does it take your team to implement 
security patches or mitigate high-risk CVE-listed 
vulnerabilities? Cybercriminals often use threat 
intelligence tools and exploit the lag between patch 
releases and implementation. 

A great example of this is the widespread success 
of WannaCry, a ransomware computer worm. 
While WannaCry exploited a zero-day vulnerability 
called EternalBlue, it was quickly patched. Many 
organizations, however, still fall victim to this threat 
due to poor patching cadence.

Company vs peer 
performance

How does your organization's cybersecurity 
performance compare with peers in your industry? 
This information is easily digestible, visually 
appealing, and highly compelling which makes it a 
top choice for board presentations. 

UpGuard's Executive Summary Report allows you to 
easily benchmark your security performance against 
four key industry peers over the last twelve months.

Vendor patching 
cadence

This metric involves determining how many risks 
your vendor has and how many critical vulnerabilities 
are yet to be remediated. 

Mean time for 
vendors to respond 
to security incidents

Intrusion attempts to vendors could mark your 
organization as a potential target. The longer it takes 
vendors to respond to incidents, the higher the 
chance you will suffer from a devastating third-party 
data breach.
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Protect your business with UpGuard
UpGuard offers the most sophisticated solutions for securing the entire business 
ecosystem, including the vendor network.

End-to-end security posture management is achieved in three phases:

Step 1

Monitor

By referring to security scores based on over 70 cyber risk factors, organizations can 
instantly identify all vulnerabilities requiring attention both internally and throughout 
the third-party network.

Vulnerabilities detectionAudit trail

Automated questionnaires

UpGuard’s trusted security rating 
system is based on an analysis of 70+ 
vectors including:

Data breach detection

Vendor security ratings

Malware susceptibility
Risk remediation

Vulnerabilities

http://www.upguard.com
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Step 2

Assess and remediate

When a vendor's security score drops, they can instantly be 
scrutinized with questionnaires from an ever-growing library based on 
the most secure best practices and regulatory requirements.

http://www.upguard.com
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Step 3

Manage 

Initiate immediate corrective action by assigning tasks to response 
personnel and tracking their progress. Measure the effectiveness of 
all remediation efforts by resulting security score deviations.

See how UpGuard can keep your data 
secure with a 45-min demo

http://www.upguard.com


Questions? We have answers

Know your vendors. Secure yourself.

We're here to help, shoot us an email at 
sales@upguard.com

Looking for a better, smarter way to protect 
your data and prevent breaches?

UpGuard offers a full suite of products for 
security, risk and vendor management teams.

Trusted by hundreds of companies worldwide
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