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The Situation

In the midst of implementing ITIL with Kanban, the 

world’s largest association of investment professionals 

found itself lacking a clear view of its environments 

and IT assets. Additionally, drift and misconfigurations 

were suspected of causing performance issues and 

software glitches in its applications. 

The Challenge 

The CFA Institute had poor visibility into its 

infrastructure of thousands of servers spread across 

multiple data centers. Its software releases were 

failing and configuration issues were the suspected 

culprit. But without any change tracking mechanisms 

in place or method to discern good versus bad 

changes, it was unable validate these suspicions. 

The Solution 

UpGuard’s easy-to-use interface and quick setup 

allowed the CFA Institute to start discovering critical 

environmental information immediately. Right off 

the bat, the platform revealed extensive differences 

between its environment’s documented state and true 

state. A few manual tests confirmed the findings: up 

to a 67% configuration difference was found on some 

key servers, as opposed to the expected 20-25%. With 

UpGuard, the CFA Institute was able to discover the 

true scale of its configuration drift problem as a first 

step towards remediation.

CFA Institute Company Summary

Industry

Financial Education and Certification  

Challenges

Lack of visibility, Configuration drift, Software quality  

Solutions

Change detection and tracking, Release management, 

Integrity monitoring

Summary
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“We did a group diff with 
UpGuard and quickly 
discovered that one of our 
web servers had a different 
configuration from the 
other six supporting the 
application. We restored that 
server’s configuration and 
things were back to normal. 
We couldn’t have done that                        
without UpGuard.”
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Benefits of 
Using UpGuard 

Better Software Quality Through Visibility 

Discovering configuration changes and managing drift 

is critical–but the ability to correlate them to poor 

user experience and failing software is invaluable. 

For the CFA Institute, problems with lack of visibility 

were manifest in application failures on the production 

side. UpGuard enabled it to catch those flaws and 

misconfigurations before reaching end-users on            

an ongoing basis. 

Continuous Integrity and Consistency 

UpGuard makes discovering what you have a trivial 

affair. However, the arguably bigger challenge is 

establishing an ongoing process for continuous 

integrity and improvement. To this end, UpGuard gave 

the CFA Institute critical insights into why customers 

were sporadically experiencing downtime. Once 

configuration issues were remediated, the platform’s 

policy-driven monitoring and validation mechanisms 

ensure that moving forward, the organization’s IT 

assets are consistent and correct across environments.
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Results

The CFA Institute was able to tackle its configuration 

drift and software quality issues with UpGuard. And 

with configurations illuminated and key changes 

monitored on an ongoing basis, the organization 

looks to further integrate UpGuard into its daily IT 

operations for security configuration management   

and PCI compliance.
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Businesses depend on trust, but breaches and outages 

erode that trust. UpGuard is the world’s first cyber 

resilience platform, designed to proactively assess and 

manage the business risks posed by technology.

UpGuard gathers complete information across 

every digital surface, stores it in a single, searchable 

repository, and provides continuous validation and 

insightful visualizations so companies can make 

informed decisions.
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