Protecting Generation Now Conference Saturday, August 28, 2021

Digital Dangers

Protecting Your Child in the Digital Age
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Our Goals for Today:

» Describe how youth use technology
—Risks vs Reward Perspective

 Talk about Apps, Social Media, Prevention... the
topics YOU want to know about

 Assistance to the “technically challenged” parent
* Provide Resources
* Answer YOUR questions

Tech Dangers

 Sex Offenders

e Cyberbullying =\*
 Sexting & Sextortion

e Inappropriate content

e Distracted driving

e Privacy/personal security
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Benefits of Technology

e Connection

 Creativity

e Education

 Positive Reputation

Reason for Teen Social Media Use

* Social media makes me feel...
Connected to my friends
More informed

Connected to my family
Supported

Like I always need to show the best version of myself
Overloaded with information
Like I am missing out
Overwhelmed

. Other

10. Alone
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Most Popular Social Networks age 13-17

Snapchat Ranks #1 Among U.S. Teens
Snapchat has edged above Instagram in recent years and has
emerged os the most popular social media app for US. teens

SnopMorketCop paany

CYBERB
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Cyberbullying Can Lead To:

« Isolation

» Rejection/Exclusion
» Anxiety/Depression
e Despair

» Suicidal behaviors

Gaming

e Rewards
—Connecting with friends
—Escaping problems * Risks
—Problem solving —Grooming
» "We're friends”
—Manipulation
 "T'll give you- -
—Addictive behaviors
—Sexting/Sextortion
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Sexting During COVID-19

* Online world
e Lacking personal and physical connection

— e tosingretevancy ——

 Altering Normalized Behavior

COMMUNICATION is KEY!
Conversation Starters...
Have you ever been asked or pressured to send nudes?
— What would you do if asked?

Do you know kids who have sent nudes?
— How do you feel about that?

Have you heard of kids sharing nudes without consent?
— How do you feel about that?

Have you ever received nudes? What did you do with it?

What do you think happens if a nude is found on a
phone?
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Make it Personal - PROTECT YOUR:

Hello

my name is

Teens Want Parents to Know:

"When you take away one device at night, you might not realize
how many devices we still have with us.”

“Many of us have a fake Instagram account.”

"If we are passionate or angry about something, we take it to
social media.”

"Talk with us about the apps we like to use and why. Most of you
have no idea about our world.”

"Talk with us about sexting and healthy relationships in a way that
isn't awkward.”
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What Messages Don’t Work?

 Scare tactics You should see who

. your daughter met
Stereotypes nnline last night.

» Overstated statistics SR
 Dismissive perspectives / ‘*" ""u
e Shaming

e Don't go to these sites:--

Tech Options:--

Install Filtering & monitoring
software

Consult your cell phone
provider

Research options for other
mobile devices

Look at individual apps
Explore built-in security
features
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OpenDNS

verizon
SmartFamily

AT&T Secure Family

iPhone Settings...

Settings

=5 Jason
A7 Aeple D, Cloud, Media & Purchases

B Arpiane Mode
= Wi-Fi
3 Bluetooth

Cellular

Ve VPN

Notifications
Sounds & Haptics
& Do Not Disturb

Screen Time

B cenera

B control center

e —
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Screen Time

Screen Time

Get insights about your screen time and
set limits for what you want to manage:

Weekly Reports

Downtime & App Limits

Content & Privacy Restrictions

o

Screen Time Passcode

Saturday, August 28, 2021

Is This iPhone for
Yourself or Your
Child?

Screen Time for a child’s iPhone lets you
set up additional parental controls.

This is My iPhone
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iPhone Settings...

G,: ® Screen Time
w Passcode Recovery
If you forget the Screen Time passcode, you can

Downtime App Limits Content & Privacy use your Apple 1D (o reset it

Set a schedule for time away from the Set daily time limits for app categories you You can customize content and privacy
screen. Your permission will be required to want to manage. After a limit has been STties | Soeeri Thoa settings.
allow more screen time. Calls, messages, reached, your permission will be required

and other apps you want to allow can still to allow more time.

be used. Restrict Content

¥ = Al Apps & Categories
®, Social Restrict Privacy Settings

# Games

Set App Limit

e

Parental controls

Parental controls

Digital Dangers with Detective Sergeant Jason
Kushmaul




Protecting Generation Now Conference Saturday, August 28, 2021

Android Settings...

TECHNOLOGY CAN'T CATCH
EVERYTHING, SO COMMUNICATE!
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Teaching Digital Citizenship

Online Educator
Training Program

CLUIES.
PENGUIN

| g5 Tell us how

you're using
NetSmartz!

* Discussion starters

* Information about
the issues

* Safety pledges
* Tip sheets
* Videos

(WHOL VO U]
on the
NetSmartz H

Q"@(u:‘\ll x ~

Il NetSmartzKids.org

* Activities

* E-books

* Games

* Monthly updates
* Videos
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Helping you make safer choices online
Yk
-
s '™

Videos Games

Comics Quizzes

NSTeens.org

* Games

* Quizzes

* Safety tips
* Videos

* Webcomics
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Thank You

Jason.Kushmaul@edmondok.com
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