
Sensitive information is a set of special categories of 
data that must be treated with extra security. Secrets 
and passphrases, if compromised, could be used to 
gain access to PII or other sensitive information.

Personal contact information
– Name
– Phone number
– Email address
– Account username
– Physical addressI

Demographic information
– Income
– Gender
– Age
– Ethnicity
– Education

Banking information
– Bank details

Machine identifying information
– MAC address
– Serial number
– IP address

INSECURE CODE If you use custom code, consider the following risks. Mitigate risk by setting up security controls through these six “lenses”: 

Apex managed sharing
Apex can be used to programmatically 
control sharing of records with users. 
Although this isn’t commonly used, it’s 
a low-level API that, if used incorrectly, 
could expose unwanted data.

Embedding sensitive information in URLs 
Sensitive data in URLs can be accessed 
through web server logs, browser history, 
bookmarks, referrer headers, or other tools. 
Do not pass sensitive data in the URL.

Storing sensitive information unsafely
If an attacker can recover passwords from 
the data, they can transparently compromise 
user accounts on a mass scale. Even hashed 
secrets, for example using MD5, can be used 
for dictionary-based attacks.

Data classification
Proper security configurations begin with 
data classification. Perform a cross-functional 
data classification exercise and review 
classifications on a quarterly or bi-annual 
basis. 

Data protection
Knowing “who sees what” is critical for config-
uring security controls. Identify who has access 
to your sensitive data and why. Define roles, 
profiles, and permissions. 

Data loss prevention  
To protect your data against loss or leakage, 
assess both the code and configuration 
against security best practices, internal 
policies, and relevant regulations.
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 Do not embed PII or sensitive 
information in URLs or HTTP 
get requests.

Do not include any PII or sensitive 
information in debug logs.

Do not hardcode secrets in your code.

Always use SSL/TLS to 
transmit PII or sensitive data.

Leverage strong platform 
cryptography when possible.

Consider adding vulnerability 
scanning to your SDLC.

Tips for Secure Coding Tips for Security Configurations
Factor in whether your data 
security is in compliance with 
internal policies and regula-
tions such as GLBA, HI PAA, 
HITRUST, PCI, and others 
when classifying data.

Apply the Principle of Least 

Privilege when configuring 
User Authorization. Anyone 
with unnecessary access to 
sensitive data compromises 
your security. 

Put processes and technology 
in place to operationalize 

data security and collabora-
tively manage your data 
security posture with InfoSe-
curity and Internal Audit 
stakeholders.

MISCONFIGURATION 
OF SECURITY CONTROLS

Sensitive personal data
– Race and ethnicity
– Political opinions
– Trade-union memberships
– Genetic and biometric data
– Health-related data
– Sexual orientation

Secrets and passphrases
– Passwords
– Passphrases
– Salesforce.com session IDs
– Encryption keys
– OAuth tokens
– OAuth client secrets

Purchase instruments
– Credit card
– Bank information

Personally Identifiable Information (PII) is any piece 
of data which, if combined with other data or not, 
helps to identify a living individual.

What are the most frequent risks?

If your Salesforce.com application stores PII → You must comply with legal requirements  |  → Any data leakage could have serious legal consequences
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Logging of sensitive information 
PII or sensitive information should 
not be sent to logs or third parties as 
part of reporting possible errors.

Hardcoding of sensitive information 
in source code
Anyone with access to the source code 
can view the secrets in clear text. Do not 
store any password, secret, cryptographic 
keys used for protecting secrets in your 
application code.

Vulnerable code
Code-induced vulnerabilities such as 
CRUD/FLS bypass, SOQL injection, are 
serious and could cause data breach or 
loss. A data breach or loss can jeopardize 
your relationship with Salesforce if you 
are a partner.

User Authorization
Implement the Salesforce Security Model 
in accordance with your organization’s 
needs, goals, and policies. 

User Access Control 
Your Salesforce platform should be acces-
sible to the right users, at the right times, 
from the right locations. Align approved 
locations for access and other key policies 
(e.g. session settings, password policies) 
with organizational goals or policies.

Monitoring & Security Insights 
Security configurations are dynamic 
and must be perpetually monitored 
to ensure data isn’t being maliciously 
accessed, used, or modified. 
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WHAT IS PII? WHAT IS SENSITIVE INFORMATION?


