
Insight into Cybersecurity Compliance 
Challenges of Regional and Community 
Financial Institutions
This briefing highlights the similarities we found across 4 categories, as well as insights 
developed from engagements and discussions with more than 1,300 financial institutions 
in 2020.
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At a glance
1,310 banks and credit unions by 
size and geography

Cyber risk has quickly become a major concern 
among financial institutions and continues to 
grow. Exposure to threats has been amplified in 
2020 as cyber attacks have risen with consumer 
anxiety due to the COVID-19 pandemic and 
correlated economic uncertainty.

This has created a struggle with executives as 
they strategize for 2021. As organizations 
attempt to reduce overall operational expenses 
to lower cashflow risk, capital must be focused 
on opportunities of greatest impact so exposure 
to cyber risk does not increase inversley



Costs + 
Talent

Institutions’ dedicated spend on cybersecurity 
compliance, and ability to fill information 
security roles

Financial institutions’ strategies and views on 
building relationships with cybersecurity 
compliance vendors 

Challenges faced by banks and credit unions 
after the abrubt implementation of remote 
work environments because of the pandemic 

Institutions’ adoption of cybersecurity 
insurance as a primary strategy to reduce  
organizations’ exposure to risk.

59% of institutions report underspending

More than half of institutions utilize 2 or more vendors for cybersecurity and 
compliance

Nearly all institutions cite the lack of pre-existing remote work policies

14% report not having stand alone cyber liability insurance

Only 40% believe their cyber liability coverage is adequate

Approx. 65% do not plan to make changes in the near future, citing costs and 
uncertainties.

Implementing and verifying security controls such as VPN configuration and 
personal device use in accordance with industry best practices

Approx. 30% of institutions with less than 200m in assets do not engage 
independent assessors for cybersecurity compliance

More than half of banks and credit unions cite difficulty identifying compliance 
vendors who can scale with the growth of their cybersecurity program

71% cite economic uncertainty and cashflow risks presented by the pandemic

Nearly one third are challenged with hiring experienced information security 
professionals

Section Topic Challenges

Vendor 
Management

Remote 
Work

Cyber 
Insurance 



Costs + 
Talent

Cybersecurity is a high-level priority for 
financial institutions as threats and regulations 
continue to increase.

However, banks and credit unions believe 
adequate funding for their information security 
programs is a major challenge for the next 
fiscal year as the economic effects of the 
pandemic are still uncertain.

Furthermore, many financial institutions are 
looking to leverage internal stakeholders to 
optimize information security and compliance 
operations but are finding significant gaps in  
talent able to take on new initiative.

Insight

59%

34%

of institutions feel they are underspending 
for cybersecurity and compliance services 
in 2020/2021

believe they do not have experienced 
personnel to grow their information 
security programs



Vendor 
Management

A common strategy in reducing exposure to 
cashflow risk going into 2021 is consolidating 
cybersecurity compliance vendors.

A key challenge for the observed institutions is 
identifying service providers with the expertise 
to fulfill increasingly complex regulatory 
requirements as well as the the elasticity to 
quickly increase their project capacity amid 
economic uncertainty.
 
Banks and credit unions could be presented 
with novel ways to optimize their information 
security and compliance budgets in the year 
ahead.

Insight

Have your cybersecurity compliance vendors presented novel and 
effective stragies to optimize your budget in 2021?



Cyber 
Insurance

There is a continued trend of financial 
institutions utilizing standalone cyber liability 
policies as a core component of their Risk 
strategy.

Even with increased demand and a growing 
emphasis on cyber policies from the FFIEC, 
there are still extreme variations in premium 
and coverage provided by insurers.
 
Leading institutions are looking for more 
effective ways to integrate cyber insurance to 
strengthen their cybersecurity posture and 
decrease their total value at risk.

Insight

While only 40% of observed financial institutions believe they 
have adequate coverage, more than 65% plan on making no 
enhancements citing cost as a limiting factor.
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