Data Justice and COVID-19: Global Perspectives
Edited by: Linnet Taylor, Gargi Sharma, Aaron Martin,
and Shazade Jameson

Publisher: Meatspace Press (London, 2020)

Weblink: meatspacepress.com

Design and illustrations: Carlos Romo-Melgar and John Philip Sage

Copy editor: David Sutcliffe

Format: Paperback and pdf

Printed by: Petit, Lublin

Paper: Splendorlux Versus Orange 250gsm and Arena Natural Bulk 90gsm

Set in: Lausanne by Nizar Kazan and Quarantina by Héloise d’Almeida VA

Collage sources: ThisPersonDoesNotExist by Philip Wang and CCTV footage I

Length: 304 Pages i

Language: English 1
1

Product code: MSP08201

ISBN (paperback): 978-1-913824-00-6
ISBN (pdf, e-book): 978-1-913824-01-3 R |
License: Creative Commons BY-NC-SA

Contributors (alphabetically): Ramiro Alvarez Ugarte, Naomi Appelman, Lilana Arroyo Moliner,

Istvan Bérocz, Magda Brewczyriska, Julienne Chen, Julie E. Cohen, Arely Cruz-Santiago,

Angela Daly, Marisa Duarte, Lilian Edwards, Helen Eenmaa-Dimitrieva, Rafael Evangelista,

Ronan O Fathaigh, Rodrigo Firmino, Alison Gillwald, Joris van Hoboken, Shazade Jameson,

Fleur Johns, (Sarah) Hye Jung Kim, Dragana Kaurin, Mika Kerttunen, Os Keyes, Rob Kitchin, \
Bojana Kostic, Danilo Krivokapic, Vino Lucero, Enric Lujéan, Vidushi Marda, Aaron Martin, I
Sean Martin McDonald, Silvia Mollicchi, David Murakami Wood, Francesca Musiani,

Grace Mutung'u, Daniel Mwesigwa, Smith Oduro-Marfo, Aidan Peppin, Bojan Perkov, ‘1
Andrej Petrovski, Ate Poorthuis, Gabriella Razzano, Andrew Rens, Cansu Safak, |
Kristin Bergtora Sandvik, Raya Sharbain, Gargi Sharma, Linnet Taylor, Eneken Tikk, Jill Toh,

Anri van der Spuy, Michael Veale, Ben Wagner, Tom Walker, Wayne W. Wang (pseudonym),

Bianca Wylie, Karen Yeung, (Melissa) Hye Shun Yoon, and two anonymous authors.

All rights reserved according to the terms of the Creative Commons BY-NC-SA license,
excluding any product or corporate names which may be trademarks or registered trademarks
of third parties, and are cited here for the purposes of discussion and/or critique without intent to
infringe. Discussion of such third party product, corporate or trademarked names does not imply
any affiliation with or an endorsement by the rights holder.

The publisher has endeavoured to ensure that any URL for external websites referred to in

this book are correct and active at the time of going to press. However, the publisher has ho

responsibility for the websites and can make no guarantee that these links remain live or that the |
content is, or will remain, appropriate for all audiences.

DATA JUSTICE
AND COVID-19:

GLOBAL
PERSPECTIVES




INTRODUCTION

8 What does the COVID-19 response mean
for global data justice?

Linnet Taylor, Gargi Sharma, Aaron Martin, and Shazade Jameson

COMMENTARIES

20 Technology theatre and seizure
Sean Martin McDonald

28 Papering over the cracks: on privacy versus health
Vidushi Marda

34 Sovereignty, privacy and contact tracing protocols
Michael Veale

40 Apps, politics, and power: protecting rights
with legal and software code
Lilian Edwards

50 Instruments for pandemic governance
Karen Yeung

58 Who counts? Contact tracing and the
perils of privacy
Os Keyes

64 The dangers of digital contact tracing:
lessons from the HIV pandemic
Dragana Kaurin

70 Reining in humanitarian technology
Anonymous |

76 Digital emergency is/as the digital (new) normal
Angela Daly

84

90

100

108

14

120

126

134

140

DISPATCHES

Argentina
Layers of crises: when pandemics

meet institutional and economic havoc
Ramiro Alvarez Ugarte

Australia

Counting, countering and claiming

the pandemic: digital practices, players, policies
Fleur Johns

Brazil

Modes of pandemic existence:
territory, inequality, and technology
Rafael Evangelista and Rodrigo Firmino

Canada
Amazon and the pandemic procurement response
Bianca Wylie

China
Digital collectivism in a global state of emergency
Wayne W. Wang (pseudonym)

Estonia and Finland
The politics of a pandemic
Helen Eenmaa-Dimitrieva, Eneken Tikk, and Mika Kerttunen

France
Apps and submarine cables:
reconfiguring technology in a state of urgency

Francesca Musiani

German
Business as usual? Responses to the pandemic

Ben Wagner

Ghana
Transient crisis, permanent registries
Smith Oduro-Marfo




146 Hungary
Suspending rights and freedoms in

a pandemic-induced state of danger
Istvan Bérécz

154 Ireland

A marginal contribution to the pandemic response?
Rob Kitchin

160 Japan
High and low tech responses
David Murakami Wood

170 Jordan
An e-government strategy that overlooks
digital divides

Raya Sharbain and Anonymous Il

178 Kenya
Placing all the bets on high technology

Grace Mutung'u

184 Mexico
Normalising digital surveillance
Arely Cruz-Santiago

190 The Netherlands
Techno-optimism and solutionism as
a crisis response
Naomi Appelman, Jill Toh, Ronan O Fathaigh, and Joris van Hoboken

198 North American Indigenous Peoples
Ruptured knowledge ecologies in Indian Country
Marisa Duarte

210 Norwa

Smittestopp: the rise and fall of a technofix
Kristin Bergtora Sandvik

224 The Philippines
Fast tech to silence dissent,

slow tech for public health crisis
Vino Lucero

232

240

248

254

262

270

276

284

292

Poland
Policing quarantine via app
Magda Brewczyriska

Singapore
A whole-of-government approach to the pandemic

Julienne Chen and Ate Poorthuis

South Africa
Protecting mobile user data in contact tracing
Alison Gillwald, Gabriella Razzano, Andrew Rens, and Anri van der Spuy

South Korea

Fighting disease with apps: reshaping relationships
between government and citizens

(Sarah) Hye Jung Kim and (Melissa) Hye Shun Yoon

Spain

Political incoordination and technological solutionism
amidst the lack of tests

Liliana Arroyo Moliner and Enric Lujan

Uganda
Guerrilla antics, anti-social media, and

the war on the pandemic
Daniel Mwesigwa

United Kingdom
Pandemics, power, and publics: trends

in post-crisis health technology
Silvia Mollicchi, Aidan Peppin, Cansu Safak, and Tom Walker

United States
Capitalising on crisis
Julie E. Cohen

Western Balkans
Instruments of chilling politics
Bojana Kosti¢, Bojan Perkov, Andrej Petrovski, Danilo Krivokapic

=




IN |
INDIAN
COUNTRY

Marisa Elena Duarte

FFundamentally, the concept of data justice is ideal: it
presupposes a reasonable state of information equity, where
{actual evidence and knowledge are thoughtfully integrated
Into decision-making. Sadly, for over two centuries before
COVID-19, Indigenous peoples of North America have
axisted in a state of epistemic injustice. Even the points of
nogotiable agreement between sovereign tribes or pueblos
indigenas and North American federal and state / provincial
governments are clouded by misinformation and colonial
clisinformation about Indigenous rights and customs,

land claims and boundaries, and rules around intellectual
property and privacy. Nationalist systems subjugate ‘
Indigenous philosophies while ‘
uxcluding Indigenous families
anc communities from decision- ‘
making roles in public education, 199
fiealth care, and media.

Hpecifically, in the US, leaders

i sovereign Native nations have

hoen excluded from decision-making roles around crafting

(he Coronoavirus Aid, Relief, and Economic Security (CARES)

Act, which distributes billions of dollars to Americans and

health care institutions. In Mexico, leaders of pueblos

atténomos are not included in local health surveillance

alforts. In Canada, leaders of sovereign First Nations have

lad to demand essential resources through parallel
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governmental processes. While Indigenous leaders demand
representation and participation, COVID-19 is exacerbating
existing structural inequities in each of these contexts.

Lack of robust Internet and media infrastructure, accurate and
precise epidemiological data and analyses, culturally relevant
public health messaging, and means of data-sharing toward
informed decision-making are contributing to the spread of
COVID-19 through a number of Indigenous communities.
Bigotry and ignorance amplify the stigmatisation of
Indigenous peoples whose communities are suffering

from outbreaks.! Where histories of redlining—including
containment on reservations, reserves, and in remote
pueblos—prevent Indigenous children from obtaining basic
educational support, K-12 students rely on homework-by-
mail to keep up with daily coursework.?

While technologically advanced societies hope for a vaccine,
Indigenous government leadership struggles for inclusion in
the negotiations between the federal governments and private
industries that make PPE, clinical care equipment, vaccinations,
and antiviral drugs deliverable and affordable through
reputable institutions.® For some Indigenous leaders, this
means working through intergovernmental bodies to pressure
federal authorities to consider their treaty responsibilities to
tribes. For others, it means working with non-governmental
organisations, university labs, and mutual aid collectives to
direct personnel, food, and PPE to tribal organisations. For
others, it means writing letters to congressional or provincial
representatives, and speaking with reliable journalists who can
spread awareness of the crisis through media.

Considerations of data justice in Indigenous contexts require
reflection on the range of information ecologies of Indigenous
North America.* Presently, Indigenous knowledge—including
information, datasets, and intellectual and cultural property
created by and about Indigenous peoples—circulates
through institutions such as tribal administrative offices,
libraries and archives, museums, non-profit cultural centres,
health centres, schools and universities, private corporations,
and federal agencies via digital and analogue infrastructures
and platforms. When information infrastructures work well

NORTH AMERICAN INDIGENOUS PEOPLES

in terms of technical capacity, procedural routine, and skilled
personnel, decision-makers can transmit, receive, craft, and
push data, information, and knowledge through analogue
and digital networks of humans and devices.

Regional epidemiological centres as well as tribal health
centres typically have the means of receiving and sharing
limited types of information relevant to clinical care and
Indigenous community health. However, the first waves

ol COVID-19 outbreaks affected various regions so rapidiy
that prior means of communicating heaith information—
including reliable health surveillance data and culturally
largeted public health messaging—were quickly
overwhelmed. In some regions, health providers have no
iraining or systematic method for documenting cases of
COVID-19 presenting in tribal clinics.

Ihrough most of Mexico, health providers in pueblos
indigenas have no tools for systematically counting and
reporting cases of COVID-19 in areas with limited information
and communication technologies. In the US and Canada,
some tribal governments retain their own epidemiological data,
whereas others report cases to states or provinces, and then
iely on state health department or university epidemiological
unalyses. Divergent chains of reporting COVID-19 cases
have resulted in different epidemiological calculations, where
nome account for spread through reservations and reserve
communities, and some merely provide abstract analyses
divorced from Indigenous geographies.

I'he relationship between (1) the functionality of institutional
data-sharing assemblages and interfaces, (2) the capacity
of individuals and institutions to create and disseminate
health surveillance analyses and public health messaging
ut point of need, (3) practices of informed leadership,

and (4) information integrity in a knowledge environment
characterise any knowledge ecology structured around
Indigenous health care. However, anecdotes emerging out
ol the waves of regional COVID-19 outbreaks throughout
North America have revealed the weakened capacities of
Indigenous communities’ and governments’ data-sharing
infrastructures. Notably, these anecdotes reveal limitations
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of technical capacity, data-sharing procedures, and
skilled personnel who can assure the functionality of ICTs
and data-sharing platforms as well as rapidly synthesise
information for various stakeholders.

Furthermore, overall, systemic health inequities are
compounded by federal abrogation of Indigenous treaty
rights. In Canada, on March 23, 2020, the Assembly of First
Nations executed a motion to declare a state of emergency
with regard to the COVID-19 pandemic, including a call for
federal, provincial, territorial, and municipal governments to
systematically increase funding, support, and resources to
First Nations, especially to remote and isolated communities.
The state of emergency insists that ‘First Nations leadership
be fully and meaningfully involved at the decision-making
tables in the development of all plans, legislation, policies,
budget allocations and regulations regarding the COVID-19
pandemic federally and provincially, inclusive of the
epidemiological datasets, budgetary spreadsheets, and other
datasets that First Nations leaders can analyse with regard for
the institutional capacities within their own governments.'s

The need to promulgate informed leadership as part of a state
of emergency reveals existing structural inequities impeding
the actionability of Indigenous data sovereignty, that is, the
deliberate negotiated sharing of datasets across Indigenous
and non-Indigenous institutions toward Indigenous well -
being. In this context, Indigenous data sovereignty demands
the dissemination of methodically assembled datasets
affecting Indigenous well-being and livelihood across secure
channels toward reputable and authoritative Indigenous
institutions for analysis in accordance with Native scientific
methodologies and tribal-centric policy-making.

However, in the midst of a fearful sociopolitical environment
laden with governmental inequities, the means of carrying
this out are challenged. Indigenous communities throughout
Canada, the US, and Mexico are relying on non-profit
organisations, grassroots activist collectives, and mutual aicl
organisations to raise emergency funds at a faster rate than,
governments can provide. Members of tribal communities
and pueblos indigenas who are formally educated in
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science, technology, policy, and health are voluntarily rapidly
analysing, interpreting, and translating statistical analyses
and mass media news updates about the virus, rates of
fransmission, fatalities, and economic impacts for their
families, communities, and governments. The on-the-ground
stories emerging out of First Nations communities reveal the
depth of these challenges. In April the Yukon government,

in support of a number of women's shelters and Indigenous
health organisations, delivered 325 cell phones with 4-month
service plans to women fleeing abusive relationships.®

I'he effort is complicated by prior evidence showing that
cyberstalking predicates abusive acts and assaults against
First Nations women and girls.”

I'he effort is also complicated by digital divide research that
shows the limitations of charitable efforts that drop un-
sustainable Internet-ready devices and services into
marginalised communities. For example, in this scenario,

how will the recipients of these much-needed cell phones
afford the comparable data plan after the subsidised 4-month
period, particularly in light of the scientific likelihood that
social distancing will need to occur for years until a vaccine
is globally distributed, and employment options increase?
While there is no doubt that these efforts are immediately
appreciated, when it comes to data justice for First Nations
and Metis peoples, subsidised cell phones and WiFi hotspots
nre like band-aids amidst the systemic and structural racism,
including environmental racism, that marginalises Indigenous
peoples through Canada'’s era of Truth and Reconciliation.

Meanwhile, in the US, President Trump's racist rhetoric

and anti-scientific propaganda inflames the existing pub-
lic health crisis in Indian Country. The lack of coherent
messaging about COVID-19 from the White House has
resulted in what US journalists are calling an infodemic: a
parallel scourge of misinformation and disinformation about
COVID-19 that is resulting in increasing viral spread as well
ns racist acts against social groups such as Asians and
Asian-Americans (Trump refers to COVID-19 as the ‘China
virus'), and highly affected populations who already endure
structural health inequities and systematic racism, including
Alrican Americans, Latinos, and Native Americans.
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Since April 2020, Navajo Nation has been a hotspot for
regional outbreaks that, due to the lack of social distancing
and public health education, are moving through tribal and
non-tribal communities across four states. Partisan politics
fuels the outbreaks. While in New Mexico Democratic
Governor Michelle Lujan extends periods of social distancing
and storefront closures, and sends state resources to regional
hospitals and clinics, attorneys are suing Arizona Republican
leadership for massaging health data indicators in support of
‘re-opening the state’, allowing for the operations of nursing
homes state-wide as well as storefronts near Navajo Nation
with little to no public health enforcement measures.8

Navajo Nation covers a massive territory, and multiple federal,
state, and local health service providers, Internet service
providers, chapter houses and district governments, and
schools and colleges provide different levels of care to the
region. Significant health information gaps occur through the
lack of consistent epidemiological data-sharing and analyses
across these institutions, including the state governments,
Indian Health Services, regional private hospitals and clinics,
and non-profit organisations. The lack of fibre optic cable to
homes and anchor institutions both impedes deployment of
emergency Internet hotspots in key locations, and makes it
difficult or impossible for families to share information without
traveling and speaking in person. Local authority figures,
including fundamentalist church and spiritual leaders, white
supremacist political movement leaders, and family leaders
who are simply ignorant about what a virus is and how it is
transmitted, disseminate misinformation and disinformation
with fatal consequences.

Much of the news about what life with COVID-19 is like
within and near Navajo Nation is distributed by independent
Indigenous journalists in the region, who rely on their existing
social networks to raise awareness of local challenges.
Aspects of Navajo Nation's experience with COVID-19
reflect experiences in other sovereign Native nations
throughout the US. Lummi Nation experienced outbreaks
associated with intergenerational family gatherings. Though
Oneida Nation and Menominee Nation issued shelter-in-
place orders alongside the state of Wisconsin in early April,

.
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within six weeks the state's Republican-led Supreme Court
ruled that the governor's stay-at-home order was unlawful
and unenforceable, effectively putting at risk millions of
individuals, including tribal citizens.

In Mexico, on Sunday, March 8, the weekend before social
distancing measures were announced by many US st:ates,
millions of women marched through cities and towns in
protest of President Obrador’s sexist response to systemicn
government mishandling of femicidio: significantly increasing
cases of disappearances and assaults against women,
including murders of feminists in particular.® Indigenous
feminists and leadership supported aspects of this

protest; a number of those disappeared and murd(_ere_d are
Indigenous activists.'® Historically, Mexico's colonial ideology
simultaneously subjugates women and Indigenous peoples
through covert government-sponsored kidnappings anq
killings alongside corrupt church and government practices,
including the withholding of hospital care and safe refuge,
obfuscated or erroneous scientific datasets, withholding of
technical reports, censorship of journalistic exposés, anql _
general subjugation of information and knowledge pertaining
to Indigenous peoples.

While Mexico is reporting the greatest number of COVID-19
cases in dense city centres such as Mexico City and Tijuana,
scientists suggest that the government is not tracking

or reporting the actual numbers of deaths, cases, and
affected groups. Indeed, while the Mexican government
closed the Mexico-US border in April to stem North—

South contagion, the US and Mexican governments are
now deporting hundreds of individuals likely exposed

to COVID-19 in detention centres, most of whom are

also Indigenous peoples from Chiapas and the Mayan
communities in the borderland between Guatemala and
Mexico. Social stigmas compound lack of access to
{reatment and healthcare amongst the poorest sector of the
national population. Officials are investigating the case of a
Chiapas man who, in April, tested positive for the viru_s ano!
shortly thereafter was found hanging from a tree outside his
home in Ocosingo in an apparent suicide.?
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In response to the economic recession across the NAFTA
governments, local shop owners are price-gouging.
Women's weaving collectives in Chiapas, grassroots
Indigenous advocacy groups, and binational tribes such
as the Pascua Yaqui Tribe / Yaqui people of Sonora have
been raising funds and sending resources to families and
the pueblos auténomos so that families can afford food
staples amidst increasing joblessness.

Disinformation and misinformation also shape the public
health response. In March, a Mexican political cartoonist
released an image of a rural student wearing a face mask and
standing outside his home holding a book, looking at a far-
away city shadowed by a giant WiFi signal. The student says,
loosely translated, ‘Pardon me, Teacher, but | cannot hear
you." In April, the Yaqui people of Sonora made national news
for their insistence on continuing annual Easter ceremonial
traditions in spite of shelter-in-place warnings.’® Advocates
for Indigenous rights in Mexico have been supporting the
cultural translation of public health messaging for the various
Indigenous language communities throughout the country.

Throughout North America, only tribal governments with local
technical and epidemiological expertise are maintaining and
reporting datasets indicating numbers of cases and rates

of transmission, and of those, very few are tracking cases

in border towns and of individuals who are associated with
the tribal community but who are not officially enrolled tribal
citizens. One of the only ways for Indigenous leaders and
health advocates to gather accurate and precise datasets

is by reaching into their existing social networks to form
secure data-sharing partnerships. Methods must include
analyses of epidemiological data in light of Indigenous
discernment of community social practices and norms,
culturally informed contact tracing and public health
education and messaging, local analyses of institutional
barriers and opportunities, and tracing of viral spread
through regions beyond government jurisdictions.

This approach requires a combination of relational skill,
trustworthy productivity, political acumen, and scientific
analytic expertise. It requires networks of teams who
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can advocate for large structural changes, increase in
infrastructure expenditures for Indigenous peoples and
governments, and everyday social change through educatign
and community awareness. By providing executive summaries
of data-sharing activities and efforts with trusted policy-
makers, in the future, authorities can advocate for the kinds

of equitable data-sharing, research, and archival activities
that need to occur through nation-to-nation negotiation
between Canada, the US, Mexico, and pueblos indigenas
and sovereign tribes. For now, though, throughout Indigenous
North America, much of the work is about enduring and
counteracting the brutality of the COVID-19 infodemic.
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