
Raylo Candidate Privacy Notice 
  
At Raylo, we take your privacy seriously. We recognise the trust that you place 
in us when providing us with personal data and we are committed to 
safeguarding the privacy and security of your personal data.  
 
By providing your personal data to us (whether via one of our websites, by 
email, by post or over the phone), you agree to the processing set out in this 
Privacy notice.  	Further notices highlighting certain uses we wish to make of 
your personal data, together with the ability to opt in or out of selected uses, 
may also be provided to you when we collect personal data from you. 
 
This Candidate Privacy Notice describes how we collect and use your personal 
data as an applicant, sourced or referred candidate, before, during and after the 
recruitment process. It also describes your rights and how to exercise them. 
 
Who we are  
 
We are Raylo Group Limited (“we”, “our”, “us”) and operate under the name 
Raylo.  
 
Raylo is the controller of your personal information. Raylo is registered as a Data 
Controller with the ICO (ZA472119) and is responsible for compliance with the 
UK General Data Protection Regulation (UK GDPR), the Data Protection Act 
2018 and the UK Privacy and Electronic Communications 2003 (PECR).  
 
If you have any questions relating to the information provided in this notice, you 
can email us at careers@raylo.com.  
 
 
Personal data we collect and process about you and the purpose of the 
processing 
 
When you apply for a job with us or express an interest in working for us, we 
may collect certain information about you. The type of information we may ask 
for includes (but not limited to) for example: 
 

• Your email address  
• Your mobile number  
• Your primary residential address  
• Your Curriculum Vitae (CV) 
• Your salary expectations  
• Your current remuneration package 

 
If you are invited for interview, we may collect additional information/ 
documentation including (but not limited to):  
 

• Identity documentation, e.g. passport, driving licence  



• Your responses to application questions, or any information you provide 
to us during the course of the interview process that is relevant for your 
application  

• Details of any special needs you want us to know about you, so we can 
make reasonable adjustments for you at interview 

 
For referred candidates, we may also process other information given by the 
employee who has referred you.  
 
We may also collect information about you from third parties (including but not 
limited to recruitments consultants, agencies, background checking agencies 
and previous employers) and from publicly available internet profiles (such as 
your LinkedIn profile). 
 
If you are successful in the application process and are offered a position with 
Raylo, we will conduct and process results of background screening checks as a 
final step in the recruitment process.  The types of background screening 
checks Raylo may perform include: Anti-Money Laundering, Sanctions, Credit 
and Criminal Convictions checks. We may also collect references from previous 
employers.  
 
We have a legal duty to advise the Financial Conduct Authority about certain 
senior appointed roles.  The candidate may be required to complete enhanced 
screening prior to be appointed. This will be confirmed with the candidate if 
required.  
 
The purpose for collecting and processing your personal data is to assess your 
suitability for the role you have applied for at Raylo, and to contact you to 
discuss your progress through the stages of the recruitment process.  
 
The data may also be used from time to time for statistical and diversity 
analysis and business reporting purposes. 
 
Legal basis for processing your information  
 
In order to comply with UK data protection legislation, we need to have a legal 
basis for processing your personal data. The lawful basis we rely on for 
processing your personal data must fall under at least one of the following 
categories: 
 
Contractual duty: This is when we need your personal information to process 
your application in order to enter into a contract with you.  
 
Legal duty: This is where we have a legal obligation to collect and process 
information about you prior to entering into a contract with you.  
 
Legitimate interest:  This is where we need your personal information for our 
legitimate interests, or those of a third party.  It means using the data in a way 



that you expect us to, for a reason which is in your and/ or our (or a third 
party’s interests).  For example keeping a copy of your application data so that 
you may be considered for other relevant roles.  
 
Public interest:  This is when we have a legal obligation to collect and process 
information about you to perform and specific task in the public interest.  
 
Vital individual interest: This is when we need to access your information to 
protect your life and we have no way of asking your permission.  
 
Where we have obtained your consent: This is when we have specifically 
requested your consent to process your personal data.  
 
The consequences for you of not being able to process this data are that we 
would not be able to consider your application for employment.  
 
Special Category Data 
 
We may need to process sensitive information about you that the UK data 
protection laws would categorise as ‘special category data’.   

The UK GDPR defines special category data as: 

• personal data revealing	racial or ethnic origin; 

• personal data revealing	political opinions; 

• personal data revealing	religious or philosophical beliefs; 

• personal data revealing	trade union membership; 

• genetic data; 

• biometric data	(where used for identification purposes); 

• data concerning	health; 

• data concerning a person’s	sex life; and 

• data concerning a person’s	sexual orientation. 

Specifically, in the case where you reside in Northern Ireland and your official 
place of work is Belfast, we are required by law to collect and process 
information about your community background and gender. 
 
 
The length of time we keep your personal data 
 
Any personal data that we have collected and processed about you as part of 
the application process will be retained accordance with the retention periods 
set out in Raylo’s data retention schedule.  
 



The retention period is based on the time under which a candidate can initiate 
proceedings against Raylo, e.g. in the case of a discrimination claim. 
 
Where we store and process your personal data  
 
As part of the application process, your personal data may be transferred and/ 
or stored outside of the United Kingdom (UK). Where this is the case, Raylo will 
put in place adequate safeguards (by way of standard contractual clauses) in 
order to protect your personal data in accordance with the applicable data 
protection legislation.  
 
Your rights  
 
You have the following qualified rights with regard to your personal data: 
 

• Access – you may request we provide you with the data we hold (i.e. 
make a data subject access request) 

• Rectification – you may request we correct any inaccurate data 
• Erasure – you may request we erase your data.  For legal reasons 

we are not always be able to do so. There may be times when we 
continue to use your personal data when we say it’s in our 
‘legitimate interest’.   

• Restriction – you may request we stop processing your data but 
retain it 

• Objection – you may object to us processing your data 
• Portability – you may request we provide you or a nominated party 

with your data in a commonly used, structured and machine-
readable format 

 
You can exercise your rights at any time by contacting us at 
careers@raylo.com. Any request made via email must be state what right or 
rights you want to exercise. We will respond to your request in accordance with 
our statutory obligations.  
 
Right to Complain  
 
If you have a complaint about how we use your personal information, please 
email us at careers@raylo.com and we will endeavour to resolve the complaint 
promptly.  
 
If you are still not satisfied, you also have the right to lodge a complaint with the 
UK Supervisory Authority, Information Commissioner’s Office (ICO).  For more 
details, visit their website at www.ico.org.uk 
 
 
 
 
 


