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Aim of the project

1.

2.

How should C-ITS services be
implemented in Finland?

What are the different actors and
especially their roles in the
implementation of the services and the
infrastructure required by them, as well as
in monitoring C-ITS services and C-ITS
units?

Does transmitting C-ITS messages to
automated vehicles and receiving
messages from automated vehicles
create any new responsibilities and roles,
possible distribution of roles to different
actors?
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Methods

Literature review: standards, research reports,
surveys and European and national legislation

Cooperation in the management group

Interviews: management group organizations

Two workshops:

Evaluation of European and national
legislation related to C-ITS services, with
experts from project organizations as
participants.

Workshop of the co-Nordic EU CEF funded
NordicWay 3 project on the ecosystem of
Interchange Nodes.

* Expert knowledge of the management group
members.
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Summary of the European and national legislation WAY=
related to C-ITS services discussed in the work

* Legislation for intelligent transport systems in road transport: ITS directive and
delegated acts, C-ITS draft delegated act (2019, not in effect), Finnish national law on
transport services

* Radio equipment legislation: EU radio equipment directive and delegated act as well as
national legislation

* Legislation for market surveillance and information security and protection:; Laws:
accreditation and market surveillance, data protection and electronic communication, type
approval and motor vehicles, road safety, traffic system and highways, information security
assessment and obligations

* Cyber security legislation: NIS Directive to ensure a common high level of cyber security
throughout the” Union

* Other national Ieégislatipn: Road and street network information systems, Road Traffic
Act, Land Use and Building Act, laws and regulations from agencieS and ministries

* Legislation under preparation: EU Data Act proposal, Access to vehicle data, Cyber
Resilience Act
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2. Summary of results
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Proposal for organising authorities’ roles in WAY-=
Finnish C-ITS services

* The proposal presented here is based on the C-ITS delegated act
proposal published by the European Commission in 2019 (not in
effect), current European and national legislation, and C-Roads
Platform specifications and reports.

* The proposed architecture description of the roles is based on the
ISO TS 17427 high-level description of C-ITS actors, their roles and
tasks as presented in the C-Roads Platform WG1 report:

Policy Framework
System Management
System Operation
Service Recipient

Co-financed by the European Union
Connecting Europe Facility
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Proposal for organising authorities’ roles in Finnish C-ITS services
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Proposal for organising authorities’ roles in Finnish WAY=
C-ITS services
* Policy framework: tasks of the competent national authority, the market

surveillance authority and the radio equipment supervisory authority for the
Finnish Transport and Communications Agency (Traficom)

* System management: role and tasks for the Finnish Transport Infrastructure
Agency and the municipalities

* System operation: role and tasks for the Fintraffic Ltd and the municipalities
* Economic actors can also lead, manage and operate C-ITS services

Co-financed by the European Union
Connecting Europe Facility




NORDICWAY 3 FINAL WEBINARS Nordic

Proposal for organising authorities’ roles in Finnish C-ITS services (1/2) WAY=r

PROPOSALFORANEW ROLE: Finnish Transport and Communications
Competent national authority of C-ITS Agency (Traficom)

Market surveillance authority: motor Finnish Transport and Communications
vehicles Agency (Traficom)

- - Finnish Transport and Communications
Controller of radio frequencies Agency (Traficom)

Authority responsible for notification, Finnish Transport and Communications
radio equipment Agency (Traficom)

Supervisory authority, radio equipment Finnish Transport and Communications
and use of radio frequencies Agency (Traficom)

Market surveillance authority, radio Finnish Transport and Communications
equipment Agency (Traficom)
PROPOSALFORANEW ROLE:
Market surveillance authority: C-ITS
stations

Finnish Transport and Communications
Agency (Traficom)

Cofﬁnanced by the European Union
Connecting Europe Facility
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Proposal for organising authorities’ roles in Finnish C-ITS services (2/2) WAY:

PROPOSALFORANEW ROLE: Finnish Transport Infrastructure Agency
Responsible for the authorities' C- (national road network) and municipalities (road
ITS implementation and street network)
PROPOSALFORANEW ROLE: _ _
_ _ Fintraffic Ltd

C-ITS National Access Point
PROPOSALFORANEW ROLE: Fintraffic Ltd or Fintraffic Road Ltd (national

_ road network) and municipalities (road and
C-ITS central station operator street network)

Note: Results of requirements and roles in European Union C-ITS Security
Credential Management System (EU CCMS) in separate presentation

Cofﬁnanced by the European Union
Connecting Europe Facility
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Organisation of proposed C-ITS services roles

* Based on the selection criteria created in the work,
authorities' roles in C-ITS were examined for two C-ITS
services:

road work warning and
traffic light service

Cofﬁnanced by the European Union
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Proposal for organising the roles of the C-ITS
Road Works Warning service in Finland

Service provision — long-range communication

—“—

Service definition

Infrastructure
Ope?;”tr;ff ﬁ;‘:‘ish Infrastructure owners and operator (C-ITS station Service C-ITS service
Transport operator): Fintraffic Ltd provider provider
Infrastructure (C-ITS station
Agency / operator)
municipality G
Road Central C-ITS Message Interchange C-ITS
station operator bl h Node service
operator DU ‘ er provider

Data
collection

Mobile
o (vehicle) C-
ITS station

Fixed
(roadside)
C-ITS
station

Sarvice provider /
C-ITS station
operator

Manufacturer
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Proposal for organising the roles of the C-ITS

traffic light services in Finland

Service definition
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Service provision — long-range communication
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Possible effects of road traffic automation on WAY=:
actors and roles

* There is not yet a clear understanding of the use of C-ITS in the exchange of
information between self-driving vehicles and different operators.

* However, it can be assumed that the role of C-ITS services works the same
regardless of whether the end user is a human or an automated driving system.

* The new role in automated traffic that is certainly known is the joint operator of
automated driving systems, i.e., the operator of automated venhicle fleet.

Exchanges information with the automated driving systems it operates as
C-ITS messages, or the role of the end user when transmitting information
to the automated driving systems it operates through its own channels.

Such a joint operator of the vehicle fleet can act as for example OEM
representative, robot taxi company, logistic company or transport operator.

* Automatic driving systems may also need remote control centers (role: end

user) that g1uide or control the operation of the automatic driving system in
exceptional situations.

Co-financed by the European Union
Connecting Europe Facility




NORDICWAY 3 FINAL WEBINARS Nordic

Discussion and recommendations

Existing legislation should be applied to all C-ITS services or other similar types of
services, re%?rdless of technology or communication protocol. It would be consistent to use
the roles of the authorities presented in this report based on the legislation in all cases.

Under certain conditions, municipalities and cities have the right to place technical
equipment, and telecommunications companies have the right to place cables, base
stations and radio masts on property owned or controlled by another. This construction
capability improves the coverage areas and capacity of potential C-ITS stations in an urban
environment, should the need arise.

For the services to be implemented in a nationally consistent manner, it is recommended to
set up national working groups or similar bodies that coordinate |nd|_v|dual C-ITS services
or service categories, whose tasks include the definition of these services, e.g., in terms of
service levels, information exchange profiles and detailed role divisions.

The development of road traffic automation can set requirements related to the
timeliness and reliability of the information needed by automated driving systems. C-ITS
services according to C-Roads can provide one such selection of means by which up-to-
date and reliable information can be transmitted to connected and cooperative automated
driving systems. The role of the authorities in the ecosystem has been discussed for
example’in the ecosystem work of the NordicWay 3 project.

Results of requirements and roles in European Union C-ITS Security Credential
Management System in separate NW3 final webinar presentation
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Thank you

Contact

Anna Schirokoff, Finnish Transport and
Communications Agency Traficom,
anna.schirokoff@traficom.fi

Jari Myllarinen, Finnish Transport Infrastructure Agency,
jari.myllarinen@vayla.fi

llkka Kotilainen, Traficon Ltd, ilkka.kotilainen@traficon.fi
Source

Study of Authorities’ roles in implementation and
operational use of C-ITS services in Finland.
Unpublished report (2023). Report in Finnish language,
original name: Viranomaisten roolit vuorovaikutteisten
alykkaiden liikennejarjestelmien (C-ITS) palveluiden
kayttoonotossa ja operatiivisessa kaytossa.
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Cellular C-ITS from studies to deployments
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Gathering and sharing traffic light C-ITS data
Insights from the C-ITS pilot in city of Tampere.

Finnish Interchange implementation

Overview of the Finnish

C-ITS pilot eco-system in
NordicWay 3

;’
L
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Connecting Europe Facility 22




NORDICWAY 3 FINAL WEBINARS Nordic

=

Tampere pilot scope

* To increase understanding of the technical requirements when
collecting and produce C-ITS data from traffic lights

Is the data interoperable?

Is the predicted data consistent?

technical requirements for traffic light C-ITS data?
* Use case:

Collecting data from multiple devices of different

suppliers and different traffic light control principles
into a centralized system.

Schedule:
Study: 2020 -2021
Technical part: 2022
Validation part: 2023

Co-financed by the European Union
COhnECtihg Europé FaCIllty } ' o 1.12.2023 Esittajan ja esity ksen nimi | Julkisuus 23
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Participants
+ Fintraffic Road € |7 TAMPERE
* Mattersoft Ltd Fintraffic
* City of Tampere Mattersoft Ltd. init

* Nodeon Finland

Monotch NODEQON M

* Swarco Finland

* Normivalaistus Swa’coD dynniq
La Semaforica _7||\] R(TIiV B iSTUS

a8 LA SEMAFORICA
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C-ITS use cases related to
traffic lights

* Green Light Optimal Speed Advisory (GLOSA)
Signal Phase and Timing Information
SPATem

MAPem
Not in the pilot scope

Imminent Signal Violation Warning;

Traffic Light Prioritisation;

Emergency Vehicle Priority.

Cofﬁnanced by the European Union
Connecting Europe Facility

Vehicle, v>0 V=
Speed Advice: 30km/h Time-to een: < 5s Line

(a) Scenario 1: Current phase of traffic light program is red
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s
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>
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Vehicle. 0 Vehicle,, v>0 Stop
Time-to-Green: 23s Speed Advice: S0km/h Line

(b) Scenario 2: Current phase of traffic light program is
green

Figure 2: Intersection approach scenarios

Source: Exploring GLOSA Systems in the Field: Technical Evaluation and

Results
Stahlmanna, Modllera, Brauerb, Germanc, Eckhoffb
https://www.david-eckhoff. net/pdf/stahimann2017exploring. pdf

1.12.2023 Esittajan ja esity ksen nimi | Julkisuus
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GLOSA - Green Light Optimal Speed
Advisory - messages

* SPATem (Signal Phase And Timing Extended
Message)
Real-time status information of signal timing and

operation of traffic lights, including upcoming
events (predictions) in the timing

* MAPem (Map Extended Message, road and lane
topology and traffic maneuver message)
Topology/geometry of intersections (lanes and
allowed driving directions, stop line locations,
pedestrian crossings, bicycle lanes, etc.).

Cofﬁnanced by the European Union
Connecting Europe Facility
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Kuva 7I-5.1. Esimerkki liittyman topologian
koodauksesta MAPEM-viestimuodolla (EU EIP
A4.2 Workshop in Madrid, September 2016 /
Andreas Schmid).
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Traffic light intersections

* TL Controllers (12 pcs) in Tampere region
Swarco Finland: EC-2, ITC-2
Normivalaistus: La Semaforica, Cartesio

* Control Method
Adaptive (Imflow)

Coordinated (Syvari)
Tarffic Actuated (Syvari)

Cofﬁnanced by the European Union
Connecting Europe Facility 1.12.2023
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How to transfer messages?

* The transmission of MAPEM and SPATEM
message sets is specified in the document
"European handbook for MAPEM and
SPATEM creation" (version 1.0/ May 21, 2021)
published by C-ROADS.

* The transmission of traffic light messages to
the TLEX cloud service was implemented
using the TLEX-FI interface (known as UDAP-
Fl in the Netherlands).

“J | 7 .

07 — — 1 —

QO T
—o—

Tradfic light e
cantraller (TLE) M monotch Service provider

Co-financed by the European Union
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Lessons learned

* You need to increase the amount of hardware/computing power in the
field.

* Configuration (at least in the early stages) is labor-intensive.

* The devices (and compatibility) were not as ready as initially anticipated.
There were challenges with the stability of the controllers' basic operations.
* Now we have a better understanding of what needs to be considered
when writing C-ITS requirements.
Suppliers understand better the demands of the customers.

* The overall picture is still unclear (regulation and roles are incomplete,
revision of the ITS directive).

Co-financed by the European Union
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Lessons learned

* Processes are needed to maintain MAPem and SPATem datain a
changing world.

* As the number of users grows, there is a need for dialogue between
stakeholders (more stakeholders than traditional traffic lights operations).

* To ensure data reliability and availability, the following are needed:

Monitoring: Continuous monitoring of data to ensure its accuracy, integrity, and
proper functioning.

Control: Implementation of control mechanisms to regulate data access, storage,
and usage, ensuring security and adherence to established protocols.

Oversight: Regular oversight and audits to assess the overall data management
practices, compliance with regulations, and identification of any potential issues or

risks.
* Funding of the Interchange Node is unclear, should it be like NAP or every
city

Co-financed by the European Union
Connecting Europe Facility
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* Validation and comparison of C-ITS message data
Especially from a traffic engineering perspective
* More potential pilots on end devices/applications, enabling data
for other pilots
* Possible system extensions
* Testing interoperability with other systems and the national
access point
* Initiate a technical dialogue among stakeholders regarding Traffic
light C-ITS
* Develop a technical requirements specification for traffic lights
regarding C-ITS services. o
Designing a technical architecture for traffic lights T O e O TG TS
Figure 3: Instrument cluster display of GLOSA
Co-financed by the European Union AR i it om0 U xping o
) ' 1.12.2023 Esittajan ja esity ksen nimi | Julkisuus 31
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In future.. The NordicWay3 is ending..

We need to make a decission how we will manage and
share C-ITS data in the future

At a strategic level, we have a couple options:

A. Do it ourselves, manage and distribute the data
and the service internally.

B. Partner with a third-party who will handle it on our
behalf.
In this option, we require transparency and the need

to know and understand how the data is shared and
managed, along with the underlying principles.

Cofﬁnanced by the European Union
Connecting Europe Facility

Nordic

WAY=




NORDICWAY 3 FINAL WEBINARS

s

Thank You!

Olli Rossi
Head of Unit

Fintraffic Road Ltd

olli.rossi@fintraffic.fi
m www.linkedin.com/in/olli-rossi-76650640
Vo
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Interoperability and C-V2X technology on C-ITS environment
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Background

* The main goals of the project:

- Demonstrate the functionality of the EU C-ITS
Credential Management System (EU CCMS).

* TestC-V2X5.9 GHz short-range (PC5) and long-
range technologies and demonstrate the compatibility
of the EU CCMS with these technologies.

- Demonstrate the interoperability of C-V2X
technologies with C-ITS services definedin C-Roads.

+ Testand demonstrate the use of simultaneous dual
communicationin a single intersection (long-
range/short-range).

Co-financed by the European Union
Connecting Europe Facility
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C-ITS services

Cofﬁnanced by the European Union
Connecting Europe Facility
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* Technical scope of the project
validated with following C-ITS
services:

Infrastructure to Vehicle communication

C-Roads service: Signalized
Intersection

Use case: Signal Phase and Timing
Information

SPATEMand MAPEM C-ITS messages

36
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Pilot system technical architecture

B (DY

.. Q)
Traffic Light Controller Fixed public Central Nodeon ((A))
(TLC) generates network ITS Station, C-ITS Service 4G/5G Message Queuing
« Intersection (Internet) TLEX provider Telemetry
topology (MAPem) . Transport (MQTT)
messages C-V2X (PC5), LTE short B
« Signal Phase th range direct communication Vehicle equipped with
and Timing (SPATem) method, 5.9 GHz o On Board Unit (OBU) +
messages @ EU CCMS PKi signed = mobile apps (2) for s hort-

and long-range communication

[

Fixed local Roadside Unit (RSU)
network broadcasts messages
(Ethernet) using CV2X

Cofﬁnanced by the European Union
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Pilot system

* Long-range and short-range
communications

RSU « OBU (Commsignia C-V2X, PC-5)
IP-based long range (TLEX, Nodeon Asgard)

* Traffic light controller generating SPATEM
and MAPEM messages
Long-range communication: TLEX (SI)
Short-range communication: RSU (Commsignia
proprietary protocol)

* RSU and OBU enrolled to the European C-
ITS Credential Management System

Cofﬁnanced by the European Union
Connecting Europe Facility
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Initial results 1/3

End-to-end latency in status change I I
(10 cycles) =
0.6

0.5

0.

0.

0.

0.1
Real status

change > 0

i

Seconds
w

N

B Long-range M Short-range
1 November 10:19 —10:34
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* Latency of both communication
methods calculated with previous slide
test scenario.

Represents delay between real traffic light status
change and status change in both mobile

applications.

Delay rounded to the closest tenths of a second.

* Human eye interpretation of an overall
delay: “blink of an eye”.

* Not significant difference between
communication methods.
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Initial results 2/3

* Short-range communication

- RSU - OBU latency 14 ms

+ Majority of the end-to-end latency
generated by devices/applications

* Average size of the messages

- SPATEM 526 bytes
* MAPEM 994 bytes

* 100% of messages received by
OBU signed

Co-financed by the European Union
Connecting Europe Facility
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Initial results 3/3

* Used certificate authority: Microsec, registered to
ECTL

* C-V2X short-range devices were interoperable
with EU CCMS.

* Some device manufacturers might have tools to
automatically enroll devices to the EU CCMS.

* Long-range solution were not interoperable with
EU CCMS.

Cofﬁnanced by the European Union
Connecting Europe Facility
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509 Type: 23

2

509 Type: 2
977 Type: 23
509 Type: 23
509 Type: 23
977 Type: 2
509 Type: 2
977 Type: 23
509 Type: 23
977 Type: 23
509 Type: 23
977 Type: 23
509 Type: 23
509 Type: 23
977 Type: 23
509 Type: 23
977 Type: 23
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00:00:00_00:00:00
00:00:00_00:00:60
00:00:00_00:00:00
00:00:00_00:00:60
00:00:00_00:00:00
00:00:00_00:00:60
00:00:00_00:00:60
00:00:00_00:00: 60
00:00:00_00:00:60
00:00:00_00:00: 60
00:00:00_00:00:60
00:00:00_00:00: 60
00:00:00_00:00:60
00:00:00_00:00:00
00:00:00_00:00:60
00:00:00_00:00:00
00:00:00_00:00:60
00:00:00_00:00:00

<

<

Frame 28: 509 bytes on wire (4072 bits), 509 bytes captured (4672 bits)

Ethernet II, Src: 00:00:00_00:00:00 (90:00:00:0
Internet Protocol Version 4, Src: 127.0.9.1, Dst

0:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
127.0.0.1

User Datagram Protocel, Src Port: 48962, Dst Port: 7943

Commsignia Capture Protocol
IEEE 8@2.11 QoS Data, Flags: ...
Logical-Link Control
Geoletworking.

Basic Header
V¥ Secured Packet

Ieeel5@89Dot2Data

Common Header

Topologically-Scoped Broadcast Packet
BTP-5

Intslligent Transport Systems
TtsPduneader
v spaT
¥ intersections: 1 item
v Item e

Vv IntersectionState
name: Lvs33
id
revision: 2
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Flndlngs

No standard (or even de-facto standard) in place for communication between TLC and RSU.

* Latency differences between short- and long-range communication was surprisingly small even though long-range
communication chain includes much more backend/software components and best-effort networks (public fixed
Internet and public mobile network).

* Measuring the latency between different hops in the entire communication chain is challenging, as there are many
actors in the chain.

* Mobile applications may also affect the latency (also in this project some unexpected delays in mobile app level
were pinpointed during longer tests).

* Public fixed Internet and public mobile network provided stable and well-working platform for long-range
communication in this project.

* Project underlined that public “best-effort” communication platform doesn't give any guarantees (no SLA).
Occasional increased demand in mobile network, network coverage problems, national and international level
problems in the fixed teleoperator core networks, problems in cloud services, and cyber threats may lead to
significant problems in critical C-ITS applications (creating backbone for infra support to automated driving in the
future).

Cofﬁnanced by the European Union
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Summary

* C-V2Xtests were successful.

* The use of EU CCMS were successfully tested in short-range
communication scenario (long-range method didn’t provide
support inthis test).

* No standard for communication between TLC’sand RSU’s.

* No significant difference between delays inlong- and short-
range communication in this test (does not give guarantees
for other tests where other vendors/components are used).

* Both methods provided well-working platform for at least
informative C-ITS applications.

* Evaluation of mobile networks (/best-effort networks)
capabilities to support critical C-ITS applications to be done in
larger scope.

Cofﬁnanced by the European Union
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Questions

* Contact

Niko Kynsijarvi

Nodeon Finland Oy

Finland
niko.kynsijarvi@nodeon.com
+358 50 4384700

Timo Majala

Nodeon Finland Oy
Finland
timo.majala@nodeon.com
+358 40 7511790

Co-financed by the European Union
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Utilisation of commercial mobile networks In
the implementation of C-ITS services

Ay
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Agenda

* Aim

Research questions

Presentation of the study
Key take aways

Way forward

Cofﬁnanced by the European Union
Connecting Europe Facility
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Aim

Aim of the research is to study performance
needs of C-ITS services In mobile network as
well as a to define common service level

framework criterion to cover various
scenarios of use of services.

Co-financed by the European Union
Connecting Europe Facility
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Research questions

Cohnecting Europe Faci'li'ty

How are current commercial
mobile networks suited to serve
C-ITS services

\ 4

What are the key
deficiencies/bottlenecks, if any

Co—ﬁnanced by the European Union
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Research questions

What is the capacity
estimate of the C-ITS-

services

A

How are current commercial
mobile networks suited to serve
C-ITS services

What is the capacity

estimate of the mobile

network performance

What kind of methods
should be utilized to
measure C-ITS related
needs on mobile
networks

Cohnecting Europe Faci'li'ty

\ 4

What are the key
deficiencies/bottlenecks, if any

Co—ﬁnanced by the European Union

Nordic
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Research questions

Work phasel

Work phase 2

What is the capacity

estimate of the C-ITS-

A

services

A

How are current commercial
mobile networks suited to serve
C-ITS services

What is the capacity

network performance

What kind of methods
should be utilized to
measure C-ITS related

needs on mobile
networks

estimate of the mobile

\ 4

What are the key
deficiencies/bottlenecks, if any

Cofﬁnanced by the European Union
Connecting Europe Facility
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Work phase 3

How can the
development needs be
addressed?

v

What are the technical,
regulatory and
economic impacts of
different operating
models
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C-ITS performance
metrics and KPls

Service level
framework

2030 C-ITS C-ITS data traffic
scenarios estimates

Mobile network

Nordic

WAY-=

-17-—

S ~f ]

Capacity

technology overview

Available information

How well are the mobile networks
of today ableof servingthe C-ITS
traffic of the future?

estimates

Coverage

review

o e e e e e

Measurement Additional information

validation

_________________________________ ]

Measurement

framework requirements

Co-financed by the European Union
Connecting Europe Facility

analysis How canthe proposed measurement
framework improve the visibility to C-
ITS servicelevel availability?
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C-ITS performance

metrics and KPls KPI categories and indicators
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Selection of C-ITS-services for the study

Selection criteria Selected C-ITS services

1. Strategy and legislation 1. Hazardous Location Notification service, A

2.Needs in Finland Temporarily slippery road use case (HLN-TSR)

3.C-ITS message type 2. Road Works Warning service, Lane closure use ﬁ

4. Logic of transmission case (and other restrictions) (RWW-LC) \Or
: \| © [4

9. Technical challenge 3. Signalised Intersection service, Signal Phase ‘g'

6. Automated driving and Timing Information use case (SI-SPTI) D

4. Probe Vehicle Data service, Vehicle Data é:\

Collection use case (PVD-VDC) )

¥

5. Collective Perception Service (CPS)

Co-financed by the European Union
Connecting Europe Facility
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KPI categories and indicators

Key Performance Indicator Description Unit Quality of service

Relevant indicators (KPI) definition notes

have been chosen by Availability
. . Network coverage Also, geographic coverage. Percentage of the road network % Availability of cellular
(0{0) mblnlng and/or selectionof roadclasses (tobe case by defined) mobile network considered
H H where cellular mobile network is available. (Adapted from binary: available or not.
telecommunication piioter
system performance iy~ : S—
. . . Packet loss rate Packets notreceived bythe destination application within % -
| ndlcato rs Wlth C- I TS the maximumtolerable end-to-endlatency for that
. . application.
communication Integrity
1 1 Latency: End to endlatency Time since a messageis transmitted untilitis received, at ms End-to-end latency
pe rformance Indlcato rs applicationlayer recommendationis defined
and excluding non- atency 18903 ofcases.
- 0 .
re Ievant met” CS. Throughput (network, capacity) Instantaneous data rate/throughput as perceivedatthe bps Includes download and
communication network layer upload rates

Co—ﬁnanced by the European Union

*

R Connecting Europe Facility »



NORDICWAY 3 FINAL WEBINARS Nordic

WAY-=

—“—

C-ITS performance

metrics and KPIs Service level framework

Service level
framework

Co-financed by the European Union
Connecting Europe Facility
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Service level framework

Service level framework Key Level 0: Level 1: Level 2: Level 3:
was defined and based on Performance Unreliable Basic Medium High
the C-lTS Uallty-Of-SerVICe Indicator (KP1) operability operability operability operability
reqwremen S. Availability No orunreliable Verified network Verified network Verified network
. . network coverage coverage coverage

The quality-of-service coverage
ra?ﬁ%_llj)lll‘seergegéfn W?rl;g ﬁve Reliability Reliability<90%, Reliability>90%, Reliability>95 %, Reliability>99 %,
SeIeCted C'IT SErvices. Packetlossrate Packetlossrate Packetlossrate Packetlossrate
The threshold values follow > 10% <10% 5% <%
the flnd-lngs- Of the quall-ty- Integrity End-to-end Latency > End-to-end Latency<  End-to-end End-to-end Latency
Of'SerV|Ce Ilterature reVIeW, 1s 1s Latency<500ms < 100ms
Key Performance
Indicators (KPl) SEleCted Throughput Throughput Throughput Throughput
and ex ert 0p|n|0n <5Mbps >5Mbps > 20 Mbps > 100 Mbps
eStima ions (downloadand (downloadand (downloadand download,

) upload) upload) upload) > 25 Mbit/s upload

Cohnecting Europe Faci'li'ty
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C-ITS performance

metrics and KPls Scenario framework

Service level

framework

2030 C-ITS
scenarios

Co-financed by the European Union
Connecting Europe Facility
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Scenario framework

* Scenario analysis parameters are:

Environment, vehicle density
and mobile sector coverage

Information (or message)
density parameters

Connectivity architecture
models

C-ITS-message model
parameters

Rl  Co-financed by the European Union

* *

R Connecting Europe Facility

Use Case /

Information density
factors

Participating vehicles per
road km

RWW: Lane closure
(and other
restrictions)

High traffic road:
73 vehicles x5 = 365

HLN: Temporarily
slippery road

High traffic road:
73 vehicles x 5 = 365

Sl: Signal Phase and Timing
Information

Main streets:
26 vehicles x 5 = 130

Nordic

WAY=

Collective
perception

PVD: Vehicle Data
Collection

Main streets:
26 vehicles x5 =
130

High traffic road:
73 vehicles x 5 = 365

—ﬂ—

Update rate (or sensor
update rate) (Hz)

2 Hz (ETSI short
range),
0.1 Hz (LHTI 5GAA)

1 Hz (ETSI short
range),
0.1 Hz (LHTI 5GAA)

2 Hz (ETSI short range),
1 Hz (GLOSA 5GAA),
0.5 -4 Hz (field experience)

10 Hz
(mitigation, event
triggered) (Garcia

etal.)

1 Hz (ETSI short
range),
1 Hz (GLOSA 5GAA)

Density 1 10 19 100%, 50%, 10% -
Parameters values (estimated per 10 (estimated per 10 (estimated per km2) (recom. in
included in the length of km length of km length of (5GAA urban) literature), but
relevance area (10 km or 1 relevance) relevance) already included in
km2) forecast of
- Number of hazards or participating
traffic control messages vehicles
- traffic signals (n) in the
area (km2)
- vehicles participation
percentage (%)
Length of relevance (km) Length: Length: 1 km? Length: 1km?
or area of relevance (km2) 10 km 10 km 10 km
(10 x 1 km)
ETSI CITS message type DENM DENM SPAT CAM CPM
(4 signals)
Size of message (bytes) 400 400 1600 100 1000 (5GAA),
1600

(Garcia et al.)

Number of new detections
per vehicle (CPM)

_ 43, 25,10
(recom.) (5GAA)

59



NORDICWAY 3 FINAL WEBINARS Nordic

WAY-=

—“—

C-ITS performance

metrics and KPls Scenal’iOS fOF the StUdy

Service level
framework

2030 C-ITS C-ITS data traffic
scenarios estimates

Co-financed by the European Union
Connecting Europe Facility
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Scenarios for the study

* Traffic flow estimated in 4+1

scenarios (good flow, decent flow, 120
congested, badly congested & T
extreme) ;o
* Percentage of C-ITS- B

communication capable vehicles °
varied

* Information density parameters
varied
Update rate

Density factors (such as
number of hazards, traffic
signals, etc.)

mRealistic

Pessimistic
(low adoption)

Realistic

Optimistic
(high adoption)

** o
* *

R Cofﬁnanced by the European Union
e Connecting Europe Facility

B Pessimistic

mOptimistic

1 8.4
Main streets High traffic
B/l Good flow G LG Mbit/s/km G

Main streets, traffic per km=2

ool

Good flow Decent Congested Badly

flow congested
1.4 3.7 8.4 14.9
2.3 6.1 13.8 24.6

18.8 33.5

3.

1.4 Mbit/s/km? 3.7 Mbit/s/km? 8.4 Mbit/s/km?  14.9 Mbit/s/km?
(0.2-58) (0.6 - 15.6) (1.3 -35.0) (2.3-622)

2.3 Mbit/s/km? 6.1 Mbit/s/km? 13.8 Mbit/s/km?* 24.6 Mbit/s/km?
(0.3-96) (0.9 -25.7) (2.1-57.8) (3.7 -102.7)
3.1 Mbit/s/km? 8.4 Mbit/skm? 18.8 Mbit/s/km? 33.5 Mbit/s/km?
(0.5 - 13.1) (1.3 - 35.0) (2.9 -7858) (5.1 - 140.,0)

288 Mbit/s/km*

Nordic

WAY=
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High traffic roads, traffic per km

6
5
E 4
4
-
o 3
= 2
1
0

B Pessimistic

mRealistic

mOptimistic

Pessimistic

e ol Ll

Good flow Decent Congested Badly
flow congested

0.06 0.16 0.35 0.62

0.10 0.26 0.58 1.03

0.13 0.35 0.79 1.40

0.06 Mbit/s/km 0.16 Mbit/s/km 0.35 Mbit/s/km 0.62 Mbit/s/km
(0.00 - 0.22) (0.01 -0.57) (0.03 - 1.29) (0.05 - 2.29)

1.03 Mbit/s/km
(0.08 - 3.78)

0.10 Mbit/s/km  0.26 Mbit/s/km 0.58 Mbit/s/km
(0.01 - 0.35) (0.02 - 0.95) (0.04 - 2.13)

1.40 Mbit/s/km
(0.11 - 5.16)

0.13 Mbit/s/km 0.35 Mbit/s/km 0.79 Mbit/s/km
(0.01 - 0.48) (0.03 - 1.29) (0.06 - 2.90)

12.6 Mbit/s/km
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C-ITS performance
s A Measurement method framework

Available information Coverage
review validation

Measurement Additional information Measurement
framework requirements analysis

Cofﬁnanced by the European Union
Connecting Europe Facility

—!t—



NORDICWAY 3 FINAL WEBINARS

Measurement method framework

Measurement Additional information Coverage
Available information review
framework requirements valldatlon

Additions:

Fleld measurements

Coverage predictions
Identify potential
problem areas for
further study

R —

Drive tests

+ Scanner

+ Latency test

+ Stress test
« DL throughput
« UL throughput

—~———

Fixed point tests
Tests over longer time
period to verify service
availability during
different times

Traficom:

M collects coverage predictions
from operators

4G |
5G |

] | o | ]

M conducts measurements to
validate service availability

Test case

Scanner

Current method

¥ Measure frequencies of all operators

¥ collected information sufficient
M analyse per operator to identify the
potential problem areas

|

include throughput measurement
to assess service level availability

Proposed method

i

Measure frequencies of all operators

Voice service

M Voice call success

not relevant for C-ITS

Data service

M Ping tests
no throughput measurements

i
|

Ping tests

Throughput measurement (stress test)

Application
simulation
(option)

none

oo

service-level tests
service-specifictests

Co-financed by the European Union
s Connectlng Europe Facility

Nordic
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Measurement
analysis

—ﬂ—
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Measurement method framework

Available information review

Combined operator coverage analysed

Tra fl com: Coverage 4G 5G

Q

M collects coverage 1 Gbit/s =
predictions from operators | 300Mbit/s = &

M conducts measurements to 100 bit/s { =)
validate service availability 30 Mbit/s | (ah =

| (o

I ) [ h 1
5G 100 Mbit/s coverage

Co-financed by the European Union
Connecting Europe Facility
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~ Coverage validation
Combined operator measurements analysed

‘ Basic LTE coverage (-110 dBm)

. 30 Mbit/s LTE coverage

Predictions are a good
indication but not accurate
enough for local validation

RSRP
W=

B < -%0and >=-100
<-100and >= -110

W0

+

Frequency scanner measurements
from northern Finland

Predictions and measurement results are

compared in detail in the report

—“—
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Service level validation framework

Service level
framework

]

How canthe proposed measurement
framework improve the visibility to C-
ITS servicelevel availability?

Additional information
requirements

Co-financed by the European Union
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DL throughput (Mbit/s)
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Service level validation framework

Nordic
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Service level framewor

Level 3:
High

Level 2:
Medium

Key Performance Level 1:

Level 0:
Indicator (KPI) i

Unreliable 1. assess overall service

operability ty lity operability level availability
Availability
Network coverage No or unreliable Verified Verified Verified g
Reliability Level 0: =)
Reliability <90% >90% >959% > 99 % <5 Mbit/s A% Al 5
Packetloss rate >10% < 10% <5% <1% =
Level 1 min: =
Integrity >5 Mbit/s =99 % >09 % ;
E2E latency >1s <1ls < 500ms < 100ms ) B
Throughput DL < 5 Mbit/s > 5 Mbit/s > 20 Mbit/s > 100 Mbit/s Level 2 min: 598 % 98 % | o
Throughput UL < 5 Mbit/s > 5 Mbit/s > 20 Mbit/s > 25 Mbit/s >20 Mbit/s 2
y s . . Level3: a1 % 90 % ﬁ;’
Additional information Measurement >100 Mbit/s

requirements

Example stress test measurements from a major Finnish city area

analysis

Example measurement results: 4G + 5G DL throughput

Average throughput: 526 Mbit/s, Distance covered: 548 km (27 km/h) 2. drill down to individua

areas of interest to

1000 600 identify issues
800 w==T 500 £ _
- &
500 400 = Servicelevel Time Distance =)
400 300 2 §
200 2 ';‘*5":")9' 4% 6% | =
2 it/s ]
200 100 © 12
0 0 el Level 1 min: 96 % 04 % @
NUERONUL~NOMNMOUOST~NO MU0 MO ST ~ON WO g >5 Mbit/s 3
O¥NaNm oY Nonn oY ANomnSndNonn DN = =
OO -NANMTBUNORROAOONNMT THO ™™D GG o Level 2 min: =
O000000000COOO = d— — — d et ot et i et i 4 [a) >20Mbills- 94 9 92 9% =
Measurement time (hh:mm) !
Level 3:
>100 Mbit/s 0% 75 %

4G Throughput mmmmmm 5G NR700 Throughput

s 5G NR3500 Throughput == == == Distance (km)

Co-financed by the European Union
Connecting Europe Facility

Example measurement results: 4G+ 5G DL throughput
Availability different service levels, share of time (%)

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

00:02 o

] oM o
W o e
i

05:15 3

o412 B

0310 S

01:05
02:07 E8

o =
Soc oo o —

=
=
<+
v.—«

18:52

19:55

EREEELR

Measurement time (hh:

Snapshot drilldown: 04:51:39-04:54:10 (2:32)

m)

Average throughput: 506 Mbit/s, Distance covered: 1.3km (32 km/h)

100

90
80
70
60
50
40
30
20
10

0

04.51:39
04.51:46

Level 3 threshold

04.52:02
04.52:09
04.52:17
04.52:25
04.52:32
04.52:40
04.52:48
04.52:55
04.53:03
04.53:18

04.53:33
04.53:41
04.53:48

Conclusions

—“—

The proposed measurement

framework allows validating

service level availability and

supports flexibility in the

analysis.

Service
Level 3
Level 2

DL Throughput
> 100 Mbi's
20-100 Mbit/s
5-20 Mbit/s

< 5 Mbit/s

¥ i
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C-ITS feasibility assessment

2030 C-ITS C-ITS data traffic

scenarios estimates . ‘ ]
______________________ .
i
1
Capacity i
estimates - How well are the mobile networks
of today ableof servingthe C-ITS

traffic of the future?

Co-financed by the European Union
Connecting Europe Facility
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C-ITS feasibility assessment

C-ITS data traffic estimates

Main streets, traffic per km2

160 6
140 5
N 120
£ 100 iE 4
E 80 2 3
= 60 5
s 2
= 40 l
' l l
20
o =1l L L l l o =11 L L
Good flow Decent Congested Badly Good flow Decent Congested
flow congested flow
W Pessimistic 1.4 3. 8.4 14.9 B Pessimistic 0.06 0.16 0.35
mRealistic 2.3 6.1 13.8 24.6 mRealistic 0.10 0.26 0.58
HOptimistic 3.1 8.4 18.8 33. ® Optimistic 0.13 0.35 0.79

urban capacity Suburban capacity without 3,5 GHz 56
2500 EET=
2600 MHz
— 2100 MHz
— 1500 1z
2 1590 a0
F — 500
0 K

wooo

Rural capacity

o 1 0z 31 4 5 & 7 B 3 1 B1z34587E

Co-financed by the European Union

High traffic roads, traffic per km

Connecting Europe Faci'lity

Badly
congested

0.62
1.03
1.40

Nordic
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Main s

Urban

utilisation

eets
per kmz (Mbits/

Suburban

/kmz)
Suburban
GHz)

Realistic

Optimistic

High traffic roads

Urban Suburban (

Capacity utilization of 2030 C-ITS data in 2023
S s

burban
2)

Low: Realistic

Low: Optimistic

High: Pessimistic

3.8%

6.2 %

High: Realistic
g timistic

Realistic

Optimisti X I B
Low: Pe c 0.0 % 0.1% 0.1%
Low: Realistic 0.1 % 0.1% 0.1 %
Low. Optimistic 0.1 % 0.1% 0.2 %
High: Pessimistic 1.1 % 1.5% 2.4 %

0.2 %

0.3% 0.4 %
0.4 % 0.6 %
8.5 % 12.4 %

High: Realistic
High: Optimistic

Low: Pessimistic

Low: Realistic 0.3 %
Low: Optimistic 0.2 % 0.2 % .4 %
High: Pessimistic 19%

0.5%

High: Realistic
High:

—“—
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Key take aways

* The 4G and 5G networks of 2023 are largely able to support the
expected C-ITS data traffic of 2030.

* Mobile networks include by nature some level of unreliability,
C-ITS-services must be able to adapt to this.

* The proposed measurement framework is suitable for monitoring

and validating service level availability and supports flexibility in the
analysis.

* There are still many uncertainties related to the adoption rate and
Implementation of the C-ITS services.

Co-financed by the European Union
Connecting Europe Facility
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Way forward

* We will address development needs related to:
C-ITS services (message content, generation, transmission, etc.)
Mobile network (prioritizing, slicing, construction of additional base stations)

Measurement methods (operator-specific coverage predictions, crowdsourced
measurements)

* We will propose operation models for the recognized development needs related to:
Regulation

Monitoring
Cooperation

Cofﬁnanced by the European Union
Connecting Europe Facility 70
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Ville Kilpio

Sitowise Oy

Finland
ville.kilpio@sitowise.com
+358 50 476 8745
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Cybersecurity in cellular C-ITS: roles of the
authorities and practical example

R \
Wer-n-5 443
.s oy

i
bod
L
:

i%‘“'

Cofﬁnanced by the European Union
Connecting Europe Facility




NORDICWAY 3 FINAL WEBINARS Nordic

WAY-=

—“—

Content

1. Cybersecurity in cellular C-ITS
1. EU C-ITS trust model: actors and roles
2. Cellular C-ITS related issues

2. Cybersecurity example: Use of EU CCMS in LTE-V2X pilot

3. Openissues and recommendations
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1. Cybersecurity in cellular C-ITS
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C-ITS Trust model

C-ITS certificate policy Legend:

s TLM ... trust list manager
au}.hpntv CPOC ... C-ITS point of contact

CA ... certification authority
EA ... enrolment authority
AA ... authorisation authority
—— ... trust relation

C-ITS: intelligent transport systems that
enable ITS users to interact and cooperate by

exchanging secured and trusted messages, __ | .
without any prior knowledge of each other and | fwoen " mempmsznnnonmom oo oo m oo

. . 3 . elements 1

in a non-discriminatory manner comcn | 1 [mocar]  [scaz] - [reetcan
EU CCMS (C-ITS Credential Management L | [Fex] (] @@=
System): distributed PKI [=) | Seate athcriiesor privats rpanieations proviing

1| certificates to specific users.

3 security levels: B
- LO: for testing

- L1: transition phase (ends in 2025)

- L2: operational phase — fully certified

Co—ﬁnanced by the European Union

Connecting Europe Facility 75




NORDICWAY 3 FINAL WEBINARS Nordic

WAY-=

—“—

Actors In the C-ITS Trust model

TLM - Trusted ListManager

CPOC - C-ITS Point of Contact

. CPOC archive (ECTL, TLM) EU central
elements
- National authority

Accredi-
tation re- Root Certificate Authority (RCA)
body

EA - EnrolmentAuthority AA - Authorisation Authority

Manufacturer/
operator

C-ITS-station C-ITS-station

National cybersecurity SOG-IS
certification authority certification lab
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C-ITS Trust model and IP-based WAY-
communications

—!t—

Interchange Interchange

* In IP-based communications only

Central ITS-station at service provider
backend

* C-Roads specifications
Messages secured with IEEE

1609.2 certificates s - ?3*; _
Geonet header required to allow g «cere v S el 6{_%0&
forwarding by vehicles with hybrid & veersoae
OBU

e i TLSL3 %509 gt M T s,
Certlflcates ETSI security envelope (ETSI TS 103 097)

C-ITS message

TLS-secured session packet for IP-based communication
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Proposal for organising authorities’ cybersecurity roles in Finnish C-ITS WAY=

services

PROPOSALFORANEW ROLE:
C-ITS central station operator

PROPOSALFORANEW ROLE:
EU CCMS : service-specific
permissions (SSP)

PROPOSALFORANEW ROLE:
Root Certificate Authority (RCA),
Enrolment Authority (EA),
Authorisation Authority (AA)

Cofﬁnanced by the European Union
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Fintraffic Ltd or Fintraffic Road Ltd (national
road network) / municipalities (road and street
network)

Finnish Transport and Communications
Agency (Traficom)

Economic operator
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2. Cybersecurity example: LTE-V2X pilot

Nodeon Asgard
Server

Tampere Node SPATem, MAPem
(unsigned)

(TLEX)
| Mobile
1 network

SPATem,
MAPem
(unsigned)
, SPATem,
MAPem
N\ O / — - \ f k‘ (signed) a
=smmms AL g
NOLY ——— ik — | ———
N '®) 7 ———r @ LTE-V2X
Traffic light Traffic Light Controller RSU OBU & Smart phone app Smart phone app
(Commsignia) (Nodeon)
79
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Getting LO certificate

EURCALO Microsec LO
* Application requires: * Collaboration Commsignia — Microsec
Registration of organisation Tool to automatically enroll the devices in PKI
Simple mail describing needs and SSP to be entered manually
guantieties of OBUs and RSUs
Fill in and sign C-TS EUROOT CA & 5. Registration process 9 IDnomic
SUB CAs SAAS agreement Stations enroliment
Legal registration proof of organisation : R = S
Station enroliment e S S T T N —
Table with device identification, desired —
SSPs, public key o
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Steps towards L1 and L2

e Setup ISMS (Information Security Management System)
Perform risk assessment involving all C-ITS functions

Identify risks, steps for protecting assets, action plans, responsibilities...

For L1: internal assessment, confirmed by self-issued statement of compliance
For L2: external audit by accredited PKI auditor

* Ensure that C-ITS stations are designed, developed and assessed so that they meet
the C-ROADS specifications.

L1: evaluation that devices are protected against basic attacks by a SOG-IS
recognised test lab

L2: certificationrequired according to Common Criteria
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3. Open issues and
recommendations
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Open Issues and recommendations (1/2)

* Governance of IP based session layer security (TLS)
Discussions started at C-ROADS level
* Special permissions
Process to request SSPs to be set up nationally
Which C-ITS use cases require permission of national authority

Certificate policy mentions services for "governemental purposes” requiring member state
permission

* Use of national Root Certificate Authority or use of EU RCA

The implementation of a national root certificate authority allows to influence the
granting of permissions to send messages.

g% 'iarjformation yet on the processes for requesting SSPs in Level 1 and 2 from EU

As a recommendation for further work by the authorities, it is to look at various

disturbances and exceptional situations related to C-ITS services and systems, the
related legislation, roles and tasks.
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Open Issues and recommendations (2/2)

* Message signing

Message signing with IEEE1609.2 certificates (for C-ROADS compliance) creates
overhead but improves security

Future solution: Signature at facility layer to have a single trust domain
Use of TLS with IEEE1609.2 certificate — standards and commercial products still missing
* Amount of Central ITS stations
Central ITS station operator can sign on behalf of other partners (e.g. road authority on behalf of

city)
Small actors (e.g. municipalities, roadwork contractors) may have difficulties obtaining required
ISO 27001 certification

Signing on behalf requires trust relationship between partners

* Central ITS station certification: protection profile or security target evaluation

In Finland, there is no existing SOG-IS conformity assessment body for safety
assessment and certification of C-ITS stations.
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For more information

Results will be reported in:

* Study of Authorities’ roles in implementation and
operational use of C-ITS services in Finland.
Unpublished report in Finnish (2023) original
name: Viranomaisten roolit vuorovaikutteisten
alykkaiden litkennejarjestelmien (C-ITS)
Ealveluiden kayttbonotossa ja operatiivisessa

aytossa

* Piloting cybersecure and interoperable cellular
C-ITS services. Unpublished report (2024)

Contact information:
Johan Scholliers
VTT Technical Research Centre of Finland Ltd
Tampere, Finland
Johan.Scholliers@uvitt.fi, +358 20 7223642
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