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COMPUTERS, PRIVACY & DATA PROTECTION

WELCOME

Dear participants of CPDP, dear friends,

It is my pleasure fo welcome you fo Brussels for the 7th edition of the Computers, Privacy & Data Protection
conferencel 2013 has been a very important year for privacy. As the reactions fo Snowden's revelations have
shown, privacy matters. We have a truly global line up this year with speckers from all over the world and some
great sessions on the data protection reform package. | am looking forward to some lively discussions, to meeting

old friends and to making a lot of new ones.

Warm wishes,
Paul De Hert

WHAT IS CPDP¢

CPDP is a non profit platform originally founded in 2007 by research groups from the Vrije Universiteit Brussel, the Uni-
versity of Namur and Tilburg University. The platform was joined by the Institut National de Recherche en Informatique
et en Automatique and the Fraunhofer Institut fiir System und Innovationsforschung. For CPDP 2013, these conference
pariners have been joined by yet more outstanding institutions, including: TU Berlin, Viije Universiteit Amsterdam, Max
Planck Institute for Foreign and International Criminal Law, the University of Leiden, the University of Passau and the
University of Amsterdam. In addition, CPDP2014 welcomes the KU Leuven, University of Torino and St Louis as a new
European partners and is also proud fo welcome a number of prestigious American partners, including: Capital Univer-
sity, Berkeley, University of Main and Fordham University and also an Asian partner Korea University.

CPDP offers the cutting edge in legal, regulatory, academic and technological development in privacy and data
protection. In an atmosphere of independence and mutual respect, CPDP gathers academics, lawyers, practitioners,
policy-makers, computer scientists and civil society from all over the world fo exchange ideas and discuss the latest
emerging issues and frends. This unique multidisciplinary formula has served fo make CPDP one of the leading data

protection and privacy conferences in Europe and around the world.

The progressive growth of CPDP has culminated in an unprecedented 7th edition. A terrific programme with more
than 55 panels held over three consecutive days. The panels will focus on key issues that cover all current debates:
The data protection reform in the European Union, PRISM, big data, dafa retention, cloud computing, enforcement
by Data Protection Authorities, biometrics, e-health, privacy by design, and much, much more. In addition, there
will be a day event on the ethical issues of data collection on minorities, and the use of technology to advance the

status of Roma.

In addition to the well-known classic Pecha Kucha side event, there will be several public debates held in the eve-

nings — both in Dutch and English.

CDP2014 will also continue to pay particular attention to high-level and innovative research from PhD Students and
outstanding junior researchers by organizing sessions completely devoted to their work. CPDP2014 will also remain
home to several award ceremonies, such as the award for the best Multidisciplinary Privacy Paper and the EPIC
International Champion of Freedom Award and for the first fime this year the Junior Scholar Award..

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE
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GENERAL CONGRESS INFORMATION

INFORMATION DESK

We provide general information about the Congress
and inquiries about Brussels af the Information Desk
in Lo Ruelle which is located at the entrance in the

hallway.

INTERNET LOGIN AND PASSWORD
Login: leshalles
Password: CPDP2014

MAISON DES ARTS

For access to Maison des Arts use the staircase which
is located af the end of La Ruelle.

NOTE: Only access by official congress badge.

MEETING PLAZA

You are welcome in The Village (located in the Grande
Halle) where you can meet your colleagues for net-
working during the coffee breaks, lunch and cocktail
reception and where you can find our sponsors in a
small exhibition. Do not hesitate to visit the booth and
meet our CPDP sponsors.

During the sessions The Village is closed a silence
room! The bar in La Ruelle is open during the sessions
for coffee and/or tea. Switch off your phone during

sessions.

MEZANINNE

On the Mezzanine (The Balcony) we provide a
ferrace where you can have your lunch or breaks.
Entrance via the sfaircases in The Village.

During the sessions the balcony is a silence room!
Switch off your phone during sessions.

NAME BADGE

You will receive a name badge upon arrival with
the dates of attendance during the congress. This is
according fo your registration. In case you would like
fo change your badge, please proceed fo the regis-
fration desk.

It is obliged to wear your badge visible during the

whole congress.

TOURIST INFORMATION

For tourist information about Brussels please go to the
VISITBRUSSEL concierge desk which is located in The
Village.

UPDATES CONGRESS NEWS
Please find the information at the registration desk, in-
formation desk and the screens in the venue or on the

homepage: htp://www.cpdpconferences.org

RESTAURANTS CLOSE TO LES HALLES

* La Cueva De Castilla (Spanish)
Place Colignon 14, 1030 Brussels
+32 02 241 81 80

°  Senzanome (ltalian|[more expensive)
Koninklijke Sinte-Mariestraat 22, 1030 Brussels
+32 (0)2 223 16 17 Make a reservation!

* Brasserie De Groene Ezel (Belgian Cuisine)
Koninklijke Sinte-Mariestraat 11, 1030 Brussels
+32 (02 217 26 17

*  La Mamma (Authentic ltalian Food)
Sint Joost Plein @, 1210 Brussels
+32 (0)2 230 53 00

©  Les Dames Tartine (Old-Fashioned luxury)
Haachtsesteenweg 58, 1210 Brussels
+32 (0)2 218 45 49

*  Café Bota (Italian)
Koningsstraat 236, 1210 Brussels
+32 (0)2 226 12 28

COMPUTERS, PRIVACY & DATA PROTECTION

Award Ceremonies at CPDP2014

MULTIDISCIPLINARY PRIVACY AWARD

The award is given to the authors of the best paper that describes new ideas in privacy and data profection in
a multidisciplinary setfing. Eligible papers will need to be authored by representatives of at least two different
scientific disciplines, one technical, one non-technical (e.g., a lawyer and a computer scientist, a cryptographer
and a policy researcher, an economist and a technologist). Preference is given to papers where authors combine
their expertise fo address both technical and societal issues. The best paper is selected on the basis of a call
for papers.

The jury consists of: Alessandro Acqusiti, Carnegie Mellon University (US) Ronald Leenes, Tilburg University (NL);
Charles Raab, University of Edinburgh (UK); Luciano Floridi, Oxford University (UK); Charles Ess, University of
Oslo (NOJ; Simone FischerHibner, Karlstad University (SE); Beftina Berendt, KU Leuven (BE); Marc Langheinrich
[University of lugano, SW) Claudia Diaz, KU Leuven (BE); Kai-lung Hui, The Hong Kong University of Science
and Technology, [CN] and Yuko Murayama, Iwate Prefectural University, (JP).

Award ceremony Wednesday 22 January 2014 at 18.30 in the Village

EPIC CHAMPION OF FREEDOM AWARD

The award is given annually to one individual outside of the United States who has shown great courage and
dedication in the defense of privacy. Previous recipients of the award include Prof. Stefano Rodota, ltaly (2009),
Hon. Michael Kirby, Australia (2010), MEP Sophie In't Veld, Holland (2011), Jennifer Stoddart, Canada (2012),
Max Schrems, Austria (2013).

The jury consists of: Alessandro Acqusiti, Camegie Mellon University (US); Ross Anderson, University of Cam-
bridge (UK); Colin Bennett, University of Victoria (CA); Simon Davies (LSE/The Privacy Surgeon); David Flaherty,
privacy consultant (CA); Pamela Jones Harbor, Centre for Democracy and Technology (US); Deborah Hurley,
privacy consultant (US); Kristina Irion, IVIRUVA (NL); Rebecca MacKinnon Global Voices Online (US); Gary
Marx, MIT (US); Pablo G. Molina, Georgetown University {US), Marc Rotenberg, EPIC (US)

Award ceremony Friday 24 January 2014 at 13.00 in the Village

JUNIOR SCHOLAR AWARD

The junior scholar award is a new award at CPDP which is generously supported by Google. The winning
paper is selected from the papers written by junior scholars who have already been selected from the general
CPDP cdll for papers. The jury consists of: Ronald Leenes, University of Tilburg (NL), BertJaap Koops, University
of Tilburg (N, Jess Hemerly, Google (US], Mariachiara Tallachini, ECJRC (IT) and Chris Jay Hoofnagle, UC
Berkeley (US]. The award recognises outstanding work in the field of privacy and data profection.

Award ceremony Friday 24 January 2014 at 13.15 in the Village

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE



Wednesday 22 January 2014

221 GRANDE HALLE PETITE HALLE LA CAVE MAISON DES ARTS 22.1

7.30 |REGISTRATION in la Cave REGISTRATION in la Cave 7.30

8.30 |WELCOME AND INTRODUCTION by Paul De Hert 8.30
IN REMEMBRANCE OF JON BING by Lee Bygrave

8.45 |PRIVACY AND MISSING PERSONS LAW ENFORCEMENT, PROFILING THE CONSTITUTIONALITY OF DATA 8.45
FOLLOWING DISASTERS AND SOCIAL MEDIA RETENTION: DISCUSSING THE CASE

BEFORE THE ECJ
10.00 Coffee break Coffee break 10.00 START SESSION ON Coffee break  [0X0]0]

10.30 |EU DATA PROTECTION REFORM: PRIVACY AND NETWORK IMPACT ASSESSMENTS: HACKERS: DEFENDERS OR 10.30
FIXING THE LAST BUGS INFORMATION SECURITY WELCOME ADDRESS ENEMIES OF PRIVACY?
IN EDUCATION

10.15 LEGAL AND STS TECHNO-
LOGY IMPACT ASSESSMENTS

11.45 | PRIVACY BY DESIGN: DATA PROTECTION IN INDIA ROUND TABLE ON NORMATIVE RESILIENCE TO SURVEILLANCE 11.45
THE TRANSITION FROM CONCEPT AND EMPIRICAL PERSPECTIVES ON
TO ESSENTIAL COMPONENT OF TIA

DATA PROTECTION COMPLIANCE
13.00 lunch 13.30 PRIVACY PLATFORM - Lunch Lunch 13.00

14.00 |EU DATA PROTECTION REFORM: SECURE SCIENCE: RESEARCH AND FROM THEORY TO PRACTICE: ACCES RIGHTS: REGAINING 14.00
STATE OF PLAY DATA PROTECTION: WILL THE INTEGRATED TIAS AND A CONTROL OVER PERSONAL DATA
PROPOSALS FOR NEW EU DATA SECURITY IMPACT ASSESSMENT WIZ-
PROTECTION LEGISLATION ARD
IMPEDE MEDICAL, SOCIAL OR
HISTORICAL RESEARCH?
15.15 Coffee break Coffee break Coffee break Coffee break 15.15
15.30 |INTERNET GOVERNANCE FOR PERSONAL DATA IN MEDICAL PRIVACY IN MOBILITY AND ACADEMIC/PHD SESSIONS: 15.30
(PRIVACY EXPERTS) BEGINNERS RESEARCH WITH ELECTRONIC HEALTH LOCATION DATA RIGHT TO BE FORGOTTEN
RECORDS
16.45 [FROM PRIVACY PROFESSIONALTO  |WEARABLE SENSORS: LINKING MONETIZING PRIVACY AND DATA | ACADEMIC/PHD SESSIONS: 16.45
PRIVACY FOR PROFESSIONALS: INDIVIDUAL AND PUBLIC HEALTH PROTECTION: CAN PRIVACY BE RENEWING PRIVACY & DATA
EXPANDING PRIVACY BEYOND THE |AND MAKING THEM VISIBLE PROFITABLE? PROTECTION
OFFICE OF THE CPO/DPO

18.00 COCKTAIL SPONSORED BY IAPP
18.30 AWARD CEREMONY MULTIDISCIPLINARY PRIVACY AWARD
20.20 PECHA KUCHA 20.00 BACK TO THE FUTURE?

UNDERCOVER POLICE, CITIZEN COPS
AND CORPORATE SPIES

Coffee Breaks, Lunch and Cocktails will be served in The Village, which is located in the Grande Halle Coffee Breaks, Lunch and Cocktails will be served in The Village, which is located in the Grande Halle

COMPUTERS, PRIVACY & DATA PROTECTION REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE a
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7.45 |REGISTRATION in la Cave

Thursday 23 January 2014

REGISTRATION in La Cave

7.45

8.45 |TO CONSENT, OR NOT
TO CONSENT?

DEMONSTRATING
ACCOUNTABILITY - TRUST BUT
SELF-VERIFY?

(DISTRIBUTIVE) JUSTICE VS.
PRIVACY - THE UNEASY TRADEOFF
IN COPYRIGHT DEBATES

REGULATING AUTOMATED

DECISION MAKING: A CASE FOR
EVIDENCE-BASED POLICY-MAKING IN
PRIVACY AND SURVEILLANCE

8.45

10.00 Coffee break Coffee break Coffee break Coffee breck 10.00

10.30 |TIMING THE RIGHT TO BE UNLOCKING THE POTENTIAL OF INFORMED CONSENT AT ITS SECURITY AND PRIVACY: 10.30
FORGOTTEN AUDIT LOGS LIMITS - AN INTERDISCIPLINARY BEYOND THE TRADE OFF MODEL
PERSPECTIVE
11.45 | DATA PROTECTION AUTHORITIES: ACCOUNTABILITY IN CLOUD NUDGING INTERNET CITIZENS: PRIVACY IN THE AGE OF 11.45

THEIR ROLE AND EXPERIENCE IN
ENFORCEMENT

ENVIRONMENTS

LESSONS FROM BEHAVIOURAL
STUDIES ON ONLINE PRIVACY

PREEMPTIVE SECURITY

13.00 lunch Lunch Lunch Lunch 13.00

14.00 |PRIVACY AND ONLINE PRIVACY V. SURVEILLACE IN DATA TRANSFER INTEROPERABILITY: | AUTOMATIC NUMBER PLATE 14.00
BEHAVIOURAL ADVERTISING: PUBLIC SPACES: ESSENTIAL TOOLS BETWEEN THE EU MEMBER STATES RECOGNITION
HOW TO COMPLY? FOR A FAIR BALANCE AND APEC MEMBER ECONOMIES

15.15 Coffee break Coffee break Coffee break Coffee break 15.15

15.30 [COMPARATIVE RESEARCH ON BIOMETRICS IN INDIA THE VALUE (OR MONETISATION) OF |WORKPLACE PRIVACY 15.30
CONSUMER PRIVACY ATTITUDES PERSONAL DATA IN THE ERA OF BIG
AND KNOWLEDGE DATA

16.45 |USER-CENTERED DATA PRIVACY PRACTICES IN ENFORCING NEW LATIN AMERICAN | ACADEMIC/PHD SESSIONS: 16.45
ECOSYSTEMS BIOMETRICS DATA PROTECTION LEGISLATION: SURVEILLANCE

18.00 COCKTAIL SPONSORED BY EPIC

18.15 LAUNCH OF THE ‘'HANDBOOK ON EUROPEAN DATA PROTECTION LAW’,
COUNCIL OF EUROPE AND FUNDAMENTAL RIGHTS AGENCY

20.00

Coffee Breaks, Lunch and Cocktails will be served in The Village, which is located in the Grande Halle

COMPUTERS, PRIVACY & DATA PROTECTION

DIFFICULTIES AND CHALLENGES

TAKING DATA TO THE STREET -
AN OPEN DISCUSSION

Coffee Breaks, Lunch and Cocktails will be served in The Village, which is located in the Grande Halle

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE
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Friday 24 January 2014

24.1 GRANDE HALLE PETITE HALLE LA CAVE MAISON DES ARTS 24.1
7.45 |REGISTRATION in la Cave REGISTRATION in la Cave 7.45
8.45 [INFORMATION POSITIONS POST-MORTEM PRIVACY: OPEN DATA AND DATA 8.45
FOR LAW ENFORCEMENT, CYBER EXPLORING DECEASED’S PRIVACY IN |PROTECTION: PROBLEMS AND
SECURITY AND PRIVACY A DIGITAL WORLD PERSPECTIVES
10.00 [TINA > CALL FOR WORLDWIDE
PRIVACY LEGISLATION
10.05 Coffee break Coffee break Coffee break Coffee break 10.00
10.30 |GOVERNMENT ACCESS TO ONLINE CHILDREN'S PRIVACY: ROMA EMPOWERMENT IN THE 10.30
THE CLOUD A CASE FOR HARD OR SOFT LAW DIGITAL ERA: ABOUT THE ROLE
AND RELEVANCE OF IDENTITY,
DATA COLLECTION AND TECHNO-
LOGY IN THE ADVANCEMENT OF
11.45 [OPEN SOURCE SURVEILLANCE SMART METERING AND THE SMART  |ROMA RIGHTS 11.45
AND ONLINE PRIVACY GRID: WHAT ABOUT PRIVACY?
10.30 INTRODUCTION
by Paul De Hert
13.00 Llunch Lunch OPENING SPEECH 13.00
13.00 EPIC INTERNATIONAL CHAMPION OF FREEDOM AWARD by llona Negro 13.00
13.15 JUNIOR SCHOLAR AWARD 11.00 ROMA IDENTITY 13.15
14.00 |DEMOCRACY, SURVEILLANCE THE FIGHT AGAINST CHILD SEXUAL 14.00
AND INTELLIGENCE AGENCIES ABUSE: HOW TO RECONCILE THE 12.00 ROMA EMPOWERMENT AND
IDENTIFICATION OF AUTHORS AND THE ROLE OF IDENTITY
VICTIMS OF SUCH CRIME AND THE
RESPECT OF PRIVACY AND DATA 13.00 LUNCH
PROTECTION RIGHTS? 14.00 ETHNIC DATA COLLECTION (1)
15.15 Coffee break Coffee break Coffee break 15.00 Coffee break
15.30 |THE EU REPSONSE TO PRISM PRIVACY-INTRUSIVE SPEECH: 15.15 ETHNIC DATA COLLECTION (2) | 15.30
ONLINE SOCIAL NETWORKS AS
GATEKEEPERS? 16.15 USE OF TECHNOLOGY FOR,
OR AGAINST, ROMA
16.45 |CONCLUDING NOTES 16.45
by Peter Hustinx
1700 COCKTAIL SPONSORED BY THE PRIVACY SURGEON 17.00

Coffee Breaks, Lunch and Cocktails will be served in The Village, which is located in the Grande Halle

COMPUTERS, PRIVACY & DATA PROTECTION

Coffee Breaks, Lunch and Cocktails will be served in The Village, which is located in the Grande Halle

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE

@



2
m
O
Z
m
(%2}
O
>
<
>
—
Q)
7
>
Z
O
m
ac
>
—
m

Wednesday 22 January 2014

CPDP2014 PANELS AT GRANDE HALLE

08.30 - INTRODUCTION TO THE FIRST
DAY BY PAUL DE HERT

8.45 - PRIVACY AND MISSING PER-
SONS FOLLOWING DISASTERS

academic ¢ee policy eee
organised by Fordham University (US)
Chair Joel Reidenberg, Princeton/Fordham (US)
Moderator Robert Gellman, Independent
Privacy Expert (US)
Panel Romain Bircher, International Committee for
the Red Cross [CH), Christopher Mikkelson, Refu-
gees United (DK), Hiroshi Miyashita, Chuo Univer
sity (JP), Tim Schwartz, Missing Persons Community
of Interest (US), Nigel Snoad, Google (UK)

When natural disasters strike, government agencies,
humanitarian organizations, private companies and
others, collect information about missing persons to
share with friends and relatives and in order to provide
emergency services. The Missing Persons Community
of Interest, a group of volunteers, companies, non-prof-
its and humanitarian organizations, is wellFunderway
in the development of a set of technical protocols
to enable information sharing across different data
systems. These systems face an uncerfain legal land-
scape. This panel will address the privacy and data
profection issues associated with the development of
the data sharing systems used to assist in locating miss-
ing persons, in particular:

*  What are the different organizations doing with
personal information 1o help missing persons?

* How does privacy law affect the sharing of miss-
ing person data, especially across national bor
ders?

* What can be done fo facilitate the development of
missing persons information systems consisfent with
privacy laws and responsibilities?

10.00 - Coffee break

10.30 - EU DATA PROTECTION RE-

FORM: FIXING THE LAST BUGS

policy X

organised by CPDP

Chair Marie-Héléne Boulanger, EC DG Jusfice

(EV)

Moderator Peter Schaar, European Academy

for Freedom of Information and Data Protection

(DE)

Panel Thomas Boué, BSA/The Software

Alliance (BE|, Hielke Hijmans, EDPS (EU),

Christopher Kuner, Wilson, Sonsini, Goodrich &

Rosati (BE), Mario Oetheimer, Fundamental Rights

Agency (EU)

It has been two years since the Commission released
the data protection reform package. Despite the wide-
spread acknowledgement of the necessity of reform,
and the generally positive reaction to the package,
many of the specifics have been hotly debated. Panel
participants, encompassing a broad range of actors
and perspectives, will elaborate and discuss the main
technical problems sill facing the reform. The panel
will consider questions/issues such as:

* Which aspects/mechanisms of the reform are sfill

viewed as problematic, and by whom?
*  What shape do these problems take?
° What is/will be the consequence of these pro-

blems®

* What alternative solutions have been proposed?

11.45 - PRIVACY BY DESIGN: THE
TRANSITION FROM CONCEPT
TO ESSENTIAL COMPONENT OF
DATA PROTECTION COMPLIANCE
business ¢e¢ policy ¢ee

COMPUTERS, PRIVACY & DATA PROTECTION

organised by the Office of the Information
and Privacy Commissioner Onfario, Canada
Chair Stewart Dresner, Privacy Laws and Busi-
ness (UK)

Moderator Monique Altheim, The Law Office
of Monique Altheim (US)

Panel Joan Antokol, Park Legal LLC [CA), Andre
Delaforge, Natural Security (FR), Ann Cavoukian/
Michelle Chibba, Office of the Information and
Privacy Commissioner of Ontario (CA), Antonio

Kung, Trialog (FR)

The momentum behind Privacy by Design (PbD) has

been growing over the past several years. PbD was

not developed as a theorefical concept of data pro-

tection, but meant to be a practical approach for im-

plementation. We are now at the stage where market

leaders and regulators are demonstrating ways fo

translate the principles of PbD into more prescriptive

requirements, specifications, standards, best practices,

and operational performance criteria. The participants

on this panel will discuss the work being done to give

concrete, meaningful operational effect to the princi-

ples of Privacy by Design.

*  Overview of PbD — where it started, how it has
progressed, and where it is heading

e Compliance aspects of PbD — how PbD can help
organisations optimize compliance with the new
EU data protection regulation

°  Business impacts of PbD — how PbD can help or
ganisations fulfill their business objectives

o Challenges in implementing PbD - what they are,
why they exist, and how organisations can ad-
dress them

¢ Operationalizing PbD - recommendations, practi-

cal advice, and tools for organizations

13.00 - Lunch

14.00 - EU DATA PROTECTION
REFORM: STATE OF PLAY
P°|icy ecccee
organised by CPDP
Chair Christopher Docksey, EDPS (EU)

Moderator Nikolaj Nielsen, EU Observer (BE)
Panel Anna Fielder, Privacy International (UK),
Francoise Le Bail, EC DG Justice (EU), Philippos
Mittleton, Permanent Representation of Greece
[GR), Wojciech Wiewidrowski, GIODO (PL)

Following from the technical panel at 10.30, this

panel will take a broader perspective and consider

the current poliical context of data protection reform.

With speakers representing the EU institutions, national

DPAs and civil society, the panel will attempt to shed

light on the key actors, constellations and drivers af-

fecting further progress. The panel will consider ques-

tions/issues such as:

* Who are now the main acfors pushing/delaying
the reform process?

*  What are their positions and how do they com-
pare with each othere

° What are the key debates influencing the reform?

° What is the outlook for the reform package?

15.15 - Coffee break

15.30 - INTERNET GOVERNANCE FOR
(PRIVACY EXPERTS) BEGINNERS

academic ¢ business ¢ policy eeee
organised by the Council of Europe
Chair Lee Bygrave, University of Oslo [NO)
Moderator Ben Wagner, University of Pennsyl-
vania (US)
Panel Pat Walshe, GSMA (UK), Christine Run-
negar, Intemet Society (CH), Meryem Marzouki,
Centre National de la Recherche Scientifique
[FR), Sophie Kwasny, Council of Europe (INT)

The Internet is an aggregate of a vast range of ideas,
technologies, resources and policies developed on
the assertion of freedom and through collective en-
deavours in the common interest. It provides a space
of freedom, facilitating the exercise and enjoyment
of fundamental rights, participatory and democratic
processes, and social and commercial activities. We
'live" on-line: read, buy, share pictures, apply for jobs,
listen to music, etc. and at each of those moments of

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE
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our lives, our personal data is processed.

The Internet governance discussions taking place in

different fora contribute to shape common views on

the evolution and the use of the Infernet. The workshop

will explore the infersection between infernet policy

making and application on the one hand, and privacy

policy and enforcement on the other hand.

* What is Infernet governance [definition, issues at
stake, actors, objectives|2

° Where is it happening (universal, regional, and
national initiatives)2

*  What are the links between internet governance
discussions and privacy?

° What is the added-value of the participation of
privacy experts in those discussions?

16.45 - FROM PRIVACY PROFESSION-
AL TO PRIVACY FOR PROFES-
SIONALS: EXPANDING PRIVACY
BEYOND THE OFFICE OF THE
CPO

business eeeee policy

organised by the International Association of
Privacy Professionals (IAPP)

Chair Henriette Tielemans, Covington & Burling
(BE)

Moderator Omer Tene, International Associa-
tion of Privacy Professionals (IL)

Panel Vivienne Artz, Citi (UK), Tobias Brauti-

gam, Nokia (Fl), Simon Hania, TomTom (NL),

Philippe Renaudiére, European Commission (EU)

Most large and medium size organisations, in busi-
ness and govemnment, recognise the importance of
esfablishing a privacy office fo take charge of data
profection and management. Yet, increasingly, priva-
cy needs transcend the privacy office and become an
essential part of the skill set of HR professionals, IT and
data security personnel and financial managers. This
means that privacy fraining has become essential not
only for privacy professionals but also for employees
in other parts of the organisation. Join this interactive
panel discussion fo:
*  Explore what this new scale of engagement means
for a privacy association
o Consider the essenfial elements of a privacy pro-
gramme for non-privacy professionals
o |dentify the likely effects for individuals' and con-

sumers’ privacy.
18.00 - Cocktail sponsored by IAPP

18.30 - Award Ceremony: Multidisciplinary
Privacy Award

CPDP2014 PANELS AT PETITE HALLE

08.45 - LAW ENFORCEMENT,
PROFILING AND SOCIAL MEDIA

academic ¢ee policy eee
organised by EMSOC
Chair Mathias Vermeulen, Vrije Universiteit
Brussel (BE)
Moderator Gary Marx, MIT (US)
Panel Alba Bosch, EDPS (EU), Francesca Bosco,
United Nations Interregional Crime and Jusfice

Research Institute (INT), Ahmed Ghappour, Uni-
versity of Texas at Austin (US), Sadhbh McCarthy,
Centre for Irish and European Security (IE)

The automated collection of large amounts of (person-
al) dafa is one of the most important technological
challenges to the protection of the right to privacy and
the protection of personal data. Law enforcement and
intelligence agencies are increasingly mining  social

COMPUTERS, PRIVACY & DATA PROTECTION

networking sites in order fo detect unexpected (com-
munication] patterns between users. This panel will
address different profiling techniques that are currently
being used by these security actors and will examine
their impact on the protection of privacy and the pro-
tection of personal data.

*  How does profiling using social media work?

* How are law enforcement agencies using social
media to profile people?

* What is the legal framework, and what are the
challenges to this framework, posed by social me-
dia profiling?

¢ How do data protection authorities assess the
challenges of social media profiling?

10.00 - Coffee break

10.30 - PRIVACY AND NETWORK
INFORMATION SECURITY IN
EDUCATION

business ¢¢ policy eeee

organised by the European Union Agency for
Network and Information Security (ENISA)
Chair Steve Purser, ENISA (EU)

Moderator Claudia Diaz, KU Leuven (BE)
Panel Frangois Thill, Luxemburg Ministry of the
Economy and Foreign Trade (LU), Kai Rannen-
berg, Goethe University Frankfurt (DE), Simone
FischerHubner, Karlstad University (SE), Trevor
Hughes, International Association of Privacy
Professionals (US), Ann-Sofie Ronnlund, EC DG
Connect (EU)

The users of online services are expressing serious pri-
vacy concerns even though recent studies indicate that
these concerns are not reflected in their daily practice
online. Such a discrepancy could be addressed by
investing in the education of users regarding personal
data profection. In its “Cyber security Strategy of the
European Union: An Open, Safe and Secure Cyber-
space” the European Commission highlights the need
for measures in order fo “Step up national efforts on
NIS education and training” including enhanced skills

and competence for IT security and personal data

protection. The obijective is fo esfablish trust - from the

users' perspective - in the online environment.

Stakeholders are invited to participate in the discus-

sion and focus their atfention on education and frain-

ing initiatives, future challenges and on collaborative

solutions. The panel will consider:

* Training on nefwork and information security [NIS)
and personal data profection

* Existing and possible cerfification programs: the NIS
driving licence, privacy professionals certification

° NIS and dafa profection basic training for staff
working in public administrations

*  Privacy eleaming solutions

* What's nexte Is the above enough?”

11.45 - DATA PROTECTION IN INDIA
business ¢ee¢ policy ¢ee
organised by CPDP
Chair Kush Wadhwa, Trilateral Research (UK)
Moderator Laura Juanes Micas, Yahoo! (US)
Panel Joseph Alhadeff, Oracle (US), Bruno Gen-
carelli, EC DG Justice (EU) Apar Gupta, Advani
& Co. (IN)

With the advancement of biometrics projects, out-

sourced service centres and fechnology development

centres, the data landscape in India is complex, re-

quiring an understanding of legal inifiatives from many

other regions, across industry sectors. This panel will

include views from the perspectives of research, in-

dustry, policy and civil society. Among the topics we

expect fo discuss are:

* Views on the history of privacy protection initia-
fives in India

* Impacts of regulations from outside India

*  The outlook for changes to India’s regulatory envi-
ronment, and

* How European data protection policy may be

useful as a model for the future of DP in India

13.00 - Lunch

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE
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13.30 - PRIVACY PLATFORM -
SECURE SCIENCE: RESEARCH
AND DATA PROTECTION:

WILL THE PROPOSALS FOR
NEW EU DATA PROTECTION
LEGISLATION IMPEDE MEDICAL,
SOCIAL OR HISTORICAL
RESEARCH?
organised by Sophie in 't Veld, Member of
the European Parliament [NL)
Hosted by Sophie in 't Veld, Member of the
European Parliament (NL)
Panel Giulia Barrera, Directorate of Archives in
Rome (IT), Corrette Ploem, University of Amster-
dam Academic Medical Center (NL), Barry Ryan,
Market Research Society (UK), Paul Timmers, EC
DG Connect (EU)

The proposal for a new EU Data Protection Regulo-
tion, aimed at replacing the current Data Protection
Directive, has sparked much debate as to how fo sfrike
the balance between the control of the data subject
over their own personal data, and the possibility for
data controllers to process data. Central to this de-
bate is the legal basis for the processing of person-
al data. Is the processing authorised on the basis of
a provision in national or European law, is there a
legitimate interest for processing and how to define
and limit legitimate interest), or does the controller first
need to establish the (explicit) consent of the data sub-
jecte For some data processing purposes this balance
has been easier fo sirike than for others. During the
deliberations in the European Parliament, the medical
and historical research communities in particular have
raised concerns that the ambitions of the Commission
and Parliament fo establish strong data subject rights
might risk the effectiveness of research projects. To fur-
ther explore these concerns, and to try fo find the right
balance between data subject control and processing
for research purposes, this edition of the European
Parliament's Privacy Platform is dedicated to Secure
Science: Research and Data Profection.

The panel will consider questions/issues such as:

o The panel will explore the possible consequences

of the new Data Protection Regulation for academ-
ic and commercial research.

°  The fields of medical and historical research will
be discussed in defail.

° What would be the impact of, respectively, the
Commission proposal for a new Data Profection
Regulation and the position adopted by the re-
sponsible European Parliamentary committee on
21 October 20132

* Talking points will be, among others, the specific
concerns regarding the concept of explicit con-
sent, the right to deletion and the special regime
for medical research (Articles 81 and 83 of the
proposed Regulation).

15.15 - Coffee break

15.30 - PERSONAL DATA IN MEDICAL
RESEARCH WITH ELECTRONIC
HEALTH RECORDS

academic ¢e¢ policy eee

organised by linked2Safety

Chair Solvita Olsena, European Association of
Health Law (LV)

Moderator Sjaak Nouwt, Royal Dutch Medi-
cal Association (NL)

Panel Athos Anfoniades, University of Cyprus
[CY), Zsuzsanna Belenyessy, EDPS (EU), Stefaan
Callens, KU Leuven (BE|, Panagiotis Gkouvas,
Ubitech (GR), Norbert Graf, University Hospital
Homburg (DE)

Electronic Health Records [EHRs| contain an increasing
wealth of medical information. They have the potential
to help significantly in advancing medical research, as
well as improve health policies, providing society with
additional benefits. However, the European health-
care information space is fragmented due to the lack
of legal and fechnical standards, cost effective plat-
forms, and sustainable business models. What are the
current technical, legal and ethical challenges while
frying to advance clinical pracfice and accelerate
medical research by providing pharmaceutical com-
panies, healthcare professionals and patients with an

COMPUTERS, PRIVACY & DATA PROTECTION

innovative secure semantic interoperability framework?

How might the proposed Data Profection Regulation

influence high level medical information technology

research?

* What is the role of Data Protection in medical re-
search and in relafion fo Electronic Health Records

*  How can medical research (including with genetic
data) be conducted fo comply with Data Protec-
tion legislation?

° What is the role of Data Protection Authorities re-
garding medical research with Electronic Health
Records?

* How will the proposed model of a General Data
Protection Regulation influence patient privacy in
medical research?

16.45 - WEARABLE SENSORS:
LINKING INDIVIDUAL AND
PUBLIC HEALTH AND MAKING
THEM VISIBLE

academic ¢ business ¢¢ policy ¢
organised by the Joint Research Centre of the
European Commission, Institute for the Profection
and Security of the Citizen [EC JRC IPSC)

Chair Mariachiara Tallacchini, EC JRC IPSC (EU)
Moderator Mario Romao, Infel Europe (BE)
Panel Annibale Biggeri, Universita degli studi

di Firenze (IT), Barbara Prainsack, King's College

Llondon (UK], Anne Wright, Carnegie Mellon
University (US)

Despite their having been used for a long fime tfo
monitor personal fitness and health, wearable de-
vices are now increasingly perceived and shaped
as new empowering tools. Not only are individuals
enabled fo create and make sense of their own data
for knowledge and decisions related to a variety of
physical and psychological measures, but they can
also collaborate and share their data with others (lay
people and experts| for social purposes connected to
health and the environment. The session will provide
an opportunity to discuss and reflect on the scientific,
ethical and legal aspects of this emerging and rapidly
changing field.

* What are the current practices and trends sur-
rounding wearable devices in the US and the EU2
How is industry reacting/coping with the new fen-
dencies towards DIY2

° What about the quality of knowledge? How can
individually supplied data become comparable,
reliable and validated?

*  Are privacy and data protection hindering collab-
orative experiencesé

How will the EU draft regulations on medical and

in vitro devices affect the fielde

CPDP2014 PANELS AT LA CAVE

8.45 - THE CONSTITUTIONALITY OF

DATA RETENTION: DISCUSSING
THE CASE BEFORE THE ECJ

organised by CPDP

Chair Simon Davies, Independant Privacy

Advocate (UK)

Moderator Andreas Krisch, EDRi/AK Vorrat

(AT)

There has been no piece of European legislation
which has sparked more intense debate as o the pri-

vacy/security disfinction than the Data Retention Di-
rective. After more than 6 years of the Directive being
in force, these debates have reached a head with
the constitutionality of the Directive facing a challenge
before the European Court of Justice. This session will
take the shape of a structured debate considering the
case and the underlying tensions it bring to the fore.
In order to stimulate a fruitful and productive debate,
audience members are asked to familiarize themselves
with case documents in advance of the session. The
session will consider quesfions/issues such as:

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE
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* What are the issues of law involved — is anything
missing®@

° What are the substantial issues involved — is any-
thing missing?

© What are the possible repercussions of the case?

10.00 - START SESSION ON
IMPACT ASSESSMENTS:
WELCOME ADDRESS

organised by TUBerlin, SIAM project and
EPINET project

This full day session focuses on the need for, and the
practice of, Technology Impact Assessments (TIAs) with
regard to novel technologies such as those used in se-
curity measures and grid applications. An increasing
demand fo include perspectives on the wider changes
of the socio-political fabric of our societies creates a
particular fension between normative and empirical

approaches.

10.15 LEGAL AND STS TECHNOLOGY
IMPACT ASSESSMENTS

academic ¢eeee policy
Chair Mireille Hildebrandt, Erasmus University
Rotterdam,/Radboud University Nijmegen,/Vrije
Universiteit Brussel (NL/BE)
Moderator David Wright, Trilateral Research
and Consulting (UK)
Panel Serge Gutwirth, Vrije Universiteit Brussel
(BE), Niels van Dijk, Vrije Universiteit Brussel, (BE),
Roger Clarke, Australian National University (AU),
Mireille Hildebrandt, Erasmus University Rotter-
dam/University of Nijmegen/Vrije Universiteit
Brussel, (NL/BE)

This panel focuses on presentation rather than discus-
sion. It fargets the question of how legal and empirical
impact assessments differ and what it means to frame
law and social science through the lens of an ecology
of practices. Further questions addressed will be:

° What are the gains and the risks of technology

impact assessments in the broad sense?
* What is the difference between a PIA and a DPIA

and should we applaud the legal obligation o do
a DPIAC
° How can we assess the impact on a right, as com-
pared fo the impact on the substance of a right2
° Do technologies have normative impact, and
what does this mean for courts and legislatorse

11.45 - ROUND TABLE ON
NORMATIVE AND EMPIRICAL
PERSPECTIVES ON TIA

academic ¢eee business ¢ policy ©
Chair Mireille Hildebrandt, Erasmus University
Rotterdam,/Radboud University Nijmegen/Vrije
Universiteit Brussel (NL/BE)

Moderator leon Hempel, Technische Universi-
tat Berlin (DE)

Panel lan Brown, Oxford Internet Institute (UK),
Julie Cohen, Georgetown University (US), Roger
Clarke, Australian National University (AU), Paul
de Hert, Vrije Universiteit Brussel/Tilburg Univer-
sity (BE/NL), Kristrun Gunnarsdottir, Lancasfer
University (UK], Dariusz Kloza, Vrije Universiteit
Brussel (BE], Charles Raab, University of Edin-
burgh (UK), Sarah Spiekerman, Vienna University
of Economics and Business (AT), Stefan Ver-
schuere, Belgian Privacy Commission (BE), Brian

Whynne, Lancasfer University (UK]

This panel aims fo focus on discussion rather than
presentation; the questions raised here shall have an
"explorative” character rather than pursuing a well-es-
tablished academic debate. The panel will confront the
issues of legal and technological normativity, participa-
fory social research and ethical standards. The question
fo be addressed is:
* How can TIA approaches on the legal, technical as
well as on the socio-organisational level go hand in
hand to address common regulative paradoxes be-

tween legal norms and sociotechnical practices?

13.00 - Lunch

COMPUTERS, PRIVACY & DATA PROTECTION

14.00 - FROM THEORY TO PRACTICE:
INTEGRATED TIAS AND THEIR
COMPUTATIONAL SUPPORT

academic *e¢ business *¢ policy ¢
Chair Mireille Hildebrandt, Erasmus University
Rotterdam,/University of Nijmegen/ Vrije Universi-
teit Brussel (NL/BE)

Moderator Rasmus Nielsen, Danish Board of
Technology (DK)

Panel leon Hempel/ Hans Lammerant, Tech-
nische Universitét Berlin/Vrije Universiteit Brussel
(DE/BE), Christian Geminn, Universitat Kassel
[DE), Ronald Grau/ Graeme Jones, Kingston Uni-
versity London (UK), Kiefil Rommetveit, University
of Bergen (NO)

This session will turn the perspective from theory to
practice. We will demonstrate a method for the con-
crefisation of legal requirements as an instrument o
design and evaluate security fechnologies and meas-
ures. The focus is on a participatory assessment toolkit
developed within the SIAM FP7 project, which will be
related to some of the first findings of the integrated
technology assessments developed within the EPINET
FP7 project.

o This session will engage with the issues discussed
during the previous sessions and show how as-
sessment criteria can be interfaced with an ICT
Assessment System, and how legal conditions can
be interfaced with engineering requirements.

°  Finally, the attempt to provide computational sup-
port will be discussed from the perspective of an
infegrated TIA fo detect added value, missing links
and fo other issues of future research.

15.15 - Coffee break

15.30 - PRIVACY IN MOBILITY AND
LOCATION DATA
academic ¢e¢ policy eee
organised by the ENFORCE Project
Chair Sergio Mascetti, University of Milan (IT)
Moderator Anna Monreale, University of Pisa (IT)
Panel Cédric Burton, Wilson, Sonsini, Goodrich

& Rosati [BE), Henri Kujala, Nokia [Fl), Annarita
Ricci, University of Bologna (IT), Manolis Terro-
vitis, Athena (GR), Jeroen van den Hoven, Delft
University of Technology (NL)

We are currenfly experiencing an explosion in the vol-
ume of data that are created by moving objects and
their users. Location information is registered either ex-
plicitly, by users of location based social networks, or
implicitly by GPS trackers on vehicles and RFID tags on
moving objects. Often, this data can also be inferred
by specific actions, like credit card charges in physical
stores and usage of RFID cards in mass fransit systems.
The widespread availability of RFID chips and devel-
opmenfs in wireless communications have resulted in a
digitized environment where user and object movement
very offen leave a digital frace.

While, on one hand, location information constitutes
valuable information, on the other hand it often poses a
threat to the privacy of users — whose location is moni-
tored or recorded. The disclosure of a user's position to
third parties is a violation of user privacy by per se, but
this is just the tip of the iceberg: Automatic reasoning
about location data can reveal a user's habits, home
and work addresses, political or sexual orientation and
much more. The challenge is how to make it possible to
collect and use location data, and to deploy all related
services, while safeguarding the human right fo privacy

and without violating legal norms on data protection.

° Which are the main differences and challenges in
personal dafa protection when location and move-
ment data is involved?

* Which are the problems and opportunities arising
through the presence of movement dafa?

°  Personal data protection is a multidisciplinary issue.
Which result, from a different research area than
yours, would help your research the most?

©  Suppose you could express a wish and ask a re-
searcher in a field different from yours to conduct
some research. What would you ask fore

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE
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16.45 - MONETIZING PRIVACY

AND DATA PROTECTION:

CAN PRIVACY BE PROFITABLE?
business eeeee policy
organised by LSEC & IPACSO project
Chair Zeta Dooly, WIT = TSSG (IE)
Moderator Ulrich Seldeslachts, LSEC (BE)
Panel John Grant, Palantir (US), Richard Harrison,
Reputation.com (UK), Nicola Jentzsch, DIVV Berlin
[DE), Filip Maertens, Arguslabs (BE), Bruno Segers,
Irispact (BE), Alex van Eesteren, IXQuick (NL)

Similar fo security, privacy is considered as being a cost
to most organizations. Today, it is still more profitable
to gain money through the use of individuals' personal
and private data, than it is to profect them. However,
some innovative for profit companies are frying fo make
a business out of ensuring privacy. The main purpose of
this panel is to discover the business models, challeng-
es, pitfalls and best practices of privacy related inno-

vative companies, whilst identifying innovative services

CPDP2014 PANELS AT

and technologies. Individuals will be able to learn from
potential solutions and additional costs fo preserve their
right fo privacy. Privacy and Security Officers and com-
pany representatives will be able to leam how fo inte-
grate these business models info their own service plat-
forms and fo cooperate with these innovative services.
Policy makers will learn how to identify the challenges
of the privacy imbalance, recognize how fo support in-
novation in this domain and learn they must seek ways
fo support organizations in promoting privacy, rather
than simply focusing on repressive enforcement meas-
ures. Key themes covered by the panel will be:
° Identifying the drivers and challenges to privacy in-
novation
e |dentifying the market inferest in privacy
° |dentifying privacy profecting fools and solutions.

20.20 - 22.20 PECHA KUCHA

MAISON DES ARTS

10.30 - HACKERS: DEFENDERS OR
ENEMIES OF PRIVACY?

academic ¢¢¢ business ¢ policy ¢
organised by CPDP
Chair Michcel Nagenborg, University of Twente
(NL)
Moderator Michael Dizon, University of
Tilburg (NU)
Panel Christian Horcherf, Chaos Computer Club
[DE), Tim Jordan, Kings College London (UK),
BertJaap Koops, University of Tilburg (NL], Saskia
Sell, Freie Universitaet Berlin (DE|, Representative

of the Hacker Community

Hackers are known to highly value privacy. The Ger
man hacker association, Chaos Computer Club, ex-
pressly includes respect for and protection of other

people's private data among the tenets of their hacker
ethics. There is an obvious incongruity then for hackers
to be portrayed as one of the biggest threats to priva-
cy and data profection today. One security industry
report even states that hackfivists were responsible for
58% of all data breaches in 2011. This panel brings
together experts from different disciplines to discuss the
relationship between hacker ethics and privacy.
Specifically, the panel delves info the following themes
and issues:
* How do different actors understand and frame
"hacking,” "hacker,” and "hacktivism”2
°  Does the idea of a "hacker ethic” still offer a fruitful
perspective for differentiating and evaluating dif-
ferent types of “hacking”2
*  How fo address the tensions between privacy and
other hacker values such as transparency, freedom
of access, and openness?e

COMPUTERS, PRIVACY & DATA PROTECTION

° What are the legal and social implications of the
hacker motto “privacy for the weak, fransparency
for the powerful” on privacy and data protection
laws, technology regulation, and governance of
the networked society?

11.45 - RESILIENCE TO SURVEILLANCE
academic eeeooe
organised by the RISS project
Chair Reinhard Kreissl, IRKS (AT)
Moderator Ben Hayes, Statewatch [UK)
Panel Kirstie Ball, Open University (UK), Pete
Fussey, University of Essex (UK), Hille Koskela,
University of Turku [FI), Minas Samatas, University
of Crete (GR)

Online Surveillance has become a pervasive element
of modern sociefies. Analyses of the effects of surveil-
lance frequently focus on privacy infringements from
a legal perspective: what are citizens' rights 1o pri-
vacy and how are they affected by surveillance. This
panel will broaden the focus and take the citizens'
perspective info account by looking at surveillance
from below. The contributions will present a number
of case studies demonstrating how laypersons react
to surveillance, how they perceive surveillance meas-
ures and how surveillance is integrated into their daily
lives. Different forms of resilience fowards surveillance
and adverse events will be discussed and presented
to demonstrate resilient reactions of a rather mundane
kind. The panel will address the following issues:

* To what extent can resilience against surveillance
be applied as an analytical framework to better
understand the inner workings of a surveillance
society®

°  How do citizens understand surveillance? How do
they use it for their own purpose?

*  What forms of resilience can emerge at the level
of the ordinary citizens? Are fatalism and igno-

rance forms of resilience?

14.00 - ACCES RIGHTS: REGAINING
CONTROL OVER PERSONAL
DATA

academic ¢¢ business ¢¢ policy ¢
organised by IRISS and CPDP

Chair Antonella Galetta, Vrije Universiteit Brussel
(BE)

Moderator Xavier L'hoiry, University of Shef-
field (UK)

Panel David Llenaerts, Deloitte (BE), Bernhard
Rieder, University of Amsterdam (NL), Janneke
Sloeties, Bits of Freedom [NL) , Steve Wood,
Information Commissioner’s Office (UK)

In the information age data can be processed swiffly
and af a large scale — perfectly suited for surveillance
purposes. The recent PRISM scandal gives us a clue
as fo how our personal data could be, and actually
are, processed regardless of the data subject’s rights
and inferests. Although the right of access to personal
data is considered as ancillary within ARCO rights, it
represents — for the data subject — the first step in gain-
ing effective control over his data. After having given
a visual representation of the impact of data leaks
and of their consequences, the panel will address the
question of how data subjects exercise access rights.
While doing so, it will identify the main obstacles and
limitations towards the practical operationalisation of
this right.

* How much of our personal data do we give away
online/offline every day?

* How can dafa subjects have access fo data that
concern them and so exercise their access rights2

* What are the main limitations and difficulties to-
wards the operationalization of this right?

* How do dafa controllers engage in ensuring citi-
zens' access fo their data?

° How can we sfrengthen access rights?

15.15 - Coffee break

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE
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15.30 - ACADEMIC/PHD SESSIONS:
RIGHT TO BE FORGOTTEN
Chair BertJaap Koops, Tilburg University (NL)
Speakers

¢ Ten Reasons Why the Right to be Forgotten’
should be Forgotten by Christiana Markou.

* Tracing the right to be forgotten in the short his-
tory of data protection law: The “new clothes” of
an old right by Gabriela Zanfir.

*  Information Privacy and the “Right to be Forgot-
ten”: An Exploratory Survey of Public Opinion
and Attitudes by Clare Doherty and Michael
Lang.

*  Purpose Limitation and Fair Re-use by Merel Kon-

ing.

16.45 - ACADEMIC/PHD SESSIONS:
RENEWING PRIVACY & DATA
PROTECTION

Chair Ronald Leenes, Tilburg University (NL)
Speakers

* Evolution or revolution? Steps forward to a new
generation of data protection regulation by Attila
Kiss and Gergely Laszlé Szoke.

* Enabling Privacy by Design in Medical Records
Sharing by Jovan Stevovic, Eleonora Bassi, Ales-
sio Giori, Fabio Casati and Giampaolo Armellin.

Privacy in security research? On the framing of a
European conflict by Matthias Leese.

Thursday 23 January 2014

CPDP2014 PANELS AT GRANDE HALLE

08.45 - TO CONSENT, OR NOT TO
CONSENT?

academic ¢¢ business ¢¢ policy ¢
organised by Inria (FR)
Chair Daniel le Métayer, Inria (FR)
Moderator Serge Gutwirth, Vije Universiteit
Brussel (BE)
Panel Maurizio Borghi, Bournemouth University
[UK), Roger Brownsword, Kings College London
[UK), Jane Kaye, University of Oxford (UK), Chris-
tophe Lazaro, Institut National de Recherche en

Informatique et en Automatique (FR)

This panel seeks to contribute to the discussion about
the “informed consent” requirement in the context of
the recent proposal for a General Data Profection
Regulation. By formulating a new definition of consent
and imposing new obligations on data controllers,
the proposal has been subject to many criticisms. The

legitimating force of consent itself has been seriously
questioned in the face of recent technological devel-
opments and the emergence of new social practices
that seem fo undermine the very capacity, or even
the will, of individuals to “selfF-manage” their informa-
tional privacy. The objective of this panel is, on the
one hand, tfo revisit and refine the understanding of
consent and individual autonomy in the context of
confemporary fechnological environments. On the
other hand, it aims at discussing the pragmatic is-
sues related fo the conditions for a valid consent and
at identifying the means to provide individuals with
greater fransparency, choice and control over their
personal data.
* What are the theoretical foundations of the “philos-
ophy of consent”2
*  What are the normative fensionse (paternalism v.
freedom, formalism v. substantialism, commodifica-
tion v. inalienability, individual v. collective con-
sent)

COMPUTERS, PRIVACY & DATA PROTECTION

*  What are the cognitive, structural and confextual
limits of the “informed consent” rulese

*  How should these rules be arficulated with other
principles embedded in the proposal?

10.00 - Coffee break

10.30 - TIMING THE RIGHT TO BE
FORGOTTEN

academic ¢eee policy ¢°
organised by Tilburg Insfitute for Law, Technol-
ogy and Society (TILT), Pl.Lab
Chair Paulan Korenhof, Pllab/TILT (NL)
Moderator Ronald leenes, TILT/Pl.lab (NL)
Panel Meg leta Ambrose, Georgetown Univer-
sity (US), Jef Ausloos, ICRI - iMinds - University of
Leuven (BE), Giovanni Sartor, University of Bolo-
gna (IT), Jay Stanley, ACLU (US), lvan Szekely,
Eotvos Karoly Policy Institute (HU)

Refaining information indefinitely seems to be the de-
fault on the web. Some personal information, how-
ever, loses its relevance over time and people also
may want fo have certain information ‘forgoften’. The
"Right to Be Forgotten or Erasure’ (R2BF), article 17
of the proposed General Data Protection Regulation
in Europe aims to provide individuals with a means
to have parts of their digital ‘past’ erased. However,
individual interests are not the only ones at stake;
online information can also have a historical, scien-
tific or public value. The R2BF acknowledges these
interests, but gives relatively few hints — if any — of
a vision on the value and importance of information
within the frame of the passing of time. This panel ad-
dresses this issue by providing different views on the
manner in which the concept of ‘time’ can, or should,
play a role with regard to information accessible on
the Web.

° How can a "right to be forgotten” deal with the
value of information in the light of the passing of
time®

° Which interests are at stake?

*  What kind of guidelines can we use?

° How should we balance the inferests at stake?

11.45 - DATA PROTECTION
AUTHORITIES: THEIR ROLE AND
EXPERIENCE IN ENFORCEMENT

business ¢e¢ policy eee

organised by CPDP

Chair Charles Raab, University of Edinburgh
(UK]

Moderator Ivan Szekely, Budapest University
of Technology and Economics/Eotvos Karoly
Policy Insfitute (HU)

Panel Robert Gellman, Privacy and Information
Policy Consultant {US), Billy Hawkes, Data Protec-
tion Commissioner (IE), Sophie Llouveaux, EDPS
[EU), Eva Souhrada-Kirchmayer, formerly Austrian
DPA (AT)

This is the third of a series of annual panels on the roles

of DPAs. Previous panels looked at the independence

of DPAs and their co-operative and collaborative re-

lationships. This year, the panel will focus on the role

and experience of DPAs in regulatory enforcement, in

the light of the renewed urgency that data controllers

comply with data protection laws or else face stringent

pendalties.

*  How have DPAs performed this role?

* What are the constraints and opportunifiese

* How have dafa controllers complied with the deci-
sions and regulations of DPAs2

* How will enforcement be likely to change in the

light of the new EU Regulation?@
13.00 - Lunch

14.00 - PRIVACY AND ONLINE
BEHAVIOURAL ADVERTISING:
HOW TO COMPLY?

business ¢e¢ policy eee

organised by CPDP

Chair Karim Lesina, AT&T (US)

Moderator Kenneth Parnham, TRUSTe (UK)
Panel lan Brown, Oxford Internet Institute (UK),
Anna Buchta, EDPS (EU), Walter van Holst,
Vrijschrift (NL), Tanguy Van Overstraeten,
Linklaters (BE)
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This panel will address Online Behavioural Advertising
[OBA), looking at both the consumer and business an-
gles. From a consumer viewpoint, the panel will aim to
"demystify” OBA, explaining what it is (and is nof] and
how it can (or cannot) affect privacy. From a business
viewpoint, the panel will address the economic ben-
efits of OBA but also the legal pitfalls and regulatory
obsfacles if faces.
The panel will analyse how the constitutive elements
of OBA are regulated at EU level (including profiling,
cookies and direct marketing), what the key compli-
ance issues are and will discuss some of the recent
selfregulatory initiatives (e.g. the Interactive Advertis-
ing Bureau’s Sel-Regulation for OBA).

The panel will also look at the impact of the upcoming

Regulation, especially with ifs strengthened dafa sub-

ject rights, the principle of the ban on profiling and the

reinforced rules on consent.

* s the processing of personal data in the context of
OBA different from any other form of processing?

* Does OBA warrant the application of specific
rules or is it already adequately regulated by exist-
ing rules?

e s there a place for selfregulation in the OBA
industry or should strict legal requirements be im-
posed on all acfors involved?

° What would be the impact of the adoption of the

dafa profection reform proposals on OBA?2
15.15 — Coffee break

15.30 - COMPARATIVE RESEARCH ON
CONSUMER PRIVACY ATTITUDES
AND KNOWLEDGE

academic eeee¢ policy ¢°

organised by the Samuelson Clinic, University
of California Berkeley

Chair Tal Zarsky, University of Haifa (IL)
Moderator Frederik Zuiderveen Borgesius,
University of Amsterdam (NL)

Panel Chris Hoofnagle, UC Berkeley (US),
Sabine Trepte, Hamburg Media School (DE),
Jennifer Urban, UC Berkeley, {US), Marc van
Lieshout, TNO (NL)

Academics in the US and Europe have inifiated survey
research projects to better define individuals’ under-
standing of information privacy concepts, attitudes
toward privacy and knowledge about privacy rules.
These inquiries are important because “privacy” is in-
terprefed differently across cultures, and is implement-
ed according fo differing methods, and with different
levels of infensity. In the US, survey research is impor
fant in part because consumer atfitudes are sometimes
evaluated through the lens of the “reasonable expec-
tation of privacy” fest.
Survey research can be a powerful tool for evaluating
theoretical assumptions about privacy, understanding
of and attitudes toward the substantive coverage of
privacy laws, and knowledge of the default rules em-
bedded in local privacy law. In this panel, academics
from the US and Europe will give overviews of their
own, and other, representative survey research of con-
sumers conceming information privacy in Europe and
the United States. Panelists will then discuss approach-
es for comparing results and undertaking further com-
parative work.
*  What has research helped us understand about
the confours of privacy attitudes and knowledge?
e Are there sub-populations with different privacy
aftitudes? What might underpin these different atti-
tudes?
*  Where do American and European attitudes on
privacy converge and diverge?
* What are the advantages and disadvantages of
different methods of assessing privacy attitudes
and knowledge?

16.45 - USER-CENTERED DATA
ECOSYSTEMS

business eeee policy *°
organised by CPDP
Chair Rita Balogh, BSA/The Software Alliance (BE)
Moderator Carolyn Nguyen, Microsoft (US)
Panel Rosa Barcelo, European Commission
[EU), Nicolas Decordes, Orange France (FR),
Andreas Krisch, EDRi/AK Vorrat (AT), Alfred Kob-
sa, University of California, Irvine (US)

COMPUTERS, PRIVACY & DATA PROTECTION

A confluence of fechnology evolution, changing social
norms, and economic pressures has fransformed a da-
ta-scarce world to one where data is ubiquitously and
continuously generated. Big data and its associoted
analytics create new growth but also increase con-
cerns about risks fo individuals. Although users express
a desire fo control access and use of their data, very
few actually do — there is litlle understanding today of
user attitudes and behaviours regarding the manage-
ment of personal data. The panel will consider how
users think about their data, how they define context,
what variables impact their sensitivity towards sharing
data, how this can help o define more flexible and
userfriendly policies, the role technology can play in
enabling and reinforcing user preferences and how
a policy framework can provide the appropriate pro-
tection.

°  How can these insights be leveraged to empower
and motivate users to more actively manage their
digital lives?

* How can additional research in these areas moti-
vate new thinking for policy frameworks and leg-
islative and non-legislative initiatives that enable
susiainable user-centered data ecosystems by bal-
ancing economic growth with user needs?

* What are some potential approaches for such pol-

icy and regulatory frameworks?

18.00 — Cocktail sponsored by EPIC

18.15 - Launch of the ‘Handbook on European
data protection law’, Council of Europe
and Fundamental Rights Agency

CPDP2014 PANELS AT PETITE HALLE

8.45 - DEMONSTRATING ACCOUNTA-
BILITY - TRUST BUT SELF-VERIFY?

business ¢¢¢ policy eee
organised by CPDP
Chair Gloria Gonzdlez Fuster, Vrije Universiteit
Brussel (BE)
Moderator Siani Pearson, HP Labs (UK)
Panel Martin Abrams, Information Accounta-
bility Foundation (US), Nicolas Dubois, EC DG
Justice (EU), Ute Kallenberger, EDPS (EU), Wim
Nauwelaerts, Hunton & Williams (BE), Karinna
Neumann, Nymity (CA|

The Russian proverb “doveryai no proveryai” frust, but
verify) was made popular in North America by Ron-
ald Reagan during the cold war. The recently revised
OECD Privacy Guidelines contain a new Implement-
ing Accountability section. Article 22 of the proposed
General Data Protection Regulation, in the version
supported by the LIBE Committee, refers to the “Re-
sponsibility and accountability of the controller”. The
participants fo this panel will discuss traditional veri-

fication frameworks, and compare them with newer

selfverification schemes. The following topics will be

discussed:

* What does it mean to demonstrate accountabilitye

* What are the advantages and limitations of
selfverificatione

° How does selfverification compare fo third party
verification?

* What are the challenges in the area of account
ability and verification, and how could they be
addressed?

10.00 - Coffee break

10.30 - UNLOCKING THE POTENTIAL
OF AUDIT LOGS

business eeee policy e
organised by CPDP
Chair Justin Brookman, Centre for Democracy &
Technology (US)
Moderator Tal Zarsky, University of Haifa (IL)
Panel Courtney Bowman, Palantir (US), Marc
Vael, Belgian Privacy Commission/ISACA (BE),

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE
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Erik Valgaeren, Stibbe (BE), David Wright, Trilater-
al Research and Consulting (UK

Audit logs today are primarily used forensically. Data
is stolen or otherwise misused and the breach appears
on the front page of a major newspaper, at which
point engineers are tasked with digging through reams
of highly complex audit log data fo piece together
the incident. The use of big data analytics on audit
log data can vastly increase the value of this infor
mation for both security and privacy purposes. This
panel will discuss these potential uses for audit log
data, including proactive monitoring of system use, the
development of better informed data handling policy,
the production of oversight and public-facing materi-
als to demonstrate policy compliance, and the overall
evaluation of data system efficacy (e.g., ratio of false
positives fo actionable conclusions in an analytics pro-
gram). The panel will also discuss technological and
policy challenges to implementing these new uses.

° What are the relevant accountability/auditing reg-
ulations for companies and government agencies?
Why is it so difficult to fulfill these requirements?

° What are the fechnical challenges to providing
effective auditing and to the effective use of audit
frails?

* How far can technology based approaches go
toward addressing these challenges and fulfilling
these requirements?

* What are the future prospectives for auditing ca-
pabilities? What is holding back their develop-
ment and/or implementation?

° What are the consequences of failing fo institute
more effective auditing systems and regimes?e

11.45 - ACCOUNTABILITY IN CLOUD
ENVIRONMENTS

academic ¢ee policy eee
organised by EU Cloud Accountability project
(A4 Cloud)
Chair Siani Pearson, HP Labs (UK
Moderator Ronald Leenes, University of Tilburg
(NU)
Panel Massimo Attoresi, EDPS (EU), Penny

Duquenoy, Middlesex University (UK), Christopher
Millard, Queen Mary University of London (UK)

In this panel we want to discuss accountability mech-
anisms related to data profection regulation in the
context of complex service provision ecosystems. The
discussion will focus on the role of accountability in the
profection of personal information and governance of
internet services. The cloud will be considered as an
inferesting case study fo explore the accountability of
the custodians of user data towards cloud users, data
subjects, regulators and society af large.
° Why do we need accountability (from legal, ethi-
cal, technical and socio-economic perspectives|2
* What is the relationship between transparency,
accountability and privacy?
*  How can accountability be enhanced?
* How can we implement accountability in cloud

and complex service provision environments?
13.00 - Lunch

14.00 - PRIVACY V. SURVEILLACE
IN PUBLIC SPACES: ESSENTIAL
TOOLS FOR A FAIR BALANCE
academic ¢ee policy eee
organised by CRIDS and the PARIS Project
Chair Cécile de Terwangne, CRIDs University of
Namur (BE)
Moderator Lillie Coney, Privacy Policy Expert
(US)
Panel Fred Carter, Ontario Information and
Privacy Commissioner’s Office (CA|, Fanny Coud-
ert, ICRI KU Leuven (BE), Frank Dumortier, CRIDs
University of Namur (BE), Francois Thoreau,
CRIDs University of Namur (BE)

The search for a fair balance between privacy and
other competing interests, in particular security-related
interests is an on-going issue. Various initiatives, at var-
ious levels franslate a search for tools and methods
destined to help accompany and frame the decision
making process for the implementation of surveillance
measures (EU lawmaking tools, I1A, fundamental rights

COMPUTERS, PRIVACY & DATA PROTECTION

checklist). When implemented in public spaces, the
deployment of such measures raises specific issues in
relation to the scope of privacy of individuals, suita-
bility of public policy and legitimacy of the decision
making process leading fo the implementation of sur-
veillance systems in public spaces. This panel discuss-
es, from a multidisciplinary perspective, some of the
essential ingredients that require further development
or implementation fo frame the excessively difficult task
of achieving correct balance between privacy and
security related interests. The panel will consider the
following themes:
©  The role of law and the principle of proportionality
*  The role of technology and Pro- active Privacy by
design
*  The role of accountability
o The role of multidisciplinary (ELSI) approaches

15.15 - Coffee break

15.30 - BIOMETRICS IN INDIA
academic ¢ business ¢¢¢ policy ¢
organised by CPDP
Chair Ben Hayes, Statewatch [UK)
Moderator Kush Wadhwa, Trilateral Research
and Consulting (UK)

Panel Nikhil Dey, MKSS (IN), Travis Hall,
Humboldt Institute for Internet and Society (DE),
Malavika Jayaram, Jayaram & Jayaram law
firm (IN), R. Ramakumar, Tata Institute of Social
Sciences (IN]

While hardly the only biometrics project being com-
pleted in India, with the largest biometric database in
the world, India’s UID programme has been the focus
of much discussion and evaluation over the past sever
alyears. The launch of this programme, with significant
humanitarian and social welfare goals, has spawned
discussions of not only the technical challenges, but
the socio-political relationships that influence and are
inflenced by the programme. This session will feature
panelists who will provide views on work being done
in biometrics in India today, the impact of large-scale
biometrics programmes on privacy, the risks of using

biometrics to solve socioeconomic problems, and

what the future promises in socio-political terms.

Panelists will look at biomefrics within a range of con-

texts:

o Their role within an emerging surveillance sfate

*  The legal environment within which data collection
and processing fakes place.

*  The economic impacts on citizens and industry

16.45 - PRIVACY PRACTICES IN
BIOMETRICS

academic ¢¢¢ business ¢ policy ¢
organised by Fraunhofer Institute for Systems
and Innovation Research (Fraunhofer ISI)
Chair Michael Friedewald, Fraunhofer Institute
for Systems and Innovation Research (DE)
Moderator Aaron Martin, OECD (FR)
Panel Els Kindt, KU Leuven (BE), Frank Pallas,
TU Berlin/Karlsruhe Institute of Technology (DE),
Carmela Troncoso, GRADIANT (ES), Stefan G.
Weber, VDI/VD-T (DE)

The privacy issues of biometrics technologies and solu-
fions have been long debated. As more and more
everyday biometric applications are brought fo the
market [such as the new Apple iPhone with its finger
print sensor), it becomes increasingly important how
different players are dealing with privacy challenges
in practice. Given the advantages of biometric tech-
nologies over traditional fechnologies in relation to, for
example, authenticity, it is to be discussed if, and how,
these benefits can be profited from without infringing
on users’ privacy rights. The panel will consider ques-
tions/issues such as:
* The untraceability of biometric templates or the
possibility fo re-identify individuals
*  The pros and cons of internal and external biome-
tric features
*  The necessity and possibilities of novel approach-
es for de-specialisation of biometric data with in-
formative value about hedlth efc.

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE
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CPDP2014 PANELS AT LA CAVE

8.45 - (DISTRIBUTIVE) JUSTICE VS.
PRIVACY - THE UNEASY
TRADEOFF IN COPYRIGHT
DEBATES

academic ¢¢ business ¢¢ policy ¢
organised by the Insfitute for Information Law
(IViR)

Chair Irina Baraliue, LSTS Vrije Universiteit
Brussel (BE)

Moderator Baldzs Bodd, IVIR University of
Amsterdam (NL)

Panel Erwin Angad-Gaur, Dutch Musicians’
Union [NLL), Pefer Bradwell, Open Rights Group
[UK), Kristina Irion, IViR University of Amsterdam
[NL), Philippe Laurent, Marx Van Ranst Ver
meersch & Partners (BE), Michael Weller, Cultural
Commons Collecting Society (DE)

Various Alternative Compensation Schemes legalizing
and monetizing private, non-profit and currently illegiti-
mate online uses of copyrighted works have been pro-
posed as allernatives to enhanced enforcement and
widespread infringement. At first glance such solutions
could end the debate among privacy advocates and
those who ask for more effective online enforcement.
But at a second glance, there is a nasty trade-off pres-
ent in this positive agenda. ACS have fo offer distribu-
tive justice; they have fo ensure that each rights holder
gets her fair share of monies. But accounting for works
at the end of the long tail would require a complete
monitoring of all internet traffic, 24,/7.

Developments in technology and the shift towards dig-

ital markefplaces enable us to move fowards more eq-

uitable distribution models. With this panel we hope
to explore just how far we should go.

* Where is the balance between fair remuneration
and the privacy of userse Is that balance different
from what is proposed (by courts and legislators
and stakeholders) in the case of enforcement?

* Is technological development a reason to update
the data acquisition fechniques and distribution

models currently in use at CMOs2 What are the
privacy limitations of such and upgrade?

e If fair distribution is technologically feasible, is there
a reason nof to remunerate the use of each and
every work in existence? Are there reasons fo ex-
clude certain copyrighted works or authors from the
remunerafion system? Is privacy such a reason?

° What are the implications of a system of metered

culture to various legal /policy fields2
10.00 - Coffee break

10.30 - INFORMED CONSENT AT ITS
LIMITS - AN INTERDISCIPLINARY
PERSPECTIVE

academic ¢ business ¢¢ policy ¢
organised by University of Minster

Chair Franziska Boehm, University of Minster
(DE)

Moderator Roger Brownsword, Kings College
Llondon (UK)

Panel Rainer Bdhme, University of Minster (DE),
Andy Goldstein, EDPS (EU), Eleni Kosta, Universi-
ty of Tilburg (NL), Chris Sherwood, Allegro (BE)

The panel focuses on questions surrounding the dis-
cussion of the ‘informed consent’ requirement in online
environments. One key element of the data protection
reform package refers fo the strengthening of the rights
of individuals by empowering them fo give “explicit
and informed” consent to the processing of personal
data. We agree that active consent is needed, but we
doubt that it is best achieved “by ficking a box when
visiting an Infernet website” (recital 25 of the proposal
for o data protection regulation). The panel focuses,
first. on the discussion of consent in the online-environ-
ment. Second, possible solutions to the “active-partici-
pation deficit” issues will be discussed. The panel will
consider questions/issues such as:
e Standard ferms in online contracts vs. how to guar-
antee the full atfention of consumers in the online

COMPUTERS, PRIVACY & DATA PROTECTION

environment?
s the EU dafa protection reform proposal enough

to strengthen individuals” bargaining power?

* Which other ideas could help to improve the posi-

tion of the consumer?
o Are there effective incentives for indusiry to imple-
ment more consumer friendly consent decisions@

11.45 - NUDGING INTERNET CITIZENS:
LESSONS FROM BEHAVIOURAL
STUDIES ON ONLINE PRIVACY

academic ¢e¢ policy eee

organised by the Joint Research Centre of the
European Commission, Institute for Prospective
Technology Studies (EC JRC IPTS)

Chair Gabriele Esposito, EC JRC IPTS [EC)
Moderator Norberto Andrade, University of
Cdlifornia, Berkeley (US)

Panel Alessandro Acquisti, Camegie Mellon
University (US), Pam Briggs, Northumbria Univer-
sity (UK), Dorothea Kibler, Berlin Social Science
Centre (DE), Shara Monteleone, EC JRC IPTS (EC)

Behaviourally informed approaches to  regulatory
problems have been demonstrated to be particularly
effective in attaining concrefe policy obijectives. The
use of nudges to change behaviour is particularly
promising.

European policy-making is increasingly relying on
behavioural studies and methods for better decision
making: these methods can be applied also fo the
Information Society area. Understanding why Internet
users behave in certain ways can help fo enhance
the effectiveness of specific policies. Behaviourally
informed regulation seems particularly apt at raising
privacy awareness and promoting privacy-protective
behaviours. Nevertheless, the use of nudges in regula-
fory contexts also raises problems and issues, such as
users’ decision autonomy, perceptions of being moni-
tored and paternalism.

This panel explores the potential benefits, as well as
the challenges and limitations, of the application of
behavioural methods in the area of privacy. It will pay
special attention fo the use of privacy nudges, interac-

tive notices and gamification techniques.

Building on existing behavioural studies and experi-

ments, this panel will address in particular the follow-

ing issues:

e Could nudges help to address the privacy para-
dox [divergence between users’ declared privacy
concerns and their actual behaviour)2 Should we
use them towards this aim?

*  What are the main limitations of privacy behav-
ioural experiments?

° What are the pros and cons of specific design
inferventions, e.g., privacy nudges and other ‘per
suasive technologies for behaviour change'?

e Should privacy nudges be considered indispen-
sable tools for implementing transparency and
privacy by design principles (see proposed Data
Profection Regulation)2

e To what extent are some forms of paternalism in-
evitable2 Can we identify moments and spaces of
everyday life where nudging and gamification are

opportune and where they are nof@

13.00 - Lunch

14.00 - DATA TRANSFER INTER-
OPERABILITY: BETWEEN THE
EU MEMBER STATES AND APEC
MEMBER ECONOMIES

business ¢e¢ policy eee

organised by Korea University Cyber Llaw
Centre & CPDP, supported by PHAEDRA

Chair Nohyoung Park, Korea University (KR)
Moderator Hazel Grant, Bristows (UK)
Panel Noriswadi Ismail, Quotient Consulting
(UK), Daniel Pradelles, HP (FR), Peter Schaar,
European Academy for Freedom of Information
and Data Protection (DE), Blair Stewart, Office of

the New Zealand Privacy Commisioner (NZ)

In the EU, Binding Corporate Rules (BCR) is the pre-
ferred compliance solution fo facilitate and govern
infernational data transfers. It aims to define dafa con-
trollers” policies on data fransfers to ensure adequate
safeguards once dafa are transferred from the EU to

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE
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third countries. Since 2008, APEC has developed the

Cross-Border Privacy Rules (CBPR) system, designed to

protect the privacy of consumer data moving between

APEC member economies. It requires companies to

develop their own internal business rules on cross-bor-

der dafa privacy procedures. As of September 2013,

23 regulators from 8 APEC member Economies have

joined this regional enforcement arrangement. The

panel will focus on the extent to which the BCR and

CBPR approaches are similar to, and differ from, each

other.

° BCR and APEC CBPR — the mirror with 2 faces?
Similar principles, different approaches.

¢ Understanding how the APEC Cross-border Priva-
cy Enforcement Arrangement works and ifs [poten-
tial) interoperability with the EU.

* legislative challenges for the EU, APEC member
economies and the ASEAN Economic Community

*  BCR versus APEC CBPR: views from multi-national
companies, the marketplace and emerging APEC
member economies — simplicity or complexity@

o Issues for the future: trade treaties on the horizon,
notably the Trans-Pacific Parinership, and their sig-
nificance for data transfers.

15.15 - Coffee break

15.30 - THE VALUE (OR MONETISA-
TION) OF PERSONAL DATA IN
THE ERA OF BIG DATA

academic ¢ business ¢¢¢ policy ¢
organised by Digital Enlightenment Forum
Chair Rocco Bellanova, Université St Louis/
Peace Research Institute Oslo (BE/NO)
Moderator Jacques Bus, Digital Enlightenment
Forum (NL)

Panel Michael Donohue, OECD (INT), Joerg
Hladjk, Hunton & Williams (BE|, Sarah Spieker-
man, Vienna University of Economics and Business
[AT), Jacqui Taylor, Bournemouth University {UK)

2013 saw discussions in maijor fora result in a call for
accounfable, contex-dependent personal data eco-
systems with necessary checks and balances. These

discussions concluded that the rapidly evolving abil-

ty fo process and derive value from "big dafa” does

not merely increase the threat to privacy, but actually
transforms it in ways that render vacuous previously
operatfional concepts (Purpose limitation, Notice and

Consent]. This Panel will discuss the various types of

value, including monetary value, that Big Data can

create, and the legal and policy issues that this raises.

* How are personal data currently being valued or
monetised and what does it mean for Big Data?

° What are the various types of value, in addifion to
monetary value, that Big Data can create?

° Which are the drawbacks and difficulties of the
monetisation of Big Data?

* What are the emerging frends and changes for
Big Data that intersect and affect personal data
and the value it bringse

*  What legal challenges does the processing and
trading of Big Data create under US and EU law
[including the proposed General Data Protection
Regulation), and how can these challenges be ad-
dressed?

16.45 - ENFORCING NEW LATIN
AMERICAN DATA PROTECTION
LEGISLATION: DIFFICULTIES AND
CHALLENGES

business ¢e¢ policy eee

organised by CPDP

Chair Artemi Rallo, Jaume | University [SP)
Moderator Verdnica Pérez Asinari, European
Data Protection Supervisor (EU)

Panel Pedro Less Andrade, Google Lafin-Amer
ica (AR), Laura Juanes Micas, Yahoo! (US),
Cristos Velasco, ProtDataMx (MX)

In recent years, lafin America has shown exiraordi-
nary development in data protection regimes. Today,
there are already data protection laws in Mexico, Co-
lombia, Costa Rica, Peru, Nicaragua, Uruguay and
Argentina and, in addition, these latfter two countries
have been recognized by the European Commission
as "adequate regimes” of data protection. Even Uru-
guay has acceded to Convention 108 of the Council

COMPUTERS, PRIVACY & DATA PROTECTION

of Europe. However, this amazing legislative evolution
is not without doubts and questions have been raised
by various sectors of industry on the applicability of
regulatory provisions to Latin American business and
society. This panel will help fo clarify many of these
uncertainties.

* What are the main difficulties for industry in com-

plying with national data protection laws?

*  Which are the regional specificities that national

CPDP2014 PANELS AT

data profection laws have (or have nof) taken info
account?

° How efficient are the strategies of DPAs in enforc-
ing national data protection lawse

° How does sociely react dfter the entering info
force of new data protection lawse

MAISON DES ARTS

08.45 - REGULATING AUTOMATED
DECISION MAKING: A CASE
FOR EVIDENCE-BASED POLICY-
MAKING IN PRIVACY AND
SURVEILLANCE

academic ¢ee policy eee

organised by SMART and RESPECT projects
Chair Joel Sollier, Interpol (INT)

Moderator Anfoinette Rouvroy, University of
Namur (BE)

Panel Nikolaus Forgs, Leibniz University Han-
nover (DE), Caroline Goemans-Domy, Interpol
[INT), Bogdan Manolea, Association for Technol-
ogy and Intemet (RO), Andrej Savin, Copenha-
gen Business School (DK)

Automated recognition of individuals and/or pre-de-
termined traits or risk factors/criteria is increasingly the
basis of surveillance systems using new technologies.
While current [and proposed) EU legislation explicitly
prohibit automated decision-aking regarding individu-
als unless “authorised by a law which also lays down
measures fo safeguard the data subject's legitimate
interests” (art 7. CFD 2008,/977/)HA), there are cur
rently no laws laying down any such measures. The
panel will discuss ways policy makers can address the
current gaps in the regulation. The panelists will tackle
the topic both from a citizen and a law enforcement
perspective. lssues which will be addressed include:

consensus on the regulation of SMART surveil-
lance? How can the regulatory gap be filled in
the confext of the EU data profection reform@

° The role of relevant stakeholders: who are the
stakeholders/users involved? How do they in-
teracte How do we strengthen law enforcement
effectiveness and privacy/dafa protection by auto-
mated processing of dafa?

°  Acitizen's perspective: does the public care about
privacy? How does it react to surveillance?

° The notion of "consent”: how does user consent
function in cases of smart surveillance and conven-
ient fechnologies®

10.00 - Coffee break

10.30 - SECURITY AND PRIVACY: BE-
YOND THE TRADE OFF MODEL

academic ¢ee¢ policy eee
organised by PRISMS, PACT and SurPRISE
project
Chair Irma van der Ploeg, Zuyd University (NL)
Moderator Roger Clarke, Australian National
University (AU)
Panel Jenneke Christiaens, Vrije Universiteit
Brussel (BE), Maria Grazia Porcedda, European
University Institute (IT), Govert Valkenburg, Zuyd
University (N}, Sunil Patil, RAND Europe (UK)

_ i The relafion between Security and Privacy is offen con-
* A regulatory approach: is there a nationally lead o _ )
ceived in ferms of a frade-off: more security necessarily

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE
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comes af the cost of privacy, and vice versa; and policy
or technology choices are therefore presented as requir
ing sfriking a ‘balance’ between these two competing
values. On the other hand, counter discourses seem
to consider that this idea is fundamentally wrong. The
flawed nature of the trade-off model, or metaphor, will
be put under the microscope in this panel.

In this panel, the presenters are asked fo bring some nu-

ance fo this issue, and discuss the model's persistence,

limitations, function, performativity, as well as its poten-
tial alernatives, based on empirical findings.

* Where and by whom is the frade-off model used,
and to what effect? Is it mostly authorities when ar-
guing for another privacy invasive measure, or is it
also the way public understanding of the issue is
framed?

* What do the notions ‘security’ and ‘privacy’ exact-
ly mean when they are played off against each
othere Which meanings are thus obscured? Is it al-
ways clear for example, whose security is played
off against whose privacy?

* Are there cases/confexts in which arguing for a
trade-off or balance is actually recommendable?
For example, fo stimulate public debate, to get it
on the public agenda, to mobilize public protest/
supporte

*  How can the frade-off model be defended or crit
icised in relation to European policy, regulations
and declarations of rights efc; in particular in relo-

tion 1o the nofion of proportionality?

11.45 - PRIVACY IN THE AGE OF
PREEMPTIVE SECURITY

academic ¢eee¢ policy ¢°
organised by the SAFE project
Chair Marieke de Goede, University of Amster-
dam (NL)
Moderator Tugba Basaran, University of Kent (BE)
Panel louise Amoore, Durham University {UK),
Rocco Bellanova, Université St Louis/Peace
Research Institute Oslo (BE/NO), Diana Alonso
Blas, Eurojust (EU), Quirine Eijkman, Leiden Uni-
versity (NLJ, Daniel Drewer, Europol (EU)

In the context of security threats that are conceived to

be largely unprediciable but potentially catastrophic,
security practice increasingly aims to mine and analyse
data in order to pre-empt these future threats. Concrefe
examples include riskbased schemes to identify suspect
travelers and abnormal financial transactions through
large-scale datamining programmes of PNR records
and SWIFT transactions. This panel addresses the chal-
lenges that data-driven preemptive security practices
pose for the philosophy and legal practice of rights to
privacy. Although tradifional questions conceming col-
lection, storage and security of data remain of critical
importance in relation to preemptive security, these are
complemented by novel questions on how data are
analysed, moved from commercial domains to security
seffings, and (reJcombined with other data fragments in
order to enable security decisions. The discussion will
be a dialogue between researchers from different dis-
ciplines — including law and the social sciences and
practitioners who confront these new relationships be-
tween privacy and anticipatory security.
© Why has the mining and analysis of data become
so important fo the preemption of security threats?
°  In what ways do new techniques reorient conven-
tional practices in relation to data collection, data
sharing and integration, data storage and data
subjects
° What are the implications of preemptive security
for the philosophy and legal practice of rights to
privacy?
* What would effective privacy safeguards look like
in an age of preemptive security?

13.00 - Lunch

14.00 - AUTOMATIC NUMBER PLATE
RECOGNITION

academic ¢ee policy eeoe
organised by the Centre for Research into
Information Surveillance and Privacy & CPDP
Chair Kirstie Ball, Open University (UK)
Moderator Mathias Vermeulen, Vrije Universi-
teit Brussel (BE)
Panel Willem Debeuckelaere, Belgian Privacy
Commission (BE), Ad Hellemons, Netherlands

COMPUTERS, PRIVACY & DATA PROTECTION

Police Agency (NL), Nick Pickles, Big Brother
Waitch (UK), William Webster, University of
Stirling (UK)

In recent years, the diffusion of ANPR {Automatic Num-
ber Plate Recognition) camera systems has accelerat-
ed, with such systems now commonplace in a range
of settings in Europe. ANPR is a mass surveillance
method which utilises optical character recognition an-
alytical technology to read” vehicle regisfration plates
and to match vehicles against a range of databases,
including vehicle ownership. Such systems have been
used by a range of public agencies and private com-
panies to identify driving offences, provide locational
security, collect electronic road tolls, and to monitor
traffic flows and congestion. They are also becom-
ing more prevalent in car parks and as mobile units
attached to police cars. ANPR systems allow for the
realtime location specific identification of cars and de-
pending on the extent of the system, the live tracking
of vehicles. Concerns about the use of ANPR have
focussed on the privacy concems associated with the
tracking of citizens’ movements, cost, error rates and
the potential for misidentification. This panel will ex-
plore the use of ANPR and its regulatory and social
implications and consequences.
° How has ANPR been utilised across Europe?
* How is ANPR regulated in different European set-
tings@
° How effective is ANPR2
° What are the privacy and surveillance concems
raised by the increased use of ANPR2

15.15 - Coffee break

15.30 - WORKPLACE PRIVACY
business **¢ policy eee
organised by CPDP and the Belgian Privacy
Commission
Chair Hans Lammerant, Vrije Universiteit Brussel (BE)
Moderator Seda Giirses, New York University (US)
Panel Clara Fritsch, GPA-djp (AU), Erik Luyster
borg, Deloitte (BE), Catherine Preumont, Claeys &
Engels (BE), Evelyn Regner, Member of the Euro-

pean Parliament (EU), Stefan Verschuere, Belgian

Privacy Commission (BE)

The workplace is a major area of confention where
data protection is concerned. The proposed GDPR wil
creafe a uniform regime dealing with data protection
across the EU. However, while many amendments try
fo include extra safeguards, regarding specific rules on
data protection in the employment context, the Regula-
tion refers back 1o the national level. will this reproduce
the existing patchwork of national data protection rules
which impeded enterprises functioning across the EU2

Does the GDPR provides adequate protection for work-

ers' data or is specific rulemaking needed?

This debate will confront the visions of data profection

in the workplace from the perspective of unions and

businesses, politicians and academics.

*  Which data-protection related problems exist in
the workplace? Is workers' data adequately pro-
tected? Do the data protection rules by themselves
pose problems for companies?

* Which solution does the GDPR provide for these
problems? Is this adequate? If not, what solutions
can be provided?

° s exfra or complementary regulation needed? If
so, on which level (EU, Member State, negotia-

tions between social partners)2

16.45 - ACADEMIC/PHD SESSIONS:
SURVEILLANCE

Chair Jean-Pierre Nordvik, EC JRC Institute for
the Profection and Security of the Citizen (EU)
Speakers

* Ten Tensions in Ethical Algorithmic Surveillance
Systems by Daniel Neyland and Patrick Murphy.

* Borderless data flows: connecting post-panoptic
surveillance and deterritorialised dynamics of the
network State by Elias Jacob de Menezes Neto
and Jose Luis Bolzan de Morais.

Surveillance minimisation by Paul Bernal.
Ma3tch - Privacy AND Knowledge - Dynamic
Networked Collective Intelligence by Udo Kroon.
LEAP: The LEAP Encryption Access Project by
Harry Halpin and Elijah Sparrow.

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE
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Friday 24 January 2014

CPDP2014 PANELS AT GRANDE HALLE

08.45 - INFORMATION POSITIONS
FOR LAW ENFORCEMENT, CYBER
SECURITY AND PRIVACY

academic ¢ee policy oo

organised by Max Planck Institute (MPI) for
Foreign and International Criminal Law

Chair Sophie Kwasny, Council of Europe (INT)
Moderator Marc Rofenberg, EPIC (US)
Panel Els de Busser, Max Planck Institute (DE),
Achim Klabunde, EDPS (EU), Ulrich Sieber, Max
Planck (DE), Cecilia Verkleij, European Commis-
sion, DG Home (EU)

Cyber security and data protection are two sides
of the same coin. The overlap is evident when per
sonal data are collected regarding behavior that is
expressed through ICT (infernet surfing behavior, tele-
phone, efc.) and that can be specific enough fo sin-
gle out a person. The overlap is however, not always
visible and foreseeable, especially when personal as
well as non-personal data can be stored by law en-
forcement for building so called ‘information positions’
that can be useful in criminal investigations. The panel
will consider questions/issues such as:

° What are the scope and limits of building informa-
tion positions, and what are the limits of technical
security@

*  What are the risks in merging public and private
databases and open source data?

° What is the awareness of citizens?

° What are the chances for privacy and data pro-

tection in a globalised world?

10.00 - TINA > CALL FOR WORLD-

WIDE PRIVACY LEGISLATION

by Willem Debeuckelaere, Belgian Privacy
Commission (BE)

10.05 - Coffee break

10.30 - GOVERNMENT ACCESS TO
THE CLOUD

academic ¢¢ business ¢¢ policy ¢°
organised by the University of Maine
Chair Jens-Henrik Jeppesen, Center for Democ-
racy & Technology (BE)
Moderator Omer Tene, International Associa-
tion of Privacy Professionals (IL)
Panel Bryan Cunningham, Palantir (US),
Cornelia Kutterer, Microsoft Research (BE), Marit
Hansen, DPA Schleswig-Holstein (DE), Joris van
Hoboken, New York University (US)

Is the cloud a tool for digital empowerment or an op-
portunity for governments to obtain greater access to
sensitive personal data? Governments are forming pol-
icy responses to the rapid accumulation of dafa in the
cloud, balancing considerations of privacy, data secu-
rity, law enforcement and national security. Businesses
are often caught in a bind, required on the one hand
fo protect individuals' privacy and on the other hand to
comply with government requests for data, somefimes
originating from foreign jurisdictions. This panel will seek
fo assess the vulnerability of the cloud to government
access, addressing issues such as: Differences and
commondlities across legal systems; the declining ‘wall’
between national security and other uses; businesses’
incentives to collaborate with government requests; and
the gap between the law on the books and the reality
on the ground (or, rather, “in the cloud”).
°  Lessons from the NSA revelations as fo the ability
to secure and protect dafa in the cloud.
¢ Formal and informal collaboration between gov-
ernment and private secfor.
o The effects on business, competition and cross bor-
der data flows.

COMPUTERS, PRIVACY & DATA PROTECTION

11.45 - OPEN SOURCE SURVEILLANCE
AND ONLINE PRIVACY

academic ¢¢ business ¢¢ policy ¢
organised by CPDP and Panoptykon Founda-
tion, Bits of Freedom and Privacy International
Chair Janneke Sloefjes, Bits of Freedom [NL)
Moderator Katarzyna Szymielewicz, Panop-
tykon Foundation (PL)
Panel Richard Allan, Facebook (BE), Jan Derk-
acz, AGH University of Science and Technology
(P, lan Readhead, UK Association of Chief
Police Officers [UK|, Matthew Rice, Privacy
International (UK)

In the last decade, counterterrorism and crime pre-
vention measures have creafed a by-product of mass
surveillance, while the digital natives generation share
their personal information online on an unprecedent-
ed scale, and much of it is publicly available. As a
result, authorities can dig for information and survey
people without the need of a search or arrest war-
rant. Police can collect, analyse and combine pub-
licly available information from different sources. This
is helped by various legal and social factors such as
incomprehensible privacy policies, complex privacy
seffings on websites, poor data retention rules and vol-
untary sharing by social networks. Such surveillance
can result in profiling people, and branding them as
"dangerous”. This panel will discuss emerging trends
in open source surveillance, technological possibili-
ties and the adequacy of legal safeguards, as well
as elaborating on how fo achieve the right balance
between crime prevention and the preservation of the
right fo privacy. Issues to be addressed include:
o legal frameworks, current and in development, to
control open source surveillance
*  Necessity and proportionality tests for such surveil-
lance
° Existing safeguards, if any, against abuse of this
dafa
*  Recommendations for future policy in this area

13.00 - Lunch

13.00 - EPIC International Champion of
Freedom Award

13.15 - Award Ceremony Junior Scholar Award

14.00 - DEMOCRACY, SURVEILLANCE
AND INTELLIGENCE AGENCIES

academic ¢ee policy eeoe
organised by CPDP and the University of
Passau
Chair Gerrit Hornung, University of Passau (DE)
Moderator Caspar Bowden, Independent
Privacy Advocate (FR)
Panel Louise Arimatsu, Chatham House (UK),
Wolfgang Hoffmann-Riem, University of Hamburg
[DE), Constanze Kurz, Chaos Computer Club
[DE), Pefer Swire, Georgia Tech. (US)

The ongoing disclosure of mass-surveillance activities
by the US National Security Agency and GCHQ
especially, but also involving groupings of European
intelligence agencies, has induced an urgent debate
on their technological capabilities, implications for
their oversight, and the consequences for fundamental
rights. Whilst it is important fo analyse such specific
questions, it is also fimely fo focus on the effects on so-
ciety at large. Is the concept of democratic legitimacy
challenged by these developments, especially if the
surveillance apparatus is so secret [and complicated)
that the electorate has no comprehension of its scale
or infensity? Further concerns arise when surveillance
is conducted unilaterally by a foreign government, ir
respective of where people and data are physically
located. What are the implications for judicial review
and the separation of powers? As these issues are
debated differently on both sides of the Atlantic, the
panel brings fogether specialists from both Europe and
the US. Issues to be addressed include:

*  Secret mass surveillance - an issue of democracy?!
 Different concepts of privacy rights and democra-

cy in Europe and the US
*  The role of national and international judicial review
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*  Can infernational legal sfructures guarantee funda-
mental rights against an overwhelming hegemony

of technical surveillance power?

15.15 — Coffee break

15.30 - THE EU REPSONSE TO PRISM
policy sessss
organised by CPDP & EDPS
Chair Paul De Hert, Vrije Universiteit Brussel/
Tilburg University (BE/NL)
Moderator Giovanni Butarelli, EDPS (EU)
Panel Caspar Bowden, Independent Privacy
Advocate (FR), Alex Joel, US Office of the Direc-
tor of National Infelligence (US), Paul Nemitz,
EC DG Justice (EU), Martin Scheinin, European
University Institute (IT)

As the previous panels have shown, the PRISM revelo-
tions have had huge repercussions and have thrown
up a number of important questions on both sides
of the Aflantic. It seems certain that the breadth of
such questions, and the importance of the underlying
tensions they have brought fo light will eventuate in

a political, perhaps legislative, response. One actor

which may be key in this is the EU. What remains

to be seen however, is whether, and if so how the

EU will respond to PRISM. The panel will address the

following issues:

° What is the proper Tole’ of the EU in reacting
to the PRISM revelations? Does the EU have any
legislative competence to respond to PRISM2

* |f so, what are the substantive issues which should
shape this response?

° What might a proportionate and effective re-
sponse look like2 At which level, and through
which tools could this be achieved?

* What could the repercussions of such a response
be?

16.45 - CONCLUDING NOTES
BY PETER HUSTINX (European Data Protection Su-

pervisor)

17.00 - Cockiail
sponsored by The Privacy Surgeon

Petite Halle is closed on Friday

CPDP2014 PANELS AT LA CAVE

08.45 - POST-MORTEM PRIVACY:
EXPLORING DECEASED’S
PRIVACY IN A DIGITAL WORLD

academic eeeoee

organised by the Centre for Creativity, Regu-
lation, Enterprise & Technology (CREATe)

Chair Michael Bimhack, Tel Aviv University (IL)
Moderator Irina Baraliue, Vrije Universiteit
Brussel (BE)

Panel Damien McCallig, Galway University (IE],
Elaine Kasket, British Psychological Society (UK),
Jan Bikker, University of Dundee (UK], Wendy
Moncur, University of Dundee (UK), Edina Harbin-
ia, University of Strathclyde (UK)

This panel explores the issues surrounding post mor-
tem privacy (PMP): privacy of the deceased in the
digital realm. This concept has only recently become
a subject of concemn in various disciplines, including
law, sociology, psychology, computer sciences, an-
thropology, and forensics. The panel aims fo tackle
and explain how the competing privacy interests of the
deceased, bereaved family, heirs and society should
be dealt with following death. It will assess and ques-
tion the value and importance of the various aspects
of privacy in digital remains from personal interest and
public interest perspectives. Panellists, drawn from a
diverse range of disciplines and interests, will explore
the challenges posed tfo the values and aspects of

privacy by our interactions with digifal technology and

COMPUTERS, PRIVACY & DATA PROTECTION

postdeath phenomena, specifically digital legacy, in-

heritance, identity, property, mourning and the repur-

posing or further uses of digital remains.

This interdisciplinary panel envisages tackling the fol-

lowing PMP-related challenges:

* The bequest, inheritance and repurposing of per-
sonal data (such as emails, photos and social net-
work site inferactions) in the context of the death of
technology users;

Technologically-mediated mourning and memori-
alisation and posthumously maintained bonds with
the dead;

o Comparative legal issues related to the phenom-
enon of PMP (personality, data profection, copy-
right);

*  PMP themes relating fo the inferests of victims expe-
rienced in global disasters, whether survivors, the

deceased or next-ofkin.
10.00 - Coffee break

10.30 - ONLINE CHILDREN’S
PRIVACY: A CASE FOR HARD
OR SOFT LAW
academic ¢ business ¢¢ policy ¢
organised by leiden University
Chair Simone van der Hof, University of Leiden
(NU)
Moderator Anna Fielder, Privacy Infernational
(UK]
Panel Sonja Dirager, bpv Higel Rechtsanwdlte
OG [AT) (tbc), Joe McNamee, European Digital
Rights (BE), Isolde Sprenkels, Zuyd University (NL),
Bibi van den Berg, Leiden University (N

Children have a right to privacy. Children think priva-
cy is important. But they also share a lot of personal
information, because social interaction is important
too. In their social interaction, online platforms and
apps, such as Facebook, Tumblr, Twitter, Instagram,
Tinder and Snapshot, play a crucial role. This panel
will address how the child’s right fo privacy can be
meaningfully shaped in a world where children and
young people are always on and always connected.

What should the role of law, self-regulation or technol-

ogy be in protecting privacy rights and ensuring a safe

online environment for children and teens? It will also

deal with issues of online profiling and online market-

ing practices focused on children. Is it desirable and

feasible o protect children from such practices as part

of their right fo privacy or other child rightse

* What does the children’s right fo privacy entail in
a digital environment? How does it relate to online
markefing?

* How effective will the Data Protection Regulation
be? Is this the way to go?

° How effective is selfregulation (e.g. safer social
networking principles)2

* How can technology help regulate children’s on-
line privacy?

11.45 - SMART METERING AND THE
SMART GRID: WHAT ABOUT
PRIVACY?

academic ¢ business ¢ policy ¢
organised by the Viije Universiteit Amsterdam
Chair Amo Lodder, Vrije Universiteit Amsterdam
(NL)

Moderator lan Brown, Oxford Internet Institute
(UK)

Panel Rophaél Gellert, Viije Universiteit Brussel,
[BE), Johan Rambi, Liander (NL), Marfin Spindler,
Smart Energy (DE), Alessia Tanas, Independent
Energy Expert (BE), Tijmen Wisman, Vrije Universi-
teit Amsterdam (NIL),

The European Union s strongly pushing the infroduc-
fion of smart mefers and the smart grid. Smart meters
should, within the next 5 to 10 years, replace most
existing electricity monitoring systems. These meters
are physically within the private sphere of the home,
but are connected and approachable from a dis-
tance. This by itself questions how technology should
be developed to respect the privacy of the home. In
addition, smart mefers might become more than a me-
fering system, and turn info a crucial building block of
the future internet: The Internet of Things. The aim of
the panel is to discuss issues from different perspec-
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fives (technology, privacy, energy sector) to strike a

balance between technological opportunities and the

protection of fundamental rights, in particular privacy.

The panel will consider:

© What functionalities of smart mefers are needed
for the smart grid fo worke

*  What technologies could facilitate real negotia-
tions on the smart grid2

* How to balance technical functiondlity, energy
profits and privacy?

*  Smart grid and smart mefers: data protection and/

or privacy?
13.00 - Lunch

14.00 - THE FIGHT AGAINST CHILD
SEXUAL ABUSE: HOW TO
RECONCILE THE IDENTIFICATION
OF AUTHORS AND VICTIMS OF
SUCH CRIME AND THE RESPECT
OF PRIVACY AND DATA
PROTECTION RIGHTS?

academic ¢¢ business ¢¢ policy ¢
organised by the Joint Research Centre of the
European Commission, Institute for the Protection
and Security of the Citizen [EC JRC IPSC)

Chair Laurent Beslay, EC JRC IPSC (EU)
Moderator Claire Levallois Barth, Institute
Mines Télécom (FR)

Panel Christian Berg, Nelclean (SE), Jean
Dominique Nollef, EUROPOL (EU) Riccardo Satta,
Joint Research Centre (EU), Ralf-Philipp Wein-
mann, Comsecuris (DE)

The fight against Child Sexual Abuse (CSA) online is
supported by various fechnologies like video analyt
ics, web fillering, hash function, etc. The first step in
this fight is prevention which is implemented through
filtering, blocking and ultimately removal of Child Sex-
ual Abuse Content. It requires an accurate analysis of
the content at stake in order to not block and remove
materials not related to CSA.

The huge volume of audio-visual data collected in the
frame of an investigation need fo be analysed in order

to extract court-proof forensic digital evidence. Indeed,
like for any other crime, prosecution of CSA requires
the identification of the perpefrators and the victims.
Directive 2011/92/EU on combating the sexual
abuse and sexual exploitation of children and child
pornography, and its articles 15.4 and 25, has pro-
vided a legal framework for these two actions to be
implemented.
However, the supportive techniques of prevention and
prosecution can also in cerfain circumstances chal-
lenge the privacy and data protection rights of data
subjects who have nothing to do with the crime itself.
Some of these techniques can also be seen as dudl
use techniques, i.e. providing real benefits for the fight
against CSA or offering very privacy invasive capabil-
ities for profiling. The aim of this session is threefold:
*  To present some of the main technologies used for
this fight
° To identify possibly issues regarding respect for
privacy and data protection rights
e To promote solutions which will simultaneously
apply privacy by design principles and will offer
enhanced results in the fight against CSA.

15.15 - Coffee break

15.30 - PRIVACY-INTRUSIVE SPEECH:
ONLINE SOCIAL NETWORKS AS
GATEKEEPERS?

academic ¢e¢ policy eee

organised by the SPION project and the
Interdisciplinary Centre for Law & ICT (ICRI, KU
Leuven)

Chair Brendan Van Alsenoy, Interdisciplinary
Centre for Law and ICT, KU Leuven, iMinds (BE)
Moderator Ann Mennens, B-CCENTRE (BE)
Panel Uta Kohl, Aberystwyth University (UK,
Seda Girses, New York University (US), David
Erdos, University of Oxford [UK), Augustin Puente,
Data Protection Authority (SP)

Online Social Networks (OSN) enable individuals to
share information not only about themselves, but also
about others. Where such speech is deemed priva-

COMPUTERS, PRIVACY & DATA PROTECTION

cy-ntrusive, the individuals concerned may want to
turn fo the OSN provider for help.

This panel will explore whether OSN providers have
a duty to accommodate removal requests directed to-
wards usergenerated confent.

The panelists will approach this topic from the per-
spective of privacy and data protection [right fo ob-
ject/delete/to be forgotten), freedom of expression
and infermediary liability (hosfing, nofice & takedown).
°  Are OSNs required fo consider dafa subject re-

quests concerning user-generated contente

e Should OSNs play a role in mediating privacy
disputes? Or should such matters be resolved ex-
clusively by public authorities?

° IFOSNs are to play a role, how significant are the
risks of interference with freedom of expression?
Are there ways fo mitigate these riskse

* What practical and legal issues does the pro-
posed 'right to be forgotten’ present in the context

of online social networkse

CPDP2014 PANELS AT LA MAISON DES ARTS

08.45 - OPEN DATA AND DATA
PROTECTION: PROBLEMS AND
PERSPECTIVES

academic ¢eee policy ¢e

organised by the University of Turin

Chair Erich Schweighofer, University of Vienna
[AT)

Moderator Ugo Pagallo, University of Torino
(m

Panel Pompeu Casanovas, Universitat Autono-
ma de Barcelona (ES), Nuria Casellas, Wolters
Kluwer (N, Luciano Floridi, University of Oxford
[UK], Marco Ricolfi, University of Torino (IT)

The attention of the Open data debate has been drawn
predominantly fo the factors on which such openness
depends, i.e., the availability of information, the condj-
tions of its accessibility, etc., and the principles that are
endorsed by disclosing information, such as faimess,
impartiality, or respect. On this basis, the focus has
been on the availability of public, as opposed fo per
sonal, data as a crucial condition for citizens exerting
their civil rights, governments legitimizing their political
choices, or businesses exploiting raw material and new
resources for the creation of value-added information
products. However, this information should be consid-
ered as "personal data” in several cases and, what is
more, scholars have offen presented both privacy and

dafa profection as if they were opposed to openness

in a "zero-sum game.” The aim of this panel is thus fo

examine foday’s legal framework and the technical

means that may enable the lawful access and reuse

of personal data, so as to strengthen the informational

openness which goes hand in hand with the principles

that make transparency to be aspired towards. The pur-

pose is fo determine whether, or under what circum-

stances, a "win-win” scenario is feasible.

* What principles are at stake by restricting or dis-
closing information?

*  Are open data and dafa protection opposed in a
"zero-sum game"?

* What technical means can enable the lawful ac-
cess and reuse of personal data?

* How should we grasp the impact of IP laws in this
confexte

10.00 - Coffee break

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE
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ROMA EMPOWERMENT IN THE
DIGITAL ERA: THE ROLE AND
RELEVANCE OF IDENTITY, DATA
COLLECTION AND TECHNOLOGY
IN THE ADVANCEMENT OF ROMA
RIGHTS

10.30 - INTRODUCTION
Paul De Hert, Vrije Universiteit Brussel (BE)

OPENING SPEECH
llona Negro, European Commission DG Justice

(EU)

11.00 - ROMA IDENTITY
Chair Eva Brems, University of Ghent (BE)
Panel Elspeth Guild, University of Nijmegen
[NL), Julie Ringelheim, UCLouvain (BE), Andras
Pap, Central European University (HU)

The panel will explore whether and if so, how, the
Roma are identified across the European Union.
Speakers will look info identity debates, benefits and
risks of adjudicating Roma identity, and the relevance
and role of legal frameworks.

12.00 - ROMA EMPOWERMENT AND
THE ROLE OF IDENTITY

Chair Isabelle Rorive, Université Libre de Brux-
elles (BE)
Panel van Ivanov, Executive Director European
Roma Information Office (BE), Violeta Naydeno-
va, Open Society Foundation (BE), Marina Vasic,
Open Society Foundation (BE)

After looking info the issue of Roma identity, the speak-
ers in this panel will explore how Roma idenfity can
play a role in the empowerment of Roma across bor-

ders.
13.00 - Lunch

14.00 - ETHNIC DATA COLLECTION (1)
Chair Daniel Cuypers, University of Antwerp
(BE)

Panel Michail Beis, Fundamental Rights Agency
(EU), Shannon Pfhoman, ENAR (BE), Corinne
Torrekens, Université Libre Belgique (BE)

This panel will consider why and how the collection of
dafa on ethnicity could strengthen exisfing non-discrim-
ination means and measures. Panelists will also refute
some of the misconceptions that exist conceming data

profection and privacy legislation.
15.00 - Coffee break

15.15 - ETHNIC DATA COLLECTION (2)
Chair llke Adam, Vrije Universiteit Brussel (BE)
Panel Jozef De Witte, Centre for Equal Oppor
tunities and Opposition to Racism (BE), Rachel Lo-
get, Kruispunt Migratie-Integratie vzw (BE), Kieran
O'Reilly, European Roma Rights Centre (HU)

This panel will present a state of play of ethnic data
collection practices on Roma in different Member
States of the European Union. Due attention will be
given to Romania and Belgium.

16.15 - USE OF TECHNOLOGY FOR,
OR AGAINST, ROMA
Chair Peter Vermeersch, KUleuven (BE)
Panel Gwendolyn Albert, Independent Human
Rights Researcher (US], Gabriela Hrabanova,
ERGO (BE), Elisabetta Vivaldi, Bucks New Univer-
sity (UK)

This panel focuses on how ICT can be used to help
the selfrepresentation of Roma regarding their inter-
esfs in the public discourse and to promote a positive
percepfion of Romani ethnic identity. The panel also
considers how ICT can be used to the disadvantage

of Roma communities.

17.30 - Cocktail
sponsored by The Privacy Surgeon

COMPUTERS, PRIVACY & DATA PROTECTION

CPDP2014 Side Events

TUESDAY 21 JANUARY 2014

13.30 - 17.00 - UNCAMP 2014
ANNUAL NGO EVENT ON
PRIVACY & SURVEILLANCE
Organized by Vije Universiteit Brussel (law, Sci-
ence, Technology & Society Studies), CPDP, EDR;,
La Ligue Des Droits de I'Homme, Access, Liga voor
Mensenrechten, Panoptykon Foundation

Location Microsoft Executive Briefing Center, Rue
Montoyer 51, 1000 Brussels

What? UNCAMP will bring fogether privacy advo-
cates and members of NGOs to discuss privacy
protections and surveillance methods in a digital

age and develop strategies to address the key

challenges.

Agenda

e 1:30 - 2:00PM Welcoming remarks and infroduc-
tion

e 2:00 - 4:00PM Panel discussion-sections include:
The 2014 NGO agenda with Simon Davies pre-
senting an update of the Saul Alinsky campaign-
ing principles; Privacy aspects of drones used for
civilian purposes to anticipate the upcoming EU
policy steps; Keynote address by Ciara Burbridge,
Parliamentary Advisor to C. Moraes MEP, on the
European Parliament's recent preliminary report on
NSA surveillance followed by a discussion

°  4:00PM Adjourn

UNCAMP will be followed by a workshop discussion
organised by Microsoft which will take place between
4:00pm and 5:00pm. Brad Smith, Microsoft's Gener
al Counsel & Executive Vice President (legal & Cor-
porate Affairs) will discuss privacy, data access, and
surveillance in the inferconnected society.
Registration This event is free and exclusively
aimed at privacy advocates and members of
NGOs. RSVP is required as space is limited. To

register for this event, please confact Inge Ozcan:

Imge.Ozcan@vub.ac.be Please note that attend-
ance to the Microsoft's workshop discussion is
separate and by invitation only.

19.00 - RECEPTION ON THE
OCCASION OF THE 8TH
EUROPEAN DATA PROTECTION
DAY

Organized by ambassador Marek Prawda, the

Permanent Representative of Poland to the EU, and
Minister Wojciech Wiewiérowski, the Inspector
General for Personal Data Protection

Location the Permanent Representation of Poland to

the EU, Rue Stevin 139, 1040 Brussels

What? A series of short and cunning replies will

pave the way fo inferesting falks seasoned with
the best of Polish cuisine. Our guest speakers will
share with you their views on the very distinctive
topic: Is the legislation enough? The role of aware-
ness raising in the Data Profection reform.

Speakers

®  Pefer Hustinx, European Data Protection Supervi-

sor

®  Paul Nemitz, Director, Directorate C, Fundamental

rights and Union citizenship, European Commission

° Wojciech R. Wiewitrowski, Polish Inspector Gen-

eral for Personal Data Profection

*  Sophie Kwasny, Council of Europe

* Mario Oetheimer, European Union Agency for

Fundamental Rights

19.30 - DEBATE - THE INFORMATION
SOCIETY - WITH MARIETJE
SCHAAKE & STEF VAN GRIEKEN
(IN DUTCH)

organised by deBuren & De Groene Amsterdam-

mer, with the support of CPDP

Location deBuren, Lleopoldstraat 6, 1000 Brussels

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE



What? The debate with MEP Mariefie  Schaake
[D66) and Stef van Grieken (Open State Founda-
tion] will focus on the understanding by citizens,

politicians and journalists of the impact of technol-

ogy on the information society and civil liberties.

For more information http://www.deburen.
eu/nl/programma/detail /aan-de-knoppen-1-de-
netwerksamenleving

WEDNESDAY 22 JANUARY 2014

20.20 - PECHA KUCHA

Location La Cave (Les Halles)

What? 12 speckers, each speaker has 6 minutes 40
sec. for a presentation in 20 images. Each image
is on screen for only 20 seconds. No more, no
less. 20 images x 20 seconds each. Tempo, sfory,
tension, show-and-tell. The Brussels format includes
designers, architects, artists, scientists, fashion de-
signers photographers, musicians, and creafive
enfrepreneurs. Many will discuss technology and
its implications. Some will not.

Information & registration

hitp://pechakucha.architempo.net/

20.00 - BACK TO THE FUTURE?
UNDERCOVER POLICE, CITIZEN
COPS AND CORPORATE SPIES

organised by VUB-STS, CPDP & Statewaich

Location la Maison des Arts (just around the comer

from Les Halles)

Moderator Ben Hayes, Statewatch (UK)

Panel Nafeez Ahmed, The Guardian (UK), Gem-

ma Galdon Clavell, University of Barcelona (ES),
Gary T Marx, MIT (US), Eveline Lubbers, University

of Bath/Spinwatch (UK), Paul Ponsaers, University
of Ghent (BE)

With all the focus on an ever expanding array of high-
tech and "big data” based forms of surveillance it is
easy fo forget that traditional forms of covert surveillance
and human intelligence gathering remain challenged
and can be as privacy-invasive. Recent exposés of un-
dercover policing in Britain and the USA and corpo-
rafe espionage against NGOs and acfivists in Europe
clearly illustrate this. Furthermore, toward the latter part
of the 20th century citizens in Europe and the US are
increasingly responsibilised for their own security and
outsourced by police for surveillance through neigh-
bourhood watch schemes, if you see something report
it campaigns, not to mention traditional vigilante groups
and police informers. Roles between public and private,
citizens and police are becoming increasingly blurred.
The panel will discuss new developments in these po-
licing practices and explore some of the social, ethical
and legal issues that accompany them.
Registration please email before Tuesday 21 Janu-
ary 2014: rosamunde.van.brakel@cpdpconferenc-

€s.01g

THURSDAY 23 JANUARY 2014

19.30 - PRIVACY DEBATE WITH
PAUL DE HERT & BAS HEIJNE
(IN DUTCH)
organised by deBuren and Ons Erfdeel, with the

support of CPDP
Location deBuren, Lleopoldstraat 6, 1000 Brussels
What? This double inferview with Professor Paul

De Hert Viije Universiteit Brussel) and Bas Heijne

COMPUTERS, PRIVACY & DATA PROTECTION

[NRC Handelsblad) will be moderated by Krisfof
Clerix (Mondiaal Nieuws) and will focus on “The
Future of Privacy” in the Low Countries.

For more information hitp://www.deburen.eu/
nl/programma/detail /wat-is-de-toekomst-van-de-

privacy

20.00 - TAKING DATA TO THE STREET
- A YEAR-LONG STUDY WITH A
STREET AND ITS DATA AN OPEN
DISCUSSION

organised by CPDP & Microsoft

Location Lo Maison des Arts (just around the comer
from Les Halles)

Moderator Carolyn Nguyen, Microsoft (US)

Panel Sian Llindley Microsoft Research Cambridge
[UK), Tim Regan, Microsoft Research Cambridge
(UK), Jane Sanders, resident Tenison Road, Cam-
bridge (UK, Joris van Hoboken, New York Uni-
versity (US], Marta Nagy-Rothengass, EC DG
Connect (tbc)

What? There's been plenty said about how the pro-
liferation of dafa is going fo impact everyday life.
Visions range from promises of a fuller healthier
life, with more choice and and more say, to Or

wellian dysfopia’s where privacy and freedoms

will be severely curtailed. But beyond the rheforic
and speculation, how exactly is data coming to
matter to ordinary people, to those ‘on the sireet’
At Microsoft Research, we've begun a yearlong
study with one sfreet in Cambridge, Tenison Road
<http://tenisonroad.com> , to investigate just this.
Running workshops about data with the street's
residents and building devices and services to
work with their data, we're aiming to develop a
nuanced picture of what data means in ordinary
life and, crifically, how people might be enabled
to make it meaningful. The hope is these results will
inform both the innovations in data-orientated fech-
nology and policy implications. At this evening
event we invite the audience fo reflect the value
of this kind of empirical approach and discuss
its relevance to policy. At CPDP, we're especially
keen to make this an open debate about how a
more grounded research can lead to productive
policy-making on data that genuinely reflects what
matters to people.

Registration please email before Wednesday 22
January 2014: rosamunde.van.brakel@cpdpcon-
ferences.org

FRIDAY 24 JANUARY 2014

20.30 - PERFORMANCE REVANTA
SARABHAI

organised by les Halles & Europalia.India

Location Petit Halle (Les Halles)

What? Carrier pigeon, smoke signals, drums, tele-
graph, felephone, Minitel, Internet and FaceBook:
humanity is not short of inventiveness when it
comes to getting closer and enjoying the warmth
of togethemess. But is togethemness really possi-
ble when we are in fact further and further aparte
Revanta Sarabhai, son of one of Indian greatest

female dancers, invites us with panache and light-
ness to examine this grave issue. Indian myths
dislocated info Bollywood movies, everything
passes this way, but via FaceBook, so as to main-
tain loving relationships in the era of Netscape. A
phenomenal, moving and hilarious performance,
combining theatre, dance, video, live music and
new fechnologies to reinvent, against all odds, the
art of love.

For more information and fickefs http://www.
halles.be/fr/program/616,/Revanta-Sarabhai

REFORMING DATA PROTECTION: THE GLOBAL PERSPECTIVE
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ART, MUSIC & DANCE

ART EXHIBITION “ARE YOU BEING

SERVED”

organised by CPDP & Constant Association for Art
and Media

When? during the conference

Location les Halles & la Maison des Arts (just
around the corner from Les Halles)

What? Since 2011 CPDP has exhibited privacy, sur-
veillance and new technologies related art. The
2013 art exhibition "A Look Inside” was a great
success and some of the works will be exhibited
again this year. This year CPDP is working togeth-
er with Consfant Association for Art and Media
to bring you part of the exhibition "Are You Be-
ing Served”. The artists come from all over Europe
and have asked themselves the question: "VWho
does that server really serve?” The Infernet has be-
come a platform for increasing numbers of service
providers that confrol computer use and network
and data fraffic. Cloud computing service pro-
viders ought to ensure security and fransparency
when processing your data, which are stored in
unknown locations and being served’ back to you

where and whenever you want — but do they?

The art will be exhibited at CPDP and will address
—in a humorous and inventive way — the stere-
ofypical gender relations in [T environments, the
profection of sensitive medical data, inferceptions
of network traffic and the commercial use of user

generated data, efc.

The following artists, amongst others, will present
their work: Eleanor Greenhalgh (UK), Olia Lialina
[RU, An Mertens (BE), Wendy Van Wynsberghe
(BE), Men in grey (DE), irational (UK, Silvio Lorusso
(IT), Sebastian Schmieg (DE)

Guided tour There will be a guided tour of the
art exhibition on Thursday 23 January 2014 from
19.00 1ill 20.00.

To register for this event, please contact Karlien
Haelterman at the information desk, before Thurs-
day 23 January, 12am.

ART IN LA RUELLE

organised by Jeroen De Meyer

When? during the conference

What? The following art works are exhibited: Heith
Bunting - Piercing the veils of identity and Bureau
d'Etudes - Governing Agrofood.

SAXOPHONE & TRAPEZE

PERFORMANCE

When? Wednesday 22rd of January at 18:15

Location The Village

What? The young saxophone player, trapeze acro-
bat and composer Conny Schneider has been pi-
oneering the marriage of jazz and circus since the
beginning of her career. Conny combines music,
circus and theatre in all possible and impossible
ways. Questioning and curious about new forms
and new media for her creations, Conny's perfor-
mances uplift and inspire people from all walks of
life. Her music, as poetic as enriching, colours the
world with brightness, joy, and hope. Conny will
be accompained by Lieven Laureys at the piano.

More connyschneider.com

BHARATA NATYAM DANCE

PERFORMANCE

When? Thursday 23rd of January at 19:30

Location The Village

What? Bharato Natyam is one of the oldest forms
of dance in India. In the ancient times, it used to
be performed by the “Devadasis” in the temples of
Tamilnadu. Nowadays Bharata Natyam is prac-
ticed by male and female dancers all over India.
Eric Rozen has been one of the few precursors
and professors of this form of dance in Belgium.
His dancers regularly perform in public events in
Brussels.

COMPUTERS, PRIVACY & DATA PROTECTION

More http://www.ericrozen.org/nadabrahma/bn/
bn.html

MUSIC PERFORMANCE

“BRUSSELS UNDERGROUND"”

When? Friday 24 January at 17:15.

Location The Village

What? Brussels Underground, specially put together
for Balkan Trafik Festival in 2012 under the lead-
ership of Nicolas Hauzeur (Kopanica asbl), brings
together an array of street and wedding musicians.
Nicolas Hauzeur has brought together Roma mu-
sicians who work outside the traditional music cir
cuit, on the streets or at wedding festivities.
The difficult economic circumstances in their own
countries led many street musicians fo emigrate.
Some were well-known soloists in their own coun-
tries, with extensive careers behind them. Without
any management, and sometimes without a clear
status, they play on the streets, in the mefro, and
for associations they are members of. The ‘wed-
ding musicians’ confirm Europe’s current migrafion
movements: they are new nomads who move
around at the demand of emigrated communities.
In april 2013, the band Brussels Underground pro-
duced a first CD ‘Romanian Gypsy'. The group
was then limited to street musicians from the roma-
nian community in Brussel. Part of this band will
perform for us foday.
With  Aurel Budisteanu and Marian Raducan
(accordion); Costel Ursulets (cimbalom);  Costel
Dinca (clarinet), Stefan Marin (double bass)

More hitp://www.kopanica.be/
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CONFERENCE BOOKS

Six books based on papers presented at previous CPDP conferences have been published:

Gutwirth, S., Y. Poullet, P. De Hert, C. de Terwangne, and S. Nouwt, eds. Reinventing Data Protection? Dordre-
cht: Springer, 2009. (http://www.springer.com/law/infernational /book /978-1-4020-9497-2)

Gutwirth, S., Y. Poullet, and P. De Hert, eds. Data Protection in a Profiled World. Dordrecht: Springer, 2010.
(http://www.springer.com/law/international /book /978-90-481-8864-22changeHeader)

Gutwirth, S., Y. Poullet, P. De Hert and R. leenes eds. Computers, Privacy and Data Protection: an Element of
Choice. Dordrecht: Springer, 2011. (http://\www.springer.com/law/international /book /978-04-007-0640-8)
Gutwirth, S., R. Leenes, P. De Hert and Y. Poullet, European Data Protection: In Good Health? Dordrecht: Spring-
er, 2012. (http://www.springer.com/law/international/book /978-94-007-2902-5)

Gutwirth, S., R. Leenes, P. De Hert and Y. Poullet, European Data Protection: Coming of Age Dordrecht: Spring-
er, 2012. (http://www.springer.com/law/international/book /9-)

Gutwirth, S., R. Leenes, P. De Hert and Y. Poullet, Reloading Data Protection” Dordrecht: Springer, 2013.
(http://www.springer.com/law/international /book /978-94-007-7539-8)

Organisation of CPDP2014

CORE PROGRAMMING COMMITTEE

Paul DE HERT (Vrije Universiteit Brussel LSTS, Tilburg University TILT)
Rosamunde VAN BRAKEL (Vrije Universiteit Brussel LSTS/CRiS)

Dara HALLNAN (Fraunhofer Institute for Systems and Innovation Research 1SI)
Gertjan BOULET (Vrije Universiteit Brussel LSTS)

Alessia TANAS (Vrije Universiteit Brussel LSTS)

EXTENDED PROGRAMMING COMMITTEE

Jozefien VAN CAENEGHEM (Vrije Universiteit Brussel FRC)
Ronald LEENES (Tilburg University TILT)

Paulan KORENHOF (Tilburg University TILT)

Dennis HIRSCH (Capital University Law School)

Noriswadi ISMAIL (Quotient Consulting)

Omer TENE (Intemational Association of Privacy Professionals)
Kush WADHWA (Trilateral Research & Consulting)

Artemi RALLO LOMBARTE (Jaume | University)
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SCIENTIFIC COMMITTEE

Paul DE HERT (Vrije Universiteit Brussel LSTS, Tilburg University TILT)

Serge GUTWIRTH (Vrije Universiteit Brussel LSTS)

Mireille HILDEBRANDT (Radboud Universiteit Nijmegen, Erasmus Universiteit Rotterdam & Vrije Universiteit Brussel LSTS)
Yves POULLET (University of Namur FUNDP, CRID)

Claire LOBET (University of Namur FUNDP, CRID)

Antoinette ROUVROY (University of Namur FUNDP, CRID)

Cécile DE TERWANGNE (University of Namur FUNDP, CRID)

Bert Jaap KOOPS (Tilburg University TILT)

Ronald LEENES (Tilburg University TILT)

Daniel LE METAYER (Institut National de Recherche en Informatique et en Automatique INRIA]
Michael FRIEDEWALD (Fraunhofer Institut fir System- und Innovationsforschung 1S)

Rocco BELLANOVA (Vrije Universiteit Brussel LSTS, Facultés Universitaires Saint-Louis, FUSL)
Caspar BOWDEN (Independent Privacy Advocate)

Llee BYGRAVE (University of Oslo)

Willem DEBEUCKELAERE (Belgian Data Protection Authority)

Claudia DIAZ (Katholieke Universiteit Leuven ESAT)

Denis DUEZ (Facultés Universitaires Saint-Louis, FUSL)

Marit HANSEN (Independent Centre for Privacy Protection, ULD)

Gus HOSEIN (London School of Economics and Political Science)

Marc LANGHEINRICH (University of Lugano)

Emilio MORDINI (Centre for Science, Society and Citizenship)

Charles RAAB {University of Edinburgh)

Marc ROTENBERG (Georgetown University Law Center)

Ivan SZEKELY (Eotvos Karoly Policy Institute, OSA Archivum)

LOGISTICS AND REGISTRATION

KNMG Congresbureau/Royal Dutch Medical Association
Mercatorlaan 1200, 3528 BL Utrecht = T +31 30 28 23 203
Congresbureau@Fed.knmg.nl — www.knmg.nl/congresbureau

Rika Strik = Conference Director
Babette Cuppé — Conference Manager
Marjolein Kamerbeek — Conference Manager
Monique Venema - Project Manager
Arjan Weij = ICT Manager

B Corpesnueas |
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THANK YOU

The Programme Committee of CPDP2014 would like to thank kindly the following authors of the book Privacy Im-
pact Assessment for their generous support to CPDP2014: Kenneth Bamberger, School of Law UC Berkeley; Emilie
Barrau, Commission Nationale de I'Informatique et des Libertés (CNIL); Robin M. Bayley, Linden Consulting; Colin
J. Bennett, University of Victoria, Canada; Laurent Beslay, JRC European Commission; Tobias Bréutigam, Nokia;
Roger Clarke, Xamax Consultancy Pty Lid; Amanda Chandler, Vodafone Group; Andrew J. Charlesworth Bristol
University; Paul De Hert, Viije Universiteit Brussels, Belgium; Stephen Deadman, Vodafone Group; John Edwards,
Barrister and Sollicitor, Wellington NZ; Gwendal Le Grand Commission Nationale de I'lnformatique et des Libertés
(CNIL);Anne-Christine Lacoste, EDPS; Artemi Rallo Lombarte, Universitat Jaume; Emilio Mordini, Centre for Science,
Society & Citizenship; Deirdre K. Mulligan, School of Information UC Berkeley; David Parker, Cranfield School of
Management; Charles Raab, University of Edinburgh; Sarah Spiekermann, Vienna University of Economics and Busi-
ness (WU Wien) Austria; Blair Stewart, Office of the Privacy Commissioner New Zealand; Jennifer Stoddart, Privacy
Commissioner of Canada; Florian Thoma, Siemens AG; Nigel Waters, Pacific Privacy Consulting; Adam P. Warren,
Loughborough University, UK; David Wright, Trilateral Research & Consulting.

We would especially like to thank Serge Gutwirth and Ronald Leenes together with Paul De Hert the editors of the
Springer conference proceedings books. Without their skills and diligence, producing a book of such high quality

would not be possible!

The Programme Commitiee of CPDP2014 is very grateful to Denis Butin, Antonella Galletta, Raphaél Gellert, Gloria
GonzalezFuster, lucas Melgaco and Imge Ozcan for their precious support in helping us with the programme and
finally Rocco Bellanova deserves a special mention for his pertinent advice and great ideas!

We would also like to give a big thank you to Marcom, Vrije Universiteit Brussels for all the support and help they have
provided for the conference. Another big thank you goes to Karlien Haelterman and the job students and volunteers

who have done and are doing a hell of a job.

Many many thanks to Jeroen De Meyer and the people of Constant vzw for organising the art exhibition in La Ruelle

and Maison des Arts and Alok Nandi [Architempo) for organising yet another fantastic Pecha Kuchal

Last but not least the Programme Committee of CPDP2014 would like to thank all conference partners, event partners,
sponsors and moral supporters for their generous support. Without this CPDP2014 would not have been possible!
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