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Psychology of Scamming 

Why Aussies are ripe for the picking and what we can do about it!

During calendar year 2021, IDCARE’s national scam and cyber crime victim 
support service has seen a surge in demand by 43% when compared to 
2020. A large part of this demand comes from the corresponding increase 
in scam activities targeting Australians via telephone and text message 
channels.

The impacts on our community from this criminal activity are immense. By 
August 2021, the Australian Competition & Consumer Commission’s 
ScamWatch statistics revealed that total losses had already exceeded 
those reported to it in all of 2020. So too had the numbers of reports, now 
totaling in excess of 250,000 community reports per annum.

IDCARE is Australia’s specialist scam victim response and support service. 
We receive referrals from over a thousand different organisations each 
year, including ScamWatch, financial institutions and police. Our Case 
Managers work directly with victims to develop tailored response plans 
that focus on how to protect, detect and respond to these crimes and 
their financial and emotional impacts. This report captures the summary 
of key insights we have gleaned on why Australians are targeted by 
international scam groups and what we can do about it. It is based on a 
non-public version of a more detailed report provided to IDCARE partners.

Many people who fall victim to scams say, “I always 
said it could never happen to me.” They kick 
themselves, feel embarrassed and are ashamed of 
their actions. What many don’t realise is that 
scammers are masters of deception and use many 
psychological tricks to engage our subconscious. 
“Tunnel vision” is when your subconscious dominates 
and blinkers stimuli, reducing a person’s ability to 
gain and act upon a more accurate situational 
awareness. Put simply, it is the end goal that matters 
and must at almost any cost be protected. Many 
scammers strive to achieve this in their victims. 
Adding to the success of these techniques is where 
scammers inject information about the targeted 
person to them that adds to their legitimacy, such as 
their name, address or other personal particulars.

Scammers and their Deceptive Practices

Many scammers strive for “tunnel vision” and 
“task fixation” in their victims where a victim’s 
ability to pick up on deceptive clues is lessened.

What Scammers Love and Hate

Scammers love it when a person is directly engaged without 
having any interference from others. These “others” can
interfere with the deception that upset scammers because the
bystander or guardian who are often family or friends of the
victim are not as invested in the communication, are typically
less likely to be compliant, and can interfere with the
communication in ways that lifts prospective victims out of their 
deception. IDCARE found that in reviewing the last 100,000 
scam victim cases to present to our National Case Management 
Centre, the power of the bystander is a key influence of 
disbelief. 

Our work with law enforcement and industry in building the
intelligence picture about scammers also highlighted the
importance placed by scammers on determining whether the 
person at the end of the telephone line or text message is 
alone. Below is a screenshot of a message from a scam group 
that emphasizes this point.

An excerpt 
from a 
scammer call 
centre and the 
emphasis 
placed on 
whether 
someone lives 
alone (i.e. no 
protector or 
bystander).

One of our cultural virtues is trust in one another and 
respect of authority. Our vast land mass means that 
many Australians are increasingly relying on remote
working and communications at a distance that has 
been amplified during COVID. Add to this our
comparative affluence when compared with other 
countries, it’s no wonder that Australians are an 
attractive target for international scam groups. Some 
reporting from the United States indicates that 
Australia is amongst the top four countries targeted by 
international scammers.

Aussies are a Great Target for Scammers
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The Art of Deception and the Scammer’s Toolkit

When we look at the last 100,000 victims to engage our specialist Identity & Cyber Security Case Managers at IDCARE, we 
considered the main influences relating to “scam belief” otherwise known as “scam compliance”. Put simply, what did 
victims of scams say explained or influenced their belief in the scammer? The use of a well-know brand impersonated by 
the scammer was a key influence in almost half of these cases. When we consider that many millions of scam messages 
flood into Australia each month from international scam groups who impersonate legitimate organisations, such as Telstra, 
Amazon, and financial institutions, there are those people who receive such messages that are literally in the middle of an 
engagement with such organisations. Scammers don’t necessarily have the victims’ details, it is simply a numbers game 
and one where if over a million attempts are made a month and a 1% success rate is achieved resulting on average over 
$10,000 loss, then these groups can be netting over $100 million a month! 

Main Reason for 
Belief

% Cases Featured % Success Rate Expanded Reasoning % Expanded 
Reasons

% Success 
Rate

Trusted Source 42% 51% Official / Legitimate 22% 55%

Appeals to Authority 10% 51%

Use of Trust Markers 10% 55%

Incentive / Fear 34% 56% Reward 18% 53%

Urgency 13% 56%

Social Influence 2% 72%

Plausible Deception 13% 49% Existing or Arranged 
Communications

9% 40%

Pre – Existing Issue 3% 74%

Pretext Confirmatory 1% 63%

Data Collation and 
Social Engineering 
Techniques

6% 74% Pre-existing knowledge 
about victim

3% 70%

Trust Building - Familiarity 3% 78.5%

Cognitive Load 3% 44% Tiredness or Fatigue 2% 39%

Distracted or Busy 1% 55%

Language or 
Technology Barrier

2% 45% Competency – Technology 1% 46%

Language barrier 1% 44%

Source: IDCARE National Case Management Centre, 2021

An incentive or fear are also common amongst believability. This deceptive practice is more likely to be a design feature by 
scammers who seek to influence a person’s subconscious and lessen the ability for an individual’s prefrontal cortex – our 
rational thinking part of the brain. When fear or a positive incentive is advanced, many of us can react in ways we would 
otherwise think is irrational. When we overlay on this personality types that perhaps are more inclined to be fixated on a 
task or outcome, such as “fixing the problem”, then it is easy to see how a completely rational person can become caught 
in the scammer’s web. 

Stopping Aussies from Bleeding Their Hard-Earned Money to Scammers

When we know a little about the psychology of scammers and their deceptive practices, we start to realise that scam 
prevention is a complex task. Many scams are different. Some are immediate, and some require considerable time and 
investment by the scammer, such as relationship scams. What we know for sure is that many of the communications start 
with some type of fear or incentive, and that many of the actions requested by scammers at some point will seem 
implausible to those not directly engaged. Australians need to take more collective responsibility to fight against scammers 
by emphasising one of our core cultural values that we know scammers hate – looking out for your mates. Family 
members and friends are a key disrupter to scammers. Encourage discussion and don’t let embarrassment get in the way 
of raising awareness of others. Think first before acting. Check with others. Then engage using alternative means from 
research you do if needed. Scammers only win because you don’t know what the scam is. Subscribe to IDCARE’s
newsletter at www.idcare.org and check out the great resources at www.scamwatch.gov.au
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