
Da/a P-oce..ing Ag-eemen/ ЖDPAЗ
Last Updated϶ 01М08М2021

S/ageca./ AB

1. S0bjec/ of /he Ag-eemen/

In the course of the fulfillment of the contract between Stagecast ABϵ Linnégatan

8ϳC  115 23 Stockholm Жthe ϾP-oce..o-ϾЗ and the customer Жthe ϾC0./ome-Ͼϵ

together with the Processor the ϾPa-/ie.ϾЗ regarding the provision of the

ProcessorϽs soȅware to the Customer Жthe ϾCon/-ac/ϾЗϵ it is possible that the

Processor deals with personal data pursuant to Artϴ 4 noϴ 1 General Data Protection

Regulation ЖϾGDPRϾЗϵ iϴeϴ any information relating to an identified or identifiable

natural person Жeϴgϴ namesϵ addresses or phone numbers of persons who are the

CustomerϽs customersЗϵ with regard to which the Customer acts as a controller

pursuant to data protection law Жthe ϾC0./ome- Da/a‟Зϴ This agreement Жthe

ϾAg-eemen/ϾЗ specifies the data protection obligations and rights of the Parties in

connection with the ProcessorϽs use of Customer Data to render the services under

the Contractϴ

2ϴ Scope of /he P-oce..ing

1ϴ The Processor shall process the Customer Data on behalf and in accordance

with the instructions of the Customer within the meaning of Artϴ 28 GDPRϴ

The Customer remains the controller pursuant to Artϴ 28 GDPRϴ

2ϴ The processing of Customer Data by the Processor occurs in the manner and

the scope and for the purpose determined in Annex 1 to this AgreementϷ the

processing relates to the types of personal data and categories of data

subjects specified thereinϴ The duration of processing corresponds to the

term of the Contractϴ

https://pitch.com/dpa%23annex-22


3ϴ The Processor reserves the right to anonymize or aggregate the Customer

Data in such a way that it is no longer possible to identify individual data

subjectsϵ and to use them in this form for the purpose of needsЉbased

designingϵ machineЉlearningϵ developing and optimizing as well as

rendering of the services agreed as per the Contractϴ The Parties agree that

anonymized and according to the above requirement aggregated Customer

Data are not considered Customer Data for the purposes of this Agreementϴ

4ϴ The Processor may process and use the Customer Data for the ProcessorӼs

own purposes as controller to the extent legally permitted by data

protection lawϵ if permitted by a statutory permission or consent by the data

subjectϴ This Agreement does not apply to such data processingϴ

5ϴ The processing of Customer Data by the Processor shall in principle take

place inside the European Union or another contracting state of the

European Economic Area ЖEEAЗϴ The Processor is nevertheless permitted to

process Customer Data in accordance with the provisions of this Agreement

outside the EEA if the Processor informs the Customer in advance Жeϴgϴ in

the privacy policyЗ about the place of data processing and if the

requirements of Artϴ 44 to 48 GDPR are fulfilled or if an exception according

to Artϴ 4ϳ GDPR appliesϴ

3ϴ Righ/ of /he C0./ome- /o I..0e In./-0c/ion.

1ϴ The Processor processes the Customer Data in accordance with the

instructions of the Customerϵ unless the Processor is legally required to do

otherwiseϴ In the latter caseϵ the Processor shall inform the Customer of that

legal requirement before processingϵ unless that law prohibits such

information on important grounds of public interestϴ

2ϴ The instructions of the Customer are in principle conclusively stipulated and

documented in the provisions of this Agreementϴ Individual instructions
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which deviate from the stipulations of this Agreement or which impose

additional requirements shall require the ProcessorϽs consentϴ

3ϴ The Processor shall ensure that the Customer Data is processed in

accordance with the instructions given by the Customerϴ If the Processor is

of the opinion that an instruction given by the Customer infringes this

Agreement or applicable data protection lawϵ the Processor is aȅer

correspondingly informing the Customer entitled to suspend the execution

of the instruction until the Customer confirms the instructionϴ The Parties

agree that the sole responsibility for the processing of the Customer Data in

accordance with the instructions lies with the Customerϴ

4ϴ Legal Re.pon.ibili/4 of /he C0./ome-

1ϴ The Customer is solely responsible for the permissibility of the processing of

the Customer Data and for safeguarding the rights of data subjects in the

relationship between the Partiesϴ Should third parties assert claims against

the Processor based on the processing of Customer Data in accordance with

this Agreementϵ the Customer shall indemnify the Processor from all such

claims upon first requestϴ

2ϴ The Customer is responsible to provide the Processor with the Customer

Data in time for the rendering of services according to the Contract and the

Customer is responsible for the quality of the Customer Dataϴ The Customer

shall inform the Processor immediately and completely if during the

examination of the ProcessorϽs results the Customer finds errors or

irregularities with regard to data protection provisions or instructions of the

Customerϴ

3ϴ Upon requestϵ the Customer shall provide the Processor with the

information specified in Artϴ 30 paraϴ 2 GDPRϵ insofar as it is not already

available to the Processorϴ
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4ϴ If the Processor is required to provide information to a governmental body

or person on the processing of Customer Data or to cooperate with these

bodies in any other wayϵ the Customer is obliged to assist the Processor at

first request in providing such information and in fulfilling other appropriate

cooperation obligationsϴ

5. Re,0i-emen/. fo- Pe-.onnel and S4./em.

The Processor shall commit all persons engaged in processing Customer Data to

confidentiality with respect to the processing of Customer Dataϴ

6ϴ Sec0-i/4 of P-oce..ing

1ϴ The Processor takes necessary appropriate technical and organizational

measures according to Artϴ 32 GDPRϵ taking into account the state of the artϵ

the implementation costs and the natureϵ scopeϵ circumstances and

purposes of the Customer Dataϵ as well as the different likelihood and

severity of the risk to the rights and freedoms of the data subjectsϵ in order

to ensure a level of protection of Customer Data appropriate to the riskϴ The

implemented technical and organizational measures include the measures

as listed in Annex 2ϴ

2ϴ The Processor shall have the right to modify technical and organizational

measures during the term of this Agreementϵ as long as they continue to

comply with the statutory requirementsϴ

7ϴ Engagemen/ of F0-/he- P-oce..o-.

1ϴ The Customer grants the Processor the general authorization to engage

further processors with regard to the processing of Customer Dataϴ Further

processors engaged at the time of conclusion of this Agreement are listed in

Annex 3ϴ In generalϵ no authorization is required for contractual

relationships with service providers that are concerned with the

examination or maintenance of data processing procedures or systems by
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third parties or that involve other additional servicesϵ even if access to

Customer Data cannot be excludedϵ as long as the Processor takes

reasonable steps to protect the confidentiality of the Customer Dataϴ In

order to receive notifications with respect to adding or replacing existing

sub processorsϵ customers may subscribe to a mailing listϴ To join the

mailing listϵ please contact supportмstagecastϴioϴ Subprocessor

notifications will occur no later than 14 days prior to any changesϵ in order

to allow for Customer to objectϴ An objection may only be raised by the

Customer for important reasons which have to be substantiated visЉàЉvis

the Processorϴ Insofar as the Customer does not object within 14 days aȅer

receipt of the notificationϵ the CustomerϽs right to object to the

corresponding engagement lapsesϴ If the Customer objectsϵ the Processor is

entitled to terminate the Contract and this Agreement with a notice period

of three months until the end of a monthϴ

2ϴ The agreement between the Processor and the further processor must

impose the same obligations on the further processor as those incumbent

upon the Processor under this Agreementϴ The Parties agree that this

requirement is fulfilled if the contract has a level of protection

corresponding to this Agreementϴ

3ϴ Subject to compliance with the requirements of Secϴ 2ϴ5 of this Agreementϵ

the provisions of this Secϴ 7 shall also apply if a further processor in a third

country is involvedϴ The Customer hereby authorises the Processor to

conclude an agreement with another processor on behalf of the Customer

based on the standard contractual clauses for the transfer of personal data

to processors in third countries pursuant to the decision of the European

Commission of February 5th in 2010ϴ The Customer declares its willingness

to cooperate in fulfilling the requirements of Artϴ 4ϳ GDPR to the extent

necessaryϴ
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8ϴ Da/a S0bjec/.Ͻ Righ/.

1ϴ The Processor shall support the Customer within reason by virtue of

technical and organisational measures in fulfilling the CustomerϽs obligation

to respond to requests for exercising data subjectsϽ rightsϴ

2ϴ As far as a data subject submits a request for the exercise of its rights

directly to the Processorϵ the Processor will forward this request to the

Customer in a timely mannerϴ

3ϴ The Processor shall inform the Customer of any information relating to the

stored Customer Dataϵ about the recipients of Customer Data to which the

Processor may disclose it in accordance with the instructions and about the

purpose of storageϵ as far as the Customer does not have this information at

its disposal and as far as the Customer is not able to collect it itselfϴ

4ϴ The Processor shallϵ within the bounds of what is reasonable and necessaryϵ

enable the Customer to correctϵ delete or restrict the further processing of

Customer Dataϵ or at the instruction of the Customer correctϵ block or

restrict further processing itselfϵ if and to the extent that this is impossible

for the Customerϴ In this caseϵ the Processor shall be reimbursed for the

expenses and costs incurred by the Processor in this regard and

substantiated visЉàЉvis the Customerϴ

5ϴ Insofar as the data subject has a right of data portability visЉàЉvis the

Customer in respect of the Customer Data pursuant to Artϴ 20 GDPRϵ the

Processor shall support the Customer within the bounds of what is

reasonable and necessary in handing over the Customer Data in a

structuredϵ commonly used and machineЉreadable formatϵ if the Customer

is unable to obtain the data elsewhereϴ In this caseϵ the Processor shall be

reimbursed for the expenses and costs incurred by the Processor in this

regard and substantiated visЉàЉvis the Customerϴ
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ϳϴ No/ifica/ion and S0ppo-/ Obliga/ion. of /he P-oce..o-

1ϴ Insofar as the Customer is subject to a statutory notification obligation due

to a breach of the security regarding the Customer Data Жin particular

pursuant to Artϴ 33ϵ 34 GDPRЗϵ the Processor shall inform the Customer in a

timely manner of any reportable events in the ProcessorӼs area of

responsibilityϴ The Processor shall assist the Customer in fulfilling the

notification obligations at the ProcessorϽs request to the extent reasonable

and necessaryϴ In this caseϵ the Processor shall be reimbursed for the

expenses and costs incurred by the Processor in this regard and

substantiated visЉàЉvis the Customerϴ

2ϴ The Processor shall assist the Customer to the extent reasonable and

necessary with data protection impact assessments to be carried out by the

Customer andϵ if necessaryϵ subsequent consultations with the supervisory

authority pursuant to Artϴ 35ϵ 36 GDPRϴ In this caseϵ the Processor shall be

reimbursed for the expenses and costs incurred by the Processor in this

regard and substantiated visЉàЉvis the Customerϴ

10ϴ Dele/ion and Re/0-n of C0./ome- Da/a

1ϴ Upon termination of this Agreementϵ the Processor shallϵ in the discretion of

the Customerϵ

aϴ either delete or return the Customer DataϷ and

bϴ delete existing copies thereof

unless the Processor is obligated by law to further store the Customer Dataϴ

2ϴ The Processor may keep documentations which serve as evidence of the

orderly and accurate processing of Customer Dataϵ also aȅer the

termination of this Agreementϴ

Data Processing Agreement ЖDPAЗ with Stagecast ABϴ
Agreement may be subject to changeϴ Please find current version under wwwϴstagecastϴioМdpa



11ϴ E1idence and a0di/.

1ϴ The Processor shall provide the Customerϵ at the CustomerϽs requestϵ with

all information required and available to the Processor to prove compliance

with its obligations under this Agreementϴ

2ϴ The Customer shall be entitled to audit Жincluding inspectionsЗ the

Processor with regard to compliance with the provisions of this Agreementϵ

in particular the implementation of the technical and organisational

measuresϴ

3ϴ In order to carry out inspections in accordance with Secϴ 11ϴ2ϴϵ the Customer

is entitled to access the business premises of the Processor in which

Customer Data is processed within the usual business hours ЖMondays to

Fridays from 10 am to 6 pmЗ aȅer timely advance notification in accordance

with Secϴ 11ϴ5 at its own expenseϵ without disruption of the course of

business and under strict secrecy of the ProcessorϽs business and trade

secretsϴ

4ϴ The Processor is entitledϵ at its own discretion and taking into account the

CustomerϽs legal obligationsϵ not to disclose information which is sensitive

with regard to the ProcessorϽs business or if the Processor would be in

breach of statutory or other contractual provisions as a result of its

disclosureϴ The Customer is not entitled to get access to data or information

about the ProcessorϽs other customersϵ cost informationϵ quality control

and contract management reportsϵ or any other confidential data of the

Processor that is not directly relevant for the agreed audit purposesϴ

5ϴ The Customer shall inform the Processor in good time Жusually at least two

weeks in advanceЗ of all circumstances in relation to the performance of the

auditϴ The Customer may carry out not more than one audit per calendar

yearϴ

6ϴ If the Customer commissions a third party to carry out the auditϵ the

Customer shall obligate the third party in writing in the same way as the

Customer is obliged visЉàЉvis the Processor according to this Secϴ 11ϴ In
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additionϵ the Customer shall by way of written agreement obligate the third

party to maintain secrecy and confidentiality unless the third party is

subject to a professional obligation of secrecyϴ At the request of the

Processorϵ the Customer shall immediately submit to the Processor the

commitment and confidentiality agreements with the third partyϴ The

Customer may not commission any of the ProcessorϽs competitors to carry

out the auditϴ

�. At the discretion of the Processorϵ proof of compliance with the obligations

under this Agreement may be providedϵ instead of an inspectionϵ by

submitting an appropriate current opinion or report from an independent

authority Жeϴgϴ auditorϵ audit departmentϵ data protection officerϵ IT security

departmentϵ data protection auditors or quality auditorsЗ or a suitable

certification by IT security or data protection audit Жthe ϾA0di/ Repo-/ϾЗϵ if

the Audit Report makes it possible for the Customer in an appropriate

manner to convince itself of the ProcessorϽs compliance with the

contractual obligations contained in this Agreementϴ

12.Con/-ac/ /e-m and /e-mina/ion

The term and termination of this Agreement shall be governed by the term and

termination provisions of the Contractϴ A termination of the Contract automatically

results in a cancellation of this Agreementϴ An isolated termination of this contract

is excludedϴ

13ϴ Liabili/4

1ϴ The ProcessorϽs liability under this Agreement shall be governed by the

disclaimers and limitations of liability provided for in the Contractϴ As far as

third parties assert claims against the Processor which are caused by the

CustomerϽs culpable breach of this Agreement or one of the CustomerϽs
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obligations as the controller in terms of data protection lawϵ the Customer

shall upon first request indemnify and hold the Processor harmless from

these claimsϴ

2ϴ The Customer undertakes to indemnify the Processor upon first request

against all possible fines imposed on the Processor corresponding to the

CustomerϽs part of responsibility for the infringement sanctioned by the

fineϴ

14ϴ Final p-o1i.ion.

1ϴ In case individual provisions of this Agreement are ineffective or become

ineffective or contain a gapϵ the remaining provisions shall remain

unaffectedϴ The Parties undertake to replace the ineffective provision by a

legally permissible provision which comes closest to the purpose of the

ineffective provision and that thereby satisfies the requirements of Artϴ 28

GDPRϴ

2ϴ In case of conflicts between this Agreement and other arrangements of the

Partiesϵ in particular the Contractϵ the provisions of this Agreement shall

prevailϴ
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Anne3 ϫ

Further Information on the Processing of Customer Data

1 Purpose and

extent of Data

Processing

Provision of the Stagecast soȅware as a web application which

functions as a platform for creatingϵ collaboratingϵ and

distributing of audience interactions Жso called ЁactivitiesЂ or

ЁactivationsЂЗϷ fulfilment of the ProcessorЀs obligations under the

Contractϴ

2 Types of

personal data

Contact dataϷ usage dataϷ any data filled in by the Customer in

the SoȅwareϷ Employee DataϷ Customer DataϷ Supplier DataϷ

UserЉgenerated DataϷ User data Жsuch as EЉmail addressϵ nameϵ

nationalityϵ birthdateϵ telephone numbersϵ addressesЗ Ϸ Profile

dataϷ UsernamesϷ passwordϷ emailϷ logfilesϴ

3 Categories of

data subjects

Users of the Stagecast soȅwareϷ possibly other data subjects

mentioned or included in data filled in by the Customer in the

Soȅwareϴ

Anne3 Ϭ

Technical and O-gani5a/ional Mea.0-e. acco-ding /o A-/ϴ ϭϬ GDPR

According to Artϴ 32 GDPR controller and processor of personal data must take technical

and organizational measures ЖTOMЗ to ensure that the security and protection

requirements of data protection are metϴ Technical mea.0-e. are to be understood as all

protection attempts that are physically implementable in the broadest senseϵ such as

securing doors and windows or measures implemented in soȅware and hardwareϵ such as

setting up a user account and password requirementϴ O-gani5a/ional mea.0-e. are to be

understood as protection attempts that are implemented through instructionsϵ

procedures and proceduresϴ
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Noϴ Ca/ego-4 of

Mea.0-e.

De.c-ip/ion of Ca/ego-4 Technical Mea.0-e. O-gani.a/ional Mea.0-e.

1 Encryption ЖArtϴ 32

Ж1З aЗ GDPRЗ

Cryptographic measures

to ensure that

information is hashed

when transferred

internally or externally

and can only become

readable again by using

the correct encryption

keyϴ

Encryption of the company

website ЖЁdata in motionЂЗ

Encryption of data carriers on

laptopsМnotebooks and mobile

data carriers ЖϾdata at restЂЗ

2 Confidentiality Ћ

physical access

control ЖArtϴ 32 Ж1З bЗ

GDPRЗ

Measures to prevent

unauthorised persons

from gaining access to

data Processing systems

with which personal data

is processed or usedϴ

Security of the buildingsϵ

windows and doors with an

alarm system

Digital keys management

system

3 Confidentiality Ћ

data access control

ЖArtϴ 32 Ж1З bЗ GDPRЗ

Measures to prevent data

Processing systems from

being used without

authorisationϴ

Customer authentication with

username Мpassword upon

signЉup and logЉin

Allocate user rightsϵ

defining user profilesϵ

assignment passwordsϵ and

assign user profiles to

ITЉsystems

Email verification upon

customer signЉup

Email verification upon

participant signЉin

4 Confidentiality Ћ

data usage control

ЖArtϴ 32 Ж1З bЗ GDPRЗ

Measures to ensure that

persons entitled to use a

data Processing system

have access only to the

data to which they have a

right of accessϵ and that

personal data cannot be

readϵ copiedϵ altered or

removed without

authorisation in the

course of Processing or

Use of document shredders or

appropriate service providers

and physical deletion of data

mediums before reuse

Development of an

authorization concept

ЖDifferentiated

authorisations for readϵ

edit or delete dataЗ and

password procedures Жinclϴ

special charactersϵ

minimum lengthϵ change of

passwordЗ

Assignment of rights by

system administrator
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use and aȅer storageϴ

5 Confidentiality Ћ

transmission control

ЖArtϴ 32 Ж1З bЗ GDPRЗ

Measures to ensure that

personal data cannot be

readϵ copiedϵ altered or

removed during

electronic transmission

or transport or storage

onto data carriersϵ and

that it is possible to

check and establish to

which bodies the transfer

of personal data by

means of data

transmission facilities is

envisagedϴ

Documentation of all interfaces Documentation of

recipients of data and the

time periods of planned

surrender or agreed

erasure time limits

6 Confidentiality Ћ

separation control

ЖArtϴ 32 Ж1З bЗ GDPRЗ

Measures to ensure that

data collected for

different purposes can be

processed separatelyϴ

Segregation of functions

ЖproductionМtestingЗ

Separation of data so that no

customer can take someone

elseЀs dataϴ

Logical client separation

7 Integrity Ћ input

control ЖArtϴ 32 Ж1З bЗ

GDPRЗ

Full documentation of

data management and

maintenance must be

maintained Љ to ensure

the ongoing integrity of

dataϴ Measures for

subsequent checking

whether data has been

enteredϵ changed or

removed ЖdeletedЗϵ and

by whomϴ

No local admin privileges Assignment of

authorisations for input

Alteration and erasure of

data on the basis of an

authorisation concept

8 Availability Ћ

availability control

ЖArtϴ 32 Ж1З bЗ GDPRЗ

Measures to ensure that

personal data is

protected from

accidental destruction or

lossϴ

Air conditioning in server

rooms

Alarm during unauthorized

entry into server room
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Fire extinguishers in server

roomsϵ installation of fire and

smoke detection systemsϵ

uninterruptible power supply

ЖUPSЗ

Remote data backup in

secure outsourced

locations

Development of an

emergency plan and a

disaster recovery plan

ϳ Availability Ћ job

control ЖArtϴ 32 Ж1З bЗ

GDPRЗ

Measures to ensure thatϵ

in the case of

commissioned

Processing of personal

dataϵ the data is

processed only in

accordance with the

instructions of the

Controllerϴ

Selection of the Processor

giving consideration to

diligence aspects Жin

particular with respect to

data securityЗ

Written instructions to the

Processor Жeϴgϴ Data

Processing AgreementЗ as

defined in Artϴ 28 Ж2З GDPR

Processor has appointed a

Data Protection Officer

Efficient rights of control

agreed with the Processor

Putting the ProcessorϽs

employees under an

obligation of data

confidentiality ЖArtϴ 28 Absϴ

3 litϴ b GDPRЗ

Assurance of deletion of the

data at the end of the

provision of servicesϵ

continuous control of the

Processor and its activities

Use of Subcontractors

requires the ControllerϽs

consent and prior

verification and

documentation of the
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security measures taken by

the Processor

10 Resilience ЖArtϴ 32 Ж1З

bЗ GDPRЗ

Measures to ensure the

resilience of the systems

and services that

guarantee that the

systems and services are

designed in such a way

that even high peak loads

and high continuous

loads of Processing can

be handledϴ

Testing of storageϵ access

and line capacities

11 Restoration of

availability ЖArtϴ 32

Ж1З cЗ GDPRЗ

Measures to ensure that

availability of and access

to the data can be

restored in a timely

manner in the event of a

physical or technical

incidentϴ

Scalable Kubernetes backend

technology

Backup concept

Cloud Service Testing of data restoration

12 Data protection

management ЖArtϴ 32

Ж1З dЗ GDPRЗ

Measures to ensure a

process for regularly

testingϵ assessing and

evaluating the

effectiveness of the

technical and

organisational measures

for ensuring the security

of the Processingϴ

Checking of the DSB and

the IT revision
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Anne3 ϭ

Further Processors

Noϴ Name of /he f0-/he- p-oce..o- De.c-ip/ion of p-oce..ing 1ia /hi.

f0-/he- p-oce..o-

1 Amazon Web Services Incϴ

410 Terry Avenue Northϵ Seattleϵ WA

ϳ810ϳЉ5210ϵ USAϴ

Secure cloud service platform for

database storage

2 GitHubϵ Incϴϵ 88 Colin P Kelly Junior

Street San Franciscoϵ CA ϳ4107 USA

Application Connection Soȅware

4 Alphabet Incϵ Googleplexϵϵ in Mountain

Viewϵ California

User and website analytics Soȅware

5 Stripe Incϴϵ 510 Townsend Street San

Franciscoϵ CA ϳ4103 United States

Online Payment processing provider

6 Webflow Incϴϵ 3ϳ8 11th Stϴϵ Floor 2ϵ San

Franciscoϵ CA ϳ4103ϴ

Website hosting & publishing

Soȅware

Please contact us on supportмstagecastϴioϵ should you have any questionsϴ

Signa/0-e.

Jonas Hermann ГГГГГГГГГГГГГГГГГГГГГ

ЖYour name & DateЗ

CEO Stagecast AB ГГГГГГГГГГГГГГГГГГГГГ

ЖYour Company & PositionЗ

ГГГГГГГГГГГГГГГГГГГГГГГГГГ ГГГГГГГГГГГГГГГГГГГГГГГГГГГ

ЖYour signatureЗ
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