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GENERAL PRIVACY NOTICE

Why a general privacy notice?

I've been redirected here from another privacy notice. Why?
This is a bit much. Can you shorten it?

Why does Simprints hold information on me?

What type of personal data will Simprints collect about me?
How will Simprints collect the information?

Where will my data be stored?

How do | keep my information up to date and accurate?
Will my data be given to anyone else?

How long will my data be held for?

Is Simprints subject to the Freedom of Information Act 20007?
What rights do | have?

And if | want a copy of my information?

Who can help me if | have a query?

Will Simprints' position change?
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1. WHY A PRIVACY NOTICE?

When Simprints collects your information, we are required by law to be fair in notifying
individuals on how their information will be managed and to inform them of their rights.
More than that, we want to be transparent, open, and ethical in our practices.

We adhere to the world’s highest privacy and data protection standards, the EU’s General
Data Protection Regulations (GDPR), and abide by the UK'’s Privacy and Electronic
Communications Regulations (PeCR) when sending electronic communications.

This privacy notice provides information on how we use personal data relating to our
individuals we do business with (also referred to in this notice as 'you'), including:

e project beneficiaries, especially those individuals whose biometrics we collect to
identify them for services and programs delivered by our partners;

e Simprints’ employees, interns, volunteers, and contractors;

e subscribers to Simprints’ newsletter, emails, and publications;
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e representatives of prospective or existing partner organisations and service
providers;

e registrants for events, webinars, and promotions;
e donors and lenders as part of our fundraising; and

e website users, complainants, and enquirers.

We have additional, separate privacy notices for project beneficiaries, our employees, and
those wishing to become our employees.

2. I'VE BEEN REDIRECTED HERE FROM ANOTHER PRIVACY NOTICE.
WHY?

We try to give you all the information you need at the point of collection. However, it can be
difficult to give you all the information in a small space, or to tell you everything in as much
detail as you may want.

In that case, we redirect you to this longer notice, which outlines a more general approach to
privacy that you may read at your leisure. This general privacy notice does not provide
product- or service-specific information, which is contained in separate privacy notices.

3. THIS IS A BIT MUCH. CAN YOU SHORTEN IT?

We try to use plain language throughout this document. However, there are a lot of details
that may be important for you to know.

If you want a more principle-based approach to our general intention surrounding privacy,
please read our privacy promise
(https://www.simprints.com/wp-content/uploads/2018/04/Simprints-Privacy-Promise.pdf).
You may also skip ahead to your question(s) of interest directly.

4. WHY DOES SIMPRINTS HOLD INFORMATION ON ME?

Biometrics

The entire reason we exist is to help people get the aid and services to which they are
entitled. Holding biometric data to identify people is the way we accomplish that, and we
take the collection, storage, and security of that data as our highest priority. We always ask
for permission to hold biometric data.
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Our partners use our services to ensure that the right people get the assistance they need.
We take holding people's biometric data so seriously, we require our partners to meet
rigorous privacy standards before sharing any data with them, as described in
project-specific data sharing agreements. If one of our partners can’t convince us that they
will uphold these standards - we will not share any data with them. We also require our
partners to offer alternative forms of identification to ensure that access to essential
services and programs is not denied to people who do not want to provide their biometric
data.

Apart from research purposes (described below), we will never use biometric data for any
other reason. We won't sell it or give it to anyone other than our service providers or our
partners. Our service providers are contracted as processors and are all held accountable to
the GDPR. We only share data with our partners if we are able to establish a
comprehensive data sharing agreement.

Research

Occasionally, we may wish to use data from our operations as a digital identity provider for
research in order to improve our products and services. On these occasions, we will
obtained informed consent to use the data for research and for operational use. We will
anonymise or pseudonymise the information whenever possible for this purpose.

Finance

We process the business contract details of our partners and suppliers in order to pay them
and be paid by them. This includes details of bank accounts and company representatives.
We rely on legitimate interests to hold this data in order to operate, and given this is public
“business to business” (B2B) contact information, we reasonably expect that you may be
approached as a representative of your company.

Website

Apart from people who enquire us directly, we don’t capture information about visitors of
our website, with the exception of anonymous analytics from our website provider on how
many people have visited and what they have looked at. In order to do this, our provider
uses cookie technology. For more information, see our website notice (coming soon).

Recruitment and Employee Administration

We hold personal data on our current, future, and past employees. Due to the nature of our
relationship with these individuals, we have constructed separate privacy notices for job
applicants (available at: https://www.simprints.com/careers) and employees. We collect this
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because we require it to enter into employment contracts or have legal obligations to hold it
for taxation reasons.

Sales and Marketing

We may use B2B contact information on partners and prospects for marketing purposes,
such as sending you relevant communications about our products, services, events, or other
relevant information. We don’t target the public, but rather people who have expressed an
interest in us, approached us, contacted us, or were referred to us. We use your permission
as a lawful basis and therefore will make it clear on initial contact that you will have the
right to withdraw your consent at any time by emailing privacy@simprints.com. We will
make this process as easy as possible.

We will not pass your information on to other providers unless you ask us to, and we will not
sell your information to any other third party.

5. WHAT TYPE OF PERSONAL DATA WILL SIMPRINTS COLLECT
ABOUT ME?

This will vary. In all cases, we will keep it to the minimum necessary for the purpose of
collection. We won't collect more data than we have to. The information may include:

e user ID numbers;

e |ocation data;

e biometric data, such as fingerprints;

e contact details and marketing preferences; and

e financial and payment details.

For our staff, we also process other data, including more sensitive classes of information,
such as:

e education and employment details,

e social circumstances,

e physical or mental health details,

e racial or ethnic origin,

e criminal records,

e proof of income, and

e details of supporting mitigating circumstances.

Last revised — July 2018


http://www.simprints.com/
mailto:privacy@simprints.com

t www.simprints.com simprints technology Itd
) SI l I l p rl n S the chesterton tower

every person counts chapel street
y p Cambridge, UK

CB4 1Dz

IP addresses and cookies

If you visit our website, our website hosting provider and its partners may use cookies and

collect information about the Internet Protocol (IP) address of the device used to access the
site. This helps us monitor the level of activity on our website. For more information, please
see our website notice (coming soon).

6. HOW WILL SIMPRINTS COLLECT THE INFORMATION?

We will collect data directly from you through, for example, fingerprint scans, registration
forms, change of details forms, fairs and events, or our website. We will create some data
internally. When providing fingerprint information, for example, Simprints’ software may
generate a unique ID number and collect time and location information of the scan.

When we collect information directly from a person, we will generally provide a
service-specific privacy notice at the point of collection explaining the relevant information
needed and justifying why data collection is necessary.

We may also collect some data from external sources. For example:

e At conferences and events, we may occasionally collect contact details of people we
wish to do business with and approach them on that basis. We will always ask if
they wish to remain in contact and give them the option to have their data deleted.

e Recruiters and employment agencies may give us potential candidate information.
We will only retain this information if we have entered into a contractual relationship
with the external agency and have clear responsibilities relating to data privacy.

7. WHERE WILL MY DATA BE STORED?

Simprints' main information systems are located within the European Economic Area (EEA)
and accessed by Simprints' employees, who may be located in regional hub centres. We
process information within the EEA, but may also transfer data outside of the EEA to our
suppliers as part of our operations and service delivery.

In order to protect your data, we ensure that most of the data, and all sensitive data (e.g.
biometric data on individuals), is encrypted through its data lifecycle, whether on our
platform or through others.

Some of our partners, service providers, or technology vendors may pass information
outside of the EEA into jurisdictions where privacy laws, obligations and rights may vary. For
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such transfers, we will always ensure that appropriate assurance checks and measures are
put in place to protect your privacy, and we will also point this out to you in specific privacy
notices for that product or service, if applicable.

We maintain records of where all personal data is and how it is protected.

8. HOW DO | KEEP MY INFORMATION UP TO DATE AND ACCURATE?

Largely speaking, with biometric data, you don’t have to. Fingerprints rarely change much,
and we collect as little data as possible. We permanently delete data within a pre-specified
time period after its usage has passed. If we are using it for research, we may ask
permission to keep it longer. However if you believe we are holding data about you
incorrectly, just let us know by emailing us at privacy@simprints.com.

Where you receive information from us about our services, you can also let us know if your
information has changed, and we will change it. If we receive an email bounce back
message, we will proactively remove the data ourselves.

Our employees can update their individual records on our internal self-service systems.

9. WILL MY DATA BE GIVEN TO ANYONE ELSE?

Service providers

Simprints uses a number of third-party service providers in order to carry out the activities
described above. For example, we use third-party service providers to send you mailings,
store data, ensure taxes are paid, manage our internal human resources, and to administer
our identity verification services.

Simprints requires these data processors to use your personal data only for the purpose of
the relevant service, on instruction, and to keep data secure. We work carefully with these
providers to ensure that they apply the highest standards of data management, do not give
your data to anyone else, and have the highest security practices in place.

Unfortunately, no system is perfect, and if there is the risk of some sort of data breach, we’ll
let you know what has happened as soon as we can. If there are any risks associated with
it, we will let the appropriate regulating bodies know and cooperate to fix the problem.
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Legal requests and obligations

We may be required to give out information by law, for example, for taxation purposes or if
requested by law enforcement. We will comply with our legal obligations, but will first
ensure that the requests are valid and give only the minimum required data.

Ad-hoc requests

Sometimes individuals themselves will ask us to give information to others, for example, to
verify an identity, to provide a reference, or to verify employment. In these cases, we will do
so when we have permission and will share only the minimum required data.

10. HOW LONG WILL MY DATA BE HELD FOR?

We will retain your data for only as long as they are needed for the purposes described in
product- and service-specific privacy notices. In the case of beneficiaries’ biometric data, we
generally retain data for a maximum of two years after the relevant project has ended. We
also review records periodically to remove any data that is no longer necessary, so we only
hold a minimal amount data for the purpose at that time.

We may also retain certain records for other legitimate reasons (including after your
relationship with Simprints has ended), for example, to resolve any potential disputes, give
employment references, and to comply with other legal obligations.

11. IS SIMPRINTS SUBJECT TO THE FREEDOM OF INFORMATION ACT
2000?

Simprints is not listed as a 'public body' for the purposes of the Freedom Of Information Act
2000 (FOIA), and, therefore, is not required to comply with the provisions of the FOIA.

12. WHAT RIGHTS DO | HAVE?

It's your data, not ours. We only do what you tell us we can do with the data. We will
respect your preferences and instructions. Unless the law tells us we have to do something
different, we will abide by your rules, your way. Individual rights under law are qualified
(meaning they may not have these rights at all times or in all circumstances), but, generally
speaking, individual rights include:

e the right to be informed about the collection and use of data;
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e the right of access, i.e. to obtain a copy of your information;

e the right to correct and update data;

e the right to complain (to both Simprints and the appropriate regulatory body);
e the right to object, block, or put a hold on processing;

e the right to be erased or deleted in circumstances where (for example) we rely on
consent, hold data without justification, or have excessive data;

e the right to have your data transferred to another provider if our lawful basis is
consent or for the performance of a contract; and

e the right to question or challenge automated decision making (e.g. machine-based
judgements), including profiling.

More information is available at: https://ico.org.uk. If you would like to exercise one of these
rights, please get in touch with us at privacy@simprints.com.

13. WHAT IF | WANT A COPY OF MY INFORMATION?

You are entitled to a copy of your information. Before providing you with your personal data,
we may need confirmation of your identity or further information about the data requested
to enable us to locate your data. Please also let us know if you believe any data we hold to
be inaccurate or if you have other concerns about our use of your personal data. These
rights may be subject to certain exemptions, but we will always try and give you a complete
record of what we have.

You can update your contact details and options for receiving communications by clicking on
unsubscribe links in emails or getting in touch with us at privacy@simprints.com.

14. WHO CAN HELP ME IF | HAVE A QUERY?

For more information, for assistance with a detailed enquiry, or if you want to exercise your
rights, please contact privacy@simprints.com

15. WILL SIMPRINTS’ POSITION CHANGE?

From time to time, we will update this document if we make substantial changes to our
processes, procedures, or systems, or if laws and regulations change. We will update the
notice here and make reasonable efforts to inform those affected if the changes are
substantial in nature.
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