
Top 5 Data Privacy 
Challenges in a  
Connected Car World



For automakers, the stakes have 
never been higher. Both businesses 
and consumers are increasingly 
conscious of how their data is 
being used, and high-profile 
privacy lawsuits affecting different 
companies have led us all to feel 
more protective over our personal 
information. As a result, we’re seeing 
manufacturers work increasingly 
hard to comply with data legislation 
like GDPR and CCPA.

But privacy laws are evolving. And, as 
data becomes more sophisticated, it 
becomes more difficult to manage. 
This is made even more complicated 
when you hope to utilize this data – 
whether that’s by simply monetizing 
it or using the insights you extract to 
improve your products and services. 
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This eBook aims to address the 
biggest privacy challenges facing 
the industry today. It’s designed to 
help automakers like you comply with 
legislation while still maximizing the 
legitimate commercial potential of 
the data you collect.
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When we talk about connected vehicle 
data, it’s important to understand 
what it is that these vehicles are 
collecting. Some of the information 
that cars generate relates to functions 
that the car performs – things like fuel 
consumption and engine status. But 
there are more specific insights that 
automakers extract that are valuable  
to the manufacturers themselves  
or third parties.

This process of cars collecting data and 
being connected to the web is known 
as the ‘Internet of Things’ (IoT). Unlike 
traditional forms of data extraction, 
IoT pulls huge volumes of information 
together. In fact, the volumes are so 
great that automakers aren’t easily able 

to determine whether or not they’re 
always complying with data legislation.

If data held were exposed in a 
privacy leak, the fine your business 
could receive from a regulator would 
be devastating. But it’s not just the 
financial cost; the reputational hit you 
also receive can impact stock value, 
and perhaps even turn off your existing  
and potential customers. 

So, as digital transformation intensifies 
and the industry begins to rely on 
more data – as well as adopt new 
tech like over-the-air updates – this 
must be matched with a greater 
understanding of the biggest data 
privacy challenges around.

Keeping Big  
Automotive Data Secure
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https://www.cardatafacts.eu/share-car-data/
https://www.wired.co.uk/article/internet-of-things-what-is-explained-iot
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As automakers charge towards 
connected, autonomous, shared and 
electric (CASE) technology, an increase 
in sensors will provide both a higher 
volume and a wider breadth of data. 
The key is being able to manage this 
exponential rise in information and put 
it to commercial use while remaining 
compliant with privacy regulations.

And this increase in volume is 
necessary. For CASE technology to 
work, automakers need to recognize 
almost every recognizable driving 
pattern. Take vehicles with increasing 
autonomous features – they need as 
much information as possible about the 
world around them to predict and react 
to what takes place on the road. If they 
don’t, passengers and pedestrians are at 
risk. To create truly autonomous products 
and features, automakers need powerful 
models that can predict outcomes, 

all while integrating inputs from lots of 
different sensors in the vehicle, like anti-
lock braking system (ABS) activation.

Then, to ensure that these vehicles still 
perform as expected, they need real-
time insights to be sent between the car 
and the automaker. These include road 
conditions, traffic levels and weather 
zones, so that an autonomous car knows 
when to move in the event of a collision or 
other driving hazard.

The same principle applies to electric 
vehicles. When manufacturers study the 
driving patterns of their customers, they 
can more accurately see where the need 
for EV infrastructure is. This information 
can then be provided to city planners 
and other third parties for the good of the 
public. Of course, this naturally comes with 
privacy risks that could find some parties 
on the wrong side of data legislation.

Challenge 1: Automaker data is 
increasing in volume and detail

Robust handling, 
at speed

Wejo ADEPT® can handle 
massive volumes of data 
at speed, from any source, 
while ensuring the robustness 
needed for mission-critical 
services. It allows OEMs to 
maximize the intrinsic value 
in autonomous, electric and 
connected vehicle data, but in 
a streamlined, cost-effective 
way. Wejo understands that 
privacy is pivotal to maintaining 
trust. And with Wejo ADEPT®’s 
built-in anonymization 
framework, compliance is at 
the very heart of our platform. 
Automotive manufacturers 
and drivers can be sure that 
only data that is allowed to be 
shared is shared, and what is 
private stays private.

WEJO IN ACTION
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https://www.17sustainabledevelopmentgoals.org/connected-autonomous-shared-electric-shaping-future-mobility/
https://www.17sustainabledevelopmentgoals.org/connected-autonomous-shared-electric-shaping-future-mobility/
https://www.wejo.com/wejo-adept
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Despite the risks, it’s essential 
for automakers to use connected 
vehicle data to drive the innovation 
and development of connected and 
autonomous services. 

However, this is easier said than done, 
and it requires a level of expertise that 
not all manufacturers have readily 
available. For example, connected 
vehicles capture location data 
to provide better navigation and 
traffic management, which benefits 
society in terms of road safety, 
economic opportunity and addressing 
environmental concerns. But because 
these vehicles are capturing locations, 
there can be a risk of non-compliance 

with privacy legislation if the data is 
not processed with certain measures 
in place.

To comply with data protection and 
privacy legislation, organizations may 
wish to take steps to avoid capturing 
an individual’s address. For example, 
this may involve not capturing the first 
10 seconds of a vehicle’s journey, or 
ensuring that the vehicle has to move  
out of a specific geolocation in order  
to become a valid data point. 

Anonymization technology is an 
investment, but it’s one that could  
open the door to greater future returns.

Challenge 2:
Without privacy technology,
you could be creating Personally 
Identifiable Information (PII) scenarios

With Wejo ADEPT®, you 
can filter out data 
that poses a risk to 
compliance – such as a 
few vehicles traveling in a 
sparsely populated rural 
area versus many cars 
traveling in a densely 
populated city. Wejo 
also provides dynamic 
location blurring and 
supports anonymization.

Complete peace 
of mind

WEJO IN ACTION

5Top 5 Data Privacy Challenges in a Connected Car World



C
H

A
LL

EN
G

ES

To manage data compliantly, you 
need to ensure that the information 
you extract is organized into a 
common data format. You also need 
to understand what data you hold, 
where it is coming from, and where it’s 
going. 

By failing to organize and clean your 
dataset, you not only risk exposing 
yourself to fines, but you also risk 
providing third parties with inaccurate 
data or data that shouldn’t be shared. 
That harms your standing with your 
partners and prevents you from gaining 
an advantage over your competitors. 
The good news is that it’s easy to do 
– especially when there are solutions 
available that automate the storage, 
cleansing and anonymization process.

Challenge 3: Data must be 
handled properly

Advanced tooling

Data lineage makes it 
easier to find, cleanse 
and control data. 
Our multiple layers of 
privacy technology 
utilize sophisticated 
and advanced tooling, 
together with artificial 
intelligence and 
machine learning 
technology, so that 
our system can swiftly 
adapt and help 
avoid potential data 
protection breaches.

WEJO IN ACTION
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The vast majority of manufacturers 
supply vehicles to multiple countries. 
You’ll already be aware of how laws 
vary from jurisdiction to jurisdiction, 
including environmental regulations 
and safety requirements. Data 
protection and privacy is no different. 
For example, Germany, which has an 
even stricter stance on privacy than 
the EU’s famously strict GDPR laws 
(even going as far as being a blank 
spot on Google’s Street View), has 
significantly different rules than India.

Naturally, this means you’ll need to  
embrace and understand the various 
nuances between each territory 
you operate in if you hope to stay 
compliant. Only processing and 
using the data in the jurisdiction in 

which it was collected can limit the risk, 
but it can also limit your ability to make 
universal improvements to your products 
and services. Of course, automakers don’t 
typically have resident data experts from 
all around the world, making the challenge 
even harder when it comes to then passing 
that data to partners.

Challenge 4: Various 
jurisdictions require various 
data-handling processes

Adaptive approach

WEJO IN ACTION Wejo ADEPT®’s compliance wrappers help 
achieve legal and legislative assurance, 
including country, federal, state and local 
variations. Wejo facilitates the most effective 
exchange of data while improving regulatory 
compliance across multiple jurisdictions.
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https://www.dataguidance.com/notes/germany-data-protection-overview
https://bigthink.com/strange-maps/germany-street-view/
https://bigthink.com/strange-maps/germany-street-view/
https://iapp.org/news/a/a-look-at-proposed-changes-to-indias-personal-data-protection-bill/
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To navigate the previous challenges, 
you effectively need a solution that 
safely extracts data from vehicles, 
anonymizes it, and stores it securely. 
And when it comes to choosing this 
solution, automakers typically go 
one of two ways: create a privacy 
and storage solution themselves, or 
license proven technology.

Building your own privacy technology 
may appear to allow for more control 
over your information, but it comes at a 
much higher resourcing cost. Plus, you’ll 
need the talent in-house to constantly 
maintain it. With Wejo ADEPT®, however, 
you have complete peace of mind 
that sensitive data is anonymized and 
secure. Your sole focus can then be to 
leverage that information – whether for 
profit or enhancements to your offering.  

Challenge 5:  
Building privacy technology  
is resource and time intensive

WEJO IN ACTION

State-of-the-art 
privacy measures

Wejo employs 
encryption tools, both 
at rest and in transit, to 
protect drivers’ data. 
Our products and 
services use a wide 
range of anonymization, 
pseudonymization and 
tokenization tools and 
techniques to further 
enhance privacy at 
all times.
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Processing large amounts of valuable 
data doesn’t have to be at the expense 
of privacy. To be competitive, you’ll 
need both. It comes down to being up to 
date and compliant with legislation, as 
well as being able to trust the expertise 
of those handling, processing and 
exchanging data to your automotive 
company. 

Working with a trusted partner that has 
a privacy mindset – and the tools and 
platforms to show for it – can enable 
automakers to stay compliant and 
maintain a solid value exchange without 
compromising their data. This empowers 
automakers to build new revenue 
streams, become more efficient, and 
improve the customer experience. 

We can be that trusted partner. At Wejo, 
we believe in delivering products and 
services that align with our mantra  

of Smart Mobility for GoodTM. A core 
component of this is ensuring any of  
the autonomous, electric and 
connected vehicle data that we 
organize and unlock for our clients is 
never misused. 

Not only do we adhere to the highest 
security standards, but we also ensure 
consumer needs are championed and 
that all our actions are aligned with our 
brand values to improve convenience, 
sustainability and safety. We also 
recognize the power of the data we 
have been trusted with, and therefore 
recognize the responsibility that we 
have to guard it.

To find out more about our high-
volume data processing and 
analytics platform, Wejo ADEPT®,
visit our website or get in touch
with our team. 

How Wejo’s products,  
tools and solutions can help

S
M

A
R

T 
M

O
B

IL
IT

Y
 F

O
R

 G
O

O
D

™

99Top 5 Data Privacy Challenges in a Connected Car World

https://www.wejo.com/wejo-adept
https://www.wejo.com/contact-us


We partner with ethical, like-minded 
companies and organisations to turn 
that data into insights that unlock 
value for consumers. With the most 
comprehensive and trusted data, 
information and intelligence, Wejo 
is creating a smarter, safer, more 
sustainable world for all. Founded in 
2014, Wejo employs more than 300 
people and has offices in Manchester, 
UK, and in regions where Wejo does 
business around the world. 

For more information, visit: 
www.wejo.com  or connect with us 
on LinkedIn, Twitter, and Instagram.  

About Wejo
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13 million
vehicles on platform
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Wejo Group Limited is a global leader 
in cloud and software analytics for 
connected, electric, and autonomous 
vehicles, revolutionizing the way we 
live, work and travel by transforming 
and interpreting historic and real-
time vehicle data. 

Wejo enables Smart Mobility for 
Good™ smarter mobility by organising 
trillions of data points collected from 
approximately 13 million vehicles and 
76.7 billion journeys to date, across 
multiple brands, makes and models, 
and then standardising and enhancing 
those streams of data on a vast scale. 
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https://www.wejo.com/
https://www.linkedin.com/company/wejo/
https://twitter.com/wejoHQ
https://www.instagram.com/accounts/login/?next=/wejohq/


info@wejo.com

LinkedIn | Twitter | Instagram | YouTube

mailto:info%40wejo.com?subject=
https://www.linkedin.com/company/wejo/
https://twitter.com/wejoHQ
https://www.instagram.com/accounts/login/?next=/wejohq/
https://www.youtube.com/channel/UCdxYybUwl_i7WQ4OoukXINg
https://www.wejo.com/

