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Understanding 
and Addressing 
Vendor Risk
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Introduction

When a vendor handling your data suffers a breach, 

the consequences are the same as if the breach had 

occurred on company-owned systems: financial 

and reputational damages, exposure of sensitive 

information, and a wave of customer distrust. This 

has led businesses to assess and measure vendor 

risk, hoping to catch potential issues before they 

happen. But what do you do when a vendor fails 

an assessment? In many cases, vendors are locked-

in,  and large enough that smaller organizations 

lack the leverage to make them change. But when 

you know the exact threats your vendors face, 

there are things you can do to keep your people                             

and company safer.

Risk Factors

 UpGuard’s CSTAR risk scoring engine aggregates 

many factors to determine a vendor’s security 

posture. Each of these factors is related to a real 

world threat and how well the vendor is protected 

against it. CSTAR is organized into three categories, 

web, communications, and business. Each section 

has a number of checks that are performed 

regularly, testing these areas for weaknesses and 

defenses. We’ll look at each threat, what UpGuard 

tests to determine susceptibility, and what can be 

done when a vendor is deficient in that area.
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Risk Factors by 
Criticality

Critical Risks

The highest level of risk factors are those sufficient 

to be the root cause of a breach of information 

confidentiality with no additional factors, are 

universally acknowledged to be standard controls, 

and are easy to exploit. 

• SSL absent

• Database ports open

• File sharing ports open

• VOIP ports open

• Domain expired

High Risks

The next tier of risk factors are those that could 

lead directly to a breach but require a more 

sophisticated attack or are highly indicative of poor 

IT processes.

• Application ports open

• User authentication ports open

• Administrative ports open

• VOIP ports open

• Domain expired

• Domain blacklisted for malware

• Weak SSL algorithm

• SSL certificate expiring soon

• Administrative ports

• VOIP ports open

Medium Risks

Medium risk factors are those that can successfully 

execute a part of an attack but which require 

additional action from the human targets or 

additional specific system configurations that 

cannot be ascertained externally.

• SPF record missing

• Domain expiring soon

• Cookies not secured

• Mail ports open

• Domain registration  not secured

• Server headers not obscured

 

Low Risk 

The idea of “low risk” is misleading, in that breaches 

are typically executed by combining many factors, 

each of which may be low risk in isolation. These 

are factors that require significant additional 

conditions to be present, are complex to execute, 

are only rarely seen in actual attacks, or are so 

widespread that they have a weak correlation with 

the overall integrity of IT processes.

• DMARC absent

• DNSSEC absent

• Low employee satisfaction

• Low CEO approval rating



4

Susceptible to  
Man-in-the-
middle Attacks
Problems UpGuard Detects

• HTTP Strict Transport Security not enforced

• Secure cookies not used

• SSL not available

Recommendations 

When a vendor is susceptible to MitM attacks, 

organizations should be more cautious about 

entering data on that vendor’s website. Use unique 

passwords for their services, so that if a password 

is intercepted, it can’t be reused for other purposes. 

Companies may choose to deliver their information 

through email or over the phone, rather than 

filling out forms online, to avoid the chance at 

exposure. Financial transactions, such as credit 

card payments, should not be made over websites 

vulnerable to this type of attack.

Vulnerabilities 
Can Be 
Uncovered  
More Easily

By default, many websites announce information 

about themselves, including what kind of software 

they are powered by, and even what version of that 

software is being run. This narrows attack windows 

for malicious actors, now enabled to find specific 

exploits they know will work.

 

Problems UpGuard Detects

•  ASP.NET version header exposed

•  Server information header exposed

•  X-powered-by header exposed

Recommendations 

When a vendor has exposed headers, it’s usually 

because nobody knows they are exposed. Smaller 

vendors can be notified to the exposure, as best 

practices recommend obscuring them on all 

systems. If vulnerable software is being advertised, 

businesses should limit their interaction with the 

affected website as much as possible.

Vulnerable 
to Cross-site 
Scripting
Cross-site scripting (XSS) is a method of attack 

that uses stored cookies to impersonate a person 

to a website. Cookies store authentication tokens; 

unprotected cookies can put those tokens into the 

hands of an attacker. 

 

Problems UpGuard Detects

• HttpOnly cookies not used

Recommendations 

If a site is not using HttpOnly cookies, cookies 

should be destroyed after each use. This is a simple 

matter for all modern browsers, and a minor 

process step that can save a lot of trouble in the 

long run by never allowing authentication tokens 

to be misused. Additionally, using a private mode in 

the browser can prevent cookies from persisting.
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Emails Can Be 
Fraudulently Sent
Phishing attacks use email to impersonate 

someone, usually an authority figure, to try and 

trick an employee into transferring funds or 

disclosing sensitive information. These attacks are 

much more likely to succeed when an organization 

doesn’t take measures to verify and sort email 

before it reaches an inbox. 

 

Problems UpGuard Detects

• DMARC not enabled

• SPF not enabled

 

Recommendations 

When a vendor fails to have protection against 

phishing emails, all employees should be put on 

guard for emails from that company. Without SPF, 

DKIM, and DMARC, an attacker can spoof an email 

to make it look like it was sent from the vendor. 

Education about phishing in general and especially 

from the vendor’s domain will help keep people 

vigilant with unsecured vendors.  

 

 

DNS Is 
Susceptible to 
Man-in-the-
middle Attacks
DNS is the mechanism that translates human-

readable addresses like www.upguard.com into 

computer-readable IP addresses like 10.10.102.45. 

The problem is that DNS can be hijacked, and the 

human address can be pointed to a fraudulent 

IP address, with a dummy website set up, which 

gathers credentials and other information from 

people who go there. 

 

Problems UpGuard Detects 

• DNSSEC not enabled

Recommendations 

DNSSEC is a mechanism specifically designed to 

prevent this type of attack; however, it’s use is not 

as widespread as it should be. Vendors who don’t 

use DNSSEC are at a greater risk for DNS hijacking. 

Most businesses use what are called Extended 

Validation (EV) certificates for their websites. 

EV certificates don’t just encrypt traffic, they 

validate the website owner, and can’t be spoofed by 

malicious redirects. EV certificates display a green 

bar and the name of the company in the browser, so 

it’s easy to double check that a vendor’s site is legit. 
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Vendors Have 
Potential Security 
Risks

UpGuard scores vendors from 0-950. Those with 

scores below 600 are considered risky. In general, 

there are some best practices that can be followed 

when working with risky vendors to help protect 

your organization and customers. 

 

Problems UpGuard Detects

• Vendors have a score below 600

Recommendations 

The number one thing you can do to reduce risk 

when working with an insecure vendor is to limit 

their access as much as possible. Following the 

principle of least privilege, they should be able to 

use only those resources which they absolutely 

need to perform their function. If they handle data, 

they should be given the minimal subset of data 

necessary. This at the very least limits the scope 

of a potential breach. Furthermore, employees 

can be warned that this vendor has substandard 

cybersecurity, and that communications from them, 

services on their website, and documents received 

should be treated cautiously, and not implicitly 

trusted. Usernames and passwords to services with 

these vendors should be unique, and not reusable 

within your organization.

Domain at Risk of 
Being Hijacked
Internet domains, such as upguard.com, must 

be regularly renewed to function. The cadence 

depends on the hosting provider, but it’s often 

enough that domain hijacking is a real problem. 

If a business fails to renew their domain before it 

expires, a malicious actor can pick it up as soon as 

it’s available and host a fraudulent page, tricking 

people who think they are still going to the 

authentic domain. 

 

Problems UpGuard Detects

• Domain expiring soon

Recommendations 

UpGuard detects when a domain is about to expire, 

so organizations can be on alert, and complete their 

renewals in a timely fashion. Communicating this 

to the vendor can get them to renew it, or at the 

very least inform you of their process for doing so. 

If one of your vendors faces imminent expiration 

on their domain, employees should take caution 

around using services related to that domain 

around the expiration date, until proper renewal                             

can be verified.



7

Malware Detected
Blacklists and other mechanisms for quarantining 

dangerous sites help protect organizations against 

sites that have a reputation for malicious activity. 

 

Problems UpGuard Detects

• Suspected malware provider

• Suspected phishing page

• Suspected of unwanted software

Recommendations 

If your vendor shows up on these lists, that’s a 

major problem. It means that traffic from their 

webspace has been shown in the past to be 

malicious. Asking the vendor why they are on it 

and what they are doing to fix it can help offer 

perspective, but doing digital business with 

providers on these lists carries a very high risk. 

 

 

Unnecessary 
Ports Open
Every digital service runs on a specific port. There 

are some ports, like 80 and 443, that are usually 

open to the internet. However, there are many 

more ports that should not be exposed to the 

internet at all, because doing so poses a major 

security risk. While some ports, like those for 

mail services, may be open by design, others, like 

database ports, should never be publicly accessible 

 

Problems UpGuard Detects

• Remote Administration

• User Authentication

• Database, Mail, VOIP

• Ransomware Susceptibility 

Recommendations 

Many of the largest and most damaging cyber attacks 

only affect those systems with dangerous ports 

open to the internet. For example, the WannaCry 

and Petya ransomware attacks required Microsoft 

SMB ports to be internet-accessible. If your vendor 

has dangerous ports open, the data they handle for 

you might be at risk. If possible, limit datasets to 

anonymous and non-sensitive information. The risk 

of internet-facing ports can be mitigated through 

careful configuration, but they should raise a red flag 

that extra caution is needed.

Low Company 
Satisfaction
Business factors play into vendor risk as much as 

technical. Operations and processes are where 

vulnerabilities manifest. Unhappy employees, and 

negative company culture affect the way operations 

are carried out. Additionally, the more dangerous risk 

of an insider attack is much higher at an organization 

with low satisfaction and a distrust of company 

leadership. 

 

Problems UpGuard Detects

• Employee satisfaction

• CEO approval

 

Recommendations 

There’s not much you can do about another 

company’s culture. But if your vendor has low ratings 

in this area, you can be on your guard about how you 

interact with them. Like with most cases, limiting 

access to systems and sensitive data greatly reduces 

the risk a vendor poses. Both operational oversight 

and insider misuse rely on valuable data or access. 

Practicing the principle of least privilege with your 

vendors is the best way to protect yourself.
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Conclusion

It may seem like companies are powerless in the 

face of their vendors’ cybersecurity practices, but 

steps can be taken to somewhat mitigate the risks 

they pose. Careful process when working with 

vendors, and limiting what they can do and see, 

helps insulate the primary company in the event of 

a third party breach. Under the right circumstances, 

the primary company can even influence the 

vendor to remediate their issues, helping all their 

customers be more secure. Digital business is 

an ecosystem, and the overall health must be 

maintained for each piece to keep functioning. 

Cyber risk assessment and comparison is an 

important part of that process, but finding a way 

to remediate those risks helps the whole system 

improve over time.
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Businesses depend on trust, but breaches and outages 

erode that trust. UpGuard is the world’s first cyber 

resilience platform, designed to proactively assess and 

manage the business risks posed by technology.

UpGuard gathers complete information across 

every digital surface, stores it in a single, searchable 

repository, and provides continuous validation and 

insightful visualizations so companies can make 

informed decisions.
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